Netlink and G-8 Healthcare Data Card Meeting Trip Summary

September 24 to 29, 2000

Dan Maloney represented the Department of Veterans Affairs and the United States at International meetings held in Rome Italy on September 25 to 28, 2000.  With today’s mobile citizens, the health records of a patient are often not at the location where the treated.  Furthermore, as more records become computerized and the networks improve, controlling access to those on line records becomes more important.  These meetings involved healthcare programs that are addressing these problems.  The solutions involve the use of smart cards that work with the network to make appropriate data available, while also implementing improved methods for limiting data access to appropriate healthcare providers.  The G-8 Healthcare Data Card workgroup has focused on developing open specifications and coordinating activities in various countries.  The Netlink project has built upon those interoperability specifications and has applied them to solve real problems at pilot sites.  Mr. Maloney participated in the Netlink management meeting, met with representatives of the Italian Ministry of Health, made a presentation and participated in the Netlink Symposium and participated in the G-8 meeting.  These meetings were all held at the Italian Ministry of Health.

Netlink is a project funded by the European Commission to address problems associated with access to patient data and billing problems across the borders of countries.  The solution involves making data available, addressing administrative procedures and improving the quality of electronic transactions across nations.  Four countries are involved since Quebec Canada joined the original partners in Italy, France, and Germany.  The G-8 Healthcare Data Card Workgroup meeting involved representatives from Japan, France, Germany, Italy, Quebec Canada and U.S.A.  The G-8 Workgroup has worked closely with the Netlink project furnishing the original version of the interoperability specification that Netlink has expanded, and which will form the basis of the next version of the G-8 specification.  The solutions involve the use of technologies including smart cards, Public Key Infrastructure (PKI) electronic keys and networks.  The concepts include the patient using a smart card to carry data and links to their data on the network.  The Healthcare Professional would also have a smart card to carry their healthcare role, such as medical physician, and PKI keys, to be used for access control to networked resources and for digitally signing transactions.  

The Italian Netlink project has distributed over 130,000 patient cards and 1000 healthcare provider cards.  Inter country data access protocols have been arranged at a pilot site using PKI keys for healthcare provider identification and authentication.  Inter country billing issues have been address at the pilot sites.  One Italian test site has implemented an innovative method of linking the health card with a patient’s existing debit money account using the bank’s back end processing system.  Other commercial programs, such as the Mobile gasoline speed pass, use this technique but adapting it to a health card is a creative method to simplify the payment process for both the patient and the medical facility.  Quebec Canada has developed a system that creates an anonymous networked data base of depersonalized healthcare transactions that cannot be associated with the patient because the index to the data only exists through use of the smart card.  Quebec has also distributed thousands of cards to patients and providers in the Laval area.  The Netlink management meeting addressed various problems of coordination, card distribution, compliance testing, conflicts with various national initiatives and document development.  The Netlink Symposium included a project overview, an overview of related activities in other nations from the G-8 participants, presentations from representatives from the pilot sites and perspectives from the industrial partners.  The G-8 members also demonstrated interoperability among systems being developed in the various countries.  One of the symposium participants stated that this was the first time that they have seen true open systems using card multiple card products and client software from different developers.  The U.S.A. demonstration was a VA development system.  The matrix below shows the interoperability demonstrated for displaying the “open core data set” defined in the specification.  The meeting was held in the auditorium of the Italian Ministry of Health.  All presentations were simultaneously translated into English or Italian.  Attendees included medical, business and policy staff from medical facilities, Universities and the Italian Ministry of Health.
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The G-8 Healthcare Data Card Workgroup meeting addressed issues related to clarification of the specifications, document version control, card and software exchange, status of programs in the countries and the workgroup G-8 sponsorship.  The progress of the ISO TC215 WG 5 standards work was addressed by the coordinator who is the German representative to the G-8 workgroup.  By the end of the G-8 meeting, all the known specification issues had been resolved.  This will allow all client software to read all cards, with the exception of the German card that is the existing insurance card and not G-8 compliant.  In order to test our ability to read the other cards, we were able to obtain the latest sample cards from Italy, France, Quebec and Japan.

Highpoints of the National status are:

· Italy has distributed 130,000 Netlink compatible cards in the last year.  Their planned national Healthcare card rollout to all citizens has been impacted by a change in government.  The current emphasis is to decide if the Healthcare card and the planned updated National ID Card should be combined.  This will take one to two years to resolve

· Germany has distributed 80 million memory chip cards to each of their citizens in 1993 and 1994.  Currently they are investigating the use of a Healthcare Provider card with PKI keys for access control, identification of healthcare role and digital signature.  The expansion of the patient card to contain medical data will require legislation before any further work can proceed.

· Quebec Canada is expecting funding to be approved in the next few months for their planned citizen healthcare smart card and healthcare provider card.  After funding is available, it is expected to take approximately 24 months to begin to distribute cards to their 7.3 million citizens.

· France distributed 42 million Vitale family insurance smart cards in 1998 and 1999.  They are currently distributing Healthcare provider cards with PKI keys.  With the use of these cards, the electronic reimbursement had decreased dramatically to 2 days, and fraud has been minimized.  8 million of the 18 million forms are currently being processed electronically each month.  They are planning to upgrade this to a Vitale 2 card that will be given to each of their 70 million citizens.  At this time, it is understood that cards will be Netlink / G-8 compatible.  The timing has not been decided and it is not decided if medical data will be included.

· An update of the U.S.A situation included a description of the VA Express Card plans and outlines of related activities such as Federal PKI Steering Committee, the GSA SmartGov smart card procurement vehicle, the GSA ACES procurement vehicle, the Electronic Signature Law of June 30, 2000 that President Clinton signed using a smart card and an ACES certificate, the CHIME initiative to issue smart cards with PKI keys to each of their healthcare professionals in the state of Connecticut and the DoD CAC smart card program to give each active military an access smart card.

· Japan reported that the central government would be distributing money to the regions to fund IT projects, and that several of those regions had plans for healthcare smart card projects that they hoped to fund in the near future.  They also announced the formation of a 70 company consortium to create a Japanese “next generation” multi application smart card that would probably include contacts, a contactless interface and PKI key support.

The Italian national representative for all G-8 Healthcare projects discussed the G-8 meeting in Berlin in May 2000.  The main G-8 organization has decided to discontinue the coordination of all the special G-8 projects that were established in 1995.  The Healthcare Data Card Workgroup was congratulated for making the most progress of all the Healthcare projects, with the Telemedicine project being designated as second.  The Card group had proposed that they be allowed to continue using the G-8 name, but apparently that was not accepted.  An alternate name was proposed – The Global Healthcare Applications Program, formally the G-8 Healthcare Data Card Workgroup.  However, this would result in a workgroup acting alone without a sponsoring organization.  The situation has been further confused because the minutes have not been sent out from the May meeting.  The group felt that enormous progress has been made, and the work must continue, but this new status will cause difficulties.  Currently, this is the only open specification addressing open access, data structure and data content for a smart card.  If an organization wanted to initiate a healthcare smart card program, they could follow the specification and produce a card capable of being read by multiple organizations, or spend resources duplicating the effort developing a specification that others would not be interoperable with others.  The resolution on the change of the name should be clarified in the next several weeks.  In any case, it was agreed that the specification should be promoted using publications and demonstrations of the interoperability that has already been achieved.







