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Improving the EF.NETLINK file in order to include pointers to international administrative and emergency data accessible in read by using the PIN code.








The new EF.NETLINK is  as follow:





NETLINK_DataSet_EFPath ::= SEQUENCE


{


CardFileIdentification	[0] IMPLICIT SEQUENCE OF FileIdentification OPTIONAL,


AdministrativeFileIdentification 	[1] IMPLICIT SEQUENCE OF FileIdentification OPTIONAL,


ClinicalFileIdentification 	[2] IMPLICIT SEQUENCE OF FileIdentification OPTIONAL,


AdministrativeFilePINprotected 	[3] IMPLICIT SEQUENCE OF FileIdentificationPIN OPTIONAL,


ClinicalFilePINprotected 	[4] IMPLICIT SEQUENCE OF FileIdentificationPIN OPTIONAL,


AdministrativeFileHPCprotected 	[5] IMPLICIT SEQUENCE OF FileIdentificationHPC OPTIONAL,


ClinicalFileHPCprotected 	[6] IMPLICIT SEQUENCE OF FileIdentificationHPC OPTIONAL


}


FileIdentification::= SET


{


dFName 	[0] IMPLICIT OCTET STRING OPTIONAL,


dFID	[1] IMPLICIT OCTET STRING OPTIONAL,


eFID	[2] IMPLICIT OCTET STRING,


dataFormat	[3] IMPLICIT ENUMERATED {ASN(0), other(1)} OPTIONAL


}


FileIdentificationPIN::= SET


{


dFName 	[0] IMPLICIT OCTET STRING OPTIONAL,


dFID	[1] IMPLICIT OCTET STRING OPTIONAL,


eFID	[2] IMPLICIT OCTET STRING,


dataFormat	[3] IMPLICIT ENUMERATED {ASN(0), other(1)},


pinType	[4] IMPLICIT ENUMERATED {ISO(0), EMV(1)},


pinLength	[5] IMPLICIT NUMERIC STRING (SIZE(1)),


pinID	[6] IMPLICIT OCTET STRING (SIZE(1))


}


FileIdentificationHPC::= SET


{


dFName 	[0] IMPLICIT OCTET STRING OPTIONAL,


dFID	[1] IMPLICIT OCTET STRING OPTIONAL,


eFID	[2] IMPLICIT OCTET STRING,


dataFormat	[3] IMPLICIT ENUMERATED {ASN(0), other(1)},


authenticationType	[4] IMPLICIT ENUMERATED {symmetric(0), asymmetric(1)}


}








Note: Each country will define inside the EF.NETLINK:


the “ AdministrativeFileIdentification” (read free access) and/or the “AdministrativeFilePINprotected” (read PIN protected), and/or the “AdministrativeFileHPCprotected” (read HPC/PDC authentication protected).


the “ ClinicalFileIdentification” (read free access) and/or 


	the “ ClinicalFilePINprotected” (read PIN protected) and/or


	the “ ClinicalFileHPCprotected” (read HPC/PDC authentication protected). 





When the application reads the EF.NETLINK, it search for the data in the following order:


free access data is present ? YES: select the EF and read the data. 


PIN protected data is present ? YES: select the PIN type and length, then VERIFY PIN, then select the EF, then read the data.


HPC protected data present ? (this is for the future !!).





The (international) data content is the same in the three cases. Each country can decide which types of  EF to use, depending on the privacy obligations. 


This means that, for a patient, I can put one data type (example blood group) in the free access  emergency data, and another type (example clinical data) in the emergency protected data. 





The dataFormat field will be useful for the future (“0=ASN” is the default current value).





The APDU command for the PIN must be as follow in order to be interoperable:





Authentication of the cardholder





Depending on the pinLength field in the EF.NETLINK, the application will ask the cardholder to input the PIN as x digits to prove his/her right to access the protected EF/DF. The application must be able to set the input field to the right length in order to help the card-owner to correctly input the PIN.





If the pinType is 0 (ISO), the application will pad the x digits to 8 bytes with ‘FF’. 





If the pinType is 1 (EMV), the application will prepare the PIN structure as follow: 





C�
N�
P�
P�
P�
P�
P/F�
P/F�
P/F�
P/F�
P/F�
P/F�
P/F�
P/F�
F�
F�
�
where


�
Name�
Value�
�
C�
Control�
field Binary 2 (hex. 0010)�
�
N�
PIN�
length4-bit binary number with permissible values of hex. 0100 to hex. 1100�
�
P�
PIN�
digit4-bit field with permissible values of hex. 0000 to hex. 1001�
�
P/F�
PIN/filler�
Determined by PIN length�
�
F�
Filler�
4-bit binary number with value of hex. 1111�
�









Finally the following VERIFY command is used








CLA�
‘00’�
�
INS�
‘20’ = VERIFY�
�
P1�
‘00’�
�
P2�
‘pinID’ �
�
Lc/P3�
‘08’ = Length of subsequent data field�
�
Data


field�
PIN �
�
Le�
Empty�
�



Tab. � SEQ Tab. \* ARABIC �1�: VERIFY command for cardholder authentication











After the PIN VERIFY the response will be:





Data field�
Empty�
�
SW1-SW2�
‘9000’ or specific status bytes�
�



Tab. � SEQ Tab. \* ARABIC �2�: VERIFY response








After successfull presentation of PIN, the retry counter is auto�ma�tically reset to its initial value.





The following Status Bytes are of special im�portance:





‘6300’: Warning - verification failed (no fur�ther information)


‘6983’: Checking error: authentication me�thod blocked.
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