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Executive Summary

3GI performed a review and summary of applicable technical interoperability specifications and standards specifically requested by Veterans Health Administration (VHA).  These include the Veterans Information Systems Technology and Architecture (DHCP/VistA), Department of Defense’s Composite Health Care Program (CHCS), Interoperability Specifications for ICC’s and Personal Computer Systems (referred to as PC/SC) and the G-7 Healthcare Data Card Project.  The Western Governor’s Association Health Passport Project was also listed among the specifications to be reviewed, but currently, no technical specifications are available.  The specifications of Visa Open Platform, OpenCard Framework and EMV (EuroPay, MasterCard, and Visa) are included in this report.


3GI was requested to outline how its solution would adhere or translate to the various technical specifications, and, to include the feasibility of furnishing the “server” program needed to interface with the G-7 Healthcare Data Card Project.  A 3GI solution would include the use of its SmartChain to integrate the use of smart cards into the Veterans Health Administration.  SmartChain is a Component Object Model (COM) based system that is able to manage multiple applications (add, change and delete after issue) on a single card. SmartChain is the foundation for 3GI’s Passage application.  It provides interoperability with any ISO 7816 compliant system that makes its technical specifications available.  It will function using cards and readers provided by disparate manufacturers.  Specifically, it is capable of interoperation with G-7, PC/SC, and Visa Open Platform.  


At this time, SmartChain is currently used with both a BSmart card and a Java card in 3GI’s Passage products. Though not in conjunction with SmartChain, the U.S. Navy has successfully used the BSmart card for single card, multi-application use.   Since VHA’s patient population will include those leaving the military, and since there are times when active duty personnel use VHA facilities, it is recommended that the BSmart card be used.
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1.0 Introduction 
This document summarizes the review of technical specifications and recommendations that pertain to the smart card solution that 3G International (3GI) would develop and implement for the Veterans Health Administration (VHA).  Such a system would provide:

· An interface with the Department of Defense’s Composite Health Care System  and the Veterans Health Information Systems and Technology Architecture

· Interoperability with both legacy and future health care smart card systems that adhere to accepted standards and specifications (e.g. G-7 Healthcare Data Card Project and  WGA’s Health Passport Project) to allow access to essential patient demographics and medical information carried on the smart card

· Interoperability with smart card systems developed and implemented in compliance with:

· Visa Open Platform 

· OpenCard Framework (OCF)

· Interoperability Specifications for ICCs and Personal Computer Systems (referred to as PC/SC)

· Integrated Circuit Card Specification for Payment Systems (referred to as EMV)

2.0 Objective 


The VHA smart card system must be able to successfully interface with VHA’s DCHP/VistA and Department of Defense CHCS databases.  Additionally, it is desirable and advantageous to have interoperability with other health card systems, such as the G-7 Healthcare Data Project and Health Passport Project systems, both legacy and future.  The greater the interoperability and flexibility of a smart card system used in the VHA health care setting, the greater the benefit to patient care.  An improvement to patient care should be measurable.  With the implementation of a successful smart card system in a health care setting, there will be a measurable:

· Decrease in the amount of time taken to perform patient registration.

· Decrease in the amount of time taken to access a patient’s medical records.

· Decrease in the number of recording errors in medical records. 

· Increase in productivity among staff due to less time dealing with paperwork.

· Decrease in the amount of time that patients have to wait for service.

· Increase in successful life saving medical encounters due to the availability of emergency data.


This document will discuss the various and complex issues that must be addressed in order to establish a reliable and flexible smart card system.  Choice of a smart card system, its design and its static and dynamic composition, will play an important role in VHA patient care for many years to come.  Careful, up-front examination of system needs, and knowledge of solutions available to satisfy them, is vital to establishing a truly successful health care smart card system.  


This document will provide a basic technical overview of smart cards, smart card readers and application software.  It will summarize the current standards and specifications that are applicable to or could impact this project, and 3GI’s recommendations for integrating a smart card solution into the VHA health care setting.

3.0
Key Issues

This section addresses key issues relevant to VHA’s proposed implementation of a smart card system.


In order to develop and implement a smart card system that provides satisfactory results, clear and concise objectives must be established. The overall objective is to provide a cost efficient improvement in patient care.  This will be accomplished by designing and implementing a smart card system that accomplishes the following:

a. Provides the ability to register the patient electronically at any VHA health care facility in a manner that is fast, user friendly and reliable.

b. Provides pertinent patient information for emergency use that:
· Gives patient demographics.

· Describes the patient’s current medical condition(s).  

· Lists the patient’s current medications.

· Alerts health care professionals to allergies and other need to know conditions.

· Lists emergency contacts.

· Enables effective contact with the patient’s primary physician.

c. Allows the patient to quickly and securely access medical records in the patient’s primary database, using a web site on the Internet.

d. Can serve as a purse.

e. Provides interoperability between health care systems to allow access to patient demographics, emergency information and other pertinent medical data to the level authorized by the patient and the smart card system from which the card originates.

f. The patient’s smart card can be populated with pertinent information from both VistA and CHCS.

g. Information being updated to VistA, can also be updated to the patient’s smart card concurrently, or added to a patient’s smart card at another time.

h. Allows the addition of data fields and applications without reissuing new cards to the extent that there is memory available on the card.

i. Allows vendor independence in respect to the purchase and use of smart cards and readers without altering the application

4.0
Technical Factors Affecting Interoperability


This section presents some basic technical information about smart card systems.  It is presented to assist the reader in fully understanding the complexities involved with achieving interoperability among smart card readers and smart card operating systems.  This information is essential in comprehending the specifications for interoperability discussed in the following section, 5.0 Smart Card System Interoperability.
4.1
Smart Cards


Smart cards are credit card sized plastic cards with an embedded integrated circuit chip (ICC).  They are called “smart” because each ICC not only has memory storage, but also a Central Processing Unit (CPU) which can process data.  On the surface of the smart card are electrical contacts. Through these contacts, the card receives power and can electronically communicate with read/write interface devices normally referred to as smart card readers.

The smart card can be used as an identification device and a carrier for portable data.  If this were the extent of the card’s attributes, then it would merely provide the same function as bar code or magnetic stripe, though with far greater memory.  However, smart cards are powerful tools, and becoming smarter at a phenomenal rate.  They are actual mini-computers that fit into a wallet, capable of carrying functioning applications.  Smart cards perform encryption/decryption to provide secure access to information systems over the web.  Using, the card, the cardholder can transmit an electronic signature or certificate of authenticity.  It has the advantage over bar code and magnetic stripe by its storage capacity and its ability to be modified and used only by an authorized individual, but neither read nor modified, by those who are not authorized. 


The chip’s memory is partitioned, allowing different sections containing data to be protected by different passwords.  This means that if one section is accessible to an authorized party, other sections, to which that party has no authority to access, remain secure.  An individual authorized to access data, belonging to a loyalty application, is prevented from accessing health care or financial data stored on the same card.  This individualized protection, of sections of data, makes the smart card the ideal medium with which to carry sensitive data for a variety of applications. 


Currently, over 100,000 smart cards are in the hands of U.S. service men and women, with a single card used for multiple applications.  One card can enable a soldier to eat in the mess hall, carry immunization records, carry dental records, provide access to the armory, track required training and record medical encounters.  Use is not restricted to a card produced by only one vendor.  Smart cards are proving themselves to be reliable, accurate and secure. They are an ideal choice to become the carrier medium for an individual’s health information.


The primary standard to which smart cards comply is ISO 7816‑1/2/3.  ISO 7816-1/2 apply to both memory cards and smart cards. ISO 7816-3 defines electrical characteristics and transmission protocols that apply to the smart card.  It is through the transmission protocol that the card communicates with the smart card reader.  Several different protocols are allowed in ISO 7816.  Synchronous transmission protocols are addressed in ISO 7816-10.  If the smart card and a card reader use different transmission protocols, then it is not possible for the card and the reader to communicate. With respect to the electrical characteristics of the smart card, 7816-3 is fairly straight forward (e.g. ICC voltage, contacts). 

The two most widely used transmission protocols defined in ISO 7816 are T=0 and T=1.  For both of these protocols, the data to be transferred is divided into blocks.  The main difference between the two protocols is the size of the block.  Using T=0, a block holds just one character (i.e., one byte or 8 bits).  Using T=1, a block can hold several bytes at once.  Using these asynchronous transmission protocols, the data is sent across the data line, one block at a time.  It is possible for a card to have the ability to use both protocols.  Synchronous transmission protocols are not as widely used at this time.


The "smarts" of a smart card reside in the tiny ICC embedded within the plastic of the card beneath the gold-plated contacts generally considered to identify the front of the card.  The embedded ICC contains a microprocessor as well as an integrated store of persistent memory.


The ICC embedded in the smart card integrates what is generally considered to be two unique parts of a computer into a single, seamless package.  First, there is the microprocessor discussed above.  This is regarded as the "brain" of the computer, since it performs all the calculations (along, perhaps, with a coprocessor).  Second, there is the memory storage of the card.  This is considered persistent memory because it remains when power is not being supplied to the card.  ICCs are available with 2K, 4K and 8K capacity. 16K and even 32K cards are expected to be available in the future.  Though such capacity seems extremely meager in comparison to an 8 gigabyte hard-drive, it is incomparably greater than that found on bar code and magnetic stripe data carriers.


Many smart cards currently being produced include two separate ICs, one for standard operations and persistent memory, and another which is dedicated to cryptographic functions.  Most cards today have a built‑in cryptographic module, which means they can encrypt and decrypt data. Though a separate microprocessor is not needed to implement a cryptomodule, the coprocessor approach offers the benefit of speed, since the cryptographic calculations can be performed in parallel with other operations on the primary microprocessor.  As e-commerce and the use of web sites to access sensitive information, increase, more demand is placed on the cryptomodule.  Whether a second processor is embedded or not, the outside of the card looks the same, since contacts are needed only to communicate with the outside world and the coprocessor needs only to communicate with the primary microprocessor.  

A card operating system can be compared to any computer operating system.  It is the program controlling all aspects of the central processing unit on the card.  Just as DOS, Windows NT/95, and UNIX are all disparate operating systems controlling their specific computers, each manufacturer runs their often unique card operating system on their own line of smart cards. Often, there are multiple card operating systems available from one manufacturer.  Using smart cards with different operating systems to interface with an application written for a particular card, is like buying a software application designed for an IBM computer and running it on a Macintosh computer.  The application has to either be changed or middleware used to provide a successful interface.  Such a limitation creates a reliance on the card vendor that originally supplied smart cards for an application.  It precludes, without expensive development work, going to another vendor who can provide more competitive pricing, or perhaps, even provide a better card.


The ICC on a smart card being used for most multi-application tasks contains 8K of memory.  That is substantial memory storage for a computer the size of a credit card. This hardly compares, however, with a 3.2-gigabyte hard drive, or even a 1.44-megabyte floppy disk.  The real estate (available memory) on the card has to be managed carefully to get the most out of the storage capacity.  One method for this data management, is the ability of the card to use pertinent information from other sections without compromising the security of the information in those sections.  If, for example, a form (DD 214) needed patient demographics, that information would be retrieved from the section of the card containing it already, rather than storing it a second time.  Some information in the section containing the DD 214 might be needed for another application.  It would be accessible without giving access to data not required. 


Another method of conserving real estate on the card is the coding of information stored on it rather that storing it as free text.  This allows the application software on the terminal end to translate the coding to produce usable information.  At this point and time, communications between the card and the terminal is based on an 8-bit architecture.  This is the limiting factor on the speed of communications between the card and present day terminals that have a 32-bit architecture

4.2
Smart Card Readers  


The second component of a smart card system is a device that provides the hardware interface with the smart card.  It is commonly referred to as a smart card reader.  It is constructed in such a way as to compliment the electrical contacts on the surface of the smart card.  As with the smart card, the contacts of the reader and the transmission protocol must comply with ISO 7816.


To be compatible with a particular smart card, the reader has to conform to ISO 7816‑1/2/3 in regard to the electrical characteristics.  It must also use the same transmission protocol.  As with some smart cards, a reader may have the capability of supporting more than one transmission protocol.   However, sharing the same transmission protocols is not all that is required to achieve interoperability between a card reader and a smart card.


The card reader is a device that interfaces between the smart card and the computer operating system on which the application is loaded.  In other words, it relays messages between the two.  That means that the smart card, the computer and the reader must speak the same language.  If they do not, a translator is required, or else there is no interoperability.  Unless a card and card reader, are supplied by the same vendor, there is no guarantee that they will work together without the development of an interface device.  Once again, a certain degree of vendor dependence is created.  

4.3
Smart Card Applications   


The application is the software that enables read/write to the card, access to a database associated with the smart card, and to utilize its encryption/decryption capability for electronic signatures and certificates of authentication.  An application may be entirely loaded on the terminal, or portions may be loaded on the terminal and on the smart card.


The application, itself, may function beyond its interface with the smart card.  A dental application, for example, may provide an elaborate electronic medium for documenting exams and treatments, using the smart card to manage patient identity, database access and to act as a portable information carrier.  In such a case, the interface with the smart card, though a vital function, is only one aspect of the application.


The application, loaded in the computer, must be able to interface properly with the smart card’s operating system and any portion of the application residing on the card.  It must also be able to communicate properly with the computer.  Earlier, it was mentioned that in order for smart cards and smart card readers to inter-operate, they had to share the same transmission protocols.  If a shared transmission protocol exists, that means that an open line for communication exists.  Once again, however, there must be a common language.  If someone in Kansas uses a telephone to call someone in Japan, even though there is a connection, meaningless communication ensues unless there is a common language. 


The initial approach to developing a smart card system was to develop an application to run on a specific platform.  It was also necessary to have programming in the application to allow for communication with the reader and the card.  Any change of hardware, meant that the application would have to be reworked.   This, of course, resulted in a very limited use smart card system and created a situation of vendor dependence.   Using this convention, a smart card application is programmed to a specific environment, thus preventing the application from being used in another environment without modification.


In the following section, a number of different approaches will be discussed to overcome the barriers to interoperability.  The varying approaches make it obvious that any successful smart card solution must be both flexible and adaptable.

5.0
Smart Card System Interoperability


The minimum requirements for a smart card, as stated previously, are defined by ISO standard 7816‑1/2/3.  However, as seen in the previous section, interoperability is a much more complex issue than ISO 7816 addresses.


The limited nature of smart card system interoperability described in the preceding section, has resulted in inflexibility in smart card use.  That inflexibility is responsible for a market much more subdued than what it otherwise might be.  However, it is easy to look at the concept of smart cards and to realize the enormous potential that they hold.  This has motivated those in the smart card industry and other related industries (e.g. computer manufacturers, credit card companies, smart card solution providers), to look for ways to create systems that are flexible enough to stimulate consumer interest.  That flexibility must equate to interoperability.  


Veterans Information Systems Technology and Architecture (VistA) and Department of Defense’s Composite Health Care System (CHCS) are both data base systems which are modular in concept, and comprised of various health care systems.  3GI is currently involved with a smart card interface with CHCS.  3GI is able to provide a smart card system that can interface with both of these systems through the creation of dynamically linked libraries (DLLs).


The Department of Defense’s Portable Information Carrier Standards Working Group has developed MIL-HDBK-501, Department of Defense Handbook, PORTABLE INFORMATION CARRIER.  This document was published in April 1997 and reflects the smart card system architecture for multi-application cards that was state of the art at that time.  The architecture that it reflects is very similar to that of the G-7 Healthcare Data Card Project. Neither shares the progressive architectures that have evolved over the course of the past year and a half.  This should not pose a problem for two reasons.  First, MIL-HDBK-501 states that it is not intended as a requirement, but for guidance only.  Second, the intent of MIL-HDBK-501 is achieved by the fact that 3GI’s VHA smart card solution will provide interoperability without regard to card or reader manufacturer and without regard to the host operating system. 


G-7 Healthcare Data Card Project was established to provide an interoperable smart card system for the G-7 community and other willing participants.  Its design allows it to operate independently of the vendor origin for the cards and readers used in the system.  However, to achieve this interoperability, cards used in the system have to communicate via either the T=0 or T=1 protocol, and card readers must be able to communicate using both protocols.  Agreement has been reached on the use of function calls and the retrieval of information necessary for easy identification of any card in the reader.  This card identification is essential to the interoperability of smart card systems.


Interoperability for the G-7 Healthcare Data Card Project, from a technical point of view, relies on participants furnishing the necessary information about the particular operating system of the smart card that the participant is using.  This allows the development of a Health Card Server, that effectively becomes the translator for communicating between the card and the application loaded on the terminal.


From a practical point of view, the G-7 Healthcare Data Card Project has also addressed the issue of the data elements that are to be stored on the card.  At this time, it appears that the information focuses mostly on demographics and medic alert information, with work still ahead on a more complete medical context.  As with the architecture in MIL-HDBK-501, the G-7 architecture reflects what was current for multi-application cards over a year ago.  Again, this does not pose a problem, as the now current architectures available (e.g. PC/SC, 3GI SmartChain and OCF), can be used in conjunction with, or even replace the G-7 architecture without card reissue.


Western Governors Association (WGA) Health Passport Project It appears that specifications for the Western Governors Association’s (WGA) Health Passport Project do not yet exist.  However, it is reasonable to expect that WGA will seek to design a system with interoperability in mind. Provided this is the case, 3GI can achieve interoperability with it.  How that will be done must be decided after WGA publishes their specifications.  


Communication exists between WGA’s Health Passport Project and the U.S. Navy to discuss interoperability issues. 3GI serves as the Navy’s prime contractor for the Navy’s smart card projects.  This effort at interoperability should enhance the ability for a 3GI designed VHA system to inter-operate with WGA’s system.  


Interoperability Specification for ICCs and Personal Computer Systems, normally referred to as PC/SC Workgroup, has provided specifications for interoperability.  These specifications provide an open solution, meaning that they provide an ability to provide interoperability, regardless of whether there is uniformity in the architecture of the two systems.  The only degree of uniformity required is that cards and readers must conform to ISO 7816.  PC/SC has the following objectives:

· Maintain consistency with already existing ICC related and PC related standards.

· Achieve interoperability among components running on various platforms.

· Enable flexibility in using advances in technology without having to re-write applications.

· Facilitate the development of standards for application-level interfaces.

· Support an environment that encourages the wide spread use of smart cards.


In the PC/SC architecture, an Interface Device Handler encompasses the low-level software necessary to map the characteristics of the card reader being used.  This allows any ISO compliant card reader to be used by the system, without altering the application.  The ICC Resource Manager, a key software component of the architecture, supports controlled access to the card reader and the individual ICC.


Another software device, a Service Provider, provides the necessary interface to work with the operating system of a specific smart card.  This allows interoperability with the operating system of various cards.  The Service Provider has to be first recognized by the ICC Resource Manager, which is done once, by using a setup utility provided by the ICC vendor.  Very much like loading a driver.  This means that if a card vendor wishes to market cards to owners of systems designed to PC/SC specifications, the vendor is required to develop the setup utility.


The Service Providers are supplied by Microsoft and are lower level to perform generic operations.  They are implemented as Component Object Model (COM) interface objects to enable software developers and card providers to develop higher-level service providers and applications using Java, Visual Basic, or C++. 


The Service Provider is split into two separate Service Providers.  The first, the ICC Service Provider, is used in non-cryptographic functions.  The second, the Cryptographic Service Provider, handles cryptographic functions.


The PC/SC architecture provides the ability to work with other systems in which the cards and readers comply to ISO 7816.  This includes G-7, actually similar in concept, but not object related and lacking some of the resource management that PC/SC provides.  It can also work with Visa Open Platform.  Some reader manufacturers have developed reader specific drivers in response to the PC/SC specifications.  Likewise, some smart card vendors have started to develop specific service providers (higher-level) for their cards.  In order to achieve interoperability with PC/SC, there is dependence on vendors of cards and readers to make the support software available.  Further work will be required in PC/SC to raise the level of APIs, such that smart card applications can truly be programmed to be independent of the smart card operating system.


PC/SC is designed to run in a Windows 95/NT environment only, a factor that can place some limitations on it.  Another factor to consider with PC/SC, is its ability to work reliably with Java.  PC/SC does advertise that it works with Java, but it does rely on a Windows environment and there is a lot of controversy regarding the cooperation between Microsoft and use of Java.  This is important to consider, due to the fact that the low-level service providers, on which successful development of higher-level service providers rely, is provided by Microsoft.  Since the JavaCard is becoming a major factor in the smart card industry, a system designed for interoperability must be able to reliably interface with Java.


Microsoft’s Windows-based Smartcard has recently been released for alpha testing. According to the information available on Microsoft’s web-site, a kit for beta testing was supposed to be available in January. The beta testing kit is not, however, yet available. 3GI has performed alpha testing on the card. Though it would be premature to state its potential prior to beta testing, there appear to be two positive aspects associated with the card. The first is Microsoft’s claim that the cards will be low cost, making them more marketable, thus more apt to end up in the hands of consumers. This will go a long way towards enhancing consumer acceptance of SmartCards. Second, Microsoft has expressed a willingness to partner with SmartCard solution providers to integrate the cards for use in non-Microsoft applications. This means that companies such as 3GI will have the opportunity to develop applications utilizing the windows-based card just as it would a card from GemPlus, Schlumberger or anyone else. 


Probably the most pertinent aspect of Microsoft’s Windows-based SmartCard is the potential impact that it is already having on SmartCard acceptance in the US. Computer manufacturers are now seeing the expediency of building PCs with SmartCard readers built in to support SmartCard usage, along with supporting software. Though this cannot be wholly attributed to Microsoft’s entry into the SmartCard market, their involvement certainly lends credibility to the concept that smartcards are a legitimate electronic medium.


An interesting aside to Microsoft’s Windows-based SmartCard will be its impact on the evolution of the JavaCard as the focus of open standards. There is some speculation in the industry, mostly from Sun, that it is in direct conflict with the idea of open standards that have largely been based on JavaCard development. However, this may not be the case. Statistically, a majority of consumer owned computers operate using Windows, while large businesses tend to be more varied in the operating systems that they use. What is true of the Windows-based SmartCard and the JavaCard is that neither are far enough along to demonstrate their operability. 3GI’s position is that a market will exist for both systems, thus 3GI will stay progressive with its capabilities to work with the Windows-based SmartCard and the JavaCard.


3GI’s Multiple Application Program (MAP) is an open architecture that allows multiple card systems to operate with the same application. Currently, MAP allows applications to interface with three different card systems; Multi-Technology Automated Reader Card (MARC), Government Services Agency (GSA) and BSmart. An example of a MAP compliant application is SmartCard Dental Information (SDI). By making SDI Map compliant, the same SDI application can be used for MARC, GSA or BSmart card systems rather than having three separate versions of SDI. Another advantage to this, is that visitors carrying GSA or MARC cards, visiting a facility using BSmart cards, can use any MAP compliant application at that facility.


Applications are made MAP compliant by folding in specially created DLLs and a configuration file. The configuration file determines the appropriate DLL to be used to allow the card to interface with the application. It is important to realize that MAP is not limited to providing interoperability to only those card systems mentioned in the preceding paragraph, but can also provide interoperability in the case of the G-7 Health Card.


The GOVERNMENT SMART CARD TECHNICAL INTEROPERABILITY GUIDELINES, published by the General Services Administration, provides guidance for development and implementation of smart card systems for use in U.S. Government agencies.  This document is thorough in its requirements, but does not specifically define smart card system architecture.  Not defining the architecture is beneficial at a time when smart card technology is evolving rapidly.  A 3GI solution will adhere to the guidelines of this document in all aspects applicable to a VHA smart card system.


EuroPay, MasterCard and Visa has developed ICC functional specifications.  The purpose of these specifications is to facilitate compatibility with various applications that are expected to evolve in the international financial community.  Commonly referred to as EMV Specifications, they allow credit/debit, stored value, loyalty programs and proprietary programs of the issuer of the card, to exist on cards that are in compliance.  The issuer of the card is, for example, a bank that issues a Visa credit card.  As well as having the Visa credit application loaded on the ICC, the ICC may also carry an application placed on it by the bank (e.g. provide the customer with secure internet access to check the balance in an account).  


EMV compliant cards are available from various manufacturers.  Of and by itself, EMV does not bring about interoperability.  Some purses require cards and readers that are EMV compliant and that have the purse placed on the card by the financial institution responsible for the purse function.  There are no technical disadvantages to using EMV compatible or compliant cards, whether a purse is, or is not installed. 


There are purses available not requiring the smart card to be EMV.   If the card is to be used as a primary purse (e.g. use it for every day credit/debit applications both in and out of the VHA setting), then it is necessary to use the EMV standard and a major purse provider (e.g. MasterCard, Visa).  If use of the purse is intended for within the VHA setting only, then EMV is not required.  The advantage of this would be less space taken up by the purse format, thus more space to allot to health care applications.


As mention earlier in 4.1 Smart Cards, the space on a smart card has to be carefully managed.  Attempting to utilize one card for multiple financial applications, and for multiple healthcare applications, may not be the most beneficial for the patient or the institutions involved.  This type of sharing may place limitations on an 8K card due to overcrowding.  


An alternative to be considered, is a 16K card.  16K cards are expected to be available after January 1, 1999 in limited qualities.  Availability and supply is not guaranteed, but is expected to grow over the course of time.  Use of the 16K card would allow the use of a major purse such as Visa or MasterCard and all of VHA’s requirements for data storage on the card.  It is important to keep in mind, however, that development work, required for formatting the 16K cards, and their unpredictable availability, would require project flexibility in regards to completion dates.   


Visa Open Platform is another interoperability effort that Visa is involved in.  It is based on the Visa Open Platform Card that is essentially, a Java Card.  In Visa Open Platform, Java becomes the translator that enables cards and readers of different manufacturers to work together, providing both are ISO and EMV compliant.  Visa provides open specifications for both cards and terminals that can be used by manufacturers to achieve Visa Open platform compliance.


Interoperability is achieved between smart card systems that are Visa Open Platform compliant.  It does not provide an interoperability solution between one set up as Visa Open Platform and a legacy system that does not utilize Java cards.  


Development in Visa Open Platform is towards financial and loyalty applications.  There are some strong, dynamic concepts associated with it.  One unique feature is the ability to add applications to cards even after the card has been issued and used.  Also, the ability of non-proprietary applications to be placed on the card provides flexibility.  In terms of using it as a platform for establishing a health card system, it would be restrictive in requiring total use of the Visa Open Platform approach, which is oriented towards the financial community and not currently being used in legacy systems (e.g. G-7 Healthcare Data Card Project).  


Visa Open Platform is a limited solution to interoperability.  This terminology is used to imply that a solution does not lend itself to resolving interoperability issues among systems that have not coordinated an effort to achieve uniformity in some matter (e.g. using Visa Open Platform cards, JavaCards).  An example of where this solution would not work, is the effort to make VHA’s smart card system interoperable with G-7’s Healthcare Data Card Project.  Since G-7 is already a developed system, one not using Java Cards, there is no way to utilize Visa Open Platform to make VHA and G-7 interoperable.  


OpenCard Framework (OCF) is another open solution.  It has many similarities to PC/SC, but follows a pure, object-oriented design.  It splits PC/SC’s Resource Manager into two sets of registry and factory objects with responsibility for the instantiation of the OCF architecture’s features.


The Application Management Card Service software of OCF performs a function that has no counterpart in PC/SC.  It manages multiple applications on a single card, allowing for adding, updating, and deleting applications after issue.  However, this feature is only applicable to applications that exist on a JavaCard.  OCF, does however, provide interoperability with systems that are not Java based.


Since OCF is implemented in Java, all OCF components (card services, card readers) written in Java are immediately available.  Though only a few reader specific drivers are available for OCF, it can use PC/SC reader handlers in Windows applications by providing a Java wrapper.  However, since it does not use a Resource Manager, it is not currently possible for OCF to use PC/SC’s Service Providers.  This, for now, prohibits interoperability with applications developed for PC/SC being used with OCF.


3GI SmartChain is a COM based system that is able to manage multiple applications (add, change and delete after issue) on a single card. SmartChain is the foundation for 3GI’s Passage application.  It has the ability to provide interoperability using cards and readers provided by disparate manufacturers.  Specifically, it is capable of interoperation with systems designed to the G-7, Visa Open Platform, OCF, and PC/SC specifications.  At this time, SmartChain is currently used with both a BSmart card and a Java card in 3GI’s Passage products. Though not in conjunction with SmartChain, the U.S. Navy has successfully used the BSmart card for single card, multi-application use. 


3GI has proven its ability to create flexible and interoperable systems. 3GI successfully integrated the use of the U.S. military’s MARC card with applications developed for the Navy using BSmart.   This involved working with cards that had different operating systems.


An interface layer, allowing interoperability with PC/SC, has already been developed for SmartChain.   SmartChain is able to work with the JavaCard and thus has the ability to also provide interoperability with Visa Open Platform and OCF.  It also is able to work with any EMV compliant card, as well.


One of the major goals of the VHA smart card system, is the ability to be able to read smart cards from the G-7 system and Health Passport.  Upon examination of the G-7 Healthcare Data Card specifications, it is determined that 3GI would need to develop a COM interface, based on a dynamically linked library (DLL) to provide the Health Card Server function.  


Reference has been made to the successful use of smart cards by the military.  Since active duty personnel use VHA facilities, and, upon discharge, become VHA’s clientele, it appears advantageous for the VHA smart card system to be developed to inter-operate with the smart card system now supporting active duty personnel.  An advantage this provides, is the potential for cards currently used by military personnel, being adapted to use by the VHA upon discharge.  Also, there are current applications used in the military that could also provide benefit to the VHA (e.g. SDI Client which electronically provides examination and treatment documentation for dental patients, Smart Immune which documents immunizations and MedDoc which documents medical encounters).


3GI recommends using SmartChain as its integration solution for a VHA smart card system.  Because of its versatile and adaptive architecture, the COM interface provided by SmartChain, allows for dynamic smart card system growth.  This growth can be achieved without card reissue or inconvenience to cardholders or the issuer (VHA).  Applications can be modified, added or removed in a transparent fashion.  SmartChain also provides the ability to use JavaCards, the use of which is expected to grow and will be an important factor if an open purse is used on the card.


Use of the BSmart card, currently used by the U.S. Navy, is recommended.  The card should include a coprocessor for enhanced cryptographic functions.  This is important when the smart card is going to be used for secure web access, both for medical record retrieval and for financial transactions.


8K cards are currently being used for the type of multiple applications that health care requires.  As mentioned earlier, however, it is possible that this project could be developed to use the 16K card instead.  This would allow ample space on the card for an EMV formatted purse and the data requirements that VHA wants on the card.  It also allows for greater expansion in the card’s use, not hindering the addition of new applications because of card size.  Cost of the 16K card will be greater than that of the 8K(a new product is going to be more costly). A degree of flexibility in project time lines will be required due to unpredictable card availability, and the extra time required to develop and test the new cards.  


There are advantages to using the 16K card, and they outweigh the disadvantages. The greatest advantage is that there is less likelihood of running out of space on the card, if an EMV compliant purse is installed.  With the availability of 16K cards so close, their use at the beginning would eliminate the possibility of having part of the patient population using 8K cards and another part of the population using 16K.  Though card capacity will probably increase in another eighteen months, an increase above 16K will not provide the same benefit that increasing from 8K to 16K would provide at this time.

6.0
Summary

This document has taken an in depth look at the issues which affect the interoperability of smart card systems.  It has also given an in depth look at the various specifications and standards which exist to enhance interoperability.  Compliance with the standards that exist for smart cards, namely ISO 7816, does not achieve interoperability.  Achieving interoperability requires a systematic means to bind disparate systems together at level below the application software level.  This allows an application program interface that is transparent to the user of the system.  It is also necessary to use technology that is flexible and adaptive in order to capture new technology enhancements that become available.


3GI’s solution offers the most flexible and reliable approach to interoperability, both of the options currently existing, and available in the foreseeable future.  It also provides adaptability as smart card technology continues to evolve.
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