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Executive Summary

3GI performed a review and summary of applicable data specifications and standards specifically requested by Veterans Health Administration (VHA).  These include the Veterans Information Systems Technology and Architecture (DHCP/VistA), Department of Defense’s Composite Health Care Program (CHCS), Department of Defense Smart Card, The Western Governor’s Association Health Passport Project and the G-7 Healthcare Data Card Project.   


The various information systems and card systems currently in use, do not adhere to a standard data set.  While there are shared  data elements used by multiple systems, the configuration of each data element is not standardized.  This report will attempt to highlight and within the developed data matrixes  those data elements that have wide system use for inclusion in the VA pilot card.


3GI was requested to outline how its solution would adhere or translate to the various data specifications, and, to include the feasibility of furnishing the “server” program needed to interface with the G-7 Healthcare Data Card Project.  A 3GI solution would include the use of its SmartChain to integrate the use of smart cards into the Veterans Health Administration.  SmartChain is a Component Object Model (COM) based system that is able to manage multiple applications (add, change and delete after issue) on a single card. SmartChain is the foundation for 3GI’s Passage application.  It provides interoperability with any ISO 7816 compliant system that makes its technical specifications available.  It will function using cards and readers provided by disparate manufacturers.  Specifically, it is capable of interoperation with G-7, PC/SC, and Visa Open Platform.  


At this time, SmartChain is currently used with both a BSmart card and a Java card in 3GI’s Passage products. Though not in conjunction with SmartChain, the U.S. Navy has successfully used the BSmart card for single card, multi-application use.   Since VHA’s patient population will include those leaving the military, and since there are times when active duty personnel use VHA facilities, it is recommended that a  BSmart formatted card be used.

CONTENTS

Executive Summary 







PG 2

Introduction 1.0 








PG 4

Objective 2.0 








PG 4

Research and Presentation Methodology  3.0 



PG 5

Identified Systems  4.0  







PG 6

Data Compatibility 5.0







PG 8

Data Matrixes 6.0





            

PG 8
Recommendation for Card Data Integration  7.0


PG 9

Enclosures Data Matrixes






PG 11

1.0 Introduction 

This document is part of the 3-G International, Inc contract that  provides support to the Chief Information Office, Veterans Health Administration, in expanding and improving the ability of the organization to explore and use smart card technology to solve business needs.  Technology is changing at an ever increasing rate and as these new technologies become commercially available, the VA would like to adapt them at the appropriate early point in their life cycle in order to deliver services more effectively to their customers and trading partners.  VA wants to explore the use of smart cards and particularly multi-application smart cards in the healthcare environment.  In the future, some veterans will carry a multi-application card with compatible applications including patient ID, portable data bases for patient demographics, patient emergency data, information for patient mini registration at newly visited medical centers, summaries of health status, targeted medical specialty data, electronic keys for conducting business over networks and an open electronic purse.  These applications will be standards based and be compatible with this planned VA direction.  Work done on this project must be compatible with the evolving VHA automation infrastructure and similar standards based card initiatives in DoD and G-7 Healthcare Data Card Projects.

The document summarizes the review of the specifications and recommendations that pertain to the smart card solution that 3G International (3GI) would develop and implement for the Veterans Health Administration (VHA).  Such a system would provide:

· An interface with the Department of Defense’s Composite Health Care System  and the Veterans Health Information Systems and Technology Architecture

· Interoperability with both legacy and future health care smart card systems that adhere to accepted standards and specifications (e.g. G-7 Healthcare Data Card Project and  WGA’s Health Passport Project) to allow access to essential patient demographics and medical information carried on the smart card

· Interoperability with smart card systems developed and implemented in compliance with:

· Visa Open Platform 

· OpenCard Framework (OCF)

· Interoperability Specifications for ICCs and Personal Computer Systems (referred to as PC/SC)

· Integrated Circuit Card Specification for Payment Systems (referred to as EMV)

2.0 Objective 


This report specifically addresses the requirements in Task 2.1 - Analyze related standards and specifications which states:


Overview – The VA wants to implement a card system that is based upon open standards in order to decrease costs and take advantage of industry wide technical improvements.  The VA therefore wants the vendor to review the existing standards/ specifications and report on their plan to adhere to those standards. 

Deliverables: 


2.1
Report and recommendations summarizing the review of applicable data specifications and standards including at least the applicable specifications from DHCP/VistA, DoD, the G-7 Healthcare Data Card Project and Western Governor’s Association Health Passport Project.  Any mandatory data fields are of particular interest, such as fields related to patient ID, patient demographics, mini-registration, emergency data, and primary and secondary insurance.  The report should outline the various specifications describing how the specifications are similar and how they are different.  The vendor should create a matrix showing the data fields and their characteristics in the various specifications.  The vendor will describe how a proposed vendor solution would adhere or translate to these data specifications.


The VHA smart card system must be able to successfully interface with VHA’s DCHP/VistA and Department of Defense CHCS databases.  Additionally, it is desirable and advantageous to have interoperability with other health card systems, such as the G-7 Healthcare Data Project and Health Passport Project systems, both legacy and future.  The greater the interoperability and flexibility of a smart card system used in the VHA health care setting, the greater the benefit to patient care.  An improvement to patient care should be measurable.  With the implementation of a successful smart card system in a health care setting, there will be a measurable:

· Decrease in the amount of time taken to perform patient registration.

· Decrease in the amount of time taken to access a patient’s medical records.

· Decrease in the number of recording errors in medical records. 

· Increase in productivity among staff due to less time dealing with paperwork.

· Decrease in the amount of time that patients have to wait for service.

· Increase in successful life saving medical encounters due to the availability of emergency data. 


This document will provide a basic data review of the current systems and implemented smart card data requirements. 

3.0  Research and Presentation Methodology

This section addresses the research and presentation methodology used in the preparation of this report.  3-G International, Inc.  was required to research the available   

published health card data standards that impact on the design and development of the VA card.  Included in the research review was the following card data standards and systems: 

· DHCP/VistA

· The DoD Smart Card

· G-7 Healthcare Data Card Project

· Western Governor’s Association Health Passport. 

· Composite Health Care System (CHCS)

This task was developed in the following manner: 

· Research to identify the required systems and card standards.

· Research the available information on required data standards for those systems and cards identified in the step one. 

· Development of a comprehensive list of data elements in those systems and cards from step two.

· Development of a comprehensive system/card data matrix.

· Identification of non-required data elements.

· Development of a summary data matrix  

· Development of the recommended VA card data elements


In order to present in an easily understood but comprehensive manner, 3GI determined that the best presentation methodology was the development of a data matrix that was able to present  each card or system required data element and show its relationship to other cards or systems.  By organizing the data in this manner data relationships could be clearly shown 

4.0  Identified Systems


Based on the  task requirement for a report and recommendations summarizing the review of applicable data specifications and standards including at least the applicable specifications from DHCP/VistA, DoD, the G-7 Healthcare Data Card Project and Western Governor’s Association Health Passport Project. And to include any mandatory data fields that were of particular interest, such as fields related to patient ID, patient demographics, mini-registration, emergency data, and primary and secondary insurance.  


The initial systems reviewed were the DHCP/Vista, the DoD Smart Card, G-7 Healthcare Data Card Project and the Western Governor’s Association Health Passport.  Through the course of the research it was determined that in order to provide a comprehensive review of the available programs the DEEDS, EMDS and Composite Health Care System (CHCS) systems needed to be included.


Veterans Information Systems Technology and Architecture (VistA)   is  the VA’s data base system which is modular in concept, and comprised of various health care systems.  An interface with VistA is required in order to read and write data elements carried on this card   


The Department of Defense’s Portable Information Carrier Standards Working Group  has developed MIL-HDBK-501, Department of Defense Handbook, PORTABLE INFORMATION CARRIER.  This document was published in April 1997 and reflects the smart card system technical and data architecture for multi-application cards that was state of the art at that time.  The data architecture that it reflects is very similar to that of the G-7 Healthcare Data Card Project however because the DoD card was developed as a multiple application card there are additional data elements carried that are not medically related.  Neither shares the progressive architectures nor  data translation functions that have evolved over the course of the past year and a half.   


G-7 Healthcare Data Card Project was established to provide an interoperable smart card system for the G-7 community and other willing participants.  Its design allows it to operate independently of the vendor origin for the cards and readers used in the system.   Agreement has been reached on the use of function calls and the retrieval of information necessary for easy identification of any card in the reader.  This card identification is essential to the interoperability of smart card systems.  The standards also define the data structure and details the mandatory, optional or future use of data elements.


The G-7 Healthcare Data Card Project has also addressed  the data elements that are to be stored on the card.  The information focuses mostly on demographics and medic alert information, with work still ahead on a more complete medical context.  As with the architecture in MIL-HDBK-501, the G-7 architecture reflects what was current for multi-application cards over a year ago.  This does not pose a problem, because current architectures available (e.g. PC/SC, 3GI SmartChain and OCF), can be used in conjunction with the current data architecture, or even replaced with maturation of  the G-7 architecture without card reissue.


Western Governors Association (WGA) Health Passport Project  While the technical  specifications for the Western Governors Association’s (WGA) Health Passport Project do not yet exist the data elements have been identified.   The data elements appear to support a population base that does not overlap into the VA population.


Communication exists between WGA’s Health Passport Project and the U.S. Navy to discuss interoperability issues. 3GI serves as the Navy’s prime contractor for the Navy’s smart card projects.  This effort at interoperability should enhance the ability for a 3GI designed VHA system to inter-operate with WGA’s system if required.  


Dictionary of Essential Emergency Data Set (DEEDS) While this specification was not specifically called for in this deliverable the 3GI Senior Medical Functional Analyst believed that the inclusion of this specification would provide another baseline for comparison of the required data elements. 


Essential Medical Data Sets (EMDS)  While this specification was not specifically called for in this deliverable the 3GI Senior Medical Functional Analyst believed that the inclusion of this specification would provide another baseline for comparison of the required data elements. 


Department of Defense’s Composite Health Care System (CHCS)  is a  data base system which is  modular in concept, and comprised of various health care systems.  3GI is currently involved with a smart card interface with CHCS.  3GI is able to provide a smart card system that can interface with both of these systems through the creation of dynamically linked libraries (DLLs).

5.0  Data Compatibility 

Under the previous smart card design and development limitations, data compatibility was a key issue in the design of the card.  Card integrators had to ensure that all data elements were completely identified and the structure of each data element had to be precisely defined.  Because smart cards were initially designed as secure portable data carriers and normally performed a single  function interfaced to a single system the design limitation resulted in limited amounts of carried data and forced a requirement for card reissuance if the data structure changed even if there was available memory on the card.


With the Department of Defense Multi-Technology Automated Reader Card program the requirement for a single card to interface with multiple systems and integrate future functionality caused the industry to rethink it’s previous approach.  The business case for smart card demanded a multiple function card with the capability to update the data structure if new requirements emerged.       
6.0  Data Matrixes


The following data matrixes have been produced in support of this report:

· Summary Data Elements - This matrix provides an overview of the data elements included in each system standard.  It has been color coded to easily portray those data elements that are widely used across systems.  In addition the G-7 data elements are shown for mandatory, optional and recommended use.

· Recommended VA Elements - This matrix provides the recommended data elements that should be included on the VA card.  This matrix was developed using the Summary Data Element Matrix and uses the same color coding scheme.

· Comprehensive Data Elements - Includes all of the data elements and the data element configuration/size when known.  The Summary Data Element Matrix was developed from this matrix.

· Non-required Data Elements - System data elements determined to be nonessential for card use. 

7.0  Recommendation for Card Data Integration

3GI’s Multiple Application Program  (MAP)  is an open architecture that allows multiple card systems and data elements to operate with the same application. Currently, MAP allows applications to interface with three different card systems; Multi-Technology Automated Reader Card (MARC), Government Services Agency (GSA) and BSmart. An example of a MAP compliant application is SmartCard Dental Information (SDI). By making SDI Map compliant, the same SDI application can be used for MARC, GSA, VA or BSmart card systems rather than having three separate versions of SDI. Another advantage to this, is that visitors carrying GSA, VA or MARC cards, visiting a facility using BSmart cards, can use any MAP compliant application at that facility.


Applications are made MAP compliant by folding in specially created DLLs and a configuration file. The configuration file determines the appropriate DLL to be used to allow the card to interface with the application.

 While this capability has been discussed in the VHA-DoD Smart Card Pilot Review of  Specifications & Standards Report it is important to understand how this same capability is used to allow data interoperability.  A DLL can be created that allows for translation of the data element into the appropriate text configuration to include foreign language translation.  This translation capability can even be used to derive data elements that are not specifically carried on the card.  An example the card can carry the card holder’s date of birth with the appropriate DLL the system date can be looked up compared against the date of birth to derive the age. 

  It is important to realize that MAP is not limited to providing interoperability to only those card systems mentioned in the preceding paragraph, but can also provide interoperability in the case of the G-7 Health Card.

3GI SmartChain is a COM based system that is able to manage multiple applications (add, change and delete after issue) on a single card. SmartChain is the foundation for 3GI’s Passage application.  It has the ability to provide interoperability using cards and readers provided by disparate manufacturers.  Specifically, it is capable of interoperation with systems designed to the G-7, Visa Open Platform, OCF, and PC/SC specifications.  At this time, SmartChain is currently used with both a BSmart card and a Java card in 3GI’s Passage products. Though not in conjunction with SmartChain, the U.S. Navy has successfully used the BSmart card for single card, multi-application use. 


3GI has proven its ability to create flexible and interoperable systems. 3GI successfully integrated the use of the U.S. military’s MARC card with applications developed for the Navy using BSmart.   This involved working with cards that had different operating systems and different data structures.


One of the major goals of the VHA smart card system, is the ability to be able to read smart cards from the G-7 system and Health Passport.  Upon examination of the G-7 Healthcare Data Card specifications, it is determined that 3GI would need to develop a COM interface, based on a dynamically linked library (DLL) to provide the Health Card Server function.  


3GI recommends using SmartChain as its integration solution for a VHA smart card system.  Because of its versatile and adaptive architecture, the COM interface provided by SmartChain, allows for dynamic smart card system growth.  This growth can be achieved without card reissue or inconvenience to cardholders or the issuer (VHA).  Applications can be modified, added or removed in a transparent fashion.  SmartChain also provides the ability to use Java Cards, the use of which is expected to grow and will be an important factor if an open purse is used on the card.


Use of the BSmart card, currently used by the U.S. Navy, is recommended.  The card should include a coprocessor for enhanced cryptographic functions.  This is important when the smart card is going to be used for secure web access, both for medical record retrieval and for financial transactions.
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