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2 EXECUTIVE SUMMARY

2.1 Executive Summary

This document was prepared by the members of work package 2 of the NETLINK project.

In line with the overal objective of the project to work on recommendations for the implementation of
interoperable data card systems and intranet solutions this group took over the task to develop secure
communication procedures that can be used in connection with networks and/or card systems in a hedlth care
system as well asinside a country or across borders of the countries represented in the consortium (France,
Germany, Italy and Canada/Québec).

These solutions shall be based in particular on standards and tools like card consented data sets, hedlthcare
professional cards and encryption agorithms. They are aso meant to be simple and based on the red situation
of the countries involved, independent from card operating systems, card readers and architectures and using
tools available on the market.

Furthermore it is the objective of this document to specify the complete infrastructure: procedures, card
terminas, HPC's, PDC's, security architecture, network protocols etc. and if not already existent, to propose
to the standardisation bodies these procedures or parts of them as an input for their standardisation work.

The recommendations and guidelines elaborated by WP 2 will be the basis for other work packages for
demongtration of interoperability for the provision of confidentiality services at an internationa level, especialy
for the NETLINK pilot sites. The WP 2 results will also be used for further dissemination to other European
countries and even outside Europe (e.g. G8 SP6).

Even though NETLINK pilot stes or other projects will not fulfil or follow al the recommendations and
specifications made in the document it can help to design an application on a certain level and at the same
time assure the facility of a gradual migration towards the described cross-border interoperability.

From that point of view it is obvious, that the specifications made in this document can only be an offer to
others, inside or outside the project, to ensure or at least support the integration and interoperability of aready
existing applications and tools. Therefore the document is structured in a modular way, describing scenarios
the group felt, that this could be the ones most urgently needed. Each scenario is described by the same
chapters, trying to avoid references to other scenarios. References to data sets or others needed by more
then one scenario are shifted to annexes. This approach alows the reader to focus on the scenario he is
interested in, without reading the whole document.

The group is aware of the fact, that this document has to be worked out or even modified furthermore after
having received feedback from the NETLINK pilot sites or users and experts outside the NETLINK project.
It therefore describes the possibilities of having interoperable secure communication procedures based on the
strategies and existing tools and applications of each country of the consortium, known at the time of creation
of this document.

2.2 Guidelines how to read the document
In order to help the reader of the document to quickly identify his’her approach of interest, it is suggested to
choose one of the following:

» Technical scenarios. This area includes the chapters describing the technical architecture proposed for
getting the interoperability:

* 04 PDC access (free). PDC emergency data have to be readable by different users
independently of their hardware and software.
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05  PDC access (protected). There may be data stored on a PDC which have to be readable
and/or writeable in a protected way by different users independently of their hardware and software.

06  Secure messaging. The exchange of digitally signed and encrypted e-mails between Hedlth
Professionals located in various countries.

07 DB access To extend the storage capacity of the smart card by making use of
telecommunication network and remote databases.

09  Summary of Requirements for technical Components. To ensure consistency of the whole
architecture.

» Functional scenarios. This area describes the objectives that can be achieved by introducing the health
card as a component of the national health systems.

08  Procedure smplification. It deds with secure identification of patients and physicians,
procedures smplification and usage of internationally recognised health data in emergency and first
aid. It is based on the technical architecture and on the data defined in the first and third aress.

» Data objects. This area describes the data used in different scenarios.

Data — Annex 0. The interoperability of data is based on the definition of the G7-Interoperability-
datset; this annex lists the dataset with the NETLINK proposals for modification.

» Informative. This areaincludes information useful to better understand the document:

Standards — Annex 0. The annex lists standards, regulations, ongoing works and national projects.

Involved parties nationally — Annex (). The annex provides information about persons and/or bodies
in charge for the national hedlth cards projects.

Glossary — Annex 0. It explains the acronyms used in the document.

Core data Set — Annex (. A proposd is listed for a reduced dataset, useful for saving space in the
card.

Visualisation — Annex 0. |t contains recommendations for the visualisation of the health card data to
achieve a common layout.

2.3 Document history

NL/2/Z1/AI3/0.2 * based on Interoperability document (Struif, Sembritzki) and French and
2210.98 [talian contributions according to NETLINK WP2 meeting on
29./30.09.1998
NL/2/Z1/A/5/0.25  reformatting according to WP6 guidelines
24.11.98 * integrating documents (inclusive some editorial work):
- NK/2IMOT/R/1/0.1

- contribution_to_Interoperability v02.doc (21d version)

NK/2/ZI/A/3/0.3 » renumbering of the document

o gditorial corrections

* integrating documents (inclusive some editoria work):
- NK/2/FIN/D/8/2.1
- French contribution (concerning secure messaging) (05.01.1999)
- German work on chapter 4
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« integrating decisions of 2 WP 2 meeting

NK/2/Z1/A/3/0.5 * integrating documents (inclusive some editorid work):

- NK/2/FIN/D/8/2.1 (WP2_procedure.doc instead of
WP2_contribution.doc)

- German work on chapter 4 taking NK/2/GIE/D/10/1.1 into account

- some minor changesin chapter 5

NK/2/Z1/A/3/0.51  editorid correction of chapter 8 (tables, numbering of 1.6.2.4 to 8.6.2.4)

NK/2/ZI/AI3/0.75 « integrating decisions of 3¢ WP 2 meeting

* integrating documents (inclusive some editorid work):
- NK/2IMOT/A/2/0.4
- French contribution (concerning secure messaging) (12.02.1999)
- German work on chapter 5
- NK/2/FIN/D/8/2.2 (WP2_procedure.doc)

NK/2/ZI/A/3/0.8 » renumbering (ZI instead of ZID)
» extending annex B (taking NK/2/MOT/A/2/0.4 into account)

* integrating documents (inclusive some editoria work):
- German work on chapter 3 (executive summary)
- German work on chapter 5 (scope)
- NK/2/FIN/D/8/2.3 (WP2_procedure.doc)
- harmonisation of proposals for modification (annex E)
- German work on annex F

NK/2/Z1/A/3/0.9 * integrating documents (inclusive some editoria work):

- German work on chapter 4 and 5

- NK/2IMQOT/A/2/0.5

- French contribution (concerning secure messaging) (01.03.1999)

- Italian contributions (chapter 2.2, NK/2/FIN/D/8/2.3
(WP2_procedure.doc), annexes A, B, C, D)

« integrating decisions of 4" WP 2 meeting

NK/2/ZI/A/3/0.95  editoria work (changing 0.9 to 0.95) taking the French comments and
some peer comments into account

NK/2/ZI/A/3/1.0  editoria work (changing 0.95 to 1.0) taking the peer comments into
account

NK/2/ZI/A/3/1.1  editoria work (changing 1.0to 1.1, date, ...)

» adding missing pages of table 42

* integration of RID

* ddeting of not existing 1SO 7816-11 in annex A

» ,country of birth* MANDATORY in al occurrences of the proposed

dataset
NK/2/ZI/AI3/1.25 « integrating decisions of 5" WP 2 meeting
NK/2/ZI/A/3/1.3 « integrating decisions of 5" WP 2 meeting

* integrating parts of a minimum command set and new version of chapter
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6
NK/2/ZI/A/3/2.0  editoria work (changing 1.3t0 2.0, date, ...)
« integrating decisions of 6" EC mesting
NK/2/Z1/A/3/2.1  correcting tables 41, 42 and 43 of Annex D (refer to G8 Miami meeting
results)

For comments or more info, please contact:

Noel Nader — Noel.Nader @sesam-vitale.fr
Juergen Sembritzki - JSembritzki@KBV.DE
Denis Morency — denis.morency @ramg.gouv.gc.ca

Giulio Meazzini — g.meazzini @finddl.it
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3 GLOBAL OVERVIEW

This document describes topics where interoperability is mandatory for achieving the respective service. The
basis for the consideration is shown in the subsequent figure. For reasons of smplicity the figure shows only
one instance of each component but there might be for example more than one TTP or card terminal.

Fig. 1 Interoperability Scenario

Server
(e.g. database system)
TTP Directory Service
Application
RA, CA etc. Security Application
Toolkit Security
Toolkit
PDC access PC
and (e.q. office Sassion
HPC/PDC computer) Intégface
Interworking e —
Interface Application Application
Card Security Public Security
PDC | Terminal |—Loclkit ' Network Toolkit
| - PC / Server
HPC :VI?II (e.g. office PC,
. Nter-  neaith insurance
Patient face server)
Data Set
and other
data relevant
to interoperability

NETLINK has identified five scenarios where interoperability is needed.:
1. PDC access (free)
2. PDC access (protected)
3. secure messaging
4. DB access
5. procedure smplification

Following each scenario is described in detail and recommendations for achieving interoperability are given.
Each main chapter starts with the figure above in which for each scenario the relevant components are
highlighted.
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4 PDC ACCESS (FREE)

Fig. 2 PDC access (free) Interoperability Scenario

Server
(e.g. database system)
TP Directory Service
Application
RA, CA etc. Security Application
Toolkit Security
Toolkit
PDC access PC
and (e.a. office Sassion
HPC/PDC computer) Interface
Interworking —— .
Interface | Application Application
Card Security Public Security
PDC | Terminal +1oclkit ' Network Toolkit
- PC / Server
HPC Mail (e.g. office PC,
. Inter- health insurance
Patient face server)
Data Set
and other
data relevant
to interoperability

4.1 Scope

The issue of healthcard interoperability in the sense of NETLINK is afunctional interoperability of healthcard
systems. The emergency data of a PDC have to be readable by different users independently of their hard-
and software.

In order to achieve this technica interoperability, common functions and/or data requirements and an
interoperability agreement must be implemented. In the following chapters the requirements for the technical
interoperability will be specified. The other prerequisites (i.e. interpreting data, legidation concerning cross
border interoperability etc.) are discussed in ,,EU/G7 Hedthcards - WG7, Interoperability of Hedthcard
Systems, Part 1 General Concepts* (see page 98 and annex 0 D The EU/G7 Interoperability dataset -
Definition (normative) and ).

Nevertheless it has to be mentioned here that data has to be coded in order to achieve avoiding language
problems which may cause problemsin the functional interoperability.

Note that it is outside the scope of this chapter to give recommendations concerning
« trusting the data on the card; thisincludes
 authentication of the holder of the PDC,

+ theuse of aHPC for card to card authentication,
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 therdiability of the data (this means the rdliability of the origina data, it is stated that the integrity
of data using smartcards is good)

 the completeness of the patient data; nevertheless dl existing data shall be displayable.

¢ regulations concerning the access of data (the access described here is technically free but there might be
organisationa additiona requirements like an explicit patient consent in some countries)

* non emergency data.

4.2 Scenario(s)

The scenario is.

1. The availability of data of a patient coming from a foreign country should be improved in an emergency
case by its patient data card with free accessible data.

This means the reading access of data from a PDC without any security feature (writing of data is treated in
chapter 05 PDC access (protected), this aso includes the updating of the free readable data).

4.3 Technical components (architectural)

Technical components are:
1. PDC

2. Card termina

3. PC/Host

4.4 Data and flows

The software for reading and visualising the data must be able to handle the complete G7-dataset as
mentioned in the scope. The dataset consist of three groups with some sub-groups.

Group Sub-Groups

Card Data cardissuerldentifier , cardHolderldentifier, cardldentifier, cardStatus,
cardA pplicationldentification

Adminigtrative Data | patientldentification, nameDetalls, languageDetails, birthDetails, addressDetalils,
contactDetails, insuringBodies

Clinicd Data codedClinica Details, bloodGroupTransfusionDetails, immunisationDetall s,
medicationDetails, clinical AddressDetails, optica PrescriptionDetails, updateDetails

4.5 Interoperability needed

4.5.1 Subject of Interoperability
Interoperability is needed:
on PDC-side:

» conventions for physical and logica communication with a PDC on the physical layer and the transmission
layer
« conventions for reading free accessible data including application selection, file selection etc.
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» conventions for the structure and content of the free accessible patient data set (interoperable data set)

on card terminal-side:

» conventions for physical and logica communication with a PDC on the physical layer and the transmission
layer

on PC/Host-side:

e conventions for physical and logical communication with a PDC on the physical layer and the transmission
layer

on software-side;

» recommendations for displaying the read PDC data
4.5.2 Conventions and Standards

4.5.2.1 Conventions for the physical layer and the transmission layer

4.5.2.1.1 Physical layer

Today Patient Data Cards mainly are contact based cards with physical characteristics according to |SO/IEC
7816-1. The location and dimensions of the contacts shall comply with ISO/IEC 7816-2. For encoding the
data bits on the I/O line the ,, direct convention® is recommended.

4.5.2.1.2 ATR, PPS and Transmission Layer
The Answer-to-Reset (ATR) shall comply with ISO/IEC 7816-3 (2" edition).

It is recommended, that PDC’s support the Protocol Parameter Selection (PPS) e.g. to be able to transmit
data with higher speed.

The transmission protocol supported by the card shal be either

- the half-duplex character transmission protocol T=0 or

- the half-duplex block transmission protocol T=1 or

- both.

If T=1isused, chaining is mandatory. The following smplifications are alowed:
- NAD Byte: not interpreted (NAD shall be set to "00")

- S-Block ABORT: not used

- S-Block VPP state error: not used

For T=1 the Information Field Size Card (IFSC) shall be indicated in the ATR (Character TA3, recommended
vaue at least "80° = 128 Bytes).

The Information Field Size Device (IFSD) shdl be tranamitted by the IFD immediately after ATR, i.e. the
IFD shal send at once after ATR the S-Block IFS Request which has to be answered by an HPC with S
Block IFS Response. The recommended value for IFSD is 254 Bytes.

As described in 1SO 7816-3, the ATR is composed of one initid character followed by a maximum of 32
characters defined as following :
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» one Format Byte describing the ATR format (mandatory)

 Interface Bytes describing communication parameters (optional)

» Historical Bytes (maximum 15 characters) which may help to identify the card (optional)
» one Check Byte (conditional)

SO 7816-4 describe Historical Bytes when used. They are composed as following :

e Category Indicator (1 mandatory character)

* COMPACT-TLV data objects (optiona)

e Status Information (3 characters, conditional)

ISO 7816-4 standard describe the Historica Bytes when the Category Indicator value is ‘00, '10', or '8X".
When the Category Indicator value is'00', ISO 7816-4 offers 7 data object to be coded in COMPACT-TLV
that can be used in the Historical Bytes. These data objects are described in the following table.

Code of the data object | Name of the data object

Country code and national data

|dentification of the card issuer

Card service data

Initial access data

Card issuer's data

Pre-issuing data

~N| o g B W N P

Card capabilities

The data object '3' denotes the methods available for supporting the application-independent card services as
defined in ISO 7816-4. When this data object is not present in the Historical Bytes, the card supports only the
implicit application selection, while the application-independent card services as defined in 1SO 7816-4 may
not be supported. As a consequence, it is then necessary to know the card OS specific services to access to
it (for instance : the existing Vitae 2 OS does not support the application-independent card services as
defined in 1SO 7816-4).

NB : When using PC/SC (or similar architecture), it may be envisaged to define an 1CC service provider
supporting only the application-independent card services as defined in 1SO 7816-4. Thus, using such
an ICC service provider, it is then possble to access cards of any type compliant to these
specifications. When using PC/SC (or similar architecture), to be able to access to cards that do not
support the application-independent card services as defined in 1SO 7816-4, it is required to have a
specific ICC service provider (identified thanks to the ATR).

PDC capabilities (i.e. supported application-independent card services) can be unambiguoudy determined
using Historical Bytes and, when present, the Initia Data String (‘4x’ object in Historical Bytes).

If the PDC supports application-independent card services as defined in ISO/IEC 7816-4 :
¢ when the Initial Data String is not present (i.e. only the Historical Bytes can be used), then :

» ‘Card service data’ object is present in Historical Bytes (tag ‘3x’) and the other objects can adso
be used

* when the Initial Data String is present, then :
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Initid Data String should be compliant to ISO/IEC 7816-6

either ‘Card service data object is present in Historical Bytes (tag ‘3x’) and the other objects
can also be used

or the ‘Card service data’ object isindicated in the Initial Data String (tag ‘43')

If the PDC does not support application-independent card services as defined in ISO/IEC 7816-4 :

when the Initial Data String is not present (i.e. only the Historical Bytes can be used), then :

‘Card service data’ object is not present

‘Identification of the card issuer’ (‘2x’ object in Historical Bytes) should value the registered 1IN
for the PDC as defined in ISO/IEC 7812

‘Card Issuer’s data’ (‘5 object in Historical Bytes) or ‘Pre-issuing datal (‘6x’ object in Historical
Bytes) objects can be used to uniquely identify the type of card

when the Initial Data String is present, the previous solution can be used and another oneis:

Initid Data String should be compliant to ISO/IEC 7816-6

‘Card service data object’ is not present

the registered IIN for the PDC as defined in ISO/IEC 7812 can be found

* dtherintheldentification of the card issuer’ (‘42 object in Initial Data String)

» orinthe‘Application Identifier’ (‘4F object in Initial Data String) if the AID is based on the
[IN

additional data can be used to uniquely identify the type of card from Historica Bytes or the
Initiadl Data String according to the PDC issuer's decisons. ‘Pre-issuing data should be
preferably used.

Acceptance of PDC that support application-independent card services as defined in ISO/IEC 7816-4
(Netlink preferred solution) can be made possible via,,generic* drivers that follow the rules mentioned above.

Acceptance of PDC that do not support application-independent card services as defined in ISO/IEC 7816-4
is more complex as it requires agreements between PDC issuers and software devel opers.

For the coding of the Historical Bytes, an exampleis provided below :

Cl
TPI
ICM
ICT
osv
DD
TCP
CP
CLS

‘00" according to ISO/IEC 7816-4

‘6x" according to ISO/IEC 7816-4 (x codes the length of the DO)

IC Manufacturer |d (seetable 1)

Coding manufacturer specific

Coding manufacturer specific

Coding manufacturer specific (usudly not used)

‘3x’ according to ISO/IEC 7816-4 (x codes the length of the DO)

Coding according to ISO/IEC 7816-4 (i.e. ‘80’ for ‘direct application selection’)
Card Life Cycle (Default value ‘00’)
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Fig. 3: Structure of the Historical Bytes
Historical Bytes
Cl| PIDO |CPDO |[CLS|SW1-SW?2
Cl = Category indicator ('00")
PIDO = Pre-issuing data object
CPDO = Card profile data object
CLS = Card life status (1 byte)
SW1-SW2 = Status bytes
Pre-issuing Data Object
TPl [ICM [ICT| OSV|DD
TPl = Tag pre-issuing DO ("6x")
ICM = IC manufacturer Id (1 byte)
ICT =ICtype (1byt, fb8=0;
2 bytes, if b8 = 1 of firstbyte)
OSV = Operating systtm version (2 bytes)
DD = Discretionary data (x bytes)
Card Profile Data Object
TCP |CP
TCP =Tag card profile DO ("3X)
CP = Card profile according to
ISO/IEC 7816-4, 8.3.2 (1 byte)
table 1: ICM coding
ICM IC Manufacturer
according to |SO/IEC 7816-6/AM 1
‘or Motorola
‘02 STMicroelectronics
‘03 Hitachi
‘o4 Philips Semiconductors
‘05 Siemens
‘06 Cylinc
‘or Texas |nstruments
‘08 Fujitsu
‘09 Matsushita
‘0A’ NEC
‘0B’ Oki
‘oC Toshiba
‘oD’ Mitsubishi
‘OE Samsung
‘OF Hyundai
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‘10 LG

4.5.2.2 Conventions for file selection and data access
There are different possibilities for an interoperable data access:
e using an identica file structure and file id's (and/or names);

e using aspecid , driver* for all NETLINK cards:

— within the G7-Interoperability-study the access of the card data is hidden by the use of
proprietary/project-specific hedth card server; the data interoperability is given on top of the
server

— within the PC/SC-specifications! the access of the card data can be hidden by the use of
0 acommon service provider and agreed file names or
00 aNETLINK service provider with the functionality like a G7-health card server.
— other specifications like OpenCard which hide the access too

Both solutions ,,identical file structure and file id's (and/or names)” and ,,common service provider* require
conventions for storing the data. The data structure on the card has to be identicdl NETLINK-wide (for
example: al data in one EF) or additionaly a specia software on the PC/Host for interpreting different
implementations is needed.

NETLINK decided to use identical file structure. This solution permits to use an interface on ISO/IEC
7816-4 leve or for an application in the future an interface with a common service provider.

Due to different access conditions for updating the patient’s free readable data (Card Data, Administrative
Data and Clinica Data), these data might be stored in different files (reading shall be free accessible). For
NETLINK an extra EF with the function as a directory-file is used.

The file organisation in a PDC shall be according to ISO/IEC 7816-4. The file structure of the PDC is shown
in Fig. 4 The AID is the internationa application identifier as defined in ISO/IEC 7816-5. An international
AID has been applied for by the NETLINK management and is ,,A000000073* (see also at the NETLINK
web site, URL: , http://www.sesam-vitae.fr/Projects/Netlink-G7-En/*). The testsites are in charge of filling
the card data.

An EFdir shal contain * ApplicationTemplate’ data objects as defined in the 1SO 7816-5 as described bellow :

ApplicationTemplate [61] ::= SET

{

AID [4F] IMPLICIT OCTET STRING (SIZE (0...16)), -- RID + PIX
ApplicationLabel [50] IMPLICIT OCTET STRING (SIZE (0...16)) OPTIONAL,
Path [51] IMPLICIT OCTET STRING (SIZE (1...126)) OPTIONAL,
CommandToPerform [52] IMPLICIT OCTET STRING (SIZE (4...127)) OPTIONAL,
FreeData [53] IMPLICIT OCTET STRING OPTIONAL,
DiscretionaryApplicationData [73] DiscretionaryData OPTIONAL

}

The *ApplicationTemplate’ data object as defined in annex 0 to be used with the NETLINK data set is at
least stored in the EFDir of the DFNetlink. The ‘ApplicationTemplate’ data object is used by NETLINK as

ls.annex 0,A Standards, regulations, ongoing work, national projects (informative)*; at the moment there are
different proposals for the further development or extension of the PC/SC-specifications (for example there is a
French proposal concerning programmable terminals or the German UCTS (URL: ftp://ftp.cherry.de)); since PC/SC is
not a health specific topic and currently under development WP 2 recommends to discuss the specifications at |east
together with the financia sector on European or international level.
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follow.

An ‘ApplicationTemplate’ data object, with the AID NETLINK (‘ A000000073'), is mandatory in the EFDir
a MF levd when the card don't support direct application selection by AID. In this case, the
‘ApplicationTemplate’ data object is used as follow :

ApplicationTemplate [61] ::= SET

{

AID [4F] IMPLICIT OCTET STRING (SIZE (0...16)), -- *‘A000000073 + PIX to be
defined

ApplicationLabel [50] IMPLICIT OCTET STRING (SIZE (0...16)) OPTIONAL, -- not used in
NETLINK by aforeign application

Path [51] IMPLICIT OCTET STRING (SIZE (1...126)), -- long path to the
EFNetlink

CommandToPerform [52] IMPLICIT OCTET STRING (SIZE (4...127)) OPTIONAL, -- not used in
NETLINK by aforeign application

FreeData [53] IMPLICIT OCTET STRING OPTIONAL, -- not used in NETLINK by a
foreign application

DiscretionaryApplicationData [73] DiscretionaryData OPTIONAL -- asdefined in annex D paragraph 4

}
The path to the DFNetlink can be calculated from the path EFNetlink : it is the first (n-2) bytes d the path to
the EFNetlink.

An ‘ApplicationTemplate’ data object, with the AID NETLINK (‘ A0O00000073'), is mandatory in the EFDir
within the DFNetlink. In this case, the ‘ ApplicationTemplate’ data object is used asfollow :

ApplicationTemplate [61] ::= SET

{

AID [4F] IMPLICIT OCTET STRING (SIZE (0...16)), -- *‘A000000073 + PIX to be
defined

ApplicationLabel [50] IMPLICIT OCTET STRING (SIZE (0...16)) OPTIONAL, -- not used in
NETLINK by aforeign application

Path [51] IMPLICIT OCTET STRING (SIZE (2)), -- short path to the EFNetlink

CommandToPerform [52] IMPLICIT OCTET STRING (SIZE (4...127)) OPTIONAL, -- not used in
NETLINK by aforeign application

FreeData [53] IMPLICIT OCTET STRING OPTIONAL, -- not used in NETLINK by a
foreign application

DiscretionaryApplicationData [73] DiscretionaryData -- as defined in annex D paragraph 4

}

Fig. 4 File structure of a PDC
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The access conditions to the NETLINK mandatory elementary filesare :

File File structure | File size Access conditions Presence
(length of data)

EFDir of the| Transparent Open Read: dways Mandatory
DF.NETLINK Update: protected
EF.NETLINK Transparent Open Read: dways Mandatory

Update: protected

The PIX or some other data objects in the eFDir of the DF.NETLINK should be used to provide some
administration information such as indication of the data set version.

The EF.NETLINK file size does not need to be fixed. It is possible to read the whole file and then anadyse
which data are useful or which are not. For that purpose the length of the data needs to be stored in the EF.
Using the G7-Interoperability data set thisis implicit.

The content of the EF.NETLINK is defined as the ID’s and paths of the EF s containing the patient’s data of
the G7-interoperability-dataset :

NETLINK DataSet EFPath ::= SEQUENCE

{

CardFileldentification [O] IMPLICIT SEQUENCE OF Fileldentification OPTIONAL,
AdministrativeFileldentification [1] IMPLICIT SEQUENCE OF Fileldentification OPTIONAL,
ClinicalFileldentification [2] IMPLICIT SEQUENCE OF Fileldentification OPTIONAL
}

Fileldentification::= SET

{

dFName [O] IMPLICIT OCTET STRING OPTIONAL,

drFID [1] IMPLICIT OCTET STRING OPTIONAL,

eFID [2] IMPLICIT OCTET STRING

}

Note: one of dFName and dFID is mandatory.
The coded tag value for NETLINK_DataSet EFPath is‘30'.

Splitting the G7-interoperability-dataset it is necessary to store the complete structure of the items (i.e. the
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sequence of the TAG's according to the ASN.1-definition from the ,, highest” item down to the specific data
item) to allow the joining respectively the identification of the data.

The way to access to free readable data depends on the PDC operating system capability. The following
gives the agorithm to be followed to access to free readable data ; this can be reused as a base specification
to develop a “generic driver” that can be used to access to free readable data stored in a PDC.

* |nsertion of the PDC inthe IFD
* Reset of the PDC that returnsthe ATR

e It has to be determined whether or not the PDC supports application-independent card services as
defined in ISO/IEC 7816-4 (see all explanations in the text above)?

e If the PDC supports the application-independent card services as defined in ISO/IEC 7816-4, then a
“generic driver” can be used ; this driver will go through the following steps :

e Select the EF.NETLINK
There are two ways to select it depending on PDC OS capabilities, either :
» Sdect EFDIir inthe MF
* Read EFDir in the MF
*  Get the Applicationldentifier object corresponding to NETLINK AID
e Get EF.NETLINK path (nisthe length in bytes of the path)

* Select EF.NETLINK (composed of (n-2)/2 select DF to reach the DF NETLINK and 1
select EF)

or:
» Select DF using NETLINK AID (application selection with AID)
» Select EFDir in DF.NETLINK
* Read EFDir in the MF
e Get the Applicationldentifier object corresponding to NETLINK AID
* Get EF.NETLINK path

» Select EF.NETLINK

For NETLINK the EFDir under the MF is not mandatory. The PC-application has to know how to select
the DE.NETLINK (via name (to be specified) or AID).

e Obtain al paths to the EF's containing free readable data (see NETLINK_ DataSet EFPath
structure)

o For al the EF slisted in the EF.NETLINK
»  Sdect the EF (either directly or by selecting first the DF then the EF)
* Read the EF content

* Return PDC data to the application

When the card support direct application selection, the name of the DF NETLINK is *A000000073, the Id of
the DF NETLINK isgiven by the card issuer (see |ISO 7816-5 clause 6.3.1).

2 |f the PDC does not support application-independent card services as defined in ISO/IEC 7816-4, then a “specific
driver” specified by the card issuer needs to be used to access to patient’ s data.
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Each stored dataset of the EF's is defined as a SET. This means that the first byte of the EF is ‘31" (i.e.
»SET" according to | SO/IEC 8825) and then the coded length of the following data (i.e. dl patient data of this
EF) is stored. Therefore it is aso possible to read only the first bytes, analyse the number of stored patient
data and read exactly the number of the stored data.

The selection of the relevant EF's is needed yet. Depending on the card operating system a selection of an
EF is possible for example by path from the MF. Then the coded information can be used for one SELECT
FILE. For NETLINK the selection of an EF should be made by explicit selection of DF's and EF but it might
be possible to select the EF directly by path from the MF if thisis stated in the ATR. It is recommended that
the mapping of the DF-names to ID’s is coded since the existing card operating systems normally do not
support both DF-sdlection (by name, by D).

Remark: To solve the sdection of EF's in different DF's via a directory file is not yet standardised
completely. There might be other solutions using ISO/IEC 7816-5 and/or PKCS#15 but up to now
these standards do not apply exactly to the NETLINK requirements.

4.5.2.3 Conventions for the structure and content of the patient data set

The patient data set (interoperable data set) as defined in ,EU/G7 Healthcards - WG7, Interoperability of
Healthcard Systems, Part 3 Interoperability Specification shall be used. The data shall be encoded using 1SO
8825. NETLINK proposes to use amodified dataset as outlined in annex 0,,D The EU/G7 Interoperability
dataset - Definition (normative) and “.

Experiences with the complete dataset have shown that using a smartcard with smaller capacity can lead to
problems. In this case restrictions for the dataset on the card - i.e. a core data set- have to be defined
without changing the definition of the G7-specification. Inannex 0,,E  Recommendations for Redtrictions
for a Core Data Set of EU/G7 - Interoperability - data set (informative)* the recommendations of NETLINK
are outlined.

Nevertheless the year of the data element ,date” should be coded with four digits to avoid ,year 2000-
problems’.

4.5.2.4 Displaying the dataset

As mentioned in the scope the trustworthiness and completeness of the patient data on the card is not
discussed. Nevertheless al data stored on a card have to be displayable. This means that not necessarily al
data are displayed automaticaly but the HP application has to support the whole data model and dataset as
defined and there must be a possibility for doing so.

Furthermore it is also important to have a common layout for displaying the dataset. This enables the user to
get the needed information (i.e. emergency data) very quickly aso if heis using a system unknown to him.

The recommendations for displaying the dataset are outlined in annex 0, F Presentation/Visualisation of
G7-Interoperability-dataset”.

4.6 Possible evolution

The G7-Interoperability-Dataset has been defined in 1996. Having made experiences using the dataset it was
decided on G7-level to make a further development. Currently there are proposals for modification coming
from Canada, France, Germany and Italy.

The NETLINK-management is also in charge to develop a revised version but that will not be available
before autumn 1999.

As mentioned the cards used as PDC’s are contact based cards today. In the future it might be possible to
use proximity and/or vicinity cards. In that case other standards (partly in development right now) for cards
and terminals have to be considered.
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Furthermore cards with other operating systems supporting for example ISO/IEC 7816-7 (Identification cards
- Integrated circuit(s) cards with contacts - Part 7: Interindustry commands for Structured Card Query
Language) or ,,Javacards’ or EMV compatible cards may be used. The accessing of data might differ from
the described solution and other techniques might be needed.

PKCS#15 standard should be taken into consideration when published.

4.7 Requirements for technical components

4.7.1 PDC

PDC's are contact based cards with characteristics according to ISO/IEC 7816-1, 2, 3, 4, 5 and 6. The card
sizeis|D-1. PDC' s may be 5Volt- or 3Volt-cards.

PDC will at least support the following minimum subset of 1SO 7816 commands with class “00”:

 SELECT FILE (CLA=00, INSE'A4', P1="04', P2="00", Datafield="A000000073 (Netlink application
seection),...)

e SELECT FILE (CLA='00", INS='A4', P1='00', P2="00', Datafield=identifier,...) or
» SELECT FILE (CLA='00, INS='A4', P1="02', P2='00',...)
* READ BINARY (CLA="00'", INS='B0’, P1-P2="0000" or offset,...)

4.7.2 Card terminal
The card terminals must be able to support contact-based cards with T= 0 and T = 1 transmission protocols.

The terminal shall support 5Volt- and 3Volt-cards (class AB). The termina should support PPS and be able
to transmit data with the highest speed the card indicates (this should at least be configurable).

Remark: No further harmonisation is needed for card terminals.

4.7.3 PC/Host

The PC/Host must be able to connect a card terminal and to support the communication with the highest
transmission speed the card indicates.
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5 PDC ACCESS (PROTECTED)

Fig. 5 PDC access (protected) Interoperability Scenario
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5.1 Scope

The issue of healthcard interoperability in the sense of NETLINK is afunctional interoperability of healthcard
systems. There may be data stored on a PDC which have to be readable and/or writeable in a protected way
by different users independently of their hard- and software.

Achieving this technical interoperability, common functions and/or data requirements and an interoperability
agreement must be implemented. In the following chapters the requirements for the technica interoperability
will be specified. The other prerequisites (i.e. interpreting data, legidation concerning cross border
interoperability etc.) are discussed in ,EU/G7 Hedlthcards - WG7, Interoperability of Heathcard Systems,
Part 1 General Concepts* (see page 98 and annex 0D The EU/G7 Interoperability dataset - Definition
(normeative) and ).

The purpose of this chapter is to show the mechanisms to be used for achieving different levels of security
for reading and/or writing PDC-data. This includes holder to card authentication as well as card to card
authentication by using a health professional card (HPC). The needed security infrastructure like trusted third
parties, certification authorities or revocation lists has to be defined within a security policy. Because of
ongoing national discussions and the development of international standards in this area (e.g. card verifiable
certificates) it isimpossible for NETLINK to make complete recommendations for harmonisation.

It is not in the scope to define the PDC dataset or mechanisms for identification of the patient and/or health
professional or to define a harmonised classification of roles of hedlth professionals.
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5.2 Scenario(s)

The scenario(s) are:

1. The treatment of a patient coming from a foreign country should be supported by its patient data card with
data, which require the proof of authenticity of the health professional.
This means the reading access of data from a PDC with proof of authenticity of the health professional.

2. The writing access of datato a PDC with security feature(s).

3. The patient may have the capability to prove his consent in order to alow the HP to access to his own
PDC (either to update or to read protected data).

4. The HP may have the capability to check whether the PDC is till valid or not, thus authenticating it as a
PDC or even checking that it is still valid (e.g. accessing to a card revocation list).

For the HPC/PDC interaction two services are required:
- the PDC hasto prove its authenticity
- the hedlth professional has to prove his access rights.

When proving access rights, an authentication procedure has to be performed (PIN presentation according to
SO 7816 is not described), so that in the PDC the related security status can be s, i.e.

- insymmetrica case: group key x has been successfully presented
- inasymmetrical case: certificate holder authorisation y has been successfully presented.

If after successful authentication a read or update command is performed on a file, the PDC has to verify
that the respective security condition described in the security attributes of this file is fulfilled, eg. UPDATE
BINARY can only be executed, if group key x or the certificate holder authorisation y was successfully
presented. In Fig. 6 an example of security conditions is outlined, whereby or an additiona security condition
to access the PIN of the patient may be required.

Fig. 6: PDC file with security attributes and access authorisation (example)

EFxX .
Read |Write
Secuftity Access|Access
Attributes PIN + Sy mm etric
GK1 - authentic ation
with HPC
PIN+ | PIN+ GroupKeys GKx
GK2 GK2 Asymm etric
Content PIN + aul)ilwe ntication
CHA1 - with HP certifi-
cate containin
PIN + PIN + the card holderg
CHA2 CHA2 authorization
CHAX (i.e HP
authorization ID)

NOTES -

1. File security attribute sallow ‘professional group’-
specificaccess. The HP-related authentication
procedure canbe based on symmetric or asymmetric
algorithms. The groupkey ID and the cardholder
authorization ID are | ogical ly equivalent.

2. Additionaly, itmay be necessary, that the patient
has to present its PIN, if he has required this kind
of protection.

In the following, the command sequences and the keys needed for these services are described with respect
to PDC'’ s supporting symmetric algorithms and/or asymmetric agorithms.

5.3 Technical components (architectural)
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Technica components are:
1 PDC
HPC

PC/Host
Security toolkit

aos W

5.4 Data and flows

5.4.1 Mutual authentication with symmetric algorithm

The mutua authentication scheme is shown in Fig. 7.

Fig. 7 Mutual authentication between HPC and PDC
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<RND.PDC>
<
INT AUTH <RND.PDC>
<
<E(IK.PDC.AUT-PHYS,
RND.PDC)> _
»
EXT AUTH
<E(IK.PDC.AUT-PHYS,
RND.PDC)>
OK

A

For encryption and decryption of the challenge, DES-3 is applied as Fig. 8 shows.

Card terminal (depending on the security features there might be the need for secure pin pads etc.)
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Fig. 8 Encryption/Decryption with DES-3
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The derivation of the individua key of the PDC (IK.PDC.AUT-PHY S) with the group key of the physician is
shownin Fig. 9.

Fig. 9 Key derivation

DES-3 Key derivation
GK.HPC.AUT a

SN.PDC ¢ IK.PDC.AUT a
> E [

GK.HPC.AUT b

SN.PDC L IK.PDC.AUT b
> E >

The first command to be send to the HPC is the GET CHALLENGE command.

table 22 GET CHALLENGE command table 3: GET CHALLENGE response
CLA |Asdefined in ISO/IEC 7816-4 and -8 Datafiedd | RND.HPC (8 bytes)
INS |84 = GET CHALLENGE SW1-SW2 | 9000 or specific status bytes
P1, P2 | "0000
Lc Empty
Data |Empty
fidd
Le ‘08

After GET CHALLENGE follows the command EXTERNAL AUTHENTICATE. In the HPC the individual
PDC-key has to be computed, before the cryptogram can be deciphered and compared with the challenge.

WP2_D1 21.doc »Copyright©2000, NETLINK Consortium* page 24 of 150



NK/2/ZI/AI3/2.1

NETLINK Requirements for Interoperability

1 June 2000

table 4: EXT. AUTHENTICATE command

CLA | Asdefined in ISO/IEC 7816-4 and -8
INS |82 = EXTERNAL
AUTHENTICATE
P1L |00
P2 |00
Lc | 10" = Length of subsequent data field
Data | Authentication related data (DES-3
fiedd | Cryptogram):
SN.PDC (8 bytes) || E
(GK.PHYS.AUT, RND)
Le |Empty

table 5: EXT. AUTHENTICATE response

Datafield

Empty

SW1-SW2

"9000" or specific status bytes

Finaly the health professional must prove that in the HPC the required key is present.
table 7. INTERNAL AUTHENTICATE response

table 6: INTERNAL AUTHENTICATE command

for proving access rights to a PDC

CLA |00

INS ['88 = INTERNAL AUTHENTICATE

P1 |00 =Implicit dg. selection (DES-3)

P2 ‘xx = KID

Lc |'10 = Length of subsequent data field

Data | SN.PDC (8 bytes, dataitem for

fiedd | deriving IK.PDC.AUT-PHYS)
followed by a chalenge (8 bytes)

Le |00

Datafield | Enciphered challenge, 8 bytes:
E(IK.PDC.AUT-PHYS,
RND.PDC)

SW1-SW2 | ‘9000 or specific status bytes

The computed cryptogram is then delivered to the PDC for authentication verification.

5.4.2 Mutual authentication with asymmetric algorithm

The mutua authentication scheme is shown in Fig. 10.

Depending on the content of the PDC and HPC some commend do not to be performed. After sending the
find M SE-commands the external/interna authentication is being proceeded as described in chapter 0.

Fig. 10 Mutual authentication between HPC and PDC (draft schema)
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Before performing the authentication procedure, the certificate CHP.AUT-CV has to be presented to the
PDC. It is assumed that the PK.CA.CS-CV is present in the PDC.

For reading the CV AUT certificate out of the HPC the following commands are needed:

table 8. SELECT FILE command for selecting the
CV certificatefile

table 9: SELECT FILE response

Datafield | Empty
CLA | ‘00 SW1-SW2 | ‘9000 or specific status bytes
INS |‘A4 = SELECT FILE
P1 |'02 = EFfile sdection
P2 |'0C' = No FCI toreturn
Lc |'02 = Length of subsequent data field
Data | FID of CHP.AUT-CV file
fidd
Le |Empty
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table 10: READ BINARY command for reading the table 11: READ BINARY response

CV certificate Daafidd ] CV certificate

CLA |00 SW1-SW2 | ‘9000’ or specific status bytes
INS ‘B0 = READ BINARY
P1, P2 [ ‘0000’ or offset

Lc Empty
Data |Empty
fied

Le ‘00" = Read until end-of-file

Reading the CV certificate of the health professona may be performed only once and then stored in the
physicians software for saving time.

The real procedure starts with verifying the PDC CV-certificate. The public key of the CA for verification is
expected to be in the HPC (if not then this key has to be delivered in a CV certificate which can be verified
with the PK.CA.CS_AUT present in the HPC). For CV-certificate verification the following commands have
to be performed:

- MANAGE SECURITY ENVIRONMENT for setting the public key of the CA (i.e. PK.CA.CS-CV)
- VERIFY CERTIFICATE for checking the CV-certificate of the PDC.

table 12: MSE command table 13: M SE response
CLA | Asdefined in ISO/IEC 7816-4 and -8 Datafield | Empty
INS (‘222 = MANAGE SECURITY SW1-SW2 |‘9000" or specific status bytes

ENVIRONMENT

P1 |'81 (= SET for verification)

P2 |‘B6 (=DST)

Lc | 'Ox’= Length of subsequent data field
Data|‘84 Ox .. (DO for KeyRef of
fidd | PK.CA.CS-CV)

Le |Empty

After the PK.CA.CS-CV is s¢t, then the VERIFY CERTIFICATE command is sent whereby command
chaining is used (for command chaining, see ISO/IEC 7816-8).

table 14: PSO: VERIFY CERTIFICATE command table 15: PSO: VERIFY CERTIFICATE response

CLA | 'IX Datafield | Empty

INS | "2A" = PERFORM SECURITY OPE- SW1-SW2 | 9000 or specific status bytes
RATION: VERIFY CERTIFICATE

P1 |00

P2 |’AE (= Caetificate in the data field,
signed signature input consists of non-
BER-TLV-coded data, i.e the
certificate content is a concatenation of
DEs)

Lc | "xx= Length of subsequent data field
Data | "5F4E"-L-Certificate content (see 0)
fidd
Le |Empty
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table 16: PSO: VERIFY CERTIFICATE command table 17: PSO: VERIFY CERTIFICATE response

CLA | OX Datafield | Empty
INS | "2A" = PERFORM SECURITY OPE- ; - —

RATION: VERIFY CERTIFICATE SW1-SW2 | 79000 or specific status bytes
P1L |00
P2 |’AE (= Cetificate in the data field,
signed signature input consists of non-
BER-TLV-coded data, i.e. the
certificate content is a concatenation of
DEs)
Lc | "xx" = Length of subsequent data field
Data | "5F37"-L-CA signature (see 0)
fidd
Le |Empty

Before the INT/EXT AUTHENTICATE commands are performed the keys to be applied by the HPC for
these commands have to be st.

table 18: MSE command table 19: M SE response
CLA | Asdefined in ISO/IEC 7816-4 and -8 Datafield | Empty
INS ['227 = MANAGE SECURITY SW1-SW2 | "9000" or specific status bytes

ENVIRONMENT

P1 |"Cl (= SET for int/ext authentication)
P2 |["A4 (=AT)

Lc | "11'= Length of subsequent data field
Data ['83 0C xx .. xx* (KeyRef of
fidd | PK.PDC.AUT, i.e. ICCSN.PDC) ||
‘84 01 84" (KeyRef of SK.HP.AUT-

CV)
Le |Empty
table 20: GET CHALLENGE command table 21: GET CHALLENGE response
CLA |Asdefined in ISO/IEC 7816-4 and -8 Datafield | Chalenge (8 bytes)
INS |84 = GET CHALLENGE SW1-SW2 | 9000 or specific status bytes
P1, P2 | "0000
Lc Empty
Data |Empty
fidd
Le ‘08

After GET CHALLENGE follows the command EXTERNAL AUTHENTICATE, which delivers the digital
signature of the PDC to the HPC. The HPC has to verify this signature.
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table 22: EXT. AUTHENTICATE command

CLA | Asdefined in ISO/IEC 7816-4 and -8

INS |82 = EXTERNAL
AUTHENTICATE

P1L |00

P2 |00

Lc | "xx" = Length of subsequent data field

Data | Authentication related data:

fied | digital Sgnature

Le |Empty

table 23: EXT. AUTHENTICATE response

Datafield

Empty

SW1-SW2

"9000" or specific status bytes

The digita signature input based on ISO/IEC 9796-2 and integrating a random number has the following

structure:

- Header: 2 bits (= 01)
- More-databit = 1 (Mn not empty)
- Padding field: bits equal to O (amount depending on length of modulus) followed by asingle bit setto 1

- Datafidd: random no. inserted by the card (8 bytes)

- Hash fidd: hash-code (for SHA-1: 160 bits)
- Traler: 1 byte: ‘BC

After the CV certificate of the health professiona has been presented to the PDC, the software system will
require a challenge from the PDC prior to sending the subsequent commands. The random number will be

hashed and the DSI format as described will be used.

table 24: INT. AUTHENTICATE command

table 25: INT. AUTHENTICATE response

CLA | Asdefined in ISO/IEC 7816-4 and -8 Datafield | Digital sgnature
INS |88 = INTERNAL AUTHENTICATE SW1-SW2 | 9000 or specific status bytes
P1L |00
P2 |00
Lc |08 = Length of subsequent datafield
Data | RND.PDC (8 B)
fied
Le |00
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5.4.3 Secret key files

5.4.3.1 4.1 EF.GK.PHYS.AUT

In EF.GK.HP.AUT the group key of the health professional, i.e. the physician, is stored. It is Ka and Kb for
DES-3.

5.4.3.2 EF.SK.HP.AUT-CV

In EF.SK.HP.AUT-CV the secret (private) key of the health professional, i.e. the physician, is stored. It isan
RSA key with at least 512 hits.

5.4.4 Certificate files

5.4.4.1 Principle structure
This certificate is used in PK-based authentication procedures applied in HPC/PDC interworking.

The principle structure of a card verifiable certificate (CV certificate) shows the subsequent figure. The
sequence of data elements can be described by a headerlist as defined in ISO/IEC 7816-8. This requires a
fixed length of each data element.

table 26: Certificate content and certificate headerlist

Certificate | Certificate | Certification | Card- Card-Holder |OID.PK |PK
Content Profile Authority Holder Authorisation (modulus tag ‘81,
Identifier | Reference | Reference exponent tag ‘82')
(1B) (8B) (14 B) (x B) (xB) (x B)
Headerlist |'5F2901° |‘4208 ‘5F20 OE* | ‘5F4B OX’ '060x° |‘5F49 xx' || ‘81 xx || ‘82
Content xx

5.4.4.1.1 Certificate Profile Identifier

The “ Certificate Profile Identifier (CPI)” has the purpose to denote the exact structure of a CV certificate. It
can be considered as an identifier of a card internal headerlist describing the concatenation of the data
dements including their length so that e.g. the PK in aCV certificate can be found by the certificate verifying
card (patient data card).

5.4.4.1.2 Certification Authority Reference (Authority Key Identifier)

The , Certification Authority Reference (CAR)" has the purpose of identifying the certificate issuing CA with
adigtinguished name in such away that the DE can be used as an authority key identifier for referencing the
PK to be applied for the certificate verification. The CAR consists of

- the CA name (country code according to 1SO 3166 (2 Bytes) followed by an acronym of the CA (3
Bytes, ASCII characters) and

- an extension for key referencing (3 Bytes).
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table 27: Structure of the Certification Authority Reference (Authority Key Identifier)

CA Name Extenson for
key referencing
(5B) (3B)

The extension has the following structure:

table 28: Structure of the extension for key referencing

Service | Discretionary | Algorithm Date (last two digits of
Indicator | Data Reference key generation year)
(1BCD) |(1BCD) (2BCD) (2BCD)

The Service Indicator has the value 0 = entity authentication according to the key usage in x.509 certificates.
The Discretionary Data may have a value at the discretion of the related CA.
The Algorithm Reference can be individualy assigned by a CS for distinguishing different PK algorithms.

The Date consist of the last two digits of the year, in which the key pair for certificate signing was produced.
If more than one keypair has been generated, it may be distinguished by using the discretionary datafield.

5.4.4.1.3 Certificate Holder Reference (Subject Key Identifier)

The , Certificate Holder Reference (CHR)“ has the purpose to denote the certificate holder uniquely in such
a way that the DE can be used as a subject key identifier for referencing the PK of the certificate holder.
The CHR consists of

- aCA Reference CAR (5 Bytes) || Extension for key referencing (3 Bytes), if the certificate holder is a
CA

- the ICCSN (14 Bytes), if the certificate holder is the card of a health professional.

table 29: Structure of the Certificate Holder Reference, if certificate holder isa CA

Fller CA Name Extenson for
key referencing
(6 B) (5B) (3B)

The ,,Extension for key referencing” has the same structure as shown in table 30. The field ,,date’ contains
the last two digits of the year, in which the PK certified in the certificate (i.e. the PK.CA.CS _AUT) is
issued.

table 30: Structure of the extension for key referencing

Service | Discretionary | Algorithm Date (last two digits of
Indicator Data Reference key generation year)
(1BCD) |1 Bcp) (2 BCD)

(2BCD)

table 31: Structure of Certificate Holder Reference, if certificate holder is an HPC
ICCSN.ICC
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(14 B)

5.4.4.1.4 Certificate Holder Authorisation

The , Certificate Holder Authorisation (CHA)“ has the purpose to denote the access rights of the health
professional with respect to data stored in files in a patient data card. The meaning of CHA can be compared
with arole based group key when applying symmetrical agorithms.

The CHA consists of

- aprefix denoting the entity assigning the role id and
- theroleidentifier of the health professiondl.

table 32: Structure of Certificate Holder Authorisation
Prefix | Role D
(xB) |(1B)

The subsequent table shows CHA Role Identifiers relevant for physicians.

table 33: CHA role ID coding

CHA Role | Meaning Relevant for|Relevant for
ID C.CA.AUT |C.HP.AUT
‘00 No access right to data X
‘or CHA Role ID for proving the access X

right of aphysician

NOTE — If different physicians have different access rights to a PDC, then different role identifiers have to
be assigned.

5.4.4.1.5 PK of certificate holder

5.4.4.1.5.1 General construction

The Public Key in a certificate consists of a concatenation of parameters. These parameters, which have a
context specific tag, belong to the DO PK (Tag ‘ 7F49’, constructed) and have to be coded as octet string. In
the CV certificate verifying entity (i.e. in the PDC) the occurrence of such a parameter and its length can be
described in the headerlist (if a constructed tag occurs in a headerlis, its tag is followed by a length ‘00,
since the embedded tag-length elements carry the length of the respective DE).

5.4.4.1.5.2 Public key RSA
-  Tag‘81: Modulus
- Tag'82: Public exponent (e.g. 65537)

5.4.4.1.6 Signature formats for the CA signature

5.4.4.1.6.1 General aspects

The data to be signed are the certificate content. The hash function used and the digital signature input (DSI)
format are denoted by the OID. For CV AUT certificates in an HPC the RSA algorithm is used for
certificate signing.
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5.4.4.1.6.2 RSA
a) DSI according to ISO/IEC 9796-2

Inthe DSI for CV AUT certificates based on RSA no random padding is needed, since there are no attacks
with dynamically produced DSIs. Therefore the origina DSI format according to 1SO 9796-2 can be used:

- Header: 2 bits (= 01)

- More-databit=0

- Padding field according to 9796-2

- Hash fidd: hash-code (for SHA-1 and RIPEMD-160: 160 bits)
- Traler: 1 byte ‘BC

b) DSI according to PKCS #1

The DSI format for PKCS #1 has the following structure:
- Startbyte: ‘00

- Block type: ‘01’

- Padding-String: ‘FF ...FF

- Separator: ‘00

- Digestinfo: ASN.1-Sequenz von digestAlgorithm (ASN.1-Sequence of OID and parameter) and digest
(ASN.1-DO hash value)

The Digestinfo to be ddlivered to the card has the following coding:
SHA-1withOID: { 13143226}
Digestinfo: 3021 3009 06052BOE03021A 0500 0414 || hash value (20 bytes)

5.4.4.2 EF.C.HP.AUT-CV
The EFC.HP.AUT-CcV (FID = "C108") contains the CV AUT certificate of the health professond.

5.4.4.3 EF.C.CA.AUT-CV
The EFc.cA.AuT-cV contains the CV AUT certificate of the CA (to be discussed).

5.4.5 Public key file for internal use

5.4.5.1 EF.PK.CA.CS-CV

The EF.PK.CA.CS-CV (FID = "B100") contains the PK of the CA issuing the CV certificates. This key is
applied by the HPC for certificate verification.

5.5 Interoperability needed

5.5.1 Subject of Interoperability
Beneath the conventions described in chapter O interoperability is needed:
on PDC- and HPC-side:

» conventions for physical and logical communication with a smartcard on the physica layer and the
transmission layer

» conventions for reading/updating protected data including application salection, file selection etc.
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» conventions for the location, structure and content of protected patient data set (interoperable data set)

» conventions for encoding professiond roles

on card terminal-side:

» conventions for physica and logical communication with a PDC and HPC on the physical layer and the
transmission layer

on PC/Host-side;

» conventions for physical and logica communication with a PDC and HPC on the physica layer and the
transmission layer

5.5.2 Conventions and Standards

5.5.2.1 Conventions for the physical layer and the transmission layer

5.5.2.1.1 Physical layer

PDC's and HPC's are contact based cards with physica characteristics according to ISO/IEC 7816-1. The
location and dimensions of the contacts shal comply with ISO/IEC 7816-2. For encoding the data bits on the
I/O line the , direct convention* is recommended.

5.5.2.1.2 ATR, PPS and Transmission Layer
The Answer-to-Reset (ATR) shall comply with ISO/IEC 7816-3 (2 edition).

It is recommended, that PDC’s and HPC’ s support the Protocol Parameter Selection (PPS) e.g. to be able to
transmit data with higher speed.

The transmission protocol supported by the card shall be either

- the half-duplex character transmission protocol T=0 or

- the half-duplex block transmission protocol T=1 or

- both.

If T=1isused, chaining is mandatory. The following smplifications are allowed:
- NAD Byte: not interpreted (NAD shall be set to "00")

- S-Block ABORT: not used

- S-Block VPP state error: not used

For T=1 the Information Field Size Card (IFSC) shal be indicated in the ATR (Character TA3, recommended
vaue at least "80° = 128 Bytes).

The Information Field Size Device (IFSD) shdl be transmitted by the IFD immediately after ATR, i.e. the
IFD shall send at once after ATR the S-Block IFS Request which has to be answered by an HPC with S
Block IFS Response. The recommended value for IFSD is 254 Bytes.

5.5.2.2 Conventions for file selection and data access, for the location, structure and content of HPC
data

The standardisation work on card-verifiable certificates is still going on (see annex 0, A Standards,
regulations, ongoing work, nationa projects (informative) “, German HPC-specification).
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Furthermore the standardisation of an European HPC is an open work item within CEN TC 251. After
founding the ISO TC 215 , Hedlth Informatics it seems to be most likely that there will be an international
work item on thistopic.

5.6 Possible evolution

The standardisation work on HPC' s and card-verifiable certificates has to be taken into account.
Depending on the security level of an application there might be a need for biometrical devices.

Possibly the writing of datato a PDC will require a digital signature. In this case the HPC needs to have the
facility to produce such signatures and additionaly a security policy on NETLINK level is needed.

Described above there is the possibility of using group keys as role identifier of health professonas. Up to
now there are a lot of differences between the roles of hedth professionals on international and European
level. With this background it is obvious that NETLINK can not make any recommendations about roles. But
if there is an international/European standardised grouping of health professionas this has to be taken into
account for the use of HPC's.

5.7 Requirements for technical components

5.71 PDC

PDC's are contact based cards with characteristics according to ISO/IEC 7816-1, 2, 3, 4, 5 and 6. The card
sizeis|D-1. PDC's may be 5Volt- or 3Volt-cards.

In case the patient consent is made by entering a PIN or other techniques, the PDC should have the
capability to provide this service.

5.7.2 HPC

HPC's are contact based cards with characteristics according to ISO/IEC 7816-1, 2, 3, 4, 5 and 6. A HPC
shall be either a normal size card (ID-001 card) or a plug-in card (ID-000 card). HPC's may be 5Valt- or
3Volt-cards.

5.7.3 Card terminal

The card terminals must be able to support contact-based cards with T= 0 and T = 1 transmission protocols.
If PIN-presentation is required, the card termina with PIN-pad has to be able to deliver the VERIFY-
command the way expected by the PDC.

For HPC/PDC interworking a doubledot card terminal is highly recommended (for example for performance
and security reasons) but other solutions are possible. In case of a plug-in HPC there must be a dot for such
cards.

The terminal shall support 5Volt- and 3Volt-cards (class AB). The termina should support PPS and be able
to transmit data with the highest speed the card indicates (this should at least be configurable).

In case the patient consent is made by entering a PIN, the card termina should have the capability to securely
handle PIN presentation to PDC.

Remark: No further harmonisation is needed for card terminals.

5.7.4 PC/Host

The PC/Host must be able to connect one or more card terminals (depending on the number of dots) and to
support the communication with the highest transmission speed the cards indicate.
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6 SECURE MESSAGING

Fig. 11 Interoperability Scenario
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6.1 Scope

This section focuses on interoperability between secured e-mail systems in the Healthcare sector, i.e. the
secure exchange of e-mails (digitaly signed for proof of origin and integrity, encrypted for confidentiaity)
including attachments, between health professionals located in various countries.

Mechanisms to provide exchange of secured messages may be implemented at:

* Nework levd: network connections provide security services on top of which mail messages can be
exchanged; mail protocols or exchanged documents may not be secured (e.g. |P level security services).

* E-mail system level: mail protocols support transport of security fields and the network connections or the
document may not be secured (e.g. SSMIME & OPEN PGP security services).

*  Document level: documents are secured by themselves, they may be carried over non-secured networks
or mail systems (eg. EDIFACT level security services that allow exchange of secured EDIFACT
messages / interchanges over standard SMTP/MIME).

This section gives recommendations for secure messaging at E-mail system level only.

This chapter covers al issues related to the exchange of secured e-mails, i.e. it does not focus only on
network protocols and e-mail formats but also on other topics such as key management schemes,
interoperability of directory and trusted third party services, as shown in the above figure.
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The proposed recommendations should be as much as possible close to the Internet de facto standards and
further more, easy to bring consistent with the on-going European and / or international de jure standards as
well as national smart card programs.

The secure messaging specifications only am at providing guidelines to set up interoperable systems, i.e.
these specifications are not complete to solve local / national implementations issues. Additional topics should
aso be taken into account when designing national Heath Information Systems such as. cost of
implementation, ergonomics, compliance with standards (industry and de jure ones), migration capabilities,
compliance to local regulation (e.g. on cryptography).

6.1.1 Regulation aspects

The proposed solution should be compliant with the national regulation relevant to France, Germany, Italy and
Canada (Quebec) as well as the following European regulation relevant to France, Germany, and Italy: “Data
protection “ (Ref. 95/46/CE) and “Electronic Signature Recognition” (project).

According to treaty of WIEN and the WASSENAAR arrangement (3 December 1998), the 33 involved
countries (including USA Canada, Itay, Germany, and France) may adopt redtrictive regulation about
exportation of security products using encryption agorithms with key length greater than 56 bits. It seems that
export of US products using keys 128 hits long should be allowed toward Europe for the Healthcare sector
(with exception for pharmaceutics industry).

6.2 Scenario(s)

The scenario is.

* Any of the actors of the Health Care sector (with the notable exception of patients, i.e. PDC are not
involved) should be able to easily exchange secured documents (digitally signed for proof of origin and
integrity, encrypted for confidentiality), e.g. physician reports.

» Usersinvolved in the exchange of secured documents should trust the system they use.
The emphasisisto be put on “secured” and “trust ”.

The recipient of a signed message should have the capability to verify the signed message, i.e.:
* Toveify the digital signature.

¢ To verify the sender’s identification and key certificates (including sender’s capacity to sign, including
public key certificate, attribute certificate, CRL).

The recipient of an encrypted message shall be have the capability to read the received message, i.e.

e To check the sender’'s identification and key certificates (including sender’s capacity to encrypt a
message)
* To decrypt the message.

When TTP services are used (for instance to provide key escrow or key recovery services), conventions
need to be defined between TTP's in order to make the management systems interoperable and to alow
usersto trust the whole system.

Directory services are needed for several system management functions such as.

» retrieval and storage of certificates (including identification)

» retrieval of CRLs

TTPto TTP and Directory server to Directory server protocols have to be described where appropriate.

This scenario addresses how end users are able to revea (upon request or not) the content of message (i.e.
message in clear) starting from the encrypted message (only).

WP2_D1 21.doc » Copyright©2000, NETLINK Consortium® page 40 of 150



NK/2/ZI/IAI3/2.1 NETLINK Requirements for Interoperability 1 June 2000

This section does not address encryption of multi-recipient messages.

This section does not address decryption of e-mails by other users than those intended by the originator (e.g.
how the HP secretary could handle a message originally sent to the HP).

This section does not give recommendations for the identification of HP.

This section does not give any specification on mail access protocols (e.g. POP3, IMAP 4).

6.3 Technical components (architectural)

This chapter and the following one (Data and Flows) give a description of the overall architecture that may be
used to support the exchange of secured email. Several ways of providing the same service may be
described here.

In order to have a good view of the overall Secure Messaging architecture, it is preferable to start by reading
the “ Data and Flows’ chapter and then read this chapter. Readers interested in the recommendations for
interoperability only should skip this chapter as well as the following one..

The identified technical components are;

HPC (Health Professiona Card)
Card terminal

Workstation

Network

Directory management system.
TTP (Trusted Third Parties)

Session Interface

N o g b~ wDd PP

The following chapter describes the overall architecture needed to provide secure mail exchanges.

6.3.1 HPC (Health Professional Card)
A HPC can be used to provide the services described below.

Access to HPC data or use of some of the services provided by the HPC could be protected by preliminary
cardholder authentication (e.g. PIN, biometrics techniques).

6.3.1.1 HP ldentification and personal information

It isout of the scope of this document to define the content of the HPC.

6.3.1.2 Digital signature

The digitd sgnature agorithm is implemented in the HPC (for cdculation only). The digitd signature
agorithm (for verification only) does not need to be implemented in the HPC.

Card holder’ s digital signature key certificate may be stored in the HPC, depending on the HP behaviour (i.e.
when it is required that the HP always keeps this information with him, e.g. when he makes use of severa
workstations in several locations with the same credentials).

The certificate may aso be stored on the workstation (in this case, it is more complex for the HP to use
several workstations with smilar credentials).

Public key certificates can be stored according to X509v3.
NB: see next chapter (Data and Flows) for presentation of the format of signed messages.
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6.3.1.3 Message encryption

HPC may be involved in the computing of the session keys needed for message encryption. However, use of
HPC for encryption key management has several consequences (advantages and drawbacks) including:

* Theonly way to decrypt messages is to have an HPC to calculate the session key, thus messages cannot
be decrypted with keys stolen on or copied from the workstation.

* Useof HPC leads to some congtraints in terms of flexibility ; examples:

¢ Messages cannot be decrypted without the HPC, e.g. a secretary may not have access to encrypted
messages, unless she uses the HP' s card ;

» Encryption key management has to be strongly co-ordinated with HPC management (CRL, key
recovery, etc.).

NB: see next chapter (Data and Flows) for presentation of format of encrypted messages.

6.3.1.3.1 De facto standard product: S/MIME & OPEN PGP
Two standards are in competition at this time:

 S/MIME V2 with RFC 2312 (Certificate Handling) and RFC 2311 (Message Specification), which has
had the “ proposed standard” status since March 23 of 1998,

¢« OPENPGP, an extension to the well known PGP, RFC 2440 (Message Format), which has had the
“draft standard” status since November 1998.

* A new verson of SMIME (V3) with the “Internet draft” status has been available in December 1998.

6.3.1.3.2 Extensions to de facto standard products

Existing de facto standard products from major software companies do not make use of smart cards (thus
HPC). Some implementations based on smart cards exist but are not widely used nor based on similar
architectures.

6.3.1.3.3 Use of TTP services

Encryption mechanism may require the use of TTP services, for instance for “data recovery” (see “Trusted
Third Party” below in this chapter).

Use of TTP for such services may have consequences on HPC.

6.3.1.4 HPC Certification

As the HPC hosts several security mechanisms & techniques that are crucia to reach a high level of
security, it has to be trusted by all users, thus needs to be secure.

Severa ways of evauating security of HPC exist, including evaluation process compliant to international
certification schemes (ITSEC in Europe, 1ISO Common Criteria, €tc.).

The smart card as a whole could be evaluated (i.e. OS and processor in combination) or OS and processor
Separately.

6.3.1.5 Private keys

When HPC is used for encryption key management, private keys for sesson key encryption are generaly
delivered by the card issuer to the HPC (See “ TTP functionality” / “ Centralised generation”).

Private keys may be delivered at the personalisation phase (in this scenario, the card issuer has a very strong
link with the CA) or later during the life card cycle (in this scenario, the card issuer may not be the CA).
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There must be a secure way of delivering private keys to HPC: mutua authentication between the HPC and
the card issuer and encrypted / signed private key loading.

6.3.2 Card Terminal

A card terminal is needed to access to the HPC, thus be compatible with cards standards (see card terminal
characterigtics for instance in section “4 PDC access (free)”).

6.3.3 Workstation

6.3.3.1 General

The workstation components are:

*  Operating system

¢ Applications (HPC management software, Loca Directory Services, Malil client, Network software, etc.)
e Security toolkit (requires access to card terminal and cards)

Storage of the card holder’s public key certificate on the workstation may be needed depending on the HP
behaviour (in this case, the HP may use several workstations but with different credentias), the alternative
being that the card holder’s public key certificate is stored on the HPC (i.e. when it is required that the HP
always keeps this information with him, e.g. when he makes use of several workstations in several locations
with the same credentials).

Display of certified objects (public key certificates, CRL, etc.) to the end user is needed in a user-friendly
way.

6.3.3.2 Digital signature
NB: see next chapter (Data and Flows) for presentation of format of digitally signed messages.
The digital signature agorithm can be implemented on the workstation (for verification only).

The mode of operation for digital signature agorithm can be implemented in the workstation (for calculation
and verification).

The hashing algorithm needed for digital signature can be implemented in the workstation.

6.3.3.3 Message encryption
NB: see next chapter (Data and Flows) for presentation of format of encrypted messages.

6.3.3.3.1 De facto standard product: SMIME & OPEN PGP

All mechanisms can be implemented or stored either onto the workstation or on an external device or service
(i.e. smartcard, etc.).: security toolkit, keys, €tc..

Using SMIME requires that the e-mail client system on the Workstation support the SMIME format. The
security toolkit may have to be closdy linked to it ; this may be a congtraint as users may have some
difficulties to acquire network agents (e-mail or HTTP client, etc.) with strong security capabilities due to
some export restrictions on cryptographic tools.

On the contrary, using OPEN/PGP requires that the e-mail client system on the workstation support the
MIME format only, thus the security toolkit can easily be made externa to the network agent (e-mail or
HTTP client, etc.). This may be an advantage as it would be easy to plug cryptographic tools developed in the
end-user’s country, thus not constrained by any export restrictions.
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6.3.3.3.2 Extensions to de facto standard products

Some of the mechanisms may be implemented in the workstation (see above in the HPC chapter).
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6.3.3.3.3 Use of TTP services

All mechanisms can be implemented in the workstation with the exception of encryption keys that may be
encrypted using HPC (see above in the HPC chapter).

6.3.3.4 Mail protocols & formats

Protocols and formats that can be used by the workstation for secure mail exchange are:
« either TCP+ IP + (E)SMTP + SMIME

e OorTCP+IP+ (E)SMTP+ MIME + OPEN PGP

This document does not focus on protocols needed to connect to the e-mail system such as POP3, IMAP4,
etc.

Today, there is no interoperability between SIMIME compliant software and OPENPGP software. MIME
working group is in discussion for a modification of RFC 2015 (MIME), in order to recognise OPENPGP
object as attached documents.

Main differences between SIMIME and OPENPGP are:

- SMIME OPENPGP
Protocol each Transport Protocol|Any protocol: SMTP (MIME), FTP, HTTP, etc., even
which  supports MIME | magnetic or optical media(diskettes, CD, etc.)
protocol

Objects secured | Message & attachments | Only attachments

Ergonomic Transparent to the user By default, non-transparent to the user.

Adding “buttons’ in the MIME agent may improve
ergonomic.

OPENPGRP libraries are available for including OPENPGP
services into existing (S)MIME agents.

Modification of MIME RFC is in progress in order to
include OPENPGP automatic recognition.

6.3.3.5 Workstation local directory

Workstations local directory provides:

* Workstation loca directory to store at least e-mail addresses and public key certificates: X509v3, etc.
» Reception from a Certification Authority of public key certificates

* Broadcasting of public key certificates

e  Support of public key certificates revocation list

6.3.3.6 API’s

API’s can be very useful in order to allow the HP application to access to various security services. Some
API’s dso propose some implementation rules for the cryptographic algorithms used.

6.3.3.6.1 PKCS#11
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PKCS#11 is one of the CDSA subset components. The PKC#11 industry standard specifies an APl to
devices that hold cryptographic information and perform cryptographic functions. It proposes four
implementation modes:

» Key holder Cards: Keys and certificates are stored into files held by the card. This is the usua card
implementation.

e Signon Cads the card provides RSA signatures. The card can do SSL3 (or SYMIME) holder
authentication. No data encryption.

e Sign on and data encryption: RSA session key encryption can be provided by the card (i.e. in SMIME
mode).

e Multi service card: RSA data encryption.

PKCS#11 is an API specification that aims at offering to applications a uniform interface to cryptographic
token, including smart card. As a consequence, when different cards have to be supported on a single
workstation, several PKCS#11 drivers are needed. However, the PKCS#11 specifications do not alow for a
dynamic management of multiple smart cards. The solution is then to have a unique PKCS#11 driver that
support severa cards.

6.3.3.6.2 Common Data Security Architecture (CDSA)

CDSA is another industry standard specified by the OPEN GROUP (INTEL, IBM, HP, NETSCAPE, RSA
Labs., GEMPLUS, etc.). The main benefit provided by CDSA is to split the secure services implemented on
the PC into interoperable modules, which are:

» The Cryptographic Service Provider
e Catificate Library

» Datastorage Library

e Trust Policy

* Key Recovery

CDSA proposes an architecture based onto the plug-in concept, so it should be easy enhance functionality
with new services based on the existing APIs.

CDSA isan evolution of PKCS#11 and X/OPEN API specifications (with ascendant compatibility).

6.3.3.6.3 MS Crypto API

CryptoAPI is an application programming interface (API) that is provided as part of Microsoft® Windows®
95, 98 and Windows NT®. It provides a framework that programs can use to obtain cryptographic and digital
certificate services. Some CDSA implementation include MS CAPI as specific “ Crypto modules”’.

Security Features:
e Support for public-key and shared-secret key cryptographic algorithms.
»  Support for certificate handling services.

e Basad on indugtry standards, including cryptographic standards from IETF (PKIX, SMIME), PKCS,
X.509, etc.

6.3.3.7 HP Workstation Certification

As the workstation hosts several security mechanisms that are important to reach a high leve of security, it
has to be trusted by all users. Thus implementation of security mechanisms needs to be secure.
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Severa ways of evduating security of workstations exi<t, including evaluation process compliant to
international certification schemes (ITSEC in Europe, 1ISO Common Criteria, etc.). They may be applied to
some elements of the workstation (as it is not redistic to plan certification of “commercia” workstations as a
whole).

6.3.4 Trusted Third Party (TTP)

6.3.4.1 Definitions

6.3.4.1.1 TTP

An organisation of demonstrable probity, offering auditable services in the field of validation, authentication
and assurance. A Trusted Third Party provides digital certification to certify that users are who they say they
are. TTP certificates must be issued following independent authentication checks on the individuas or
organisations seeking to use them. At the application stage, specific information is gathered, which is verified
offline or online to ensure that certificate applicants really are whom they say they are.

TTP includes a least two technical subsets. Certification Authority (CA) and Data Recovery Services
(DRA)

6.3.4.1.2 Certification Authority

A CA isissuing independently authenticated digital certificates for use by individuas or organisations. Such
certificates alow the user to prove their identity, and the integrity of email and/or attachments in transit.
Certificates also facilitate the use of encryption to ensure confidentidity.

6.3.4.1.3 CPS (Certification Practice Statement)

In signed e-mail exchanges, there is a strong relationship between the trust related to the digital signature
issued by an HP and the trustworthiness of X509 certificate issued by the CA.

Multiple CA maybe used. It is then important that each CA describes the procedures, techniques and

mechanisms used to verify the link between an HP identity and his public key.

Thisisthe purpose of the CPS.
The indicative content of a CPS is usually:

CA liahility CA obligations
Subscriber obligations Financia respongbility
Governing law Compliance audit

Description of initial Registration

Types of names

Uniqueness of names

Method to prove possession of private key

Authentication of organisation identity

Authentication of individud identity

Revocation Request

Description of operationa functions

Certificate Application

Certificate | ssuance

Certificate Acceptance

Certificate Suspension and Revocation

CRL issuance frequency (if applicable)

On-line revocation/status checking availability

Security Audit Procedures

Description of physical, procedura and personnel
security
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Description of technical security controls Key Pair Generation and Installation
Private Key Protection Computer Security Controls

Network Security Controls Cryptographic Module Engineering Controls
Description of certificate profiles

6.3.4.1.4 Data recovery Services

TTP's are aso be able to offer Data recovery Services. At present, if encryption keys are logt, stolen or
deliberately withheld by disaffected HP in a hospital for example, then the information remains encrypted and
may be lost to its owner for ever. TTP' s are in a position to offer recovery of the keys to their clients as they
can (in some models of certificates generation) store (or escrow) the keys.

This function may be compulsory in some countries due to local regulation.

6.3.4.2 TTP functionality
The TTP Server shdl provide the following functiondlity:

Certificate issuing
This is done by the CA. - Certificates are issued for end-users (HP), subordinate CA’s lower down the
hierarchy and for other root CA’s in the case of cross certification . There are two methods. These two

methods can be combined in any system and in redlity are, because the trusted CA keys are generated by
the CA.

Centralised generation

The private/public key pair is generated by the CA (or some co-located software) and the public key is
directly provided to the CA software to create a certificate. The keys & certificate can then be provided
to the HP (or other CA) via any suitable channel. The channel must be strongly secured for private key
delivery to the HP (not for certificate, because it is a self protecting structure, given the CA’s signature)

There are a number of different techniques that can be used:

Manual Distribution

In this case the HP is registered to the CA (or associated Registration Authority) by an administrator.
Depending on the security policy the HP may be required to present himsalf to the administrator.
Part of the process of registering the HP is be the creation of a token for the user (in PKIX terms
this is part of the user’s Personal Security Environment — PSE). The token contains the HP
certificate and the associated private key. The token could then be physicaly supplied to the user.
The token could take the form of a disk file or smart card. For additional security a PIN could be
used to “unlock” the token.. This technique does not require the CA to be on-line to the HP.

Request

The user, using a Web Browser, connects to a CA’s Web Page and request a certificate (or in
Verisign's language a Digitd D). The user is prompted to enter some persona details, primarily for
identification purposes. The user is aso prompted to enter some form of Pass Phrase. Having
requested the certificate (and aso triggered the central generation of the public/private key pair),
details on how to fetch the certificate are mailed to the user. This could be of the form of an e-mail
containing a URL of a web page the user must visit to fetch the certificate. On visiting the web site
the user would be prompted to enter the Pass Phrase (or something derived from it). The certificate
would then be sent to the user using a HTTP message encoded perhaps as a special MIME type that
the Web Browser recognises and is triggered to enter the certificate into the Browser’s certificate
database. The user would aso have to obtain the CA’s Trusted Public Key. Most Browsers aready
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come ingtalled with some trusted public keys, for instance Verisign. If the CA’s trusted public key is
not installed within the Browser then using a similar operation to that described can be used to fetch
it.

Request with authentication

This is very smilar to the previous technique. The additional (and very senstive) step is that
authentication checks are made. The most convenient technique is the availability of a HPC smart
card which can be authenticated (after typing HP' PIN), and tele-loaded with keys & certificate in a
secured way (signed & encrypted).. This technique is suited to users of certificates requiring the
maximum trust in the certificate.

Distributed Generation

In this case the private/public key pair is generated by the HP (more exactly the client software on the
workstation). The key pair can aso be furnished to the HP pre-loaded in a smart card.

The identity + public key is then sent to the CA requesting that it is certified. If the request is valid then
the certificate is returned to the requester, and optionally published on some type of certificate repository
(e.g. aX.500 Directory).

Of course, a standaone public key is vulnerable to tampering as it does not have any identity securely
associated with it. Therefore the techniques described below are designed to protect the public key in
transmission from the workstation to the CA.

In this method, there is one important subject to cover: “Proof of Possession” (POP).

In order to prevent certain attacks and to allow a CA to properly check the validity of the binding
between an HP Id and a key pair, an HP needs to prove that it has possession of (i.e., is able to use)
the private key corresponding to the public key for which a certificate is requested.

Before examining the various techniques it is useful to describe the protection mechanisms available.
These mechanisms are available whatever the type of transport system used, for example HTTP or e
mail. The methods are:

PKCS #10 request: and PKCS #7 response

Until recently this has been the de-facto standard and is the most wide spread. A PKCS#10
certificate request is sent to the CA and a PKCSH7 certificate response is sent back. The PKCS#10
message has a digital signature, which is used to protect the integrity of the request (especialy the
public key), and provide authentication of the requester. The secure e-mail standard SMIME is
actualy based on PKCS#7. The PK CS#7/#10 protocols do not support POP.

PKCS #10 protected by PKCS #7 request, PKCS #7 response

This is a variation of the above and is used mainly by Verisign.. The PKCS#10 certificate request is
aso protected within a PKCS#7 message. The PKCSH#7 message is encrypted using the CA’s
trusted public key. Therefore only the CA can decrypt the PKCS#7 message and extract the
certificate request.

PKIX: using PKIMessage

This is a very new emerging technique for protecting various PKI operationa and management
messages. It will not be discussed in detail here. The PKIX protocols supports POP as an optiona
(but highly recommended) feature.

Proprietary

A number of PKI vendors currently implement proprietary mechanisms, for instance Entrust.
The above mechanisms can be applied in different situations for “distributed generation”.
Web Browser

This is basicaly the same technique as described previoudy as “Request” and “Request with
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authentication”. . Without the installation of special Browser applets then the protection mechanisms
would normally be PKCS #7/#10.

Use of a HPC combined with specia browser applet, is a very secure way for “distributed
generation”.

Helper Application

In this case the PKI vendor would supply a specia “helper application”. Typicdly this would be a
GUI application that allows a user to generate key pairs and request certification of public keys. The
trangport mechanism would be typically HTTP — in both directions — not relying on any “out of band”

e-mail communication. This technique is more user friendly than the previous Browser described
method (with the disadvantage of having to instdl the helper application). This technique does depend
on having the CA’ s trusted public key aready |oaded— perhaps being supplied with the token.

Embedded Application

In order to hide the PKI from the user completely, some applications generate key materia and
request certification, at installation phase (or initial start up code).

Certificate publishing
Once a certificate has been issued, it is published into a directory, so that third parties can access it.
Certificate revocation

If a user loses the private key corresponding to their public certificate, or it is stolen or compromised, the
certificate has to become invalid. The CA makes this information known to the user and other parties by
regularly publishing a Certificate Revocation List (CRL). The frequency being part of operationa policy,
the more frequent the more assurance of certificate validity.

Certificate archiving

Issued certificates, CRL’s and other important information need to be archived, as digitaly signed
documents frequently “live” alonger time than certificates and till need to be accessed.

Authorities public keys and/or certificates publication

Most CA’s public keys and certificates are pre-defined in mgor browsers and e-mail clients “security
enabled”. New CA’s mugt allow usersload “in confidence” the appropriate new public key.

Authorities Revocation Lists (ARL)

Some CA could stop their activity or have their agreement denied by regulation authorities. Other TTP
must publish ARL in order to invdidate (revoke) al certificates issued by them.

The TTP Server may also provide the following functionality:

Private keys recovery for recovery of data encrypted with a lost key (or for lega reason in some
countries).

Notice: The Diffie-Hellman encryption scheme is much more convenient for that purpose than RSA
scheme. For recovering messages issued by one HP, only one key storage is needed in D-H (HP's secret
D-H key), whereas all RSA secret keys of all HP' s correspondents are needed in RSA architecture.

Private agreement escrowing

NB: TTP services may be constrained by national rules.

6.3.4.3 TTP certification
TTP certification is based on the on the CPS as described above.

6.3.5 Directory management system
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6.3.5.1 Architecture

In the previous paragraph, it has been demonstrated the need to “publish” certificate and CRL in directories
servers.

In some cases it may be dangerous, from a security point of view, to give free access to those certificate
sarvers. In some countries (e.g. France), to ensure individua privacy rights, it is forbidden to submit non-
controlled search request to directories servers

A firgt prerequigte is that users must be unambiguoudly identified, i.e. it must exist national and /or supra
national Registration Authorities (RA).

Directory architecture includes:
Certificate server

In order to send encrypted e-mails, HP must be in possession of their correspondent’s certificate and private
key.
The usua way, when few users are exchanging secure mail (eg. in a project), is to initiate the loca

certificate directories by asking every one to send to every one either a signed mail (SMIME) or a mail with
v-card attachment.

When receiving, a click on the address (or v-card) with the right button of the mouse automatically updates
the local certificate directory.

For more extensive usg, a certificate server is a HP oriented service, with two functions:

» Submitting a certificate to verify its vaidity. The answer is VALID/NOT VALID, and could be
sgned and time stamped.

»  Submitting aHP ID (and only one!) and obtaining the appropriate certificate
Many implementations can exist:

¢ Using the unsecured mode of a X500 directory (LDAP). The main problem is the lack of identification
/ authentication of the initiator of the request, and the vulnerability of direct “public” exposure of the
server.
Unfortunately, this is the standard mechanism of most e-mail clients (e.g. button “ get certificate of
NETSCAPE MESSENGER)

» Using the secure mode of a X500 directory (LDAP V2 with challenge/response or SSL over LDAP).
This is better on a security point of view, but it is not easy to control or make limitations on the
requests. The only way would be the use of LDAP access control lists (ACLS) (if supported by the
directory) that determine access rights to particular classes of information by particular classes of
clients. Access levels include none, compare, search, read, write and delete. Another mechanism is
RFC-1558, "A String Representation of LDAP Search Filters,” which specifies the syntax for the
filters that define the search, but it is not currently available on every directory server

» Some “certificate servers’ are based upon a WEB server, acting as a “front-end server” of a X500
directory server. This technology permits. identification / authentication of the users (even strong
authentication by HPC), use of a set of pre-defined requests, and secured communication link (SSL).

Synchronisation of Directory servers
Exchange public key certificates: X509V 3, etc.

DISP is the X500 directory servers synchronisation protocol (i.e. X593). Most of the existing directory
systems implement proprietary protocols for directory synchronisation. Connection of two directory servers
require bilateral agreements, developments and validations.

A new feature of LDAP is the “referral capability” to implement cooperating communities of digoint LDAP
servers, and to force al database changes to be referred to certain master LDAP servers. When LDAP
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servers use the same naming convention, no matter which LDAP server a client connects to, it sees the same
view of the directory; a name presented to one LDAP server references the same entry that it would at
another LDAP server. Unfortunately, this feature is not yet available on most directory servers.

Secure connections can be used to provide mutua authentication and integrity services at DISP level (if used)
or network level (Virtual Private Networks, IPSEC, IPV6).

Secure network connections can be used to provide confidentiality services when personal information are
exchanged (HP identification, name, etc.) using Virtua Private Networks, IPSEC, IPV6.

Synchronisation of Workstation local directory and Directory servers
There is no standard way to provide this service.

There have been attempts in the past by Microsoft and others to write Persona Address Book
synchronisation tools for the Microsoft based clients, but these proved to be unreliable and sometimes even
changed the wrong entries

Directory access standard protocol: LDAP, etc.

Synchronisation of local and central directories is under the control of the workstation. A specific mechanism,
agreed between the directory server and local workstations, is needed.

Synchronisation of Directory servers and TTP (exchange of public key certificates with a certification
authority, etc.)

There is no standard protocol to provide this service.
Exchange public key certificates. X509V 3, €ic.

Secure connections can be used to provide mutua authentication and integrity services at DISP level (if used)
or network level (Virtual Private Networks, IPSEC, IPV6).

Secure network connections can be used to provide confidentiality services when personal information are
exchanged (HP identification, name, etc.) using Virtua Private Networks, IPSEC, IPV6.

6.3.5.2 Directory server
Directory server functiondity:

Every “commercia” directory server offers data storage and display functions. In most cases,
additiona functions must be developed to fulfil application’s needs.

Directory server certification:
Today, standard products do not plan to process to certification.(ITSEC or 1ISO CC).

It does not seems to be a need for that (security is based on structure and signature schemes of X509
certificates).

6.4 Data and flows

This chapter and the previous one give a description of the overall architecture that may be used to support
the exchange of secured e-mail. Several mechanisms could be used for providing a single service may be
described here. Recommendations for interoperability are given in chapters “Interoperability needed” and
“Requirements for technical components”.

6.4.1 Information in HPC

Refer to annex 0 of this document.

6.4.2 Network
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The internetworking architecture is based on a IP network and provides:
¢ Network services (IP, TCP)
* Mall services (SMTP/ ESMTP, MIME, €tc.)
e Directory services (LDAP, DISP, etc.)
*  Security services, including:
¢ Mail oriented services (SSMIME, OPEN PGP, X509v3, etc.)
* On-line oriented services for Directory and TTP exchange protocols (VPN, IPSEC, IPV6, SSL)

In order to be able to digitally sign amessage, it is preferable for the workstation needs to be aware of some
of the recipient’ s capabilities (including e-mail address, capability to verify signatures, etc.).

6.4.3
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Certificates

6.4.3.1 Public key certificates

S'MIME Standard OPENPGP Standard
SMIME compliant agent must support X509 V1,| OPENPGP RFC specifies former PGP certificates
X509 V3 certificates as well as some V2 CRLs. for backward compatibility. Additional use of X509

certificates has been proposed, and at least three

Certificates and Certificate-Revocation Lists (CRL’S)| . . )
implementations are available

are signed by the certificate issuer.

According to [RFC 2311-SMIME-MSG], a receiving
agent must be capable of verifying the signatures on
certificates and CRL’'s made with
md5WithRSAENcryption and sha
IWIithRSAENcryption signature agorithms with key
sizes from 512 hits to 2048 bits. It should be capable
of verifying the signatures on certificates and CRL’s
made with the md2WithRSAEncryption signature
dgorithm with key sizes from 512 bits to 2048 hits.

According to SMIME V3, areceiving agent must be
capable of verifying signatures on certificates and
CRL’s made with id-dsa-with-shal

6.4.3.2 Attribute certificates

Certificates do not usualy include nor certify information that may be crucia for identification or to establish a
reliable contact (i.e. HP's authorisations). They also do not alow for temporary changes of personnel in
charge, to cope with, for example, vacation schedules.

To dleviate this problem, Netscape has proposed a new type of certificate, to be used together with X.509
Certificates, caled Attribute Certificates. These are signed objects that assert additional properties about a
particular identity certificate. An attribute certificate has no associated key pair and consequently cannot be
used to establish identity.

Informally, one can think of them as a mechanism for extending the attributes of an identity certificate without
requiring that the identity certificate be reissued. Formally, they are a "patch” type of solution -- that may
introduce a series of inconsistencies (e.g. revocation lists for either type of certificate, cross dependencies,
etc.).

Recent meetings on the X.509 standard have discussed what distinguishes an attribute certificate from a
public key (identity) certificate; it was argued that there was not much difference (e.g. no public key in an
attribute certificate) and that everything that could be included in an attribute certificate could aso be included
in a public key certificate, which thus could alow attribute certificates to merge with identity certificates
within X.5009.

Attributes Certificates are outside the scope of this section as they are considered as “data’ (i.e. not carried
viae-mail protocols or message formats).

6.4.4 Digital signature of messages

6.4.4.1 Digital signature
Messages are digitally signed using:
* amechanism for “compacting” data : hashing ( for example some hashing techniques are SHA-1, MD4,
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MD5, RIPEMD 160)

e amechanism for hash encryption: asymmetric algorithm (for example some techniques are: RSA, DSA,
ELC)

» adescription of the modes of operation, e.g.: PKCS#1, 1.5, 2 etc.

According to SMIME and OPENPGP, RSA digita signature technique must be compliant with RFC 2313
(PKCSHL).

S/MIME Standard OPENPGP Standard

According to SMIME V3, sending & receiving| According to OPENPGP, digital signatures
agents must support digital signatures be performed| techniques must be DSA, should be ElGamma
through id-dsa-with-shal, should support | (encrypt / sign key), may be RSA (sign only key or
md5WithRSAEncryption,  sha-1WithRSAENcryption| encrypt / sign key.

and may support mAd2WithRSAEncryption. Hash algorithms are: MD2, MD5, SHA1 RIPEMD-
160,

According to SMIME and OPENPGP, a compliant software must be able of verifying digital signatures with
any key length.

6.4.5 Message encryption

6.4.5.1 Encryption
Messages are encrypted using:

e A data encryption agorithm: DES, RC2, 3-DES, IDEA, CAST5, CAST, Blowfish, , etc.3 Symmetric
encryption agorithms are preferable for performance reasons.

» A mode of operation for the encryption agorithm: CBC, EFB, etc.

e A session encryption key which should be randomly generated (with a good random number generator)
and which length may vary from 40 hits to 56 bits, 128 hits or more.

* A way to encrypt the session encryption key which should be based on asymmetric algorithms (RSA,
DH, etc.) and the appropriate mode of operation (e.g. X9.42 for DH).

Various implementations are described below.

In order to be able to encrypt a message, it is required that the sending workstation is aware of some of the
recipient’s capabilities (including e-mail address, capability to decrypt message, etc.).

6.4.5.2 De facto standard product: S/MIME
Encrypted messages are exchanged using TCP + IP + (E)SMTP + SMIME.

For data encryption (i.e. message encryption) and according to SMIME V3, sending and receiving agents
must support encryption and decryption with DES EDE3 CBC, cdled "tripleDES'; they should support
encryption and decryption using the DES (also known as DESA0%) or RC2 (with key size of 40 hits).

For session key encryption and according to SMIME V3, sending and receiving agents must support Diffie-

3 Algorithms mentioned in Open PGP and MIME standards. AES won't be defined before 2001.

4 According to RFC-draft, “shortened keys’ are obtained by setting to zero the first four bits of every of the 56
significant bytein the key, starting with thefirst byte
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Hellman X9.42 and Should support rsaEncryption (compatibility with SMIME V2). SMIME processes D-H
with the variant Static — Static. Works are in progress for the use of Ephemeral — Static mode

It isimportant to notice that SMIMEV2 uses the same pair of RSA keys for both digital signature and session
key encryption. According to NETSCAPE and MICROSOFT , there is a non-standard link in their products
between the length of the RSA key and the length of the encryption key used as described below:

RSA key length Encryption key length
512 hits 40 bits
768 bits 56 bits
1024 bits 128 hits

6.4.5.3 De facto standard product: OPEN PGP
Encrypted messages are exchanged using TCP + IP + (E)SMTP + MIME + OPEN PGP.

For data encryption (i.e. message encryption), OPENPGP supports the following techniques:
* Paintext or unencrypted data

 IDEA

» Triple-DES (DES EDE3 Eccentric CFB), 168 bit key derived from 192

o CAST5 (128 hit key, as per RFC 2144)

» Blowfish (128 bit key, 16 rounds)

e SAFER-SK128 (13 rounds)

» DESSK

o (reserved) AES with 128-bit key

*  Proprigtary agorithms

For session key encryption, sending and receiving agents must support Elgammal (encrypt only key), should
support RSA (sign only or encrypt / sign key) and may support DH X9.42.

The relevant RFC specifies two way of processing D-H: Static — Static (S-S), and Ephemerd — Static (E-S).
In this case, D-H Keys are generated at each session by the sending agent.

6.4.5.4 Use of TTP

This scenario introduces a new component in the architecture (TTP) and another key management scheme
based on DH agorithm (more convenient than RSA algorithm as for instance digital signature key and session
key encryption ones are different, see above). In this scenario, the TTP stores HP private keys and provides
key escrow or key recovery services (to allow end usersto reveal messages in clear upon request).

TTP s could be used in one country or by both countries.

TTP's can either be national (and then not concerned with interoperability), or “cross-border”. In that case,
the appropriate specifications (compliant with al national regulations) should be defined.

6.4.6 Session interface

6.4.6.1 General

Online connections are needed in this scenario to alow:
e aworkstation to access to aremote Directory server,

¢ synchronisation between CA'’s,
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» synchronisation between Directory servers.
The networking architecture is based on IP protocols.

Secure connections can be used to provide mutual authentication and integrity services a network level
(Virtua Private Networks, IPSEC, IPV6) or above (SSL).

Secure network connections can be used to provide confidentiality services when personal information are
exchanged (HP identification, name, etc.) at network level (Virtual Private Networks, IPSEC, IPV6) or
above (SSL3).

6.4.6.2 SSL
Support of public key certificate is similar to SMIME.

For data encryption (i.e. message encryption), SSL.3 supports the following agorithms. RC4/40, RC4/128,
RC2/CBC/40, IDEA, DES 40° (CBC mode), DES (CBC mode), DES EDE3 CBC.

For session key encryption, SSL supports RSA-encryption (PKCS#1) and Diffie-Hellman (both variants S-S
or E-S). SSL makes “direct” use of these algorithms (the client prepares the appropriate hashing for the
digita sgnature ; X9.42 is not used for D-H).

NB: RFC mention that “exportable” software automatically generate a new RSA key if the RSA key length
associated with the agent certificate is too long (more than 512 bits).

SSL uses the same pair of RSA keys for both digital signature and session key encryption.

6.4.6.3 1ISec
Support of public key certificate is not described but X509 is usualy supported.

For data encryption (i.e. message encryption), an 1PSec tunnel must support DES (CBC mode) and RC5,
should support 3-DES (many modes of operation including DES EDE3 CBC), and may support Blowfish &
CAST5

For session key encryption, an 1PSec software must support Diffie-Hellman (“ Ephemera — Static” variant)
with X9.42 mode of operation and should support RSA (PKCS#L).

IPSec uses the same pair of RSA keys for both digital signature and session key encryption.

6.5 Interoperability needed

This chapter gives recommendations to solve interoperability issues in the context of cross-border secure e-
mail exchanges. It contains recommendations made on the basis of the information given in the previous
chapters.

6.5.1 Subject of Interoperability
Interoperability is needed:

e Format conventions for the exchange of secured documents, including digital signature and message
encryption.
Non interoperability between sending and receiving agents from different vendors are often noticed.

Since 4Q’ 98, two procedures exist:
e  “SMIME Enabled” label by RSA Labs.

5 Cf.supra“SIMIME”
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» “Interoperability testing events’ organised by Internet Mail Consortium (imc-secureconnect WG)
Conventions for public key certificates (digital signature, encryption)
Reasons for non interoperability between client software and certificates include:

o Incorrect implementation: The combination of technicalities of ASN1 and X509 result in frequent
incorrectly implementation or misinterpretation of the standards.

What is currently missng is a forma means of testing certificates against a reference
implementation or having the services of an inter-operability laboratory. What often exists is a
series of bilateral tests/agreements or groups of vendors working together.

»  Unsupported Algorithm: A HP may receive a certificate that has been signed using an agorithm not
supported by his client software (for instance if it only supports RSA , but receives a DSA signed
certificate).

»  Unsupported Extensions. A Certificate is a very sophisticated structure and can contain many
optiona fields. The introduction of version 3 X.509 Certificates added a new sub-structure — that of
extensons. A X.509 v3 certificate can have, none, one or more extensions fields, each defined by an
OID. A number of standard extensions are defined by 1SO/IETF — but various software providers or
communities have defined their own extensions. For example the banking community defining their
own extensions for defined applications. An example of extensions frequently source of non
interoperability is keyusage (used to indicate the intended use of the public key, for instance digital
signature, encryption or key encryption). The concept of criticality ( each extension is marked as to
whether it is critical or not) is adso misinterpreted by some software.

*  Unsupported Version: There are in fact 3 versions of X.509 certificates, verson 1, 2 and 3. Version
1 and 3 certificates are more common, with version 3 being the new de facto standard. Version 1
capable software which are till in use) is not able to process version 3 certificates — however it is
normally the case that the opposite situation works.

If RSA is used for encryption scheme, conventions for key exchange [or key agreement certificates] ,
including conventions between TTP s must exists (not needed with Diffie-Hellman scheme).

Conventions for directory services (certificate retrieval, certificate revocation lists).

6.5.2 Conventions and Standards

Conventions for protocols

The internetworking architecture should be based on an IP network and provides services, including:

Mail services (SMTP/ESMTP)
Directory services (DISP, LDAP)

Related security services such as IP tunnelling capabilities, secured sessions, transport of digital
signatures and encrypted data, transport of keys and certificates, etc. (IPSEC, SSL).

Since no IPV4 / IPV6 gateway product is able to convert security content of IPV6 (today and in the near
future), IPV6 is not recommended for interoperability purpose.

SSL should fully comply with the rlevant RFC, with the following restrictions :

Encryption algorithms using keys smaller than 56 bits should not be used.
The digita signature key pairs stored in the HPC must never be used for SSL session key encryption.

Digital signatures made by SSL/RSA should not have any “lega” vaue as the same key pair is aso used
for session key encryption.
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IPSec should fully comply with the relevant RFC's, with the following restrictions :
¢ AnIPSec implementation should at least support the “aggressive mode” for IKE.
»  Encryption algorithms should be DES EDE3 CBC and may be DES (CBC) or RC5.

e The usua session key encryption agorithm is D-H (E-S). When using |PSec protocol in cross-border
transmissions, in some cases (not yet exactly defined), RSA should preferably be used to alow lega key
recoverypb.

6.5.2.1 Conventions for mail formats

As there is no interoperability between a SMIME compliant software and an OPENPGP compliant one
today :

¢« SMIME isthe recommended format to be used.
* OPENPGP is dso to be supported on reception.

6.5.2.2 Conventions for certificates

Use X509 V3 for public key certificates is mandatory. For calculation of digital signature of certificates and
CRL’s:

e shalWithRSAENcryption signature algorithm should be preferred,
*  md5SWithRSAEnNcryption and id-dsa-with-shal may aso be used,
e« md2WithRSAEnNcryption should not be used.

It is recommended to use 2048 hits’ keys to calculate RSA digital signatures on certificates. 1024 bits keys
could be used in an interim period.

6.5.2.3 Conventions for mail digital signature

As most of the “SIMIME enabled” software available are SMIME2 compliant (at this time), digital sgnature
must be computed by sending agents according to sha-1WithRSAEncryption.

Digital signature should be generated with 1024 bits RSA keys. Smaller keys (768 bits, even 512 bits) may be
used in intermediate software versions. The digital signature key pair should never be used for session key
encryption purpose.

Receiving agent must be able to verify signatures made with shalWithRSAEnNcryption and may be able to
verify signatures made with md2WithRSA Encryption or md5SWithRSAEncryption. Receiving agents should be
able to verify digital sgnature with RSA keys up to 1024 hits.

Sending agents should be able to compute digital signature with at least one of the following RSA modes of
operation : PKCS#1 and/or (ISO 9796-1 or 1SO 9796-2 with random numbe).

Receiving agents should be able to verify digitd signature made with dl the following RSA modes of
operation : PKCS#1, SO 9796-1 and 1SO 9796-2.

6.5.2.4 Conventions for mail encryption

6 No key recovery can be easily done with D-H in E-S variant since the sender’s secret key is randomly defined for
each session.

7 There may be national constraints on minimum key length to e used. There are still discussions on this topic at
European level.
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Sending agents should use “triple DES’ DES EDE3 CBC. Sending agents may aso support DES 56 bits from
64 hits (because of exportation rules, some countries may not be able to provide “triple DES’ encryption).

A sending agent must announce, among other things, its decrypting capabilitiesin its order of preference.
Receiving agents should support “triple DES’ DES EDE3 CBC, DES 56 bits from 64 bits and IDEA.
NB : OPENPGP compliant agents must reference DES EDE3 CBC as “proprietary”.

6.5.2.5 Conventions for encryption key exchange
Diffie-Hellman X9.42 should be supported in the Static — Static variant.

Because a HP can receive messages from non-HP corespondents, RSA Encryption with encrypt only key
may be used when standard products are unable to proceed D-H encryption.

RSA Encryption may be used with encrypt only key. RSA Encryption with encrypt/sign key should not be
used.

D-H with the E-S variant may be used. In this last case, D-H cannot be processed by a smart card, and no
storage of secret key by a TTP could be processed (implies that data recovery of enciphered texts is

impossible)

6.5.2.6 Conventions for directory services
Directory servicesinclude :
* Caertificate server :

e Users should have secured communications (integrity, confidentiality) with certificates servers.
Workstations should use SSL / HTTP or SSL / LDAP in order to get their correspondent’s
certificates.

» Users could aso exchange their certificate with preliminary VCARD transmission.

e Synchronisation of directory servers, if needed, should be specified case by case, due to the number of
proprietary protocols that can be found. However, IPSec VPN should be used to encapsulate DIS or
proprietary protocols between servers.

e Synchronisation of directory serversand TTP, if needed, should be specified case by case, due to the lack
of standardisation. However, IPSec VPN should be used to encapsulate protocols between servers.

* There is no recommendation to provide automatic synchronisation of workstation loca directories with
directories servers. Each user should have to fetch the new attributes of it's correspondents in case of
modification.

6.6 Possible evolution

This chapter gives some indications on possible evolutions for the Secure Messaging specifications.

6.6.1 Protection Profiles

All recommendations made in this section to allow interoperability for Secure Messaging (digital signature of
messages, encryption of messages) have been made with ,, free text”.

According to the discussions held at European and International levels on exchange of secure documents
(mainly on digita dgnature), NETLINK recommends that such specifications should be done using 1SO
Common Criteria by defining the appropriate Protection Profiles. Nevertheless, it is strongly recommended to
put the emphasis onto the security level evaluation when building-up an inter-operable and secure data
exchange profile.
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Thisway of describing technical specifications has severa advantages:

e It gives objectives for the whole syssem and neither give a limited description of it nor impose
mechanisms

» |t follows standards that forces to unique interpretation of the recommendations

* Mutua recognition between countries of the 1ISO CC certification scheme

6.6.2 Encryption

This documents gives recommendations for session key encryption (see above : use of DH, etc.). However,
there may be new proposals, still based on DH but with some variants, may emerge. In such a case, these
new proposals will need to be further discussed.

In addition to this, there may be some evolutions in nationa regulaions on cryptography that would for
instance impose new requirements (e.g. on data recovery or key recovery services). This document has
anticipated as much as possible such evolutions. However, if new requirements emerge, they would have to
be analysed.

6.6.3 Certificates

PKCS#15 is complementary to PKCS#11 and will be designed to enhance support of multiple smart cards on
a single workstation. It specifies a syntax for storing credentials (keys, certificates, PINs, etc.) on smart card
and for describing how they are accessed. In practice, it defines the structure and content of a specific DF in
the card’s memory for storing pointers toward the “real” EF s where credentials are stored.

This specification is rather new : RSA Labs has posted the fina draft version of this PKCS February 11,
1999, and the firdt official verson is planned for summer ’99.

This subject seems interesting, especialy for HPC interoperability. However, no proposition can be made
today because of the “immaturity” of the draft specification, and the lack of “commercia” implementation.

6.6.4 Algorithms
Signature algorithms such as DSA and ELC may be added later.
Hash agorithms such as RIPEM D160 may be added later.

New encryption agorithms will be specified in the near future, e.g. AES in 1999/2000. They may become
widely accepted de facto standards.

As encryption algorithms are specified to be implemented in al types of environments, it may be envisaged
that new ones, dedicated to smart cards, could be specified to address performance and security issues that
are specific to smart cards.

6.6.5 TTP

It is likely that some consortium of PKI software vendors will adopt PKIX protection in the near future for
certificates distribution instead of proprietary protocols.

6.7 Requirements for technical components

Starting from the recommendations given in the “Interoperability needed”’, this chapter specifies the
requirements on al technical components.
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6.7.1 HPC (Health Professional Card)

HPC have to be compliant with the following recommendations.

6.7.1.1 Digital signature
The digital signature algorithm & keys (for caculation only) must be implemented in the HPC.

The digital signature key must be different from other ones that could be used for other purposes such as
authentication or session key encryption. “Key Usage” must be explicitly defined, and use of encrypt / sign
key should not be alowed.

Digital signature should be generated with 1024 bits RSA keys. Smaller keys (768 bits, even 512 bits) may be
used in intermed