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 SOP 22
Management of Research Data

1.0
PURPOSE AND SCOPE

1.1
To provide instructions on managing electronic storage of sensitive VA research data.
1.2
Investigators and staff must ensure that research data is appropriately secured and maintained within the Charleston VAMC including leased space, approved offsite locations and CBOCs.  Sensitive Data may not be maintained outside on servers that are not VA approved.   Transfer of sensitive data outside the facility must incorporate appropriate encryption security.
3.0 
DEFINITIONS

3.1 
Sensitive Information: All Department data on any storage media or in any form or format, which requires protection due to the risk of harm that could result from inadvertent or deliberate disclosure, alteration, or destruction of the information.  
3.2 
De-Identified Information:  Information that does not identify an individual, (or relative, employers, or household members of an individual) as required by VHA Handbook 1605.1 Appendix B and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual.  
3.3 
III- Individually Identifiable Information:  Information that is a subset of health information, including demographic information collected from an individual, and (1) is created or received by a health provider, health plan, employer or health care clearinghouse; and (2) relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; and (a) that identifies the individual; or (b) with respect to which there is reasonable basis to believe the information can be used to identify the individual.

3.4 
PHI – Protected Health Information:  PHI is individually identifiable health information transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium.

3.5
Encryption – To alteration of a file using a secret code so as to be unintelligible to unauthorized parties. 
3.6
Transfer – To remove data to a destination other than the VA medical center and its approved sites.  This can be accomplished in a variety of ways such as CD, flash drive, disk, and/or portable drives, or electronic transmission.
4.0 
RESPONSIBILITIES:
4.1
R&D Committee:  The R&D Committee is responsible through the Chief of Staff to the Medical Center Director for ensuring that research projects containing III or PHI have appropriate safeguards in place for data security. 
4.2
Investigators:  Must ensure that sensitive data is maintained, stored and secured in compliance with this document.  He/she is responsible for appropriate encryption when sensitive data is transferred using portable means, placed on a laptop, or stored on a server or other means that may be accessible by unauthorized personnel.  
5.0
PROCEDURES:
5.1
Data type determination:  The investigator must determine if the data resulting from a VA research project is considered sensitive data (see above for definition).  

5.11
If the data contains sensitive information, it must be maintained on  a VA server or on a computer using VA approved encryption software.
5.12
If the data does not contain sensitive information, it is encouraged that the file has at least password protection.
5.2
Storage of Data at VA:  Sensitive data may only be stored on a VA server  such as the V or S Drive or on a computer using VA approved encryption software.  Sensitive data cannot be stored at an off-site location unless approved by the Supervisor, the ACOS/Research, the ISO, and the Privacy Officer.

5.3
Transfer of Sensitive Data to another location outside VA:
5.31
Sensitive data may not be transferred outside of VA unless it meets the following requirements:
5.32
Data is encrypted with VA approved encryption software. 

5.33
Only approved thumbdrives may be used.  A list is available with the ISO or research office.

5.34
CDs must be encrypted using approved encryption software

5.35
Laptops must be encrypted
5.36
Appropriate approvals have been obtained from the Supervisor, the ACOS/Research, the ISO, and the Privacy Officer.
6.0
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