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1 Program Level Capabilities

Ensuring that the Program Offices at the Veterans Health Administration (VHA) Central Office (CO) level address issues related to emergency planning and preparedness is a critical factor.  These elements provide the support structure for VHA Leadership’s coordination of disaster responses involving Veterans Integrated Service Networks (VISNs) and individual VA medical centers (VAMCs).  The following Program-Level capabilities are critical to Emergency Management Programs (EMPs) of the VHA Program Offices:

· Administrative Activities to ensure the VHA Program Office EMP meets its Mission and Objectives

· Incorporation of Continuity Planning into the VHA Program Office’s EMP 

· Development, Implementation, Management, and Maintenance of an Emergency Operations Plan (EOP) 

· Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VHA Program Office’s EMP

· Incorporation of a Range of Exercise Types that Test the VHA Program Office’s EMP

· Demonstration of Systems-Based Evaluation of the VHA Program Office’s overall EMP and its EOP 

· Incorporation of Accepted Improvement Recommendations into the EMP and its Components such that the Process becomes one of a Learning Organization

The following sections describe these Program-Level capabilities including their rationale, measurement and assessment interview questions.   
1.1 Administrative Activities ensure the Emergency Management Program meets its Mission and Objectives

Description: To demonstrate this capability the VHA Program Office employs a spectrum of administrative actions including Program Office senior leadership commitment to ensure the EMP meets its missions and objectives.


Rationale:  Management involvement and commitment are essential to ensure a successful program. Management needs to also commit the necessary resources to conduct activities essential to the VHA Program Office’s EMP.

Measurement:  

· Review of EMP objectives

· Review of VHA Program Office EMP policies

· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 
Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The EMP is supported as an essential element of the VHA Program Office’s support of VHA Leadership and of the VISNs/VAMCs.

	Resources
	

	Supplies
	· Normal office supplies and Information Technology (IT) equipment

	Equipment
	· Adequate funding is available to obtain equipment needed to support the EMP, such as any IT equipment for VHACO staff and any staff using telework arrangements.

	Personnel
	· VHA Program Office leadership ensures that staff assigned any emergency program administrative or policy development duties have sufficient available time.

· Staff are available to support actual emergency operations.

	Process
	· Program Office leadership is actively involved in EMP policy development, exercises and operations.
· The EOP details the staffing and administrative roles necessary to implement the EMP.
· Program Office leadership is briefed at least annually on the entire Program Office EMP.

	Education/Training
	· Program Office has allocated resources to accomplish the training needs of staff. 

	Exercise
	· Program Office defines the scope of the exercise program and ensures exercises are conducted annually.

	Evaluation
	· Program Office conducts an annual program review to assess administrative efficiency and effectiveness in supporting the EMP.
· Program Office Leadership receives periodic briefings involving staff.

	Organizational Learning
	· Program Office incorporates identified improvements into its administrative activities, particularly as identified in After Action Reports (AARs).
· Program Office implements policy changes as indicated to adhere to all pertinent standards and regulations.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	Resources and training are in place and there is an annual assessment of the EMP and the resources needed to sustain the EMP and accomplish the defined operational objectives for the upcoming year.   There is demonstrated leadership commitment and staff are assigned to develop and oversee the EMP.

	2
	Developed
	The VHA Program Office demonstrates a developed and functioning EMP with supporting EOP.

	1
	Being Developed
	Some capability elements exist; however, some key components are not yet developed, including a lack of staffing to accomplish the full scope of the EMP and complete EOP.

	0
	Needs Attention
	There is an absence of capability with no functioning EMP and no plans to develop an EOP.


Questions:

1. Describe how the Program Office has developed its EMP and supporting EOP.

2. Describe how the Program Office has evaluated the effectiveness of its EMP in order to ensure the delivery of needed support services to VHA Leadership, other Program Offices, and to the VISNs/VAMCs.
3. Is there a person, or persons, within the Program Office assigned duties to develop the Program Office EOP, develop/conduct exercises, and generally oversee the Program Office’s EMP?

4. Describe the involvement of the Program Office Chief Officer/Leadership in the development and operation of the EMP.
5. Describe any improvements that have been incorporated into the EMP and the basis for these improvements.

1.2 Incorporation of Continuity Planning into the VHA  Program Office’s Emergency Management Program 

Description: To demonstrate this capability the VHA Program Office must ensure organizational continuity and resiliency of mission critical functions, processes, and systems through continuity planning.
Rationale:  Continuity planning provides a structured method to help ensure the resiliency of mission critical functions and should be an integral component of the VHA Program Office’s EMP.

Measurement:  

· Review of EOP and other Program Office Continuity of Operations (COOP) Plans

· Review of staff callback information and cascade lists
· Review of documentation of exercises that test business continuity planning

· Examination of spaces used for emergency operations
· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 

Framework for Capability Description
	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office incorporates COOP and Continuity of Government (COG) planning across all activities in its EMP as directed in the VHACO COOP Plan, VA Handbook 0320 Comprehensive Emergency Management Program (CEMP) and based on Federal Continuity Directive (FCD) 1, having replaced Federal Preparedness Circular (FPC) 65.

· This includes continuity and resiliency of the specific programs at both the VHACO and VISN/VAMC levels.

	Resources
	

	Supplies
	· N/A

	Equipment
	· Location of the space(s) selected for operations during an emergency with computer and communications equipment sufficient for activating and sustaining COOP. 

· The Program Office has a system of reaching key staff in the event of a callback.

· The Program Office has all pertinent policies and documents backed-up in folders on the Emergency Management Strategic Healthcare Group (EMSHG) server located in Martinsburg, VA. 

	Personnel
	· Key Staff have been identified as essential to ensure COOP.  This includes well-defined reporting relationships and lines of succession.  It also includes identification of which staff are deployed to the VHA COOP site (Martinsburg) and the VHA Program Office EOC in VHACO within 12 hours (Team “A”), which staff are to be deployed within 24 – 48 hours (Team “B”) and which staff will use pre-determined telework arrangements to work from home (Team “H”).

	Process
	· The EOP includes specific guidance for incorporating continuity planning and actions across all aspects of the EOP.  This includes lines of succession in addition to action guidance to maintain business operations in support of VHACO operations.  It also includes the above described staff deployment levels.

· The Program Office has established callback rosters to implement deployment notifications and Emergency Operations Center (EOC) activations.  Callback is tested semi-annually.

	Education/Training
	· Staff engaged in continuity planning have been trained on how to accomplish this responsibility.

	Exercise
	· COOP is tested as part of annual exercises.

	Evaluation
	· Program Office conducts an annual assessment of the continuity planning activities to determine successes and identify areas for improvement.

	Organizational Learning
	· Findings from the annual evaluation and AARs are incorporated into appropriate documents to improve continuity planning. 


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	A well demonstrated continuity plan is in place including a regular process to back-up key documents in the assigned VHA Program Office folder contained in the EMSHG server at the VHA COOP site.  Provisions are made to ensure support of the continuity of the VHA Program Office’s field programs as well as VHACO programs. Callback plans are tested semiannually.

	2
	Developed
	VHA Program Office has ongoing continuity planning program tested annually.

	1
	Being Developed
	There are elements of a continuity planning program but is not fully established and tested.

	0
	Needs Attention
	VHA Program Office lacks an integrated continuity planning program.


Questions:
1. Please describe your business resiliency and COOP plan as indicated in your Program Office EOP.

2. Have you assigned staff to the three COOP deployment levels i.e., “A” (12 hrs), “B” (24 – 48 hrs) and “H” (working from home under telework arrangements)?  If so, which staff have been assigned to which levels? 

3. Do you have pre-established telework agreements for staff likely to work from home in an emergency?

4. How have you planned for and tested your ability to maintain business operations at the VHACO level in the event of a disaster?

5. How has the VHA Program Office worked to plan for supporting the maintenance of the Program Office’s programs at the field level?

6. How have you planned to support a COOP of your specific programs at the VISN/VAMC levels?

7. What contingencies do you have in the event of disruption to normal computer and/or telephone system operations?

8. Have you backed-up pertinent policies and key documents in the assigned Program Office folders on the EMSHG server located in Martinsburg?
9. Do you have remote staff that can support your Program Office operations, if needed?  
10. Briefly describe your callback process how you plan to operate on a 24/7 basis during an emergency.  How often is your callback process tested?

11. Please describe any additional aspects of your COOP plan such as support of staff during prolonged activation emergency operations, alternate locations in the event of evacuation, etc.
1.3 Development, Implementation, Management, and Maintenance of an Emergency Operations Plan 

Description: To demonstrate this capability the VHA Program Office must develop a comprehensive EOP based on the VHA Program Office’s mission and COOP planning requirements. 

Rationale:  The EOP provides a structured method to help ensure the resiliency of the VHA Program Office and is the central document of an EMP. 

Measurement:  

· Document review of any Program Office policies and actions in support of emergency operations (i.e., EOP, Standard Operating Procedures [SOPs])
· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 
Framework for Capability Description
	Capability Element
	Assessment components

	Policy/Organization
	· A VHA Program Office EOP incorporates all phases of emergency management of the EMP into a single plan.

· The VHA Program Office incorporates COOP and COG planning into the EOP as directed in the VHA COOP Plan, VA Handbook 0320 CEMP and based on FCD 1.

	Resources
	

	Supplies
	· Necessary supplies to operate during an emergency

	Equipment
	· The EOP is easily accessible to all Program Office staff, routinely and during emergencies, including loss of power. 

· The EOP is one of the many applicable Program Office documents backed-up on the EMSHG server at Martinsburg.

	Personnel
	· Staff have been assigned to develop the EOP and conduct execution of the EOP.  Staff are assigned to appropriate deployment Teams as part of the COOP plan, i.e., Team “A” (12 hrs), Team “B” (24 -48 hrs) and Team “H” (work via telework at home).

	Process
	· The EOP includes specific guidance for incorporating continuity planning and actions across all aspects of the EOP.  This includes lines of succession in addition to action guidance to maintain business operations in VHACO and support business operations at the VISN/VAMC levels.

· Staff are designated to appropriate roles for emergency operations.
· The EOP defines the extent of Program Office operations during incidents.

	Education/Training
	· Staff engaged in developing the EOP have been trained on how to accomplish this responsibility.

	Exercise
	· The EOP is tested as part of every exercise.

	Evaluation
	· The Program Office conducts an annual assessment of the EOP to determine successes and identify areas for improvement.

	Organizational Learning
	· Findings from the annual evaluation and AARs are incorporated into the EMP and EOP documents to improve continuity planning and emergency operations.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	The EOP has been regularly updated and tested during exercises and events.  Staff are assigned appropriate roles including deployment team assignments. 

	2
	Developed
	VHA Program Office has a current and updated EOP.

	1
	Being Developed
	There are elements of an EOP but it is not complete, updated and tested. 

	0
	Needs Attention
	VHA Program Office lacks an integrated EOP.


Questions:

1. Do you have a written EOP?  Please describe all the key components of the plan.

2. What were your critical factors used in the development of the EOP?

3. What are the VHA Program Office functions that must continue to operate in an emergency and how are they supported by the EOP?

4. How does the EOP describe the different level of staff deployments, i.e., Teams A, B and H?

5. How are your Program Office essential functions consistent with the VHA COOP Plan, the COOP and COG planning as directed in VA Handbook 0320, CEMP, and based on FCD-1?
6. Does the EOP cover the decision process for determining the operational status of the Program Office during different levels of emergency, i.e., whether or not the Program Office continues operations? 

7. Does the EOP include alternate sites of operations?

8. Does the EOP delineate staff roles?

9. Where are all the copies of the EOP located?  How is the EOP and all other key Program Office documents backed-up in the assigned folders in the EMSHG server at Martinsburg?

10. Who reviews the EOP?

11. How often is the EOP updated?  Describe improvements that have been made.

12. How is the EOP communicated to all Program Office staff? 

13. How is the EOP tested?
1.4 Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VHA Program Office’s Emergency Management Program 

Description: To demonstrate this capability the VHA Program Office must conduct instructional activities that include education and training programs that support the EMP.
Rationale: Training employees for their expected roles and decision processes is the best means to prepare individuals to perform as needed in an emergency. 
Measurement:  

· Review training needs assessment, training schedule, and training records 

· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 

Framework for Capability Description
	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office ensures that staff are trained to an appropriate level of proficiency for their emergency response assignments to provide essential Program Office functions during an emergency.   

	Resources
	

	Supplies
	· N/A

	Equipment
	· Adequate resources are identified to support the education and training activities. 

	Personnel
	· The Program Office uses qualified instructors.

· The target number and type of personnel are educated/trained in the planned courses.

	Process
	· The Program Office conducts a needs assessment for preparedness training.
· The priorities for training are based upon annual reviews, AARs from exercises, actual experiences and VHACO identified coordination requirements. 

· Personnel assigned to preparedness activities should have an annual instructional plan complete with course names and dates. 

· Training records are maintained as part of the Program Office’s continuing education program for all employees. 

· All methods of training should be considered including on-line computer-based training as well as “face-to-face” training.

	Education/Training
	· Designated staff have completed required Incident Command courses and relevant instructor (train-the-trainer) courses.

	Exercise
	· N/A

	Evaluation
	· Program Office conducts an annual assessment of the training program to determine successes and document lessons learned as well as training provided.

· Participant evaluation materials should be administered for each instructional activity.

· Participant evaluations should be collected, aggregated, and analyzed for areas of potential improvement.

	Organizational Learning
	· Findings from the annual evaluation, participant evaluations, and AARs for exercises and incidents should be used to improve the instructional program.  


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.  

	3
	Excellent
	An established training program is demonstrated including an annual evaluation that is used to improve the program.

	2
	Developed
	VHA Program Office has an ongoing EMP continuing education program based on defined needs. 

	1
	Being Developed
	There are elements of a continuing education program.

	0
	Needs Attention
	VHA Program Office lacks an EMP continuing education program.


Questions:

1. Has there been an assessment of training needs?

2. Has there been a training process to support the overall Program Office EMP?

3. Describe what types of training have been provided to Program Office staff regarding all facets of the EMP, particularly for their roles and likely decisions required during an emergency when the EOP is activated.

4. Has there been an assessment of training effectiveness?

5. How have training decisions been based on AARs from exercises or actual events?

6. Has there been any training provided to the remote staff, if applicable?

7. How has the training provided to Program Office staff been tracked?

8. Have you found any particular training experience that was especially effective for preparing staff to perform well in an emergency?
1.5 Incorporation of a Range of Exercise Types that Test the VHA Program Office’s Emergency Management Program 

Description: To demonstrate this capability the VHA Program Office must develop and manage an exercise program for evaluating critical aspects of the EMP as driven by needs to test evacuation procedures and the ability to provide for COOP.
Rationale:  Evaluative Drills, Tabletops, Functional Exercises, and Full Scale Exercises are essential to ensuring that emergency management activities are functional when needed during an actual emergency.

Measurement:  

· Review of Exercise Schedule

· Review of Exercise Descriptions

· Review of Exercise AARs

· Interview with the VHA Program Office Chief Officer/Leadership 

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 

Framework for Capability Description
	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office uses actual exercises to evaluate the EMP and coordinate with other CO elements to test its ability to provide essential functions during an emergency.

	Resources
	

	Supplies
	· Any supplies needed for exercises are pre-determined and available during the conduct of exercises.

	Facilities/Equipment
	· Facilities and equipment expected to be part of an evacuation, particularly communications equipment, are identified and tested during the conduct of exercises.

	Personnel
	· A qualified person is assigned to oversee the exercise initiative.

· The exercise planning team should include all key Program Office staff.

· Adequate personnel should be assigned to staff the exercise and perform an After Action Review. 

	Process
	· Program Offices should develop and conduct at least one Full Scale exercise per year. 

· Exercises are designed with formal objectives, an evaluation plan, and methods to assure a meaningful exercise operation.

· Exercise objectives are clear, measurable and achievable and reflect Program Office emergency operations priorities, including those based on an evaluation of recent AAR findings and organizational improvements. 

· The exercise cycle evaluates all aspects of emergency response and recovery (from incident recognition and mobilization, emergency operations, through demobilization, recovery and return to readiness), as well as remote operations, if applicable.

	Education/Training
	· Staff are trained in how to design, supervise and manage exercises.  

· Additional experts can be used to assist in exercise design and execution.

	Exercise
	· Exercise programs incorporate Evaluative Drills, Tabletops, Functional and Full Scale Exercises.  

· Exercises can be conducted in conjunction with other Program Offices. 

	Evaluation
	· The Program Office conducts an organized AAR for all incidents and exercises and captures positive and negative findings in a format that promotes organizational learning.

· The performance in designing, developing, and conducting the exercise, including conducting exercise evaluation team activities, is reviewed and analyzed.

	Organizational Learning
	· AAR findings are incorporated as objective improvements into the EOP and supporting documents. 

· Findings from the performance evaluation of the exercise and execution are incorporated into future exercise plans.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present including exercises more than once per year with a full AAR process used to improve the EOP and design future exercises. 

	3
	Excellent
	Exercise program includes at least one exercise per year.  An AAR is produced after each exercise, and the results are included in the EOP and used to design future exercises.

	2
	Developed
	Exercises are conducted at least annually with AARs.

	1
	Being Developed
	Some capability elements exist; however, some key components are not yet developed. 

	0
	Needs Attention
	There is an absence of exercises.


Questions:  

1. Describe the exercises that have been conducted at the Program Office level.  

2. Were any remote staff included?

3. Did any of the exercises involve any other Program Offices?

4. How were the exercises planned?

5. How were the exercises documented?
6. Are there AARs from exercises?

7. How have the AARs been used, particularly in the areas of future exercises, training, and updates to the EOP?

8. Were there other forms of evaluation of the exercises?

9. When is the next exercise and what is being planned?

1.6 Evaluation of the VHA Program Office’s  Emergency Management Program and its Emergency Operations Plan 

Description: To demonstrate this capability the VHA Program Office must conduct an annual evaluation of the EMP.
Rationale:  Annual evaluations are essential to ensuring that emergency management activities are functional when needed.  

Measurement:  

· Review of annual program reviews

· Review of AARs from exercises and incidents

· Interview with the VHA Program Office Chief Officer/Leadership 
· Interview with the Executive Assistant, and other appropriate program officials and supervisors 

Framework for Capability Description
	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office conducts an annual EMP evaluation to identify opportunities for improvement in the EMP and the Program Office’s plans for emergency operations and business resiliency.

	Resources
	

	Supplies
	· N/A

	Equipment
	· Indicated tools to conduct the program assessment 

	Personnel
	· Adequate staffing for the program review 

	Process
	· There are defined methods and procedures for conducting EMP reviews and capturing objective information.

· Process involves an annual evaluation of the program.
· AARs from exercises and incidents are a component in the review process.

	Education/Training
	· Staff assigned to conduct program reviews of the Program Office’s EMP are trained for their assignment.

	Exercise
	· AARs are conducted after exercises and incidents and the reports are analyzed to identify EMP opportunities for improvement.

	Evaluation
	· The evaluation is presented to the appropriate Program Office and VHA senior leadership.
· Evaluation is communicated to Program Office staff.

	Organizational Learning
	· Annual program objectives incorporate recommendations and progress on needed corrective actions.

· This review also includes recommendations for follow up from lessons learned.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	A full annual evaluation is conducted and presented to higher level leadership.

	2
	Developed
	VHA Program Office demonstrates ongoing EMP evaluation activities.

	1
	Being Developed
	There are elements of program evaluation activities; however, some key components, as described above are not yet developed.

	0
	Needs Attention
	The VHA Program Office lacks an integrated program evaluation activity.


Questions:

1. Describe your most recent Program Office EMP evaluation.

2. Describe the evaluation objectives, frequency, follow-up, and results. 

3. Discuss what changes to the Program Office EMP and/or EOP have been made as a result of the evaluations.

4. Have the evaluations been presented to higher level officials? To Program Office staff?
1.7 Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the Process becomes one of a Learning Organization.

Description: To demonstrate this capability the VHA Program Office must incorporate an EMP performance improvement process that results in organizational learning.
Rationale:  A program to ensure organizational learning is essential for an effective VHA Program Office EMP, consistent with VHA precepts.

Measurement:  

· Review of Exercise AARs

· Review of Program Evaluations

· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 

Framework for Capability Description
	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office has an approach for accepting EMP improvements so that the process results in organizational learning.

	Resources
	

	Supplies
	· N/A

	Equipment
	· N/A

	Personnel
	· The Program Office identifies staff to manage the organizational learning (corrective action) process. 

	Process
	· Methods are defined for considering proposed improvements (from the AARs and program evaluations) and determining if and how they will be incorporated into the EMP and relevant components such as the EOP and for training. 

· Methods exist for actually incorporating improvements and corrective actions into the Program Office EMP.

· A method for tracking and reporting accepted improvements over time is demonstrated, with fully incorporated improvements flagged for future evaluation during exercises and program reviews.

· The Program Office emphasizes improvements to ensure business resiliency and continuity, which are priorities outlined in the VHACO COOP Plan, the COOP and COG planning as directed in VA Handbook 0320 CEMP, and based on FCD 1.
· Recommendations for improvements are based on AARs. 

	Education/Training
	· Staff assigned to implement recommendations from program evaluations and after action items from exercises or actual incidents are trained in a consistent manner.

	Exercise
	· NA

	Evaluation
	· The process for ensuring organizational learning is evaluated annually as part of the annual EMP evaluation.

	Organizational Learning
	· Updates/improvements are made to the organizational learning process based upon the annual evaluation and other relevant policy changes.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present. 

	3
	Excellent
	The organizational learning and performance improvement program is evaluated annually. 

	2
	Developed
	VHA Program Office has an ongoing EMP organizational learning program.

	1
	Being Developed
	There are elements of an EMP organizational learning and performance improvement program.

	0
	Needs Attention
	VHA Program Office lacks an EMP organizational learning and performance improvement program.


Questions:

1. Describe how evaluation recommendations, AARs, and lessons learned are incorporated into EMP process improvements.

2. How are AAR follow-up actions tracked for completion and incorporation into the Program Office EMP?

3. How are future goals and objectives for the Program Office EMP developed?

4. How are EMP priorities emphasized, such as continued operations of key Program Office functions (i.e., important components of the COOP and COG planning as directed in the VHACO COOP Plan and VA Handbook 0320, CEMP, and based on FCD 1?

2 Incident Management Capabilities

VHA Program Offices must have effective and documented emergency incident management capabilities in order to continue in an emergency to provide essential support services to VHA leadership, other Program Offices, the VISNs, and VAMCs. The following incident management capabilities are critical to a VHA Program Office’s EMP:

· Initial Incident Actions (e.g., first four hours) 

· Management of Extended Operations (e.g., after first four hours)
· Public Information Management Services during an Incident

· Decision Processes and Procedures for Evacuation of VHA Program Office Staff
· Personnel Resiliency

· Mission Critical Systems Resiliency 

The following sections will describe these incident management capabilities, including their rationale, measurement and assessment interview questions.  

2.1 Initial Incident Actions (e.g., first four hours)
2.1.1 Processes for Incident Recognition, Activation of EOP/EOC, Initial Notification of Staff and Situational Assessment

Description: To demonstrate this capability the VHA Program Office must recognize circumstances that indicate a potential requiring a scalable response and initiation of emergency operations. 
Rationale:  In order to effectively support VHACO and field facilities, an essential factor in the response to an emergency is being able to appropriately activate the EOP and other aspects of the EMP. 
Measurement:  

· Interview with the VHA Program Office Chief Officer/Leadership 
· Interviews with the Executive Assistant, and other appropriate program officials and supervisors
· Scenario-based discussions

Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office demonstrates an effective process for recognizing circumstances within the program’s jurisdiction that indicate a potential incident (e.g., incident recognition and the need to activate the EOP). Steps are identified to rapidly notify personnel and report the situation to Program Office and other appropriate levels of leadership.

· Designation of a space to conduct emergency operations.

	Resources
	

	Supplies
	· N/A

	Equipment
	· Adequate communications equipment to rapidly provide notification of EOP activation, level of activation and immediate instructions to assigned staff.
· Equipment to provide essential Program Office functions.

	Personnel
	· Point of Contact (POC) identified to receive initial reports and make decision to activate the EOP.
· POC is identified to begin callback procedures to notify critical staff, if required.

	Process
	· Personnel have developed an incident reporting procedure consistent with VHA guidance.

· There is a written plan identifying how the EOP will be activated.

· A process is described for rapidly convening Program Office leadership to determine whether activation is indicated.

· Staff know their roles as part of EOP activation.

· Callback is tested semiannually.

	Education/Training
	· Key members responsible for activating the EOP are trained in their roles in activation, determining the activation level, and notification.

	Exercise
	· Incident recognition, activation and notification are exercised.

	Evaluation
	· AARs from exercises and incidents are evaluated annually.

	Organizational Learning
	· Lessons learned from incidents and exercises are incorporated into the EMP/EOP.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	EOP is tested annually and callback tested semiannually.

	2
	Developed
	VHA Program Office demonstrates the ability to recognize incidents and activate its EOP. 

	1
	Being Developed
	Some capability elements exist; however, some key components, as described above are not yet developed.

	0
	Needs Attention
	There is an absence of an EOP activation plan and/or major components, as described in the above assessment.


Questions:

1. What are your initial actions in an emergency?

2. How do you determine when to activate your EOP?  

3. Who authorizes activation and how quickly can this be accomplished?

4. Are their plans for activation after normal business hours?

5. Who is initially notified? 

6. How are all the necessary staff, including any remote staff, contacted during normal business hours and also after normal business hours or on weekends?

7. Are there different levels of response, i.e., levels of essential Program Office operations, depending on an assessment of the emergency?  If so, what are they?

8. What contingency plans exist if normal telephone and/or computer communications are disrupted?

9. What triggers an evacuation versus activation of the Program Office EOP?
10. How is this process tested?

11. What type of training has been provided to staff for incident recognition, EOP activation and situational assessments?

2.2 
Management of Extended Operations (e.g., after first four hours)

2.2.1 Management of Extended Operations 

Description: To demonstrate this capability the VHA Program Office must have a process for conducting extended operations beyond the initial reactive phase.
Rationale:  Several types of emergencies will require extended operations to meet the organizational needs of VHA Leadership, the VISNs, and VAMCs.
Measurement:  

· Review of plans to staff for extended operations

· Interview with the VHA Program Office Chief Officer/Leadership 
· Interviews with the Executive Assistant, and other appropriate program  officials and supervisors
Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office demonstrates the ability to effectively manage incident operations beyond the initial reactive phase to provide essential Program Office services in support of VHA Leadership and the VISNs/VAMCs.

	Resources
	

	Supplies
	· Relevant guidance from the EOP

	Facilities/Equipment
	· Meeting facilities, communication, and other equipment 

	Personnel
	· Qualified and trained personnel to staff extended operations 

	Process
	· Staff assigned for duty during extended operations are trained and prepared to support essential functions, provide situation reports, and other briefing documents.

· There are provisions to assign and deploy  staff to three levels of extended operations – Team “A” (12 hrs), Team “B” (24 – 48 hrs) and Team “H” (work at home through telework).

· Operational periods and a related planning cycle (with action panning meetings) are established.
· Operational period objectives are established in order to better schedule needed staff and continue the provision of essential services.

· Staff rotation schedules determined by the nature and scope of the emergency are defined including work schedules, eating, and sleeping arrangements.

	Education/Training
	· Staff are trained to provide essential services during an extended period of emergency operations.

	Exercise
	· Management of extended incident operations is practiced during exercises including the planning of objectives, staff scheduling and staff logistics. 

	Evaluation
	· AARs from exercises/drills and actual emergencies are evaluated after each incident.

	Organizational Learning
	· AARs are incorporated into the EMP to improve extended operations. 


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	Staff are assigned to the appropriate deployment teams.

	2
	Developed
	VHA Program Office has an ongoing extended operations and continuity planning program.

	1
	Being Developed
	There are elements of an extended operations plan.

	0
	Needs Attention
	VHA Program Office lacks an extended operations plan.


Questions:
1. Describe the instances when you expect to provide essential 
Program Office services in an emergency, in support of VHA leadership and the VISNs/VAMCs, for an extended period?

2. Would this extended period include coverage into and throughout the night?

3. How have staff been identified for the deployment teams of Team “A” (12 hrs), Team “B” (24 – 48 hrs) and Team “H” (work at home via telework) to ensure the availability in VACO and at the VHA COOP site to provide essential services, including field guidance and support of VHA Leadership?

4. If so, what are the provisions for staff support?

5. Are there defined plans for staff rotation?

6. What are the provisions for operational planning for an extended period including the establishment of objectives so as to guide staff scheduling and support logistics?

7. Have you tested your plans for extended operations?
2.2.2 Public Information Management Services during an Incident 

Description: To demonstrate this capability the VHA Program Office must be able to communicate program specific information ready for release, after higher level review, to internal and external stakeholders.

Rationale:  VHA Program Offices, during an emergency, can be expected to provide program specific information to VHA leadership and the VISNs/VAMCs, The final recipients of the information can include local and national media, Veteran patients, VA stakeholders, elected officials, public emergency agencies, and the general public.

Measurement:  

· Review of AARs from exercises and incidents involving public information management

· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant and other appropriate program officials and supervisors

· Interview with the VHA Office of Public Affairs 
· Scenario-based discussion

Framework for Capability Description

	Capability Element
	Assessment components

	Policy/organization
	· The VHA Program Office demonstrates effective management of information, during emergencies, suitable for release to the public, through a variety of sources. 

	Resources
	

	Supplies
	· N/A

	           Equipment
	· Continued operation of computers and supporting networks.

	Personnel
	· Program Office staff with the necessary program specific and public information knowledge and experience to prepare needed public information responses.

· If applicable, certain Program Office staff are designated as officials to interact directly with media, in conjunction with the VHA Public Affairs Officer (PAO).

· VHA Office of Public Affairs staff available to work with Program Office.

	Process
	· Program Office staff are experienced in providing the needed information, in the proper format, to VHA leadership and the VHA Office of Public Affairs.

	Education/Training
	· The individuals designated to communicate with the media have received training on their role in media relations.  

· This individuals also have training and experience interacting with senior government officials and other “VIPs” likely to be communicating with the Program Office during and after the emergency event.

· Staff understand their roles and the chain of communication in relation to interacting with the media.

	Exercise
	· Public information plans are exercised at least once a year.

· This capability is fully reviewed and integrated with the VHA Office of Public Affairs Crisis Communication Plan.

	Evaluation
	· The Program Office performs an AAR after each exercise.

	Organizational Learning
	· The findings from the AARs inform improvements in public information process.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present. 

	3
	Excellent
	Communications training has been conducted and is practiced at least once per year.

	2
	Developed
	The VHA Program Office demonstrates the ability to communicate effectively in an emergency.  Program specific information is made ready for eventual release to internal and external stakeholders.

	1
	Being Developed
	Some capability elements exist.

	0
	Needs Attention
	There is an absence of the emergency public information capability.


Questions:

1. What regular interactions do you have with the VHA Office of Public Affairs?

2. Has any of the Program Office staff received media training and/or crisis communications training?

3. What other training have Program Office staff received regarding the release of information to the media and public?

4. Describe your plans for supporting VHA Leadership and the VISNs/VAMCs with information during an emergency in response to inquiries from all sources including media, public agencies, elected officials, Veteran patients, VA stakeholders, and the general public.
5. Describe any experiences the Program Office has had with situation reports and briefings in response to emergencies.

6. Describe any Health Insurance Portability and Accountability Act (HIPAA) training that Program Office have received.

7. Do you have a person designated as the PAO for the Program Office?

8. Do you have additionally designated persons who are expected to interact directly with the media or public, if that is required, in an emergency?

9. What experiences related to crisis communications has the Program Office had with the media?  Did any of the experiences include interacting with the VHA Joint Operations Center (JOC)?

10. Was there an AAR process conducted, and, if so, what was learned?

11. Has the Program Office conducted any exercises or tests involving crisis communications?

12. Does the Program Office maintain any regular media contacts and a media POC list?

3 Occupant Safety capability
Occupant safety is a primary consideration during all stages of an emergency.  The VHA Program Offices are generally located in buildings classified as business occupancies.  This is in contrast to healthcare facilities which are classified at a higher level of occupant protection under the Life Safety Code of the National Fire Protection Association (NFPA).  The key initial decision in an emergency, and subsequently as conditions change, is whether to evacuate the premises because it is unsafe to remain.  The next step is to consider whether or not remaining in the building is productive given the impact of a crippling loss of essential utilities such as electricity, water, computer communications or telephone connections. The following Occupant Safety Capability is critical to a VHA Program Office’s EMP:

· Decision Processes and Procedures for Evacuation of VHA Program Office Staff
The following section describes this Occupant Safety capability including its rationale, measurement and assessment interview questions.   
3.1.1 Decision Processes and Procedures for Evacuation of VHA Program Office Staff 

Description: To demonstrate this capability the VHA Program Office must have a plan that includes criteria for evacuation and a means for safe accomplishment. 

Rationale:  There can be emergency situations where the environment is no longer safe for staff or visitors to remain in the immediate workspace or, even, anywhere in the building occupied by the VHA Program Office.  Plans need to be developed, and tested, that outline evacuation decision and execution processes.  Evacuation may also be warranted due to a crippling loss of critical utilities. 

Measurement:  

· Review of EOP 

· Review of the Program Office evacuation plan 
· Interviews with the VHA Program Office Chief Officer/Leadership
· Interviews with the Executive Assistant, and other appropriate program  officials and supervisors
Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office demonstrates the ability to determine when to evacuate staff and visitors and has a plan to rapidly conduct a partial or full evacuation in a controlled, orderly, and safe manner.

· The VHA Program Office staff are informed regarding to whom to report occupant safety problems.

	Resources
	

	Supplies
	·   Evacuation Plan

	Equipment
	· Appropriate communications equipment



	Personnel


	· The VHA Program Office has identified staff to assist any employees that may require assistance to rapidly and safely evacuate.

	Process
	· Program Office has an evacuation plan, including horizontal and vertical evacuations.

· There is a process for securing facilities after evacuation. 

· There is a process to communicate with staff during emergencies, including notification of any employees working remotely that an evacuation of the Program Office has occurred.

	Education/Training
	· Program Office staff charged with conducting the evacuation are trained to an operational level to carry out the plan.

· Staff are trained to rapidly and safely evacuate the work site and building, including aiding others who may require special assistance. 

· Staff can explain the criteria that would necessitate an occupant safety evacuation.

· Staff are informed regarding proper occupant safety hazard reporting procedures.

	Exercise
	· Exercise of the full evacuation plan is conducted annually.

· Tabletop exercises may be conducted in conjunction with other tests of the EOP.

	Evaluation
	· Evacuation is evaluated through evaluative drills and exercises.

	Organizational Learning
	· Findings from the AARs are incorporated as improvements into the evacuation process and other aspects of the Program Office EMP/EOP.


Measurement Factors 
	4
	Exemplary
	All of the above assessment components are present. 

	3
	Excellent
	Evacuation plan includes identifying an evacuation area, rallying points, and identifying staff to support individuals who may require additional assistance. Evacuation plan is exercised at least annually. The plan includes horizontal and vertical evacuations.

	2
	Developed
	The VHA Program Office tests its evacuation plan annually.

	1
	Being Developed
	VHA Program Office has limited elements of an evacuation plan.

	0
	Needs Attention
	There is an absence of capability, including lack of an evacuation plan or testing.


Questions:

1. Do you have an evacuation plan and the evacuation routes for the buildings occupied by your staff?

2. Describe the evacuation procedures outlined in the plan.
3. Is there a documented procedure for how to determine when evacuation, partial or full, of the VHA Program Office is necessary?  
4. After considering occupant safety, what is the process for deciding whether to evacuate due to the loss of critical utilities such as electricity, water, and communications?
5. Are there pre-established meetings places (“rally points” for accountability) for Program Office staff once immediately evacuated?  How are evacuated employees identified to ensure all staff have evacuated?
6. What special accommodations exist, if necessary, to aid Program Office staff that may require special assistance to rapidly and safely evacuate?
7. Describe the process for securing Program Office priority documents during an evacuation. 
8. How do you train for evacuations and how often are full evacuation procedures exercised, such as during a fire drill?
9. When was the last fire drill?
10. Describe any actual instances of full or partial evacuations.
11. How are Program Office staff who work remotely notified of an evacuation of the Program Office?
12. What are the contingency plans for Program Office operations in the event of a full evacuation?
13. How, and to whom, are safety problems or hazards reported, whether the situations are identified during an emergency or regular operations?  This can include suspicious substances/packages or building maintenance problems.
14. Describe any improvements that have been incorporated into the EOP, safety reporting procedures and evacuation plans?

4 Resiliency/Continuity of Operations

Ensuring COOP is essential to VHA Program Offices given the expectation that they will be able to provide high-quality support to VHA Leadership, other program offices, the VISNs, and VAMCs during emergencies.  COOP is an essential requirement of government activities and is outlined in VHA policy in the VHACO COOP plan as well as VHA Handbook 0320, based on FCD-1. To ensure COOP, the following Resiliency/COOP capabilities are critical to all VHA Program Offices: 

· Personnel Resiliency

· Mission Critical Systems Resiliency
The following sections will describe the Resiliency/COOP capabilities, including their rationale, measurement and assessment interview questions. 

4.1 Personnel Resiliency

The VHA Program Office demonstrates effective COOP measures that address personnel resiliency to the impact of emergency situations.

4.1.1 Maintaining Authorized Leadership (Leadership Succession)

Description: To demonstrate this capability the VHA Program Office must have a plan to ensure continuous operations in the event that the management team is not able to convene or function.  
Rationale:  In the event that an emergency causes the existing leadership team to be incapacitated, there must be well-defined and communicated lines of leadership succession.  

How Measured:  

· Review of EOP
· Interviews with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 
Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office demonstrates an effective and orderly process for maintaining leadership authorities.

	Resources
	

	Supplies
	· Relevant forms and action guidance are available to staff.

	Equipment
	· Communications equipment are available to support transition to new leadership, and to notify other VHA organizational elements.

	Personnel
	· The positions in the line of succession are staffed with qualified and trained personnel.

	Process
	· A process is described for temporary or permanent transfer of authority under emergency conditions. 

· Lines of succession are outlined in the EOP.
· Need for transfer of authority may be temporary due to absence of Program Office leadership rather than incapacitation.

· Lines of succession are known by appropriate staff, other Program Offices and VHA Leadership.

	Education/Training
	· Potential designated Program Office leadership need to be trained in appropriate Program Office emergency operations.

· Program Office staff are educated about the leadership succession plan

	Exercise
	· Leadership succession is tested during Program Office EOP exercises.

	Evaluation
	· Lines of succession are reviewed annually.

	Organizational Learning
	· Adjustments to the line of succession and the transition process are accomplished based on reviews and AARs from actual incidents.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present. 

	3
	Excellent
	The line of succession is published, updated annually and made available to all VHA Program Office staff, other Program Offices and VHA Leadership.

	2
	Developed
	VHA Program Office demonstrates an effective leadership succession plan.  

	1
	Being Developed
	Some capability elements exist; however, some key components are not yet developed. VHA Program Office may have a line of succession but not have it documented.

	0
	Needs Attention
	There is an absence of line of succession for the VHA Program Office.


Questions:

1. In the event of an emergency or serious disaster that affects VHA Program Office, how do employees know who is in charge of the Program Office?  

2. If applicable in this type of event, how do staff working remotely know who is in charge?

3. What is the Program Office chain of command and line of leadership succession? Who has leadership delegation authority?

4. How is the chain of command during an emergency communicated externally to the Program Office, such as to others in CO and the VISNs/VAMCs?

5. Have there been changes to the line of succession process based on actual events or exercises?
4.1.2 Processes and Procedures for Personal Preparedness and Employee Welfare
Description: To demonstrate this capability the VHA Program Office should address its staff comprehensive preparedness to respond to a disaster including physical and mental well-being. 

Rationale:  Staff well-being, in addition to staff safety and security, are essential to functioning at the high level required during an emergency and activation of the VHA Program Office EOP. 

Measurement:  

· Review of EOP 
· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors  
Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office demonstrates a method and commitment to promoting the maintenance of employee welfare in support of functioning at the highest level possible during an emergency.

	Resources
	

	Supplies
	· Logistics support such as food and other necessary items are available for staff that may be required to support Program Office functions for an extended period of time during EOP activation.

	Facilities/Equipment
	· Locations are identified for personnel to take breaks and for relaxing during extended operations.

	Personnel
	· N/A

	Process
	· Program Office staff have access to supporting mental health professionals.

· Staff roles during an emergency are identified including assignment on deployment teams.

· Staff are aware of applicable Human Resource (HR) policies including those that pertain to extended work hours and telework.

	Education/Training
	· All staff are briefed on VHA Program Office service expectations during emergencies.

· Staff receive training on the resources, including mental health services, that are available to them during or after the disaster.

· Staff are trained in personal and family preparedness.

	Exercise
	· Resources that are available to staff are integrated exercises.

	Evaluation
	· The ability of the VISN to meet its employees’ needs is evaluated through the exercise.

	Organizational Learning
	· Lessons learned from exercises are included in updates to the EOP.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present. 

	3
	Excellent
	Critical employees have been identified; are on a callback roster; and are informed regarding available mental health services and applicable HR policies. 

	2
	Developed
	VHA Program Office has a plan for ensuring employee wellness as a consequence of emergencies.

	1
	Being Developed
	Some capability elements exist, with evidence that this capability is being addressed but there is not a regular plan.

	0
	Needs Attention
	There is an absence of capability with respect to employee welfare and personal preparedness.


Questions:

1. What mental health and other resources are available to VHA Program Office employees that may need such services as a consequence of significant stress or other impacts of a serious emergency?

2. Are staff aware of the available resources for use in the aftermath of a serious emergency?

3. What Employee Assistance Program (EAP) services are available to Program Office staff?

4. How are Program Office staff informed of HR policies that support them in the event of emergencies, included extended work hours and telework assignments?

5. Are staff informed regarding personal and family emergency preparedness?

4.1.3 Dissemination of Personnel Incident Information to Staff during an Incident

Description: To demonstrate this capability the VHA Program Office must be able to communicate critical information in an emergency to all staff in a timely manner.
Rationale:  Ensuring easy access to information will help alleviate stress and uncertainty among staff during an emergency.

Measurement:  

· Interview with the VHA Program Office Chief Officer/Leadership 
· Interviews with the Executive Assistant, and Program Office supervisors

Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office demonstrates the ability to provide, during an emergency, current incident information to staff, conveying situational awareness to keep personnel safe and to promote readiness and availability for service.

	Resources
	

	Supplies
	· NA

	Facilities/Equipment
	· Communications infrastructure is in place and operational and allows for the efficient and accessible posting of information.  This infrastructure may include telephone, email, and/or Internet media.

	Personnel
	· Personnel assigned the task of providing information to employees during an emergency are qualified.

	Process
	· Process delineated for developing messages from information provided by Program Office leadership.  

· There exists a clear process for information review and approval by Program Office leadership. 

· Staff are designated as responsible for providing the information to Program Office employees.

	Education/Training
	· Staff assigned information tasks are appropriately trained.

	Exercise
	· Exchange of information with personnel is integrated into the Program Office’s exercises at least annually.

	Evaluation
	· Exercise and incident AARs assess effectiveness of keeping Program Office personnel informed about incident information and Program Office status and emergency activities.

	Organizational Learning
	· Findings from AARs inform improvements that are incorporated into EOP and EMP initiatives (e.g., training). 


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present. 

	3
	Excellent
	Provision of incident information to VHA Program Office personnel including a process of assigning responsibility for regularly producing the messages, and review of the messages, before release is tested annually with regular EOP exercises.

	2
	Developed
	VHA Program Office has a communications plan for regularly informing employees during an emergency.

	1
	Being Developed
	There are only limited elements of a plan to regularly inform employees during an emergency.

	0
	Needs Attention
	There is an absence of planning and demonstration of this capability. 


Questions:

1. Does the VHA Program Office have a means to provide information to all Program Office staff during emergencies?

2. What provisions are in place to assure the Program Office can access computer resources to provide information?

3. What are the procedures for the proper review and authorization of the provision of information to staff in an emergency?

4. Are these procedures ever tested in an exercise?

5. Who has been assigned the responsibility to provide personnel emergency incident information?

6. What actual experiences has the Program Office had in informing staff during an emergency?

7. Have there been updates to the information provision process as a result of these experiences or exercises?
4.2 Mission Critical Systems Resiliency

The organization initiates continuity of mission critical systems measures as appropriate to the incident.

4.2.1 Maintaining Information Technology, Computing Systems, and Communications Resiliency during an Incident

Description: To demonstrate this capability the VHA Program Office must have a business continuity and resiliency plan for critical IT and other communication systems. 

Rationale:  VHA Program Offices rely heavily on IT systems and telephone communications for necessary and efficient business processes in support of VHA Leadership and the VISNs/VAMCs.

Measurement:  

· Review of EOP and any COOP Plans

· Tour of space(s) used for emergency operations

· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors  
Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The VHA Program Office demonstrates the ability to maintain essential business services.  The Policy is consistent with VHA COOP Plan, VA Handbook 0320 and FCD 1.

	Resources
	

	Supplies
	· The supplies needed for operation of IT systems are identified and stored in an appropriate location.

	Facilities/Equipment
	· VHACO IT support systems/networks are in an appropriate location with back-up for power by emergency power or through some other means such as Uninterruptible Power Supply (UPS).

· VHA Program Office backs up critical information and key documents in specific file folders that are maintained in an EMSHG computer server at the VHA COOP site in Martinsburg.

· If telework arrangements exist, personnel have the necessary infrastructure to support remote working arrangements.

· If telework arrangements exist, there is user support for individuals experiencing technical difficulty (e.g., help desk support).

	Personnel
	· The VHA Program Office is supported by personnel qualified and trained to maintain business operations. 

	Process
	· The Program Office documents a risk assessment that identifies high risk data systems as part of this capability.

· Business continuity plan is delineated for critical IT systems.
· Program Office has developed back-up processes in the event of serious IT disruptions in order to continue providing essential services, including use of the secure file folders in the EMSHG server in Martinsburg for Program Office documents.
· Employees teleworking have established methods for ensuring their continuous receipt of information both from the Program Office and from other personnel teleworking. If telework arrangements exist, there is user support for individuals experiencing technical difficulty (i.e., help desk support).

	Education/Training
	· Program Office staff are trained on how to activate and implement the business continuity and resiliency plan, including initiating back-up procedures, access to key Program Office computer resources via VA Virtual Platform Network (VPN), maintaining security during an emergency, and recovering from an unexpected outage of service.

	Exercise
	· The business continuity and resiliency plan is exercised at least annually. 

	Evaluation
	· IT and communications systems resiliency are evaluated periodically with problems reported higher level VHA Leadership and solutions incorporated into EOP and IT plan improvements.

	Organizational Learning
	· Findings from the AAR and evaluation activities inform improvements that are incorporated into the business services continuity capability.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present. 

	3
	Excellent
	VHA Program Office has a current business continuity and resiliency program, tested annually, that meets federal requirements with the back-up of critical information and key documents in file folders in the secure server at the VHA COOP site in Martinsburg.

	2
	Developed
	VHA Program Office has a demonstrated effective, current and tested business continuity and resiliency program.

	1
	Being Developed
	The VHA Program Office only demonstrates limited components of an effective business continuity and resiliency program.

	0
	Needs Attention
	There is an absence of the capability evidenced by a lack of a current business continuity and resiliency plan.


Questions:

1. Please describe your IT related business resiliency and COOP plan for the VHA Program Office.

2. How is this plan incorporated into the overall Program Office EOP?

3. Has this plan included a formal needs and risk assessment?

4. Have you utilized the EMSHG back-up secure server facilities that contain Program Office assigned file folders at the VHA COOP site in Martinsburg to store copies of all critical Program Office information and key documents?

5. Have you reviewed and updated this file storage?

6. If you have not utilized the Martinsburg server, what are your back-up data storage plans?

7. What is your plan for your Program Office operations in the event of power outages?

8. How does your plan include remote employees and any employees working from home?
9. Do employees who are designated to work from home (Team “H”) in the event of a serious emergency have pre-established telework agreements?
10. What are the provisions for data communication in the event of computer network failure?

11. Describe all available means of voice communication.

12. What are the back-up plans to provide essential Program Office services in the event of serious IT system and/or telephone (including cellular) disruptions?

13. How have Program Office staff been trained in alternate methods of providing essential services given serious IT or communications systems disruptions?  

14. Have any staff been issued Government Emergency Telecommunications System (GETS) cards?

15. How have resiliency and COOP plans been tested?

16. What level of IT support has been planned for the Program Office in the event of emergencies and EOP activation?

17. How have you evaluated the Program Office’s level of IT and business resiliency in the event of an emergency and serious disruptions to service?  How have any identified problems been appropriately reported, addressed, and resolved?
5 Support to External Requirements

Many VA facilities within a VISN have roles with other federal agencies, particularly under the National Disaster Medical System (NDMS) and the fulfillment of VA’s additional mission of back-up to the Department of Defense (DOD) healthcare system.  As federal agencies with emergency management responsibilities are moving toward a regional decentralized approach to emergency management, it is also essential that VA facilities integrate with the State and other federal health partners such as Health and Humans Services (HHS), Department of Homeland Security (DHS), DOD and the Centers for Disease Control and Prevention (CDC). 

Fulfilling those capabilities requires VHA Program Office knowledge of the external mission expectations and demands on VAMCs as well as an ability to monitor their fulfillment of these missions in order to provide possible needed coordination. The following Support to External Requirement capabilities are critical to a VHA Program Office’s EMP:

· Provision of VHA Program Office Services to Support the NDMS
· VA/DOD Contingency Hospital System

· Support under the National Response Framework (NRF)
The following sections will describe these Support to External Requirement capabilities, including their rationale, measurement and assessment interview questions.  

5.1 Provision of VHA Program Office Services to Support the National Disaster Medical System 

Description: To demonstrate this capability, the VHA Program Office must, in the event of the activation of the NDMS, be aware and able to meet the demands to provide appropriate program management support to VHA leadership and the affected VISNs and VAMCs.

Rationale:  The purpose of NDMS is to provide healthcare services, healthcare-related social services, and other appropriate auxiliary services to respond to the needs of victims of a public health emergency.  Many VAMCs serve as Federal Coordinating Centers (FCCs), key medical resource decision points essential for the operation of the NDMS.

Measurement:  

· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 
Framework for Capability Description 

	Capability Element
	Assessment components

	Policy/Organization
	· VA is a signatory member to the NDMS.

· Many VAMCs are designated as FCCs.

· Each FCC has agreements whereby individual local community hospitals  have agreed to supply a specific number of beds for use when the NDMS is activated, as directed by the FCC Director (specific VAMC Director).

	Resources
	

	Supplies
	· Signed NDMS agreements form community hospitals

	Equipment
	· EOP supports FCC communications.

	Personnel
	· Program Office staff are aware of NDMS responsibilities.

	Process
	· Program Office staff are aware of lines of authority, roles, and responsibilities of FCC facilities. 

	Education/Training
	· Staff are trained in FCC Program Office support roles. 

	Exercise
	· Where appropriate, Program Office exercise NDMS support roles.

	Evaluation
	· The Program Office evaluates the need for NDMS support and any exercises or actual experience in NDMS support.

	Organizational Learning
	· The lessons learned from the evaluations inform improvements in NDMS planning.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	VHA Program Office has exercised an NDMS support role.

	2
	Developed
	VHA Program Office is aware of its appropriate NDMS support role and able to meet the underlying requirements.

	1
	Being Developed
	Some capability elements exist at the VHA Program Office level to support NDMS.

	0
	Needs Attention
	There is an absence of NDMS support capability at the VHA Program Office level.


Questions:

1. Please describe your understanding of NDMS.

2. Has the Program Office evaluated the need to provide program support services to VHA Leadership or affected FCCs in VISNs as an essential service during emergencies (or NDMS exercises) when the NDMS would be activated (e.g., in response to a tasking from HHS)? 

3. What Program Office services are likely to be need by VHA Leadership and/or the VISNs/VAMCs in the event of NDMS activations (or exercises)?

4. Have there been actual situations when services from the Program Office have been needed in support of VHA Leadership, another Program Office, or the VISNs/VAMCs regarding a tasking under NDMS?

5.2 VA/DOD Contingency Hospital System

Description:  To demonstrate this capability, The VHA Program Office must have the ability to provide essential program support services to VHA leadership and the VISNs/VAMCs in the event of the activation of the VA/DOD Contingency Hospital System. 

Rationale: The VA plays a statutory back-up role to the DOD during wartime by providing staffed beds for the care of wounded or ill Service members.

Measurement:  

· Interview with the VHA Program Office Chief Officer/Leadership
· Interview with the Executive Assistant, and other appropriate program officials and supervisors 
Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· VA is required to provide beds to DOD during times of conflict. VAMCs regularly provide bed reports to EMSHG.

	Resources
	

	Supplies
	· N/A

	Equipment
	· IT and communications equipment

	Personnel
	· Program Office staff are knowledgeable regarding VA’s DOD back-up responsibilities.

	Process
	· VAMC conducts bed reports and ensures consistency with DOD. When needed, these beds are made available for DOD use.  Program Office is aware of how its particular programs support this VA responsibility. 

	Education/Training
	· Program Office staff, depending on its particular program responsibilities, are trained in support of the VA’s DOD back-up responsibilities.

	Exercise
	· Where appropriate, Program Office exercises annually its support of VHA Leadership, other Program Offices and the VISNs/VAMCs in meeting VA’s DOD back-up responsibilities.

	Evaluation
	· Program Office, where appropriate, conducts an annual program review to identify improvements.

	Organizational Learning
	· The lessons learned from evaluation inform improvements in the program.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	VHA Program Office tests its support of VA/DOD contingency hospital system.

	2
	Developed
	VHA Program Office is aware of its appropriate VA/DOD Contingency Hospital System support role and meets the underlying VA requirements.

	1
	Being Developed
	Some capability elements exist at the VHA Program Office level to support the VA/DOD Contingency Hospital System.

	0
	Needs Attention
	There is an absence of this capability at the VHA Program Office level.


Questions:

1. Does your Program Office provide information or services that  may be required to support VHA Leadership and/or the VISNs and the VAMCs in meeting VA’s responsibilities in the event of the activation of the VA/DOD Contingency Hospital System?

2. Has there been any Program Office contact with DOD officials regarding DOD back-up?

3. Are you aware of VAMC interactions with DOD facilities regarding emergency preparedness?
5.3 Support Under the National Response Framework

Description:  To demonstrate this capability the VHA Program Office should be able to maintain a readiness to support VHA Leadership in conjunction with the working relationships that VHACO and the VISNs/VAMCs maintain with Federal and State emergency management and public health authorities. 

Rationale:  During emergencies, VISNs may need to coordinate assistance from or need to provide humanitarian assistance to Federal and State emergency management authorities in accordance with Emergency Support Function (ESF) 8 of the NRF, where VA is part of coordinated Federal assistance to supplement State and local resources.  In emergencies, VISNs and VAMCs may need program information support from particular VHA Program Offices in meeting these humanitarian assistance responses.
Measurement:  

· Interview with the VHA Program Office Chief Officer/Leadership

· Interview with the Executive Assistant, and other appropriate program officials and supervisors 
Framework for Capability Description

	Capability Element
	Assessment components

	Policy/Organization
	· The Program Office, in its particular program, is prepared to support VHA in accordance with ESF 8, where VA is part of coordinated Federal assistance to supplement State and local resources in response to public health and medical care needs following a major disaster or emergency, or during a developing potential medical situation.
· Examples of activities could be the provision of information in support of the activation and operation of Federal Medical Stations (FMS’).

	Resources
	

	Supplies
	· Program Office maintains lists of key POCs.

	Equipment
	· Communications and IT to accomplish the liaison function

	Personnel
	· Appropriately qualified and trained personnel to staff the liaison function

	Process
	· The Program Office has procedures for providing and receiving information from Federal and State health authorities and conveying that information to VHA Leadership and other Program Offices. 

· The Program Office, where appropriate, participates in planning meetings and briefings with the Federal and State emergency management and public health authorities.

· The Program Office coordinates any public releases of information with the VHA PAO, in accordance with its crisis communication plan. 

	Education/Training
	· The individual designated to communicate with the Federal and State emergency management authorities has received appropriate training. 

	Exercise
	· Interactions with appropriate Federal and State officials is tested to ensure proper operations during an emergency.

	Evaluation
	· AARs from exercises are evaluated annually.

	Organizational Learning
	· Lessons learned from AARs are incorporated in the Program Office EOP.


Measurement Factors
	4
	Exemplary
	All of the above assessment components are present.

	3
	Excellent
	VHA Program Office tests its support capability of HHS and/or demonstrates the capability through actual events such as support of the activation and operation for FMS’.

	2
	Developed
	VHA Program Office is aware of its appropriate HHS and other NRF potential support responsibilities. 

	1
	Being Developed
	Some capability elements exist at the VHA Program Office level.

	0
	Needs Attention
	There is an absence of this capability at the VHA Program Office level.


Questions:

1. Describe your current interactions with other federal health and emergency organizations including CDC, HHS, and the Federal Emergency Management Agency (FEMA).  

2. Are you involved with other federal agencies such as through the Regional Interagency Steering Committees as part of the HHS NRF ESF 8?

3. Has the Program Office been requested to provide information or services to VHA Leadership or the VISNs/VAMCs regarding meeting any of VA’s responsibilities under ESF 8 such as in support of the FMS’?

4. Describe the nature of your involvement with EMSHG at the VHACO level.

5. Describe any contacts you have made and current interactions with state health and/or EMS authorities.

6. How are contacts with all these governmental authorities part of your crisis communication plans?

7. Have you had any other interactions with Federal or State Agencies regarding emergency preparedness?
6 Acronym List

	Acronym
	Definition

	AAR
	After Action Report

	CDC
	Centers for Disease Control and Prevention

	CEMP
	Comprehensive Emergency Management Program

	CO
	Central Office

	COG
	Continuity of Government

	COOP
	Continuity of Operations

	DHS
	Department of Homeland Security

	DOD
	Department of Defense

	EAP
	Employee Assistance Program

	EMP
	Emergency Management Program

	EMSHG
	Emergency Management Strategic Healthcare Group

	EOC
	Emergency Operations Center

	EOP
	Emergency Operations Plan

	ESF
	Emergency Support Function (HHS)

	FCC
	Federal Coordinating Center

	FCD
	Federal Continuity Directive

	FEMA
	Federal Emergency Management Agency

	FPC
	Federal Preparedness Circular

	FMS
	Federal Medical Station

	GETS
	Government Emergency Telecommunications Service

	HHS
	Health and Human Services

	HIPAA
	Health Insurance Portability and Accountability Act

	HR
	Human Resources

	IT
	Information Technology

	JOC
	Joint Information Center

	N/A or NA
	Not Applicable

	NDMS
	National Disaster Medical System 

	NFPA
	National Fire Protection Association 

	NRF
	National Response Framework

	PAO
	Public Affairs Officer

	POC
	Point of Contact

	SOP
	Standard Operating Procedure

	UPS
	Uninterruptible Power Supply

	VAMC
	Veterans Affairs Medical Center 

	VHA
	Veterans Health Administration

	VHA CO
	Veterans Health Administration Central Office

	VISN
	Veterans Integrated Service Network

	VPN
	Virtual Platform Network
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