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1 Executive Summary
The extent to which healthcare facilities can become impacted by disasters raises complex issues.  Natural disasters such as hurricanes and blizzards pose significant risk to communities because of their duration and scale of impact.  These types of disasters often provide hours and even days notice for healthcare facilities to prepare and mobilize critical resources.  However, manmade disasters or those that impose unknown hazards (i.e., explosions and chemical/biological incidents) may impact the facility with little to no warning.  As a result, healthcare facilities have limited time to prepare and mobilize critical resources.
All-hazards preparedness allows the Veterans Integrated Service Networks (VISNs) to focus on the four phases of emergency management: Mitigation, Preparedness, Response, and Recovery with two distinct missions (Figure 1):

Figure 1. VISN Preparedness Missions
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To successfully accomplish these missions the VISNs must work in unison; providing support and services in a coordinated effort. 
Standardizing VISNs emergency management capabilities will further enhance the Department of Veterans Affairs (VA’s) mission to provide a safe and secure environment for its Veterans, employees and visitors across the United States and will continue to align with the VA’s Strategic Objective 4.1:
“Improve the Nation’s preparedness for response to war, terrorism, national emergencies, and natural disasters by developing plans and taking actions to ensure continued service to veterans as well as to support national, state, 

and local emergency management and homeland security efforts.”
The VISN Assessor’s Guide is a formative approach to help capture and analyze the VISN’s level of preparedness through onsite assessments.  The assessment team will provide guidance/recommendations for program improvement based upon the assessment of VISN Emergency Management Program (EMP) - Command, Control, Communication, and Coordination capabilities. These functions represent core responsibilities of VISN leadership and provide the processes needed to assist Veteran Affairs Medical Centers (VAMCs) during a crisis.  

Each VISN maintains two unique roles: EMP Oversight & Incident Management.  Providing program oversight ensures consistent and evaluative processes for comprehensive program development, maintenance, management, and implementation.  Incident Management provides support and services to VAMCs during an emergency, much like a Multiagency Coordination (MAC) Entity would function. 
In this role, the VISN has a greater capacity to provide assistance to VAMCs’ by leveraging resources within the VA.  Allocation of resources is a critical component in emergency management; providing needed assets in a timely and efficient manner to ensure response and recovery efforts are performed in a safe, efficient, and timely manner.  These coordinated efforts are consistent with VHA Directive 0320.
To further assess and enhance the Veterans Health Administration (VHA) EMP, the VHA initiated a project to help assess the current status of preparedness across the VAMCs, VISNs, and the VHA Central Office (VHACO) Program Offices.  Specifically, there are two primary objectives to this study.

1.  Formative guidance:  To further enhance and improve EMPs, the assessment teams, comprised of clinical, engineering, emergency management, and healthcare operations experts, shared lessons learned and promising practices from other VHA facilities as well as from the private sector.  
2.  Determine baseline status of preparedness:  To determine the areas in which the VHA should focus attention, the assessment teams gathered information on local, regional and system-wide issues and opportunities for improvement.  These identified issues should be elevated to national attention, through the Emergency Management Strategic Healthcare Group (EMSHG) and the Emergency Management Coordination Group (EMCG). 

Site visits conducted by the assessment team will examine six main elements of emergency management.  Figure 2 depicts these elements.
Figure 2.  Emergency Management Elements
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The assessment team, through collaboration with multiple steering committees and expert panels, have identified 43 emergency management capabilities that meet or exceed The Joint Commission (TJC), National Fire Protection Association (NFPA) 1600, and Federal Emergency Management Agency (FEMA) standards.  These capabilities will aid in assessing the six main emergency management elements. 

The assessment team will conduct many activities designed to allow an overall assessment of each of the 43 capabilities.  These activities will include individual and group interviews, facilitated discussions, capability demonstrations, and tours of critical areas (i.e., EOC, caches, communications).  The team will interview key personnel in the VISN Office and will interact extensively with the Emergency Program Coordinator (EPC) and the Emergency Management Committee (EMC).  Throughout the context of the VISN Comprehensive Emergency Management Program (CEMP) documents, the phrase “EPC” will relate to designated VISN staff or VISN-Liaison Area Emergency Manager (AEM).
At the conclusion of each VISN Office site visit, the assessment team will provide a brief closing conference, followed by a written report within 30 days that will provide insight into the VISN’s exemplary practices, its opportunities for improvement, and any recommendations the assessment team has for program improvement.  

Aggregate results will be presented quarterly to the EMSHG for the purpose of highlighting systemic regional and national issues and opportunities for improvement

2 Introduction
The VA is currently engaging in continuous quality improvement for emergency preparedness after having embraced the need to establish a more systematic strategy for proactively identifying system weaknesses. Such a strategy will not only allow the VA to consistently meet TJC, NFPA 1600, and FEMA standards, but also will position the VA as a leader in emergency preparedness for every community with a VA presence. In this way, the VA will be better able to ensure the safety of its employees and better serve Veterans and the communities in which they live.
3 Project Background

The VHA EMSHG has requested that Booz Allen Hamilton (Booz Allen) conduct extensive hospital EMP reviews as part of this continuous quality improvement process for emergency preparedness. This review will encompass up to 150 site visits over three years, including visits to VAMC’s, VHACO and VISN Offices’. The assessment team will consist of three team members, two analysts from Booz Allen and one from the VA system. The site visits will focus on assessing each facility’s overall emergency management capabilities, particularly those related to incident response and recovery. For this review process, the assessment team developed a framework to define each capability. This framework includes the following components:

· Resources (including supplies, facilities, and equipment) assigned to maintain or enable that capability
· Personnel designated to manage or staff that area
· Education/Training provided to staff regarding that capability
· Exercise activities used to promote evaluation of that capability
· Evaluation of the exercise results
· Organizational Learning and process improvement that takes place as a result of the exercise and resulting evaluation.
4 Purpose 

This guide presents a consistent study methodology, provides a means for uniformly analyzing data, and offers a template for assessment team members conducting EMP site visits at select VISN Offices’. It also offers a standardized approach to limit the evaluation variability that would naturally enter the review process given the number of facilities and evaluators who will be involved in the site review process.

5 Site Visit Activities

Each VISN Office site visit is envisioned to last 2½ days.  Figure 3 provides a high-level overview of site visit activities.

Figure 3.  Site visit activities
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Appendix A contains the comprehensive list of capabilities, a subset of which constitutes the potential assessment elements for each VISN Office site visit. 

Appendix B contains the Pre-survey questionnaire, sent out to the VISN prior to site visit assessment

Appendix C contains the VISN Office site visit agenda that the assessment team will follow while on-site. This agenda may be modified to account for the VISN’s changing schedule (e.g., staff availability and capability demonstrations)

Appendix D contains the specific questions the assessment team will ask of each individual/group or the specific attributes to be observed during a VISN Office tour, interview sessions and/or capability observations. 

Appendix E contains the VISN Capability Scoring Tool developed to assist the assessment team in documenting the capability elements.

Appendix F contains the Opening Conference PowerPoint presentation.

Appendix G contains the Closing Conference PowerPoint presentation.

Appendix H contains a VISN Site Visit Final Report Template.
The following sections describe each site visit activity and the capabilities the assessment team will evaluate during those activities. 

5.1 Opening Conference 
The site survey will begin by assembling all key VISN Office personnel who are stakeholders in the delivery of emergency management capabilities at the VISN Office. At this opening conference, the assessment team will introduce itself; present the project’s goals, deliverables, and outcomes; and describe the projected agenda for the site visit.

VISN Office personnel will then introduce themselves and describe the functional areas that they oversee. At the end of this conference, specific times and locations for individual interviews will be established and confirmed, as will the times and locations of the other EMP-wide assessment activities.

The assessment team will evaluate the following during the opening conference:

· Management commitment

· Level of understanding of the EMP
· Level of engagement
5.2 Individual and Group Interviews
Assessment team members will conduct interviews with those VISN Office personnel who contribute to the overall establishment and conduct of the EMP. The site survey team will attempt to allot the interview responsibilities based on the assessment team’s composition and expertise and will try to best match the team member by subject matter expertise to the individual being interviewed. The following sections describe the VISN Office individuals and groups the assessment team will interview.

5.2.1 Deputy Network Director (DND), Chief Operating Officer (COO), EPC, EMSHG VISN Liaison AEM, and Capital Asset Manager (CAM)
The assessment team will evaluate the following capabilities through interviews with the DND, COO, EPC and CAM:

· Systems-Based approach to the Development, Implementation, Management, and Maintenance of the EMP
· Administrative Activities ensure the EMP meets its Mission and Objectives

5.2.2 DND and/or COO, EPC,  EMSHG VISN Liaison AEM, and VISN Education Service Representative (ESR)
The assessment team will evaluate the following capabilities through interviews with the EPC, DND, COO, and VISN ESR:

· Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility EMPs
· Incorporation of Continuity Planning into the Coordination Activities of the VISN Office’s Emergency Management Program to ensure Organizational Continuity and Resiliency of Mission Critical Functions, Processes, and Systems
· Development, Implementation, Management, and Maintenance of Emergency Operations Plan (EOP)
· Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VISN’s EMP
· Incorporation of a Range of Exercise Types that Test the VISN’s EMP
· Demonstration of a Systems-Based evaluation of the VISN’s Overall EMP and its EOP
· Incorporation of Accepted Improvement Recommendations into the EMP and its Components such that the Process becomes one of a Learning Organization
5.2.3 DND, COO, EPC, and VISN Human Resource (HR) Manager
The assessment team will evaluate the following capabilities through interviews with the DND, COO, EPC, and VISN HR:

· Maintaining Authorized Leadership (Leadership Succession)
· Processes and Procedures for Personal Preparedness and Employee Welfare
· Interoperable Communications with VISN Facilities’
5.2.4 VISN Chief Medical Officer (CMO), EPC and EMSHG VISN Liaison AEM
The assessment team will evaluate the following capabilities through interviews with the CMO, EPC, EMSHG VISN Liaison AEM:
· Processes and Procedures for Control and Coordination of Mass Fatality Management
· Interoperable Communications with External Agencies’
· Provision of Supplemental Health Services to Support the National Disaster Medical System (NDMS)

· VA/DOD Contingency Hospital System
· Processes and Procedures for Expansion of Staff for Response and Recovery Operations
· Management of Volunteers Deployment Support (e.g., DEMPS) during Response and Recovery Operations
· Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge 
5.2.5 Public Affairs Officer (PAO) and EPC
The assessment team will evaluate the following capabilities through interviews with the PAO and EPC:

· Public Information Management Services during an Incident
5.2.6 Community Care Coordinator
The assessment team will evaluate the following capabilities through interviews with the Community Care Coordinator:

· Situational Assessment of Response and Coordination Efforts for Initial Incident Management and Emergency Operations Center Activation
· Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents
5.2.7 VISN Chief Logistical Officer (CLO), EPC, CAM, and Chief Financial Office (CFO)
The assessment team will evaluate the following capabilities through interviews with the CLO, CAM and CFO:

· Maintaining Access to Critical Commodities and Services during Response and Recovery Operations
5.2.8 VISN Chief Information Officer (CIO) and EPC
The assessment team will evaluate the following capabilities through interviews with the CIO and EPC:

· Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident 
· Maintenance of Voice and Data Communications through a Satellite Link

· Interoperable Communications with External Agencies’
5.2.9 VISN DND, COO, EPC, EMSHG VISN Liaison AEM, and Emergency Management Committee (EMC)
The assessment team will evaluate the following capabilities through interviews with the DND, COO, EPC, and EMC:

· Development, Implementation, Management, and Maintenance of an EMC Process to Support the EMP
5.2.10 DND, EPC, Safety Officer, and VISN Pharmacy Benefits Manager
The assessment team will evaluate the following capabilties through interviews with the DND, EPC, Safety Officer, and VISN Pharmacy Benefits Manager:

· Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’
· Processes and Procedures for Sheltering-in-Place 
· Processes and Procedures for Sheltering Family of Critical Staff 
· Perimeter Security and Management of Access/Egress to Facility During an Incident (e.g., Lock Down)
· Processes and Procedures for Managing a Hazardous Substance Incident 
· Biohazard (Infection) Control Surge Service during Emergencies

· Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations 
· Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)
· Processes and Procedures for Deployment and Return to Readiness of the VA All-Hazards Emergency Cache
5.3 Focused Facility Tours
The assessment team will tour selected areas of each VISN Office as part of its site visit. These areas will reflect significant locations and assets critical to an effective disaster response. Examples include the primary and alternate EOC locations and media relations areas. The following sections present the capabilities of identified areas that the assessment team will evaluate during each portion of the facility tour. Appendix B includes the list of potential questions the assessment team can ask during that portion of the tour.

5.3.1 VISN EOC (VISN Command Center)

During the tour of the EOC, the assessment team will gather information relative to the following capabilities through interviews with the Incident Management Team (IMT) (e.g., EPC, DND, COO, CLO, CIO, PAO, HR Manager and others as determined by the VISN):

· Processes and Procedures for Incident Recognition, Activation of EOP/EOC and Initial Notification of Staff

· Mobilization of Critical Staff and Equipment for Incident Response 
· Situational Assessment of Response and Coordination Efforts for Initial Incident Management 
· Management of Extended Operations

· Processes and Procedures for Demobilization of Personnel and Equipment 
· Processes and Procedures for a Return to Readiness of Staff and Equipment
5.3.2 Media Relations/Public Affairs Coordinating Area
During the tour of the media relations coordinating area, the assessment team will gather information relative to the media relations plan and processes.
5.4 Document Reviews

During the site visit, the assessment team will review various documents to gain a greater perspective of the VISN’s mitigation, preparedness, response, and recovery functions.  These documents should detail an ongoing effort by the VISN for Command, Control, Communication, and Coordination during an emergency. These documents include the following:

· HVA

· EMP
· EOP
· VISN Continuity of Operations (COOP) Plans

· EOC Plans and Incident Command System (ICS) Documentation

· List of Exercises participated in within the VISN and the community

· After Action Reviews (AARs) 

· Memorandums of Agreements (MOAs) with any non-VA organizations (e.g., community healthcare organizations, federal, state or local organizations)

· Resource Sharing Agreements

· Service Support Agreement [(SSA) with EMSHG]

· Lists of contracts and agreements for the purchase of commodities and services during an emergency

· Lists of VISN level purchase orders for emergency purchases

· Descriptions of purchase cards (normal use and any special purpose “emergency-only” cards)

· Incident Management Team (IMT) assignments

· Key Personnel Resource Matrix (e.g., callback lists)

· EMC Charter/Policies and meeting minutes

· VISN Staff and Committees Organization chart including location of VISN EPC or equivalent and EMC
· Annual program evaluation reports of EMP

· Any facility site visits regarding any aspects of the EMP

· Descriptions of any construction projects that specifically deal with the EMP

· IT Business Resiliency/COOP plans

· EOC documentation

5.5 Facilitated Discussions
As part of the interview process, the assessment team will present selected scenarios to the VISN staff to illicit discussions.  The focus of the scenarios is to provide an atmosphere where by, the VISN staff can discuss their response and recovery efforts.  The facilitated discussions will have a specific focus on the outcomes related to initial incident recognition and EOC activation, callback of staff, surge capacity planning, COOP capabilities, and implementation of facility security and safety measures.  Examples of capabilities that will be assessed during Tabletop exercises include the following:

· Processes and Procedures for Incident Recognition, Activation of EOP/EOC and Initial Notification of Staff

· Mobilization of Critical Staff and Equipment for Incident Response Initial incident management/EOC

· Interoperable Communications with External Agencies’
· Management and Acquisition of Resources for Incident Response and Recovery Operations 
· Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’
· Perimeter Security and Management of Access/Egress to Facility During an Incident (e.g., Lock Down)
· Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident 
· Interoperable Communications with External Agencies’
· Processes and Procedures for Expansion of Staff  for Response and Recovery Operations 
· Maintaining Employee Physical and Mental Welfare during an Incident 
· Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge

· Provision of Supplemental Health Services to Support NDMS
· VA/DOD Contingency Hospital System
By facilitating these discussion at VISN Offices’, valuable lessons will be learned that could be provide greater insight into the response and recovery efforts managed at the VISN level.  
5.6 Capability Demonstrations
In addition to touring the facility and conducting the tabletop exercises, the assessment team will requests demonstrations of several capabilities, including the following:

· Staff Hotlines: Understand how these are stood up and managed to deliver critical information to staff

· Satellite link for backup voice and data: Determine where the facility actually uses the satellite link to establish communication

· Satellite telephones: Observe demonstration of proper storage, use and maintenance
· Staff Callback: Determine the triggers for activation and observe the callback capability
· EOC activation: Determine communication processes and staff roles and responsibilities 
5.7 Pre-Survey Distribution
The assessment team will distribute the pre-survey to the facility prior to its scheduled site visit. The results of the pre-survey will inform the team about specific capabilities they will need to focus on during the site visit. Appendix C contains a copy of the pre-survey.
6 Out-brief and Concluding Conference
At the end of the site visit, the assessment team and the VISN personnel will reconvene. At this concluding conference, the assessment team will deliver a preliminary capability assessment review (out-brief) in the form of closing statements. This review will cover the functional aspects of the capability assessments conducted (i.e., pre-site visit survey results, facility tour assessment, document review analysis, and Tabletop scenario outcomes). The discussion will be based on the capabilities observed, any gaps that should be addressed, and identified opportunities for developing capabilities that do not yet exist. The assessment team will also offer guidance on the kinds and types of issues that should be raised and which follow-up actions should include recommendations on how to improve or develop capabilities in the future.

6.1 Use of Data Collection Tools
To ensure an efficient, standardized process for recording observations during the VISN site visits, members of the assessment team will be equipped with data collection tools. Figure 4 describes the overall process for managing the data resulting from the VISN site visits.  

Figure 4.  Site Visit Data Management Processes














6.2 Site Visit Report

We will provide guidance to the assessors on how to complete this table and how to assign a rating for each capability. We will define the ideal state and various degrees of variation for each capability. This approach will provide a structured approach to help ensure consistency across assessors. It will also define objective criteria to explain to the VISN leadership at the out-brief.
7 Acronym List

	Acronym
	Definition

	AAR
	After Action Report

	AEM
	Area Emergency Manager

	ASPR
	Assistant Secretary for Preparedness and Response

	CAM
	Capital Asset Manager

	CDC
	Centers for Disease Control and Prevention

	CEMP
	Comprehensive Emergency Management Program

	CFO
	Chief Financial Officer

	CIO
	Chief Information Officer

	CLO
	Chief Logistics Officer

	CMO
	Chief Medical Officer

	COO
	Chief Operating Officer

	COOP
	Continuity of Operations

	DEMPS
	Disaster Emergency Medical Personnel System 

	DND
	Deputy Network Director

	DOD
	Department of Defense

	EMC
	Emergency Management Committee

	EMCG
	Emergency Management Committee Group

	EMP
	Emergency Management Program

	EMS
	Emergency Medical Services

	EMSHG
	Emergency Management Strategic Healthcare Group

	EOC
	Emergency Operations Center

	EOP
	Emergency Operations Plan

	EPC
	Emergency Program Coordinator

	ESR
	Education Service Representative

	FEMA
	Federal Emergency Management Agency

	HHS
	Health and Human Services

	HR
	Human Resource

	ICS
	Incident Command System

	IMT
	Incident Management Team

	IT
	Information Technology

	MAC
	Multiagency Coordination 

	MOA
	Memorandum of Agreement

	NDMS
	National Disaster Medical System 

	NFPA
	National Fire Protection Association 

	PAO
	Public Affairs Officer

	PPE
	Personal Protective Equipment

	SSA
	Service Support Agreement

	TJC
	The Joint Commission

	VA 
	Veterans Affairs 

	VAMC
	Veterans Affairs/Administration Facility

	VHA
	Veterans Health Administration

	VHACO
	Veteran Health Administration Central Office

	VISN
	Veterans Integrated Service Network
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The CEMP Assessment Database will produce a pre-populated final report template based on the findings from the pre-survey and the VISN Capability Scoring Tool.  





This template will be forwarded to the BAH Assessment Team for completion of a VISN Final Report.
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The pre-survey will be in the form of  a spreadsheet provided to VISNs. VISNs will fill out the pre-survey and send it back to BAH for analysis and upload to the database.





The Capability Scoring Tool  is composed from the VHA CEMP Analysis VISN Capabilities document. Site visit assessment teams will populate the Capability Scoring Tool and send it back to BAH for upload into the  database.
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Outputs generated will include a final report template (as described above) and ad hoc statistical reports for VHA as requested.





Note:  Facility Outbrief/site visit report will be formative in nature.
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61
PROGRAM LEVEL CAPABILITIES



61.1 Systems-Based Approach to the Development, Implementation, Management, and Maintenance of the Emergency Management Program



61.2 Administrative Activities ensure the Emergency Management Program meets its Mission and Objectives



71.3 Development, Implementation, Management, and Maintenance of an Emergency Management Committee process to support the Emergency Management Program



81.4 Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility Emergency Management Programs.



81.5 Incorporation of Continuity Planning into the Coordination Activities of the VISN office’s Emergency Management Program



91.6 Development, Implementation, Management, and Maintenance of an Emergency Operations Plan



101.7 Incorporation of Training into the Preparedness Activities of the VISN’s Emergency Management Program



101.8 Incorporation of a Range of Exercise Types into the VISN Emergency Management Program



111.9 Demonstration of Systems-Based Evaluation of the VISN’s overall Emergency Management Program and its Emergency Operations Plan



121.10 Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the Process becomes one of a Learning Organization.



132
Incident Management Capabilities



132.1 Initial Incident Actions (e.g., First 4 Hours)



132.1.1 Processes and Procedures for Incident Recognition, Activation of EOP/EOC and Initial Notification of Staff



132.1.2 Mobilization of Critical Staff and Equipment for Incident Response



142.1.3 Situational Assessment of Response and Coordination Efforts for Initial Incident Management



152.2 Management of Extended Operations (e.g., After First 4 Hours)



152.2.1 Management of Extended Operations



152.2.2 Public Information Management Services during an Incident



162.2.3 Management and Acquisition of Resources for Incident Response and Recovery Operations



172.2.4 Processes and Procedures for Demobilization of Personnel and Equipment



172.2.5 Processes and Procedures for a Return to readiness of Staff and Equipment



183
Occupant Safety Capabilities



183.1 Evacuation vs. Shelter-in-Place



183.1.1 Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’



193.1.2 Processes and Procedures for Sheltering-in-Place



193.1.3 Processes and Procedures for Sheltering for Family of Critical Staff



203.2 Perimeter Security and Management of Access/Egress to Facility during an Incident (e.g., Lock Down)



213.3 Processes and Procedures for Managing a Hazardous Substance Incident



223.4 Infection Control



223.4.1 Biohazard (Infection) Control Surge Services during Emergencies



233.4.2 Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations



233.4.3 Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)



244
Resiliency/Continuity of Operations



244.1 Personnel Resiliency



244.1.1 Maintaining Authorized Leadership (Leadership Succession)



254.1.2 Maintaining Employee Physical and Mental Welfare during an Incident



254.1.3 Dissemination of Personnel Incident Information to Staff during an Incident



264.2 Mission Critical Systems Resiliency



264.2.1 Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident



274.2.2 Maintaining Access to Critical Commodities and Services during Response and Recovery Operations



284.3 Communications



284.3.1 Maintenance of Voice and Data Communication through Satellite Link



284.3.2 Interoperable Communications with External Agencies



294.3.3 Interoperable Communications with VISN Facilities’



304.4 Healthcare Systems Resiliency



304.4.1 Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents



305
Medical Surge



305.1 Processes and Procedures for Expansion of Staff for Response and Recovery Operations



315.2 Management of Volunteers Deployment Support (e.g., DEMPS) during Response and Recovery Operations



325.3.1 Processes and Procedures for Deployment and Return to Readiness of the VA All-Hazards Emergency Cache Program



335.3.2 Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge



345.3.3 Processes and Procedures for Control and Coordination of Mass Fatality Management



346
Support to External Requirements



346.1 Provision of Supplemental Health Services to Support the National Disaster Medical System



356.2 VA/DOD Contingency Hospital System



366.3 Support under the National Response Framework







Directions


The purpose of this document is to assist the assessment team in scoring each individual capability. Please use the following document at the end of each day of each day by placing an “X” next to the appropriate measure. Include justification for your score in the comment/rationale box. Detailed descriptions of each capability are included in the “VHA Comprehensive Emergency Management Program Analysis Capabilities Description.”  Once this tool is complete, the measurements and scoring can be transferred to the site final report.


See example below


		

		4

		Exemplary

		All of the above assessment components are present, including a 1-800 number for employee call-in and advising.  Program is tested semiannually.



		

		3

		Excellent

		Resources and training are in place with an employee call-in number. System is tested annually.



		

		2

		Developed

		VISN has an established call-in number and/or communications plan for notifying and advising employees. Program is tested annually.



		

		1

		Being Developed

		VISN has a plan for notifying and advising employees during an emergency.



		

		0

		Needs Attention

		There is an absence of capability and appropriate planning to keep employees informed during an emergency.



		

		

		Comment/Rationale

		





1 PROGRAM LEVEL CAPABILITIES


1.1 Systems-Based Approach to the Development, Implementation, Management, and Maintenance of the Emergency Management Program 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present. 



		

		3

		Excellent

		Resources and training are in place and the EMP is reviewed annually.  



		

		2

		Developed

		Resources and training are in place.  VISN meets the underlying requirement of annual review and update of the EMP.



		

		1

		Being Developed

		Some capability elements exist; however, some key components are not yet developed.



		

		0

		Needs Attention

		There is an absence of capability, as evidenced by lack of an EMP planning process.



		

		

		Comment/Rationale

		





1.2 Administrative Activities ensure the Emergency Management Program meets its Mission and Objectives


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present.



		

		3

		Excellent

		Resources and training are in place and there is an annual assessment of the resources needed to sustain the EMP and accomplish the defined operational objectives for the upcoming year.



		

		2

		Developed

		Resources and training are in place.  Funding is provided as needed.



		

		1

		Being Developed

		Some capability elements exist; however, some key components are not yet developed, including a lack of staffing to accomplish the full scope of the EMP.



		

		0

		Needs Attention

		There is an absence of capability exhibited by a lack of staffing to accomplish the full scope of the EMP to the point that accreditation is at risk.



		

		

		Comment/Rationale

		





1.3 Development, Implementation, Management, and Maintenance of an Emergency Management Committee process to support the Emergency Management Program 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present.



		

		3

		Excellent

		Resources and training are in place and the EMC meets at least quarterly with ad hoc meetings as necessary. 



		

		2

		Developed

		There is an equivalent meeting of individuals at the VISN level to oversee VISN facility preparedness.  Resources and training are in place.  



		

		1

		Being Developed

		The EMC has been appointed, but does not meet at least quarterly, and the role of the EMC is not fully developed, including a lack of meeting minutes. Or, there is only ad hoc meetings at the VISN level on facility preparedness.



		

		0

		Needs Attention

		There is an absence of capability because the EMC meets sporadically, lacks meeting minutes, and does not play a significant role in the overall management of the program. Or there is no equivalent VISN level meetings to assess facility preparedness and VISN coordination capabilities.



		

		

		Comment/Rationale

		





1.4 Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility Emergency Management Programs. 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present including a semiannual briefing to the EMC on planning activities. A written report summarizing planning activities and identifying recommended planning objectives is submitted annually.



		

		3

		Excellent

		Resources and training are in place including an annual evaluation and report submitted to the EMC.



		

		2

		Developed

		Facility has an ongoing emergency management planning program coordinated with the EMC.



		

		1

		Being Developed

		There are elements of an emergency management planning program, but it is not fully coordinated with the EMC.



		

		0

		Needs Attention

		Facility lacks an integrated emergency management planning program.



		

		

		Comment/Rationale

		





1.5 Incorporation of Continuity Planning into the Coordination Activities of the VISN Office’s Emergency Management Program 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including briefings to the EMC and ELC on continuity planning activities. A written report summarizing continuity planning activities and identifying recommended continuity planning objectives is submitted annually.



		

		3

		Excellent

		Resources and training are in place including an annual evaluation and report submitted to the EMC and ELC.



		

		2

		Developed

		VISN has ongoing continuity planning program.



		

		1

		Being Developed

		There are elements of a continuity planning program.



		

		0

		Needs Attention

		VISN lacks an integrated continuity planning program.



		

		

		Comment/Rationale

		





1.6 Development, Implementation, Management, and Maintenance of an Emergency Operations Plan


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a semiannual briefing to the EMC and/or ELC on EOP activities. A written report summarizing continuity planning activities identifying recommended continuity planning objectives is submitted annually.  At least one exercise is conducted annually.



		

		3

		Excellent

		Resources and training are in place including, an annual evaluation, exercise and report submitted to the EMC and/or ELC.



		

		2

		Developed

		Facility has one EOP briefing coordinated with the EMC.



		

		1

		Being Developed

		There are elements of a program to update the EOP, but it is not fully coordinated with the EMC.



		

		0

		Needs Attention

		Facility lacks an integrated EOP.



		

		

		Comment/Rationale

		





1.7 Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VISN’s Emergency Management Program 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a semiannual briefing to the EMC and/or ELC on continuing education activities. A written report summarizing continuity education activities and identifying a recommended training objective is submitted annually.



		

		3

		Excellent

		Resources and training activities are in place including an annual evaluation and report submitted to the EMC/ELC.



		

		2

		Developed

		Facility has an ongoing continuity education program coordinated with the EMC.



		

		1

		Being Developed

		There are elements of a continuing education program, but it is not fully coordinated with the EMC.



		

		0

		Needs Attention

		Facility lacks an integrated continuing education program.



		

		

		Comment/Rationale

		





1.8 Incorporation of a Range of Exercise Types that Test the VISN’s Emergency Management Program 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present. Exercise program includes at least two exercises per year.  An AAR is produced after each exercise, and the results are included in the EOP, which must be updated at least annually. The VISN EPC also participates with the community in designing and/or planning a community exercise that involves the VISN.



		

		3

		Excellent

		Resources and training are in place, and the capability is tested semiannually. Exercise program includes two exercises per year.  An AAR is produced after each exercise, and the results are included in the EOP, which must be updated at least annually. 



		

		2

		Developed

		Resources and training are in place.  VISN meets underlying requirement where applicable. Exercise program includes one exercise per year.  An AAR is produced after each exercise, and the results are included in the EOP, which must be updated at least annually.



		

		1

		Being Developed

		Some capability elements exist; however, some key components are not yet developed. VISN conducts one exercise annually, but it does not prepare detailed AARs or incorporate the recommendations into the annual review of the EOP.



		

		0

		Needs Attention

		There is an absence of capability.



		

		

		Comments/Rationale

		





1.9 Demonstration of Systems-Based Evaluation of the VISN’s overall Emergency Management Program and its Emergency Operations Plan 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a semiannual briefing to the EMC/ELC on program evaluation activities. A written report summarizing program activities and identifying recommended training objectives is submitted annually.



		

		3

		Excellent

		Resources and training activities are in place including an annual evaluation and report submitted to the EMC.



		

		2

		Developed

		VISN has ongoing program evaluation activities coordinated with the EMC.



		

		1

		Being Developed

		There are elements of program evaluation activities, but they are not fully coordinated with the EMC/ELC.



		

		0

		Needs Attention

		VISN lacks an integrated program evaluation activity.



		

		

		Comments/Rationale

		





1.10 Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the Process becomes one of a Learning Organization.


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a semiannual briefing to the EMC/ELC on organizational learning activities. 



		

		3

		Excellent

		Resources and training activities are in place including an annual evaluation and report submitted to the EMC/ELC.



		

		2

		Developed

		VISN has ongoing organizational learning program coordinated with the EMC/ELC to ensure consistency across the entire spectrum of this activity.



		

		1

		Being Developed

		There are elements of an organizational learning program, but they are not fully developed.



		

		0

		Needs Attention

		VISN lacks an integrated organizational learning program.



		

		

		Comments/Rationale

		





2 Incident Management Capabilities


2.1 Initial Incident Actions (e.g., First Four Hours)

2.1.1 Processes and Procedures for Incident Recognition, Activation of EOP/EOC and Initial Notification of Staff

		

		4

		Exemplary

		All of the above assessment components are present, including establishing an IMT consistent with the VISN’s EOP and tested annually.  AARs are developed and used for continuous quality improvement.



		

		3

		Excellent

		Resources and training are in place, and mobilization is practiced at least annually. AARs are developed and used for continuous improvement.



		

		2

		Developed

		Resources and training are in place, including a written mobilization plan.  AARs are used.



		

		1

		Being Developed

		Some capability elements exist; however, mobilization plan is being developed and exercises are planned..



		

		0

		Needs Attention

		There is an absence of a mobilization plan or exercises.



		

		

		Comments/Rationale

		





2.1.2 Mobilization of Critical Staff and Equipment for Incident Response

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including establishing an IMT consistent with the VISN’s EOP and tested annually.  AARs are developed and used for continuous quality improvement.



		

		3

		Excellent

		Resources and training are in place, and mobilization is practiced at least annually. AARs are developed and used for continuous improvement.



		

		2

		Developed

		Resources and training are in place, including a written mobilization plan.  AARs are used.



		

		1

		Being Developed

		Some capability elements exist; however, mobilization plan is being developed and exercises are planned..



		

		0

		Needs Attention

		There is an absence of a mobilization plan or exercises.



		

		

		Comments/Rationale

		





2.1.3 Situational Assessment of Response and Coordination Efforts for Initial Incident Management and EOC Activation

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including an annual activation of the EOC and accomplishment of a risk assessment.



		

		3

		Excellent

		Resources and training are in place, and the EOC activation is tested annually.



		

		2

		Developed

		Resources and training are in place.  VISN can activate the EOC and perform a hazard risk assessment.



		

		1

		Being Developed

		Some capability elements exist; however, some key components, as described above are not yet developed.



		

		0

		Needs Attention

		There is an absence of an EOC activation plan and/or major components as described in the above assessment.



		

		

		Comments/Rationale

		





2.2 Management of Extended Operations (e.g., After First Four Hours)

2.2.1 Management of Extended Operations 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present including an annual briefing to the EMC/ELC on the plan for extended operations. A written report summarizing continuity planning activities identifying recommended continuity planning objectives is submitted annually.



		

		3

		Excellent

		Resources and training are in place, including an annual evaluation and report submitted to the EMC/ELC.



		

		2

		Developed

		VISN has ongoing continuity planning program 



		

		1

		Being Developed

		There are elements of an extended operations plan



		

		0

		Needs Attention

		VISN lacks an extended hours plan.



		

		

		Comments/Rationale

		





2.2.2 Public Information Management Services during an Incident

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including establishing contact with the local mass media. The media communications plan is practiced semiannually.



		

		3

		Excellent

		Resources and training are in place and the media communications plan is practiced at least annually.



		

		2

		Developed

		Resources and training are in place including a written media communications plan.



		

		1

		Being Developed

		Some capability elements exist; however, a media communications plan is not written or practiced at least annually.



		

		0

		Needs Attention

		There is an absence of a VISN media relations plan.



		

		

		Comments/Rationale

		





2.2.3 Management and Acquisition of Resources for Incident Response and Recovery Operations

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a pre-planning incident assessment for resource allocation and evidence of including facility hazard mitigation and other emergency preparedness projects in VISN NRM and Minor Construction Programs.. Resources are identified by kind and type.  Facility has a system in place to identify, inventory, track, allocate, deploy, and return resources to normal status during and after an incident. The resource management plan is practiced semiannually.



		

		3

		Excellent

		Resources and training are in place and the resource management plan is practiced at least annually.  Hazard mitigation and other emergency preparedness projects are included in VISN NRM and Minor Construction programming.



		

		2

		Developed

		Resources and training are in place including a written resource management plan that covers operational and NRM/Minor construction funding..



		

		1

		Being Developed

		Some capability elements exist; however, a resource management plan is not written or practiced at least annually.



		

		0

		Needs Attention

		There is an absence of a resource management plan.



		

		

		Comments/Rationale

		





2.2.4 Processes and Procedures for Demobilization of Personnel and Equipment

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including established demobilization procedures. Demobilization plan is practiced semi-annually.



		

		3

		Excellent

		Resources and training are in place, and demobilization is practiced at least annually.



		

		2

		Developed

		Resources and training are in place, including a written demobilization plan.



		

		1

		Being Developed

		Some capability elements exist; however, the demobilization plan is not written or practiced at least annually.



		

		0

		Needs Attention

		There is an absence of a mobilization plan.



		

		

		Comments/Rationale

		





2.2.5 Processes and Procedures for a Return to Readiness of Staff and Equipment

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including established demobilization procedures. The Return to Readiness Plan is practiced semiannually.



		

		3

		Excellent

		Resources and training are in place and the Return to Readiness Plan is practiced at least annually.



		

		2

		Developed

		Resources and training are in place including a written Return to Readiness Plan.



		

		1

		Being Developed

		Some capability elements exist; however, the Return to Readiness Plan is not written or practiced at least annually.



		

		0

		Needs Attention

		There is an absence of Return to Readiness Plan.



		

		

		Comments/Rationale

		





3 Occupant Safety Capabilities


3.1 Evacuation vs. Shelter-in-Place


3.1.1 Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including identifying of an evacuation area, alternate care sites, and safe transportation. The evacuation plan should be exercised at least annually. The plan should include horizontal and vertical evacuations. Facilities should have evacuation devices at or under the patient beds where applicable.



		

		3

		Excellent

		Evacuation plan includes identifying an evacuation area, alternate care sites, and safe transportation. Evacuation plan is exercised at least annually. The plan includes horizontal and vertical evacuations.



		

		2

		Developed

		VISN evacuation plan is current and coordinated with facility plans.  



		

		1

		Being Developed

		VISN lacks evacuation plan or has not exercised the evacuation plan within 15 months.



		

		0

		Needs Attention

		There is an absence of capability, including lack of an evacuation plan.



		

		

		Comments//Rationale

		





3.1.2 Processes and Procedures for Sheltering-in-Place


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including pre-identified locations within the VISN suitable for shelter-in-place activation for patients and staff.  Plan includes provisions for housing, food, water, and security. Plan is exercised at least annually.  



		

		3

		Excellent

		Resources and training are in place to support the shelter-in-place capability.  Plan includes provisions for housing, food, water, and security. Plan is exercised at least annually.  



		

		2

		Developed

		Shelter-in-place plan is developed and tested on regular basis at frequency determined by the VISN.



		

		1

		Being Developed

		VISN lacks a detailed shelter-in-place plan and does not test its capability on a regular basis.  VISN is developing a plan but has not yet implemented it.



		

		0

		Needs Attention

		There is an absence of capability evidenced by lack of a shelter-in-place plan.



		

		

		Comments/Rationale

		





3.1.3 Processes and Procedures for Sheltering for Family of Critical Staff


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a written plan approved by the EMC. Plan includes identification of facilities for family shelter, housing, beds, food, and supplies and is tested annually. It also includes provisions for pets.  



		

		3

		Excellent

		Resources and training are in place to support the family shelter, including identification of facilities for family shelter, housing, beds, food and supplies and is tested annually. It also includes provisions for pets.  



		

		2

		Developed

		VISN has a Family Shelter plan for critical employees.



		

		1

		Being Developed

		VISN does not have a Family Shelter plan for families of critical employees, but it is developing one.



		

		0

		Needs Attention

		VISN does not have a Family Shelter plan for families of critical employees.



		

		

		Comments/Rationale

		





3.2 Perimeter Security and Management of Access/Egress to Facility During an Incident (e.g., Lock Down)

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including the ability to lockdown the VISN. Methods for securing means of egress to and from the VISN are equipped with panic hardware to prevent entrance but allow egress. Plan is tested annually.



		

		3

		Excellent

		The lockdown plan includes the ability to lockdown the VISN. Methods for securing means of egress to and from the VISN are equipped with panic hardware to prevent entrance but allow egress. Plan is tested annually.



		

		2

		Developed

		Resources and training are in place. Regular testing of lockdown procedure as defined by the VISN occurs.



		

		1

		Being Developed

		Some capability elements exist; however, some key components are not yet developed including a regular exercise of the campus and/or individual building lockdown procedures.



		

		0

		Needs Attention

		There is an absence of capability demonstrated by not being able to lockdown the VISN.



		

		

		Comments/Rationale

		





3.3 Processes and Procedures for Managing a Hazardous Substance Incident 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including the presence of a fixed decontamination capability. At least one annual exercise includes the VAMC’s All-Hazards Emergency Cache.  VAMC have the decontamination team integrated with patient reception and evacuation teams.  



		

		3

		Excellent

		Resources and training are in place, and the decontamination program is tested annually with the VAMC All-Hazard Emergency Cache.



		

		2

		Developed

		Resources and training are in place.  Facility meets underlying requirement, where applicable, including OSHA and Environmental Protection Agency (EPA) requirements under Hazardous Waste Operations and Emergency Response (OSHA 29 CFR, 1910.120) (HAZWOPER) and the Comprehensive Environmental Response, Compensation, and Liability Act (CERCLA) for decontamination team members and proper disposal of waste water.



		

		1

		Being Developed

		Some capability elements exist; however, some key components are not yet developed including integrating decontamination exercises with the VAMC All-Hazard Emergency Cache or integration of decontamination team with patient reception or evacuation.



		

		0

		Needs Attention

		There is an absence of capability demonstrated by not being able to activate decontamination equipment or lack of an annual decontamination exercise.



		

		

		Comments/Rationale

		





3.4 Infection Control


3.4.1 Biohazard (Infection) Control Surge Services during Emergencies 


Measurement Factors


		

		4

		Exemplary

		VISNS ensure and are aware that all of the above assessment components are present, including the ability to identify and secure supplies and personnel to expand the IC program’s capability as needed. The IC staff are trained on their role.  The expanded program is tested at least once a year, and the exercise integrated with the facility wide exercise.



		

		3

		Excellent

		VISNS ensure that resources and training are in place, and the IC capability is tested annually.  Facility staff are aware of the expanded capability and can identify personnel designated to serve as adjuncts to the IC program.



		

		2

		Developed

		Resources and training are in place.  VISN facilities meet underlying requirements, where applicable, including OSHA requirements for personal protection.  



		

		1

		Being Developed

		Some capability elements exist for the expanded IC program; however, some key components are not yet developed.



		

		0

		Needs Attention

		There is an absence of an expanded IC program.



		

		

		Comments/Rationale

		





3.4.2 Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations

Measurement Factors


		

		4

		Exemplary

		VISN assures that all of the above assessment components are present, including a hazard analysis of all employees with roles in emergency management response and recovery. This includes staff enrolled in the Respiratory Protection Program as part of the decontamination program. 



		

		3

		Excellent

		Resources and training are in place at the VISN facilities, and the PPE issued to employees with a role in the EMP is reviewed annually for suitability, including fit testing for those in the decontamination program.



		

		2

		Developed

		Resources and training are in place for all employees with a role in response and recovery efforts. 



		

		1

		Being Developed

		Some capability elements exist; however, some key components are not yet developed, including annual review of PPE suitability.



		

		0

		Needs Attention

		There is an absence of capability, including lack of a job hazard analysis or regular review of PPE issued to those with a role in emergency management response and recovery activities.



		

		

		Comments/Rationale

		





3.4.3 Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)

Measurement Factors


		

		4

		Exemplary

		VISN is aware and assures that all of the above assessment components are present, including an adequate inventory of prophylactic medications for staff and family.  There is a well-documented process for administering the prophylaxis and that process is tested annually.  



		

		3

		Excellent

		Resources and training are in place to support the mass prophylaxis program and the capability is tested annually.



		

		2

		Developed

		Resources and training are in place to support the mass prophylaxis program.  Facility meets underlying requirements of VHA where applicable.



		

		1

		Being Developed

		Some capability elements exist; however, some key components of the mass prophylaxis program are not yet developed.



		

		0

		Needs Attention

		There is an absence of mass prophylaxis capability.



		

		

		Comments/Rationale

		





4 Resiliency/Continuity of Operations


4.1 Personnel Resiliency


4.1.1 Maintaining Authorized Leadership (Leadership Succession)


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including the immediate ability for personnel to take on leadership roles. The line of succession is published and distributed to key VISN and facility staff and is located in the EOC. Leadership succession is exercised during drills and actual incidents.  



		

		3

		Excellent

		Resources and training are in place. The line of succession is published and distributed to key VISN and facility staff.   This information is also located in the EOC.



		

		2

		Developed

		Resources and training are in place.  



		

		1

		Being Developed

		Some capability elements exist; however, some key components are not yet developed. 



		

		0

		Needs Attention

		There is an absence of a line of succession at the VISN level.



		

		

		Comments/Rationale

		





4.1.2 Processes and Procedures for Personal Preparedness and Employee Welfare

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including the identification of critical employees on a callback roster. “Go Kits” are also ready in the event of an evacuation. 



		

		3

		Excellent

		Critical employees have been identified; are on a callback roster; and have “go kits” ready in the event of an emergency activation. Program is reviewed annually.



		

		2

		Developed

		VISN has a plan for ensuring critical employee wellness and safety, including personal preparedness plans.



		

		1

		Being Developed

		Some capability elements exist, with evidence that this capability is being addressed.



		

		0

		Needs Attention

		There is an absence of capability with respect to employee welfare and personal preparedness.



		

		

		Comments/Rationale

		





4.1.3 Dissemination of Personnel Incident Information to Staff during an Incident

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a 1-800 number for employee call-in and advising.  Program is tested semiannually.



		

		3

		Excellent

		Resources and training are in place with an employee call-in number. System is tested annually.



		

		2

		Developed

		VISN has an established call-in number and/or communications plan for notifying and advising employees. Program is tested annually.



		

		1

		Being Developed

		VISN has a plan for notifying and advising employees during an emergency.



		

		0

		Needs Attention

		There is an absence of capability and appropriate planning to keep employees informed during an emergency.



		

		

		Comments/Rationale

		





4.2 Mission Critical Systems Resiliency

4.2.1 Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a business continuity and resiliency program as well as the back-up of business data and other critical data systems to mirror the site at least daily.  VISN has documented risk assessment identifying high-risk data systems.  Staff are fully and regularly trained. System is tested semiannually.  Emergency power for extended (days) operation exists. 



		

		3

		Excellent

		VISN has a business continuity and resiliency program. VISN has documented risk assessment identifying high-risk data systems. Staff are fully trained and system is tested annually. Emergency power is available.



		

		2

		Developed

		VISN has a business continuity and resiliency program. Only UPS power is available for a few hours. Provisions have been made to move to a fully supported EOC after UPS power has been exhausted. Staff are trained. 



		

		1

		Being Developed

		VISN has developed a business continuity and resiliency program but staff need further training to fully implement.



		

		0

		Needs Attention

		There is an absence of capability evidenced by a lack of business continuity and resiliency plan.



		

		

		Comments/Rationale

		





4.2.2 Maintaining Access to Critical Commodities and Services during Response and Recovery Operations  


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a needs assessment to determine the critical commodities and services requiring priority contracts during emergencies. The VISN and the facilities can access VACO BPAs should local contractors be unable to provide the services and commodities needed. A systematic evaluation of  needs is conducted at least annually.



		

		3

		Excellent

		All of the above assessment components are present, including a needs assessment to determine the critical commodities and services requiring priority contracts during emergencies. Needs are evaluated at least annually.



		

		2

		Developed

		The VISN and VISN facilities have contracts for most critical items based on a needs assessment.



		

		1

		Being Developed

		The VISN and the facilities are developing a needs assessment but lacks the majority of priority contracts



		

		0

		Needs Attention

		There is an absence of capability because there is no needs assessment and few if any priority contracts have been implemented.



		

		

		Comments/Rationale

		





4.3 Communications


4.3.1 Maintenance of Voice and Data Communication through Satellite Link


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including a satellite link for back-up voice and data.  Capability is tested quarterly.



		

		3

		Excellent

		VISN and/or servicing VAMC have a satellite link for back-up voice and data.  Capability is tested annually.



		

		2

		Developed

		VISN has a limited voice and data back-up plan and contingency plan for restoration of services or mobile capability brought to the facility.



		

		1

		Being Developed

		VISN is developing a back-up capability, but is not yet in place.



		

		0

		Needs Attention

		There is an absence of satellite link for voice and data back-up and no plans to develop this capability.



		

		

		Comments/Rationale

		





4.3.2 Interoperable Communications with External Agencies’

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present with all agencies. Communications equipment is tested at least quarterly and as part of the exercise with the community.



		

		3

		Excellent

		Interoperable communications with police, fire, and EMS are present. Communications equipment is tested at least annually as part of an exercise with the community.



		

		2

		Developed

		All of the above assessment components are present. Communications equipment is tested at least annually.



		

		1

		Being Developed

		VISN is developing interoperable communications capabilities and has identified a plan of operations. 



		

		0

		Needs Attention

		There is an absence of interoperable communications with external agencies.



		

		

		Comments/Rationale

		





4.3.3 Interoperable Communications with VISN Facilities’

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including at least three means of internal communications such as satellite phones, handheld radios, and telephones.  Communications are tested at least quarterly.



		

		3

		Excellent

		Staff are properly trained and VISN has at least two means of internal communications.  Communications are tested at least semiannually.



		

		2

		Developed

		VISN has at least two means of internal communications. Communications are tested at least annually.



		

		1

		Being Developed

		VISN has a means of internal communications.  Communications are tested at least annually.



		

		0

		Needs Attention

		There is an absence of back-up means of internal communications or any testing.



		

		

		Comments/Rationale

		





4.4 Healthcare Systems Resiliency


4.4.1 Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including the consistent ability to support home-based patients throughout the duration of the emergency. Home-based care is tested annually and the capability is integrated with the VAMC and VISN yearly exercises.



		

		3

		Excellent

		Resources and training are in place to support continuous home-based care in an emergency and the capability is tested annually.



		

		2

		Developed

		Resources and training are in place. VISN meets underlying requirement where applicable.



		

		1

		Being Developed

		Some capability elements exist to support home-based care; however, some key components are not yet developed.



		

		0

		Needs Attention

		There is an absence of home-based services in an emergency. 



		

		

		Comments/Rationale

		





5 Medical Surge


5.1 Processes and Procedures for Expansion of Staff for Response and Recovery Operations

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including the ability for called back staff to report within 12 hours.  Staff are trained on their role after being called back and understand the Incident Command structure.  Physical and mental health needs are addressed.  The ability to callback staff is tested quarterly, and the capability is integrated into the VISN’s exercises.



		

		3

		Excellent

		Resources and training are in place to support the called back staff, and the capability is tested.



		

		2

		Developed

		Resources and training are in place.  Facility meets the underlying requirement where applicable.



		

		1

		Being Developed

		Some capability elements exist to support staff expansion; however, some key components are not yet developed.



		

		0

		Needs Attention

		There is an absence of medical surge capability.



		

		

		Comments/Rationale

		





5.2 Management of Volunteers Deployment Support (e.g., DEMPS) during Response and Recovery Operations

Measurement Factors


		

		4

		Exemplary

		All of the program elements are in place, including DEMPS being fully operational at the VISN facilities and trained coordinators assigned.  The program has a number of volunteers pre-identified and a means for updating the database at least quarterly. The program is supported by senior management, and employees are encouraged to enroll. The DEMPS coordinator has a working relationship with the national DEMPS program manager in Emergency Management Strategic Healthcare Group (EMSHG), and they work together to keep the database up to date.



		

		3

		Excellent

		DEMPS is fully operational at the VISN facilities and trained coordinators are assigned.  The program has a number of volunteers pre-identified and a means for updating the database. The program is supported by senior management, and employees are encouraged to enroll.



		

		2

		Developed

		DEMPS is fully operational at VISN facilities and trained coordinators are assigned.  The program has a number of volunteers pre-identified and a means for updating the database.



		

		1

		Being Developed

		DEMPS program is partially functional, but it has not identified all of the components.  There are volunteers in the database but no regular means for updating it.



		

		0

		Needs Attention

		The DEMPS program is not functioning at VISN facilities.



		

		

		Comments/Rationale

		





5.3.1 Processes and Procedures for Deployment and Return to Readiness of the VA All-Hazards Emergency Cache Program


Measurement Factors


		

		4

		Exemplary

		VISN assure that the above components are present, and the VA All-Hazards Emergency Cache is accessible.  The stock is rotated to prevent shelf-life expiration in accordance with the Food and Drug Administration (FDA)/DOD Shelf Life Extension Program (SLEP).  It is tested at least once a year.  The cache is stored and secured consistent with VHA policy.  Appointment of a Liaison with the Pharmacy Benefits Management Service (PBM).



		

		3

		Excellent

		The VA All-Hazards Emergency Cache is accessible.  The stock is rotated to prevent shelf-life expiration in accordance with the Food and Drug Administration (FDA)/DOD Shelf Life Extension Program (SLEP).  The cache is stored and secured.  Mobilization procedures are exercised annually.  



		

		2

		Developed

		The VA All-Hazards Emergency Cache is accessible.  The stock is rotated to prevent shelf-life expiration in accordance with the Food and Drug Administration (FDA)/DOD Shelf Life Extension Program (SLEP) and the cache is secured.



		

		1

		Being Developed

		The VA All-Hazards Emergency Cache is accessible.  



		

		0

		Needs Attention

		The infrastructure and processes necessary to manage the VA All-Hazards Emergency Cache are not developed.



		

		

		Comments/Rationale

		





5.3.2 Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge


Measurement Factors


		

		4

		Exemplary

		VISNs are aware and assure that all of the above assessment components are present, including the ability to care for victims of a number of scenarios.  Facility personnel understand their role in the designated areas and are trained to recognize various biological agents.  The set-up and management of the designated areas is well-exercised through facility exercises.



		

		3

		Excellent

		Resources and training are in place, and personnel understand their roles in the designated areas.  The capability is tested annually at the facilities.  



		

		2

		Developed

		Resources and training are in place.  Facilities meet underlying requirement where applicable.



		

		1

		Being Developed

		Some capability elements exist; however, some key components are not yet developed.



		

		0

		Needs Attention

		There are no designated areas for patient triage, evaluation, and treatment in an emergency.



		

		

		Comments/Rationale

		





5.3.3 Processes and Procedures for Control and Coordination of Mass Fatality Management


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including the ability to manage large numbers of fatalities (either through internal surge mechanisms or through MOAs/MOUs with community resources).  Staff are trained on safe and appropriate handling of human remains and have adequate PPE.  The capability is tested once a year in facility wide and/or community exercises.  VISNs are fully aware of individual facility mass fatality plans in order to assist in supplementing individual facility resources.



		

		3

		Excellent

		Resources and training are in place and personnel are trained on their role in mass fatality management.  The capability is tested annually.  VISNs are aware of facility plans are able to coordinate the process of supplementing individual facility resources. 



		

		2

		Developed

		Resources and training are in place.  Facility meets underlying requirement where applicable.  VISNs are aware of facility plans.



		

		1

		Being Developed

		Some capability elements exist to support mass fatality management; however, some key components are not yet developed.



		

		0

		Needs Attention

		There is an absence of a mass fatality management plan and resources.



		

		

		Comments/Rationale

		





6 Support to External Requirements


6.1 Provision of Supplemental Health Services to Support the National Disaster Medical System 


Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present, including the ability to effectively communicate with the FCCs.  Communication infrastructure is in place and the VISN is able to communicate with its community partners.  Community facilities exercise together at least once a year.



		

		3

		Excellent

		Resources and training are in place, and the capability is tested through a facility or other exercise annually



		

		2

		Developed

		Resources and training are in place. VISN and FCC meets underlying requirement where applicable.



		

		1

		Being Developed

		Some capability elements exist to support NDMS; however, some key components are not yet developed.



		

		0

		Needs Attention

		There is an absence of NDMS capability.



		

		

		Comments/Rationale

		





6.2 VA/DOD Contingency Hospital System

Measurement Factors


		

		4

		Exemplary

		The VISN has oversight over, and is knowledgeable regarding, the responsibilities of VISN facilities for the above assessment components, including conducting all required bed counts and exercises.



		

		3

		Excellent

		The VISN is knowledgeable that all the resources and training are in place, and VA/DOD bed expansion is tested annually.



		

		2

		Developed

		Resources and training are in place.  VISN meets underlying VA requirements for the oversight this program.



		

		1

		Being Developed

		Some bed expansion capability exists; however, some key components are not yet developed.



		

		0

		Needs Attention

		There is an absence of this capability.



		

		

		Comments/Rationale

		





6.3 Support under the National Response Framework

Measurement Factors


		

		4

		Exemplary

		All of the above assessment components are present. Communications protocols are tested as part of the exercise with the community. Evidence of ongoing relationships with federal, local and state emergency management and public health agencies are present.



		

		3

		Excellent

		VISN has communications with emergency management authorities on an ongoing basis. Communications are tested at least annually as part of the exercise.



		

		2

		Developed

		VISN has identified POCs and developed relationships in the event of emergencies with emergency management authorities.



		

		1

		Being Developed

		VISN can communicate with emergency management authorities, but it does not have an established collaborative relationship.



		

		0

		Needs Attention

		There is an absence of collaboration with POCs and emergency management authorities.



		

		

		Comment/Rationale
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The purpose of the site visit is to collect additional data that has not been obtained through the pre-survey

		The VISN office visit provides an opportunity for the team to evaluate capabilities that will help us answer the question, “Are we ready?”

		The VISN office visit provides the greatest opportunity for the team to offer formative guidance on the VISN's emergency preparedness planning and response activities

		During the VISN office visit, the team will address questions from the facility













Filename/RPS Number



*



Table Of Contents

		Introductions

		Purpose of our visit to (Insert Location)

		Background

		Approach

		Process

		Questions





Filename/RPS Number









*



EMSHG is working with VISNs to improve emergency management programs

		Main objective of VHA’s Comprehensive Emergency Management Program (CEMP) evaluation is to answer the overarching question of “Are we ready?”  This will be done through:



Performing capabilities analyses to identify successes and best practices

Providing feedback to medical centers, VISNs, and VHA central office (CO) to improve capabilities and systemic issues requiring national attention 

Working collaboratively with input from VA and external steering committees to identify opportunities for continuous quality improvement 

Examining regulatory compliance with organizations in advance of scheduled assessments 

		Formative guidance will be provided to hospitals and VISNs during capabilities assessment by:



Identifying mentor/mentee relationships among VISNs

Sharing lessons learned

Conducting education Tabletop

Discussing emerging issues in hospital preparedness
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Scope of the assessment includes VISNs, VAMCs, and VHA CO program offices 

		To identify relevant VISN capabilities, the Assessment Team examined VHA’s significant missions in a disaster:



Program Level

Incident Management

Continuity and Resiliency

Occupant Safety 

Medical Surge

Support to External Requirements

		To identify the capabilities that enable each mission area, the team:



Conducted a thorough review of various standards relevant to the healthcare sector

Convened an expert panel to discuss preparedness, planning, mitigation, response and recovery capabilities

Consulted with 2 steering committees:

VHA Steering Committee

Federal Partner Steering Committee



Filename/RPS Number



*



Site visits are focused on capabilities

		Identified 43 capabilities to assess

		Capabilities identified by iterative process based upon defined mission.

		Consistent framework for defining each capability.



Capability:  Emergency Operations Plan

EXAMPLE

		Capability Element		Assessment components

		Policy/Organization		A VISN EOP incorporates all phases of emergency management of the EMP into a single plan.

		Resources

		          Supplies		Necessary supplies to operate the EOC

		          Facilities/Equipment		The EOP is available for review during normal operations and accessible to members of the EOC

		          Personnel
		Staff have been assigned to develop the EOP and conduct execution of the EOP

		Process		The EOP includes specific guidance for incorporating continuity planning and actions across all aspects of the EOP.  This includes lines of succession in addition to action guidance to maintain both business and facility coordination operations.
Operating Units at the VISN are defined and have assigned staff to conduct continuity planning for mission critical systems assigned to their unit.


		Education/Training		Staff engaged in developing the EOP have been trained on how to accomplish this responsibility.

		Exercise		The EOP is tested as part of every exercise 

		Evaluation		The VISN conducts an annual assessment of the EOP to determine successes and identity areas for improvement.

		Organizational Learning		Findings from the annual evaluation and AARs are incorporated into the EMP and EOP documents to improve continuity planning and actions for the facility.
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Measurement scale was developed for evaluating capabilities

		Sliding scale to define level of each capability.



Exemplary is defined by meeting all of the elements in the capability Table.

Developed defined by having a functional capability and/or meeting underlying regulatory requirement.

Absence of capability defines lower end.

		Capabilities are mapped to site visit activities.



		4		Exemplary		All of the above assessment components are present.

		3		Excellent		Resources and training are in place and the EMC meets at least quarterly with ad hoc meetings as necessary. 

		2		Developed		There is an equivalent meeting of individuals at the VISN level to oversee VISN facility preparedness.  Resources and training are in place.  

		1		Being Developed		The EMC has been appointed, but does not meet at least quarterly, and the role of the EMC is not fully developed, including a lack of meeting minutes. Or, there is only ad hoc meetings at the VISN level on facility preparedness.

		0		Needs Attention		There is an absence of capability because the EMC meets sporadically, lacks meeting minutes, and does not play a significant role in the overall management of the program. Or there is no equivalent VISN level meetings to assess facility preparedness and VISN coordination capabilities.
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We propose several steps in the data collection methodology







Opening conference







Group and Individual interviews

Tours of specialty areas and facilitated discussions

Document reviews



Capability observations



Closing Conference
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Capabilities Assessment Reporting

		Closing Conference:  Concluding our visit, we will provide a briefing during the exit conference that will summarize your capabilities

		Quarterly Emergency Management Coordination Group (EMCG) Briefings:



Each quarter Booz Allen will provide a status briefing to the EMCG, which will comprise of a high level presentation of the status of the facilities assessed to date, including the facilities visited and any emerging best practices, challenges and policy issues in emergency management that need to be addressed

		Final Report:



Booz Allen will present the summary results of the combined facility assessments in a report delivered at the conclusion of all medical center visits in the VISN
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The Assessment Team tested the proposed assessment methodology through pilot site visits to produce a mutually agreeable and stable tool suite





		We are here





Assessment element identification

		Peer reviewed journals

		Industry standards

		Previous VHA hospital preparedness survey



Pilot Phase



		Pre-survey

		Site visit agenda





Training and preparation

		EM concepts

		CEMP analysis overview

		Assessment criteria





Pre-survey

		Compliance assessment

		Identify key issues 

		Preparedness focused

		Context for assessors





Site visit

		In-brief

		Interviews

		Facility tour

		Document reviews

		Facilitated discussions

		Competency assessment

		Outbrief





Reporting

		Facility outbrief

		Quarterly reports to EMCG

		Final report

		Sharing of best practices

		Publishing common themes and trends





Modify pilot process



Implementation planning

Revision Phase

		Assess effectiveness of process, training, and tools

		Revise as necessary



		Site selection

		Team assignments

		Introductory letters





Pre-survey



Site visit



Reporting

Implementation Phase





Develop Suite of Tools
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Introduction to Assessment Team

(Insert location) Points of Contact

		Contact		Role

		(Insert Name)		Project lead

		(Insert Name)
		VHA Liaison

		(Insert Name)
		Assessor
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Scope of the assessment includes VISNs, VAMCs, and VHA CO program offices 

		To identify relevant VISN office capabilities, the VHA Assessment Team examined VHA’s significant missions in a disaster:



Program Level

Incident Management

Continuity and Resiliency

Occupant Safety 

Medical Surge

Support to External Requirements

		To identify the capabilities that enable each mission area, the team:



Conducted a thorough review of various standards relevant to the healthcare sector

Convened an expert panel to discuss preparedness, planning, mitigation, response and recovery capabilities

Consulted with 2 steering committees:

VHA Steering Committee

Federal Partner Steering Committee
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Site visits are focused on capabilities

		Identified 43 capabilities to assess

		Capabilities identified by iterative process based upon defined mission.

		Consistent framework for defining each capability.



Capability:  Emergency Operations Plan

EXAMPLE

		Capability Element		Assessment components

		Policy/Organization		A VISN EOP incorporates all phases of emergency management of the EMP into a single plan.

		Resources

		          Supplies		Necessary supplies to operate the EOC

		          Facilities/Equipment		The EOP is available for review during normal operations and accessible to members of the EOC

		          Personnel
		Staff have been assigned to develop the EOP and conduct execution of the EOP

		Process		The EOP includes specific guidance for incorporating continuity planning and actions across all aspects of the EOP.  This includes lines of succession in addition to action guidance to maintain both business and facility coordination operations.
Operating Units at the VISN are defined and have assigned staff to conduct continuity planning for mission critical systems assigned to their unit.


		Education/Training		Staff engaged in developing the EOP have been trained on how to accomplish this responsibility.

		Exercise		The EOP is tested as part of every exercise 

		Evaluation		The VISN conducts an annual assessment of the EOP to determine successes and identity areas for improvement.

		Organizational Learning		Findings from the annual evaluation and AARs are incorporated into the EMP and EOP documents to improve continuity planning and actions for the facility.
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The purpose of the VHA CEMP was to improve emergency management programs and to answer overarching question of readiness

		The site visit provided an opportunity for the team to evaluate capabilities that will help us answer the question, “Are we ready?”

		The site visit provided an excellent opportunity for the team to offer formative guidance on the VISN’s emergency preparedness planning and response activities

		During the site visit, the team answered questions from the office
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(Insert Location) staff have been very receptive and have freely offered relevant insight and feedback into our site visit

		The Assessment Team arrived on site (Insert day and date) and is scheduled to depart on (Insert day and date) 

		Met with several key staff members

		Activities included interviews, facilitated discussions, document reviews and conference calls with VISN staff

		Activities and processes helped the Assessment team collect data not obtained through the pre-survey 
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The Assessment Team had the opportunity to meet with several (Insert Location) staff and committees

		Deputy Network Director

		Chief of Operations

		Emergency Program Coordinator

		Chief Medical Officer

		Public Affairs Officer

		Chief Logistics Officer

		Chief Information Officer

		Emergency Management Committee

		Capital Asset Manager



		Community Care Coordinator

		Chief Financial Officer

		Safety and Health Officer

		Area Emergency Manager
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We noted several exemplary capabilities

		Strong leadership commitment to emergency management

		Recognized as leader in successful management of weather related incidents

		Demonstrated desire to improve Emergency Management Program



New Emergency Manager with energy and ideas

Work with state emergency management agencies

		Implementation of a strong and productive emergency management committee

		Leading edge Public Affairs/Information program

		Pioneered VSAT program in VA

		Developed relationships with State Agencies



Illustrative
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Recommendations

		Consider a full time EPC to improve program response

		Define thresholds for activation of EOC to include:



Major hospital incident

VISN assistance needed

Media attention

Anticipated community assistance request

		Assign emergency management program elements to key VISN leaders



Define surge plans for technical specialists (i.e., biomedical engineers, safety, agent cashiers)

Identify critical assets for VISN management

Promulgate community care coordination preparedness

		Develop plans for further implementation of NIMS



Illustrative
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There were 43 capabilities identified 

		Systems-Based Approach to the Development, Implementation, Management, and Maintenance of the Emergency Management Program 

		Administrative Activities ensure the Emergency Management Program meets its Mission and Objectives 

		Development, Implementation, Management, and Maintenance of an Emergency Management Committee Process to support the Emergency Management Program

		Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility Emergency Management Programs

		Incorporation of Continuity Planning into the Coordination Activities of the VISN’s Emergency Management Program







Program Level Capabilities

		Development, Implementation, Management, and Maintenance of an Emergency Operations Plan 

		Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VISN’s Emergency Management Program 

		Incorporation of a Range of Exercise Types that Test the VISN’s Emergency Management Program 

		Demonstration of Systems-Based Evaluation of the VISN’s overall Emergency Management Program and its Emergency Operations Plan 

		Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the Process becomes one of a Learning Organization 
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Capabilities (Cont.)

		Initial Incident Actions (e.g., first four hours)  



Processes and Procedures for Incident Recognition, Activation of EOP/EOC and Initial Notification of Staff 

Mobilization of Critical Staff and Equipment for Incident Response  

Situational Assessment of Response and Coordination Efforts for Initial Incident Management and EOC Activation

		Management of Extended Operations (e.g., after first four hours)  



Management of Extended Operations 

Public Information Management Services during an Incident 

Management and Acquisition of Resources for Incident Response and Recovery Operations 

Processes and Procedures for Demobilization of Personnel and Equipment 

Processes and Procedures for a Return to Readiness of Staff and Equipment 

Incident Management Capabilities

		Evacuation vs. Shelter-in-Place



Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’ 

Processes and Procedures for Sheltering-in-Place 

Processes and Procedures for Sheltering Family of Critical Staff 

		Perimeter Security and Management of Access/Egress to Facility During an Incident (e.g., Lock Down) 

		Processes and Procedures for Managing a Hazardous Substance Incident 

		Infection Control



Biohazard (Infection) Control Surge Services during Emergencies

Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations 

Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)    

Occupant Safety Capabilities
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Capabilities (Cont.)

		Personnel Resiliency  



Maintaining Authorized Leadership (Leadership Succession) 

Processes and Procedures for Personal Preparedness and Employee Welfare

Dissemination of Personnel Incident Information to Staff during an Incident 

		Mission Critical Systems Resiliency  



Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident 

Maintaining Access to Critical Commodities and Services during Response and Recovery Operations 



Resiliency/Continuity of Operations Capabilities





		Communications  



Maintenance of Voice and Data Communication through Satellite Link 

Interoperable Communications with VISN Facilities’ 

Interoperable Communications with External Agencies’ 

		Healthcare Systems Resiliency 



Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents 
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Capabilities (Cont.)





		Provision of Supplemental Health Services to Support the National Disaster Medical System  Bed expansion under DOD/VA

		VA/DOD Contingency Hospital System 

		Support Under the National Response Framework 



Support to External 

Requirements Capabilities

		Processes and Procedures for Expansion of Staff  for Response and Recovery Operations 

		Management of Volunteers Deployment Support (e.g., DEMPS) during Response and Recovery Operations 

		Expansion of Evaluation and Treatment Services



Processes and Procedures for Deployment and Return to Readiness of the VA All-Hazards Emergency Cache 

Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge

Processes and Procedures for Control and Coordination of Mass Fatality Management 

Medical Surge
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Questions?
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1 Executive Summary


A site assessment was conducted by the Comprehensive Emergency Management Program (CEMP) assessment team from < Insert Date of Assessments >. The assessment team included <List of Assessment Team>.  The team appreciated the cooperation and enthusiasm of the <Site Location> staff and their willingness to assist in a very successful visit.

<Describe how the VAMC met standards/requirements and facility status>    


<Describe areas for any recommendations and enhancements given> 


2 Introduction


The <Site Location>, located in <Physical Site Location>, is identified as a <list identifiers and affiliations>.


<Describe site location and purpose of visit>.

3 Methodology


Prior to the site visits, the assessment team worked closely with experts in the field of emergency medicine and preparedness to define the assessment elements for the study.  These experts represented VHA, other federal agencies including the Department of Homeland Security (DHS), Health and Human Services (HHS), and Defense, academia, and clinical medicine.  Through consultation with these experts the assessment team defined the 43 capabilities for this assessment as well as the measurement scheme.  The following sections will provide a high level summary of the overall assessment protocol.


3.1 Capability Element Description

To determine the elements for assessment during the site visits and pre-survey, the VHA capabilities were categorized into six groups.  These included capabilities relevant to:

· Program Level capabilities help to ensure the VISN addresses issues relative to planning and preparedness as a crucial building block for VISN capabilities.  These program level capabilities were categorized into the following groups:


· Systems-Based Approach to Development, Implementation, Management, and Maintenance of the Emergency Management Program

· Administrative Activities ensure the EMP meets its Mission and Objectives

· Development, Implementation, Management, and Maintenance of an Emergency Management Committee Process to support the Emergency Management Program


· Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility Emergency Management Programs

· Incorporation of Continuity Planning into the Coordination Activities of the VISN’s Office’s Emergency Management Program to ensure Organizational Continuity and Resiliency of Mission Critical Functions, Processes, and System

· Development, Implementation, Management, and Maintenance of an Emergency Operations Plan


· Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VISN’s Emergency Management Program


· Incorporation of a Range of Exercise Types that Test the VISN’s Emergency Management Program


· Demonstration of Systems-Based evaluation of the VISN’s overall Emergency Management Program and its Emergency Operations Plan


· Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the Process becomes one of a Learning Organization


· Incident Management capabilities help to ensure the VISN can manage all incidents regardless of scope.  These capabilities were categorized into the following groups:

· Initial Incident Actions (e.g., first four hours)

· Management of Extended Operations (e.g., after first four hours)

· Occupant Safety capabilities help to ensure the VISN and its occupants are protected and out of harm’s way.  These capabilities were categorized into the following groups:

· Evacuation vs. Shelter-In-Place

· Perimeter Management of Access/Egress to Facility during an Incident (e.g. Lock Down)


· Processes and Procedures for Managing a Hazardous Substance Incident


· Infection Control

· Resiliency and Continuity of Operations (COOP) capabilities help to ensure the VISN can continue to provide high quality healthcare, and that all VISN based operations can continue during an emergency.  These capabilities were categorized into the following groups:


· Personnel Resiliency

· Mission Critical Systems Resiliency


· Communications


· Healthcare Service System Resiliency


· Medical Surge capabilities help to ensure the VISN can meet the increased demand for health care services during an emergency.  These capabilities were categorized into the following groups:


· Processes and Procedures for Expansion of Staff for Response and Recovery Operations

· Management of Volunteers Deployment Support (e.g. DEMPS) during Response and Recovery Operations

· Expansion of Evaluation and Treatment Services

· Support to External Requirements help to ensure the VISN can integrate with the community and other federal health partners such as HHS, including Centers for Disease Control and Prevention (CDC) and Assistant Secretary for Preparedness and Response (ASPR), DHS, and Department of Defense (DOD).  

· Provision of Supplemental Health Services to Support the National Disaster Medical System


· VA/DOD Contingency Hospital System

· Support under the National Response Framework

To describe each capability, the assessment team developed a framework that includes the following components:


· Policies or Guidance that govern, guide, or direct that activity

· Resources (including supplies, facilities, and equipment) assigned to maintain or enable that capability

· Personnel designated to manage or staff that area


· Processes in place to allow for consistency across departments and organizations

· Education/Training provided to staff regarding that capability

· Exercise activities used to promote evaluation of that capability

· Evaluation of the exercise results

· Organizational Learning and process improvement that takes place as a result of the exercise and resulting evaluation

An example of this descriptive framework is presented in Table 1 below.

Table 1.  Descriptive Framework for Mobilization Capability


		Capability Element

		Assessment components



		Policy

		The organization has established effective mechanisms to rapidly mobilize essential personnel, facilities, equipment and supplies to support emergency response.



		Resources

		



		Supplies

		· Supplies needed for mobilization 



		Facilities/Equipment

		· Storage facilities for equipment and supplies.



		Personnel

		· The organization has identified qualified and trained personnel to manage mobilization of key response areas.



		Process

		· Supplies, equipment and temporary facilities to be mobilized should be pre-positioned or staged for response and recovery to allow rapid mobilization.


· The Emergency Operations Center (EOC) facility is pre-identified and equipped with emergency power, back-up communications, FAX machines, printers, laptops, and other essential equipment (e.g., satellite phone) and services sufficient to operate throughout the duration of the emergency.  


· There are written procedures including job descriptions for key EOC personnel


· The EOC should have battery powered lighting in case generators don’t energize


· Laptops should be operational within a few minutes of EOC activation

· There are written procedures for identifying alternative sites for the EOC


· VISN has a call back roster for the Incident Management Team (IMT) and each department of the facility. 

· Staff callback rosters are maintained for each Operating Unit.


· Staff will establish phone bank messaging capability and coordinate message alerts with local media.


· VISN has job action sheets for the Agency Executive and the IMT



		Education/training

		· Members of the IMT and other key areas need to be trained with respect to their role in mobilizing the actions upon incident notification.



		Exercise

		· Callback rosters are tested at least quarterly


· There is an exercise component that practices bringing some key staff back to the facility during regular exercises.





3.2 Capability Assessment and Measurement


After the team defined the critical capabilities and used the descriptive framework to define the capability, the assessment team developed a measurement scheme.  This scheme includes a five level scale to include the following indicators:


· Exemplary:  The facility often performs at a higher level than industry standards call for.  This would be considered a “best in class” or “best practice”


· Excellent:  The facility often goes above and beyond the required standards


· Developed:  When present, the facility meets industry standards relative to that capability


· Being developed:  The capability is in its infancy, and initial attempts to build the capability are underway


· Needs attention:  There is no evidence the capability exists.


Table 2 depicts the measurement factors for the above highlighted mobilization capability.


Table 2.  Measurement Factors for Mobilization Capability


		4

		Exemplary

		All of the above assessment components are present including establishing Incident Management teams consistent with the facility’s SOPs for high risk hazards. Mobilization plan is practiced semiannually.



		3

		Excellent

		Resources and training are in place and mobilization is practiced at least annually.



		2

		Developed

		Resources and training are in place including a written mobilization plan.



		1

		Being Developed

		Some capability elements exist; however mobilization plan is not written or practiced at least annually.



		0

		Needs Attention

		Absence of mobilization plan.





3.3 Data Collection Methodology

To capture data relevant to each of these capabilities, the assessment team undertook a number of activities, as shown in Figure 1.   Each of these will be discussed in subsequent sections.  


Figure 1. Assessment Methodology
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Pre-Survey:

During the initial assessment phase, the VHA assessment team evaluated the results of a pre-survey administered to the VISN several weeks before the visit.  During the normal site visit cycle, the VISN would have a much longer time period in which to complete this survey.  Key parts of this self-reported survey were validated against the findings of the site visit. During a normal site visit, the assessment team will inform the agenda by analysis of the pre-survey.

Site Visit:

During the site visit the VHA assessment team conducted an opening briefing, interviewed several key members of the emergency management team, participated in facilitated discussions, conducted a document review, and had a closing conference with the VISN management.  Based upon these activities, the VHA assessment team was able to observe and evaluate a number of competencies needed for an effective EMP.


Reporting:  


In addition to this final report, lessons learned and best practices identified in this site visit will be generalized and shared with VHA Central Office (VHACO).  We will also summarize the findings and issues identified for national attention and will share them with VHA CO senior management to identify tools, resources, communications, policy, and programs that leadership should consider for national deployment. 


4 Overall Program Capabilities

Table 2 below provides a summary of the emergency management capabilities of VISN 8.  Detailed discussion of some of these capabilities is provided in subsequent sections.  

Table 2:  Summary of < Insert VISN > Capabilities


		Capability

		Exemplary

		Excellent

		Developed

		Being Developed

		Need Attention



		1.1 Systems-Based Approach to the Development, Implementation, Management, and Maintenance of the Emergency Management Program

		

		

		

		

		



		1.2 Administrative Activities ensure the Emergency Management Program meets its Mission and Objectives

		

		

		

		

		



		1.3 Development, Implementation, Management, and Maintenance of an Emergency Management Committee Process to support the Emergency Management Program

		

		

		

		

		



		1.4 Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility Emergency Management Programs

		

		

		

		

		



		1.5 Incorporation of Continuity Planning into the Coordination Activities of the VISN’s Emergency Management Program to ensure Organizational Continuity and Resiliency of Mission Critical Functions, Processes, and Systems

		

		

		

		

		



		1.6 Development, Implementation, Management, and Maintenance of an Emergency Operations Plan

		

		

		

		

		



		1.7 Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VISN’s Emergency Management Program

		

		

		

		

		



		1.8 Incorporation of a Range of Exercise Types that Test the VISN’s Emergency Management Program

		

		

		

		

		



		1.9 Demonstration of Systems-Based Evaluation of the VISN’s overall Emergency Management Program and its Emergency Operations Plan

		

		

		

		

		



		1.10 Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the process becomes one of a Learning Organization

		

		

		

		

		



		2.1.1 Processes and Procedures for Incident Recognition, Activation of EOP/EOC, and Initial Notification of Staff

		

		

		

		

		



		2.1.2 Mobilization of Critical Staff and Equipment for Incident Response

		

		

		

		

		



		2.1.3 Situational Assessment of Response and Coordination Efforts Initial Incident Management and Emergency Operations Center Activation

		

		

		

		

		



		2.2.1 Management of Extended Incident Operations

		

		

		

		

		



		2.2.2 Public Information Management Services during an Incident

		

		

		

		

		



		2.2.3 Management and Acquisition of Resources for Incident Response and Recovery Operations 

		

		

		

		

		



		2.2.4 Processes and Procedures for Demobilization of Personnel and Equipment

		

		

		

		

		



		2.5 Processes and Procedures for a Return to Readiness of Personnel and Equipment

		

		

		

		

		



		3.1.1 Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’

		

		

		

		

		



		3.1.2 Processes and Procedures for Sheltering-in-Place

		

		

		

		

		



		3.1.3 Processes and Procedures for Sheltering Family of Critical Staff

		

		

		

		

		



		3.2 Perimeter Management of Access/Egress to Facility during an Incident (e.g., Lock Down)

		

		

		

		

		



		3.3 Processes and Procedures for Managing a Hazardous Substance Incident

		

		

		

		

		



		3.4.1 Biohazard (Infection) Control Surge Services during Emergencies

		

		

		

		

		



		3.4.2 Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations

		

		

		

		

		



		3.4.3 Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)

		

		

		

		

		



		4.1.1 Maintaining Authorized Leadership (Leadership Succession)

		

		

		

		

		



		4.1.2 Processes and Procedures for Personal Preparedness and Employee Welfare

		

		

		

		

		



		4.1.3 Dissemination of Personnel Incident Information to Staff during an Incident

		

		

		

		

		



		4.2.1 Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident

		

		

		

		

		



		4.2.2 Maintaining Access to Critical Commodities and Services during Response and Recovery Operations

		

		

		

		

		



		4.3.1 Maintenance of Voice and Data Communication through Satellite link

		

		

		

		

		



		4.3.2 Interoperable Communications with External Agencies’

		

		

		

		

		



		4.3.3 Interoperable Communications with VISN Facilities’

		

		

		

		

		



		4.4.1 Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents

		

		

		

		

		



		5.1 Processes and Procedures for Expansion of Staff for Response and Recovery Operations

		

		

		

		

		



		5.2 Management of Volunteers Deployment Support (e.g., DEMPS) during Response and Recovery Operations

		

		

		

		

		



		5.3.1 Development, Implementation, Management, and Maintenance of the VA All-Hazards Emergency Cache

		

		

		

		

		



		5.3.2 Designated Capability for Expanded Patient Triage, Evaluation, and Treatment during Surge

		

		

		

		

		



		5.3.3 Processes and Procedures for Control and Coordination of Mass Fatality Management

		

		

		

		

		



		6.1 Provision of Supplemental Health Services to Support the National Disaster Medical System (NDMS)

		

		

		

		

		



		6.2 VA/DOD Contingency Hospital System

		

		

		

		

		



		6.3 Support under the National Response Framework

		

		

		

		

		





5 Discussion of Facility Profile


Based on the above table, there were several capabilities that were identified as areas in which there were potential best practices as well as opportunities for continued enhancement.  These are discussed in subsequent sections.


5.1 Program Level Exemplary Practices


<Site Location> exhibited very strong capabilities in several areas.  Examples are discussed below.  

<Create Sub-headings here to describe each of the program level practices in which excellence was observed>

5.2 Operational Level Exemplary Practices

<Create Sub-Headings here to describe each of the operational level practices in which excellence was observed> 


6 Program Level Recommendations and Enhancements

The VHA Assessment Team has composed a listing of recommendations based on the site visit and capability assessments.  VISN 8 should utilize the VHA EMP Guidebook as the principle resource to developing and enhancing their EMP along with recommendations discussed below:


<Create Sub-Headings here to describe each of the program level recommendations>

7 Operational Level Recommendations and Enhancements


<Create Sub-Headings here to describe each of the program level recommendations>

Appendix A


Acronym List

		Acronym

		Definition



		AAR 

		After Action Report



		AD

		Associate Director



		APR

		Air Purifying Respirator



		ASPR

		Assistant Secretary for Preparedness and Response



		CBOC

		Community-Based Outpatient Clinic



		CBRNE

		Chemical, Biological, Radiological, Nuclear, and Explosive



		CDC

		Centers for Disease Control and Prevention



		CEM

		Certified Emergency Manager



		CIO

		Chief Information Officer



		CO

		Central Office



		COOP

		Continuity of Operations



		DEMPS

		Disaster Emergency Medical Personnel System 



		DHS

		Department of Homeland Security



		DOD

		Department of Defense



		ECG

		Electrocardiogram



		EMC

		Emergency Management Committee



		EMP

		Emergency Management Program



		EMSHG

		Emergency Management Strategic Healthcare Group



		EMT

		Emergency Medical Technician



		EOC

		Emergency Operations Center



		EOP

		Emergency Operations Plan



		EPC

		Emergency Planning Coordinator



		FCC

		Federal Coordinating Center



		FEMA

		Federal Emergency Management Agency



		HAZWOPER

		Hazardous Waste Operations and Emergency Response



		HBPC

		Home-based Primary Care



		HHS

		Health and Human Services



		HVA

		Hazard Vulnerability Analysis



		ICS

		Incident Command System



		IMT

		Incident Management Team



		IT

		Information Technology



		TJC

		The Joint Commission



		MOU

		Memorandum of Understanding



		NDMS

		National Disaster Medical System 



		NFPA

		National Fire Protection Association 



		NIMS

		National Incident Management System



		OPC

		Out Patient Clinic



		OSHA

		Occupational Safety and Health Administration



		PAO

		Public Affairs Officer



		PAPR

		Powered Air Purifying Respirator



		PPE

		Personal Protective Equipment



		PRC

		Primary Receiving Center



		SOP

		Standard Operating Procedure



		VA 

		Veterans Affairs 



		VAMC

		Veterans Affairs Medical Center



		VHA

		Veterans Health Administration



		VISN

		Veterans Integrated Service Network



		VSAT

		Very Small Aperture Terminal





Appendix B


Capability Descriptor List


Program Level Capabilities

· Systems-Based Approach to Development, Implementation, Management, and Maintenance of the Emergency Management Program

· Administrative Activities ensure the EMP meets its Mission and Objectives

· Development, Implementation, Management, and Maintenance of an Emergency Management Committee Process to support the Emergency Management Program

· Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility Emergency Management Programs

· Incorporation of Continuity Planning into the Coordination Activities of the VISN Office’s Emergency Management Program to ensure Organizational Continuity and Resiliency of Mission Critical Functions, Processes, and Systems

· Development, Implementation, Management, and Maintenance of an Emergency Operations Plan

· Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VISN’s Emergency Management Program

· Incorporation of a Range of Exercise Types that Test the VISN’s Emergency Management Program

· Demonstration of Systems-Based Evaluation of the VISN’s overall Emergency Management Program and its Emergency Operations Plan

· Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the Process becomes one of a Learning Organization

Incident Management Capabilities

Initial Incident Actions (e.g., first four hours)  

· Processes and Procedures for Incident Recognition, Activation of EOP/EOC, and Initial Notification of Staff

· Mobilization of Critical Staff and Equipment for Incident Response

· Situational Assessment of Response and Coordination Efforts for Initial Incident Management  and Emergency Operations Center Activation

Management of Extended Operations (e.g., after first four hours)

· Management of Extended Operations


· Public Information Management Services during an Incident


· Management and Acquisition of Resources for Incident Response and Recovery Operations


· Processes and Procedures for Demobilization of Personnel and Equipment


· Processes and Procedures for a Return to Readiness Personnel and Equipment

Occupant Safety Capabilities


Evacuation vs. Shelter-in-Place


· Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’

· Processes and Procedures for Sheltering-in-Place


· Processes and Procedures for Sheltering Family of Critical Staff


   Perimeter Management of Access/Egress to Facility during an Incident (e.g., Lockdown)

   Processes and Procedures for Managing a Hazardous Substance Incident


   Infection Control


· Biohazard (Infection) Control Surge Services During Emergencies


· Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations

· Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)

Resiliency/Continuity of Operations Capabilities

Personnel Resiliency  

· Maintaining Authorized Leadership (Leadership Succession)  

· Processes and Procedures for Personal Preparedness and Employee Welfare 

· Dissemination of Personnel Incident Information to Staff during an Incident

Mission Critical Systems Resiliency  

· Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident 

· Maintaining Access to Critical Commodities and Services during Response and Recovery Operations

Communications   

· Maintenance of Voice and Data Communication through Satellite link

· Interoperable Communications with External Agencies’ 

· Interoperable Communications with VISN Facilities’ 

     Healthcare Systems Resiliency

· Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents

Medical Surge


Processes and Procedures for Expansion of Staff for Response and Recovery Operations

Management of Volunteers Deployment Support (e.g., DEMPS) during Response and Recovery Operations


Expansion of Evaluation and Treatment Services

· Development, Implementation, Management, and Maintenance of the VA All-Hazards Emergency Cache

· Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge

· Processes and Procedures for Control and Coordination of Mass Fatality Management


Support to External Requirements Capabilities

Provision of Supplemental Health Services to Support the National Disaster Medical System

VA/DOD Contingency Hospital System

Support Under the NRF[image: image2.png]
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_1287475829.xls
VISN Pre-Survey

		VISN EMERGENCY MANAGEMENT PRE-SURVEY

		SurveyID		SortOrder		Section		HeaderID		QuestionID		AttachReferencesToHeader		Element		QuestionResponseID		Question Response

		2		1				42						VISN DESCRIPTIVE INFORMATION

		2		2						346				VISN Name (text response required)		4

		2		3						347				Address (text response required)		4

		2		4						348				Point of Contact (text response required)		4

		2		5						349				Phone Number (text response required)		4

		2		6						350				Date Survey Completed (text response required)		4

		2		7		A		3						PROGRAM ADMINISTRATION

		2		8		1		3		351				Does the VISN develop and maintain an administrative management plan that includes the following in relation to its emergency management program:		3		<No Response Required>

		2		9		a		3		352				- Executive policy including a mission statement and roles of the organization during emergencies		2

		2		10		b		3		353				- Adoption of NIMS		2

		2		11		c		3		354				- Use of plain English during emergencies		2

		2		12		d		3		355				- Humanitarian assistance		2

		2		13		e		3		356				- Situations when HIPAA regulations apply/do not apply		2

		2		14		f		3		357				- Line of Succession		2

		2		15		g		3		358				- Delegations of Authority		2

		2		16		h		3		359				- Annual program goals, objectives, and work schedule		2

		2		17		i		3		360				- Applicable authorities, legislation, regulations, and/or industry codes of practice		2

		2		18		j		3		361				- Program budget		2

		2		19				26		364				JCAHO (2008) Joint Commission

		2		19				26		363				NFPA 1600 (2007 Edition) (National Fire Protection Association)

		2		19				26		366				FCD 01 (Federal Continuity Directive) COOP

		2		19				26		365				NIMS (2008) (National Incident Management System)

		2		19				26						REFERENCED PUBLICATIONS

		2		19										FCD 01 (Federal Continuity Directive) COOP				<No Response Required>

		2		19										NFPA 1600 (2007 Edition) (National Fire Protection Association)				<No Response Required>

		2		19										NIMS (2008) National Incident Management System				<No Response Required>

		2		19										TJC (2008) The Joint Commission				<No Response Required>

		2		20		B		27						PROGRAM MANAGER

		2		21		1		27		368				Has an emergency manager been assigned by the VISN?		2

		2		22		2		27		369				What is the grade level of the emergency manager?  (text response required)		4

		2		23		3		27		370				What is the education level of the emergency manager (BS, MS, PhD, MD, RN, Associate)?  (text response required)		4

		2		24		4		27		371				How many years of experience does the emergency manager have in emergency management?  (text response required)		4

		2		25		5		27		372				What certifications does the emergency manager have?  (text response required)		4

		2		26		6		27		373				How much time does the emergency manager devote to the position?		6

		2		27		7		27		374				Does the emergency manager have the authority to administer and keep the current program?		2

		2		28		C		5						ADVISORY COMMITTEE

		2		29		1		5		376				Has an emergency management committee been established by the VISN?		2

		2		30		2		5		377				What internal and external functions are represented on the emergency management committee?  (text response required)		4

		2		31		3		5		378				How frequently does the emergency management committee meet?		7

		2		32		4		5		379				Are minutes of the meetings maintained?		2

		2		33		5		5		380				Who does the emergency management committee report to?  (text response required)		4

		2		34		D		6						PROGRAM EVALUATION

		2		35		1		6		382				Does the emergency management committee conduct an annual evaluation of the emergency management program?		2

		2		36		2		6		383				Does the emergency management committee incorporate recommendations for corrective actions from program evaluations into annual program objectives and work plans to accomplish them?		2

		2		37		E		9						LAWS AND AUTHORITIES

		2		38		1		9		385				Which of the following legislation, policies, regulatory requirements, and directives does the program comply with:		3		<No Response Required>

		2		39		a		9		386				- TJC                  		2

		2		40		b		9		387				- OSHA		2

		2		41		c		9		388				- EPA		2

		2		42		d		9		389				- HIPPA		2

		2		43		e		9		390				- NFPA		2

		2		44		f		9		391				- NIMS		2

		2		45		g		9		392				- NDMS		2

		2		46		F		10						RISK ASSESSMENT

		2		47		1		10		394				Has the VISN conducted a Hazards Vulnerability Analysis?		2

		2		48		2		10		395				Is the Hazards Vulnerability Analysis updated at least annually?		2

		2		49		3		10		396				What are the five most significant hazards identified in the Hazard Vulnerability Analysis?  (text response required)		4

		2		50		4		10		397				Has the VISN conducted an impact analysis of those hazards on the following:		3		<No Response Required>

		2		51		a		10		398				- Continuity of operations                 		2

		2		52		b		10		399				- Property, facilities, and infrastructure		2

		2		53		c		10		400				- Delivery/availability of services		2

		2		54		d		10		401				- Regulatory and contractual obligations		2

		2		55		5		10		402				Does the VISN coordinate its HVA and prioritize hazards, threats, and events with community response partners?		2

		2		56		G		11						INCIDENT PREVENTION

		2		57		1		11		404				Has the VISN developed a strategy to prevent incidents for the high-risk hazards identified in the Hazard Vulnerability Analysis?		2

		2		58		2		11		405				Does the prevention strategy address your VISNs top five hazards?		2

		2		59		H		12						MITIGATION

		2		60		1		12		407				Has the VISN implemented measures to limit the consequences of an incident for the high-risk hazards identified in Hazard Vulnerability Analysis?		2

		2		61		2		12		408				Does the mitigation strategy address your VISNs top five hazards?		2

		2		62		I		13						RESOURCE MANAGEMENT AND LOGISTICS

		2		63		1		13		410				Has an assessment been conducted to identify the resources needed for mitigation of the VISNs top five hazards?		2

		2		64		2		13		411				Does the VISN maintain an inventory system to track resources needed during an emergency?		2

		2		65		J		14						MUTUAL AID AND ASSISTANCE

		2		66		1		14		413				Has the VISN coordinated its potential need for resources with the community?		2

		2		67		2		14		414				Has the need for resource sharing/mutual aid assistance been determined?		2

		2		68		3		14		415				For what types of assistance?  (text response required)		4

		2		69		4		14		416				Have agreements that have been established been reviewed by VA Regional or General Counsel?		2

		2		70		K		15						PLANNING

		2		71		1		15		418				Does the VISN have an established process for emergency management planning?		2

		2		72		2		15		419				Does the VISN use a structured approach to planning such as Management by Objective?		2

		2		73		3		15		420				Who are the key stakeholders involved in the planning process?  (text response required)		4

		2		74		4		15		421				Please describe that process (text response required)?		4

		2		75		5		15		422				Does the VISN have an Emergency Operations Plan that assigns responsibilities for carrying out specific actions in an emergency?		2

		2		76		6		15		423				If so, does it incorporate the following:		3		<No Response Required>

		2		77		a		15		424				- Incident Command System                    		2

		2		78		b		15		425				- Resource Management		2

		2		79		c		15		426				- Communications		2

		2		80		d		15		427				- Safety and Security		2

		2		81		e		15		428				- Staff		2

		2		82		f		15		429				- Utilities              		2

		2		83		g		15		430				- Clinical Activities		2

		2		84		7		15		431				Does the VISN have a recovery/continuity plan?		2

		2		85		8		15		432				Does the recovery/continuity plan provide for the restoration of essential functions?		2

		2		86		L		16						INCIDENT MANAGEMENT

		2		87		1		16		434				Has the VISN developed an incident management system to direct, control, and coordinate response and recovery operations?		2

		2		88		2		16		435				Has the VISN coordinated its incident command system with community response partners and suppliers?		2

		2		89		3		16		436				Does the VISN use the ICS incident action planning process after the initial response phase?		2

		2		90		4		16		437				Does the VISN formally participate in a Multi-agency Coordination System?		2

		2		91				16		438				If so, please describe (text response required).		4

		2		92		M		17						COMMUNICATIONS AND WARNING

		2		93		1		17		440				What are the backup communication systems for the VISN?  (please list)		4

		2		94		2		17		441				For each backup system listed, how often is it tested?  (text response required)		4

		2		95		3		17		442				Which community response organizations does your VISN have interoperable communications with?  (please list)		4

		2		96		4		17		443				For each community response organization identified above, how often are communications exercised?  (text response required)		4

		2		97		N		18						OPERATIONAL PROCEDURES

		2		98		1		18		445				Has the VISN developed Standard Operating Procedures that explain the initial response actions for each of the high-risk hazards identified in the Hazard Vulnerability Analysis?		2

		2		99		2		18		446				Does the VISN have a plan for the following:		3		<No Response Required>

		2		100		a		18		447				- Evacuation            		2

		2		101		b		18		448				- Shelter-in-Place		2

		2		102		c		18		449				- Mass Casualty Triage		2

		2		103		d		18		450				- Decontamination       		2

		2		104		e				451				- Use of VA All-Hazards Emergency Cache

		2		105		f		18		452				- Alternate Care Sites		2

		2		106		g		18		453				- Other  (please describe) (text response required)		4

		2		107		3		18		454				Has the VISN developed plans for the loss of the following mission critical systems:		3		<No Response Required>

		2		108		a		18		455				- Electrical Power      		2

		2		109		b		18		456				- Potable Water		2

		2		110		c		18		457				- HVAC		2

		2		111		d		18		458				- Medical Gases		2

		2		112		e		18		459				- Fire Alarm		2

		2		113		f		18		460				- Waste Stream		2

		2		114		g		18		461				- Computer Systems       		2

		2		115		h		18		462				- Communications		2

		2		116		4		18		463				Has the VISN established procedures to conduct a situation analysis needed to support response and recovery operations?		2

		2		117		5		18		464				Do these procedures include the following:		3		<No Response Required>

		2		118		a		18		465				- Needs Assessment     		2

		2		119		b		18		466				- Damage Assessment		2

		2		120		c		18		467				- Identification of needed resources		2

		2		121		d		18		468				- Plan for obtaining needed resources		2

		2		122		6		18		469				Has the VISN developed procedures for succession of management/government?		2

		2		123		O		19						FACILITIES

		2		124		1		19		471				Has the VISN established a primary and an alternate Emergency Operations Center?		2

		2		125		2		19		472				Has the VISN established a plan for surge capacity?		2

		2		126		P		20						TRAINING

		2		127		1		20		474				Does the VISN have a training program to ensure that employees are trained in their role in the emergency management program?		2

		2		128		2		20		475				Does the VISN conduct a needs assessment to determine which employees need to be trained?		2

		2		129		3		20		476				Does the VISN offer training on Incident Command System?		2

		2		130		4		20		477				Does the VISN offer training on the Emergency Operations Plan?		2

		2		131		5		20		478				Does the VISN maintain records on this and other emergency management training that staff attend?		2

		2		132		Q		21						EXERCISES, EVALUATIONS, AND CORRECTIVE ACTIONS

		2		133		1		21		480				Does the VISNs exercise program evaluate capabilities over an extended (96 hour) response?		2

		2		134		2		21		481				Is the incident command system used to conduct exercises?		2

		2		135		3		21		482				Has the VISN developed procedures to implement corrective actions on any deficiencies that are identified in exercises or real events?		2

		2		136		4		21		483				Does the VISN evaluate the effectiveness of improvements that were made in response to critiques of previous exercises		2

		2		137		R		22						CRISIS COMMUNICATIONS AND PUBLIC INFORMATION

		2		138		1		22		485				Does the VISN maintain an emergency public information capability that includes the following:		3		<No Response Required>

		2		139		a		22		486				- A contact point for the media                 		2

		2		140		b		22		487				- Pre-scripted information bulletins		2

		2		141		c		22		488				- A procedure to coordinate, gather, disseminate, and clear information for release		2

		2		142		d		22		489				- The capability of communicating with patients, patient families, staff and suppliers during emergencies		2

		2		143		2		22		490				Does the VISN participate as part of the state's Joint information System?		2

		2		144		S		23						FINANCE AND ADMINISTRATION

		2		145		1		23		492				Has the VISN developed financial and administrative procedures during and after an emergency?		2
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Introduction to VISN EPC, DND and COO


8:00am – 8:30am


Day One


· Arrive at VISN Office and meet VISN EPC (throughout the context of the VISN CEMP documents, the phrase “EPC” will relate to designated VISN staff or VISN-Liaison Area Emergency Manager) , DND and COO (if VISN has a COO, most do)


· Discuss visit logistics and any schedule changes from VISN or VHA Assessment Team


· Brief tour of VISN Office and locate work area


· Locate and obtain documents for on-site review


· Set up work area


VISN Leadership


Opening Conference


8:30am – 9:30am


Day One


· Participants from VISN should include senior VISN staff and VISN EPC as well as any other VISN officers that the VISN wants to attend.  This will ensure that everyone has a common understanding of Assessment Visit objectives and everyone has the benefit of the answers to any opening questions from VISN leadership.


· Senior VISN Staff for Opening Conference 




VISN Director (if available)




DND




COO




EPC 

· Other VISN staff that Team should recommend and VISN may invite




CMO




CLO




PAO




CIO




CAM




Safety Officer




HR Manager




VISN EMC Chair


Initial Interviews with EPC, DND and/or COO, EMSHG VISN Liaison AEM, and CAM

9:30am – 10:30am

Day One


Interview Questions:


1.1  Systems-Based Approach to the Development, Implementation, Management, and Maintenance of the Emergency Management Program 


VISN Oversight:


1. What is the role of the VISN in supporting the VISN facilities in the event of  emergencies, i.e., describe the VISN’s “Concept of Operations” for managing disasters within the VISN?


2. Describe the development process of the VISN’s overall EMP and any supporting policies.


3. Does the EMC serve as a governing body for the EMP?


4. Has the VISN prioritized emergency responses based on the VISN Office and VISN facilities’ HVA?


5. Have performance objectives for program management been developed for VISN office and VISN facilities in order to evaluate the program?


6. What has been the involvement of the VISN ELC (or equivalent) in the overall VISN EMP?


VISN Office EMP:


7. How has the VISN used the EMP Guidebook in the development of the program and the actual VISN office EOP?


8. Has the VISN Office established a strategic goal with supporting objectives for the development of the EMP? 


1.2  Administrative Activities ensure the Emergency Management Program meets its Mission and Objectives 


VISN Oversight:

1. Has the VISN evaluated the effectiveness of facility EMPs in order to better coordinate VISN activities with the facilities in an emergency?


2. Has the VISN funded high priority EMP needs that are best managed at the VISN level?


3. How are VISN EMP needs, particularly those requiring significant NRM or Minor Construction dollars for hazard mitigation, incorporated into resource planning?


4. What are the current high priority EMP and hazard mitigation funding needs?


5. Is there a VISN EPC?


6. What are the primary duties of the VISN EPC?


7. What is the relationship with the VAMC EPCs?


8. Please describe your service support agreement with your Area Emergency Managers (AEMs) and its effectiveness.


9. Please describe your relationship to EMSHG in the VHACO.


Session Conclusion Question:


What administrative aspects of the EMP could be better clarified or better supported through additional program guidance and/or training?


Document Review and Working Lunch

10:30am – 1:00pm


Day One


· Begin Document Review with particular emphasis on EMP and EOP documentation

· Review of VISN Office HVA


· Review any AARs to EOP/EOC exercises


· Review EMC Charter, minutes and any follow-up actions


· Continue document review to include:


· ICS documentation


· MOAs with non-VA organizations including federal, state and local healthcare, public health and EMS organizations


· Resource sharing agreements


· Service Support Agreement with EMSHG


· VISN Continuity of Operations (COOP) Plans


· Lists of contracts and agreements for the purchase of commodities and services during an emergency


· Lists of emergency preparedness VISN contracts


· Descriptions of purchase card designations


· IMT assignments


· Callback lists


· Any ELC actions in support of EMP


· VISN staff and committee organization charts


· Annual program evaluations of EMP


· Any site visits of VAMCs relative to EMP


· Lists of construction projects in support of EMP


· IT Business Resiliency/COOP plans


· EOC documentation


Interview with DND and/or COO, VISN EPC, EMSHG VISN Liaison AEM, and VISN Education Service Representative (ESR)

1:00pm – 2:00pm


Day One


[This interview can begin by covering questions from the previous interview that were not fully answered or require additional documentation or data.  There is also time at the end of the day for further discussion with the DND, COO and EPC together.  Questions from the document review can also be covered.]


Interview Questions:


1.4  Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility Emergency Management Programs

VISN Oversight:

1. Describe any VISN-wide emergency preparedness planning activities.


2. Have there been discussions at the ELC level regarding facility preparedness?


3. Discuss any VISN level acquisitions in support of facility EMPs such as commodities, construction or services?


1.5  Incorporation of Continuity Planning into the Coordination Activities of the VISN Office’s Emergency Management Program

VISN Office EMP:


1. Please describe your business resiliency and continuity of operations (COOP) plan as indicated in your VISN office EOP.


2. How have you tested your ability to maintain business operations in the event of a disaster?


3. Do you have emergency power support?  If so, how is proper testing assured?


4. Briefly describe your callback process and are you planning to operate on a 24x7 basis during an emergency?


5. Please describe any additional aspects of your COOP plan such as support of staff during prolonged activation of your EOC, interactions with your supporting VA facility, etc.


1.6  Development, Implementation, Management, and Maintenance of an Emergency Operations Plan 


VISN Office EMP:


1. Do you have a written EOP?  Briefly describe its operation.


2. Is your EOP based on your HVA?


3. Is a copy of the EOP located in the EOC?


4. How often is the EOP updated?


5. Who reviews the EOP?


6. How is the EOP communicated to all VISN staff? 


1.7  Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VISN’s Emergency Management Program

VISN Oversight:

1. Has there been emergency management program training provided VISN-wide?


2. Has there been a VISN-wide training assessment?


3. Have VISN facilities requested certain types of training based on AARs from exercises or actual events?


VISN Office EMP:

4. Has there been a training process to support the overall VISN EMP?


5. Describe what types of training have been provided to VISN staff regarding all facets of the EMP, particularly roles when the EOC is activated.


6. Has there been an assessment of training needs and effectiveness?


7. Have training decisions been based on AARs from exercises or actual events?


8. Has there been any training provided to the ELC?


9. What are some of the items that individuals request to increase training effectiveness?


1.8  Incorporation of a Range of Exercise Types that Test the VISN’s Emergency Management Program

VISN Oversight:


1. Describe the variety of exercises that have been conducted VISN-wide?


2. Have there been any exercises conducted solely at the VISN office level?


3. Are there AARs from exercises?


4. How have the AARs been used, particularly in the areas of resource or training recommendations? 


1.9  Demonstration of System-Based Evaluation of the VISN’s overall Emergency Management Program and its Emergency Operations Plan

VISN Oversight:


1. Do you conduct periodic program evaluations?


2. What types of VISN EMP program assessments have been conducted?


3. Describe the evaluation objectives, frequency, follow-up and results communication to the VISN staff, leadership, EMC and ELC. 


4. Do you review the annual assessments of the medical centers emergency management program and do you monitor the performance improvement activities conducted yearly as required by The Joint Commission?


VISN Office EMP:

5. Do you conduct periodic program evaluations of the VISN Office EMP?


6. Has the EMP been evaluated?


1.10  Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the Process becomes one of a Learning Organization

VISN Oversight:


1. How is VISN leadership given opportunities to participate in developing program improvements of both the VISN office program and the overall program VISN-wide?


2. How are AARs from previous events in the VISN used to develop hazard mitigation projects?


3. How are future goals and objectives for the EMP program VISN-wide developed?

VISN Office EMP:

4. Describe how evaluation recommendations, AARs and lessons learned are incorporated into EMP process improvements. 


5. How is VISN leadership given opportunities to participate in developing program improvements of the VISN office EMP?


6. How are future goals and objectives for the VISN office level programs developed?


Session Conclusion Question:


What aspects of the EMP planning, training and other activities that we have just discussed do you think could be better clarified or supported through additional program guidance or training?


EOC and Crisis Operations


2:00pm – 3:30pm


Day One


· The review of the EOC should be used to evaluate several capabilities including incident actions, mobilization, staff callback, EOC activation/capabilities, use of the ICS, overall incident management, incident action planning, communications systems, medical surge, extended operations, existence of emergency power and demobilization.


· Review can be conducted using a scenario based discussion of capability questions.


· Participants in the EOC activation should include EPC, DND, COO, CLO, CIO, PAO, HR Manager and others as determined by the VISN.  The VISN Director should be invited to participate.  Given the limited level of staffing at any VISN office, ICS type assignments will be limited.


Scenario:  There has just been a call from the Acting Director at a VISN medical center (could be a Chief HR) that there has been an explosion near a patient building that has caused unspecified damages, loss of normal power, facility is on emergency power, there is some loss of water pressure and limited employee/patient injuries that are being treated at the VAMC ED.  Emergency responders (i.e., fire and outside police) are on site.  Press coverage likely very soon.  EOC at facility is activated.  Resumption of normal power and water not likely soon.  Evacuation discussions are beginning in facility EOC.  Director and AD are on travel and are being notified.


[In the context of this scenario, cover the following capabilities and questions.]


Interview Questions:


2.1.1  Processes and Procedures for Incident Recognition, Activation of EOP/EOC and Initial Notification of Staff

VISN Office EMP:


1. What are your initial actions?


2. Will you be activating the VISN EOC?  


3. When is the EOC normally activated?  


4. Who authorizes activation and how quickly can this be accomplished?


5. Are their plans for after hours activation?


6. Who else in the VISN will be contacted?  


7. How is VACO notified?


8. Will the ICS system be employed?


9. What is the immediate role of PAO?


10. Describe the likely interaction between the VISN EPC and the EPC(s) at the affected facility or facilities?


2.1.2  Mobilization of Critical Staff and Equipment for Incident Response

VISN Oversight:


1. How and when is Incident Command transferred from a facility to a VISN?


VISN Office EMP:


2. Who is the Incident Commander?


3. Who would be summoned to the EOC?


4. Will there be use of a virtual EOC (i.e., VISN and any other facility staff calling in)?


5. Does everyone in the VISN have a roster to assist in calls to key staff?


6. Are VISN staff aware of your HR policies regarding callback of staff and over-time, etc?


7. How will all this be managed after normal business hours?


8. Are staff aware of facility-level reporting requirements to the VISN (in the case of facility EOC activation) and VISN level reporting requirements, as outlined in the VHA Handbook 0320, Incident Management System (IMS) Operational Procedures?


9. Discuss the flow of the reporting from the facilities to the VISNs to VACO (including the VHA JOC Duty Officer).


10. Please identify who, at the VISN office, fills the Command and General Staff positions and how do they support the Incident Commander and meet the requirements of their assigned roles?


2.1.3  Situational Assessment of Response and Coordination Efforts for Initial Incident Management and EOC Activation

VISN Office EMP:


1. How are staff assigned for Command and General Staff position roles for EOC operations and trained in those roles?


2. Briefly discuss your EOC and how it is supported with IT equipment, communications equipment and utilities (this will be covered in depth during EOC scenario). 


3. Who in the VISN has GETS cards?

4. What are the provisions for the loss of power in the VISN office and/or the VISN EOC?


5. What are the provisions for the loss of normal telephones, cell phones and computer networks?  Do you have access to satellite computer communications including video teleconferencing?  Do you have access to radio and/or amateur radio communications?


6. Are VISN staff aware how to communicate via BlackBerry® pin-topin?


7. Is there a back-up EOC site?  If yes, where is it located?

8. How will the VISN EOC interact with the facility EOC involved with managing the crisis?


2.2.1  Management of Extended Operations


VISN Office EMP:


1. Are there instances when you expect to operate the EOC for extended periods, such as through the night?


2. If so, what are the provisions for staff support?


3. Are there defined plans for staff rotation?


4. Please describe any VISN HR policies regarding VISN office staff on extended duty.

5. During extended operations, how do the Command and General Staff continue to support the planning cycle within each operational period?


2.2.4  Processes and Procedures for Demobilization of Personnel and Equipment

VISN Office EMP:


1. How is the VISN notified that the facility EOC as been demobilized?


2. Who authorizes demobilization of the VISN EOC?


3. When and how are AARs performed?


4. Describe “after crisis” activities such as debriefings, staff support, inventory of supplies consumed, etc.


5. How are AARs used to drive organizational improvements?


2.2.5  Processes and Procedures for a Return to Readiness of Staff and Equipment

VISN Office EMP:


1. Who is responsible for replenishing supplies?


2. Is there a process such as a site survey to ensure the VISN EOC is ready for another emergency?

Session Conclusion Question:


What aspects of EOC operations do you think could be better clarified or supported through additional program guidance or training?


Follow-up Interview with DND, COO, EPC and VISN HR Manager


3:45pm – 4:30pm


Day One


[Begin interview by covering any unresolved issues from the EOC operations scenario and any open questions from morning interview]


Interview Questions:


4.1.1  Maintaining Authorized Leadership (Leadership Succession)

VISN Office EMP:


1. In the event of an emergency or serious disaster that affects VISN office (such as an explosion) and/or its structure, how do employees know who is in charge?


2. What/who has delegation authority?


3. Is it always clear who will be in charge during an emergency?


4. How is the chain of command during an emergency communicated?


5. How does everyone in the VISN know who is in charge on a given day?


6. What is the line of succession in case of injuries or other disruptions to the chain of command?


4.1.2  Processes and Procedures for Personal Preparedness and Employee Welfare

VISN Office EMP:


1. Are employees provided “go kits” for emergency response and prolonged shifts?


2. Are staff aware of available mental health resources for use in the aftermath of a crisis, whether it is at the VISN office or a by product of coordinating operations with a facility?


3. What EAP services are available to VISN staff?

4. How are VISN office staff informed of HR policies that support them in the event of emergencies that primarily affect the VISN office?


4.3.3  Interoperable Communications with VISN Facilities’

VISN Office EMP:


1. In the event of a disaster primarily involving the VISN office directly, describe the flow of information during a crisis to VACO?  To VISN facilities?


2. What happens when the primary method(s) of internal communications fail?


3. How are your communications plans tested?


4. What improvements have been made as a result of testing?


5. In the event of a disaster at a VISN facility, describe, similarly, the communication flow to VACO and other VISN facilities.


Session Conclusion Question:


What aspects these capabilities do you think could be clarified or better supported through program guidance and/or training?

Interview with VISN CMO and EPC (EMSHG VISN Liaison AEM)

8:00am – 9:00am


Day Two


Interview Questions:


3.4.3  Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)


VISN Oversight:


1. Is the VISN office part of the servicing VAMC’s staff and family mass prophylaxis plan?  


2. Describe how the VISN is involved in mass prophylaxis.


5.3.1 Processes and Procedures for Deployment and Return to Readiness of the VA All-Hazards Emergency Cache


VISN Oversight:


1. How does the VISN assure that the policy regarding the activation and utilization of the cache is in accordance with criteria established by the VA PBM?  

2. Has the VISN been notified of any cache activations, in addition to the required notification of Emergency Pharmacy Service and EMSHG in VACO?

3. How does the VISN interact with the VISN facilities to assure that the cache is properly managed including storage requirements, rotation of stock, documentation of inspections, etc?

5.3.3 Processes and Procedures for Control and Coordination of Mass Fatality Management


VISN Oversight:


1. Describe the VISN’s plans to coordinate activities in order to supplement an individual facility’s mass fatality capabilities?

2. Is your VISN aware of the individual mass fatality management plans of VISN facilities?

3. Describe VISN-wide exercises and training that incorporate Mass Fatality Management.

6.3
Support under the National Response Framework

VISN Oversight:


1. Have there been any clinical initiatives undertaken VISN-wide contributing to emergency preparedness?  If so, have they been shared with external agencies?


2. Describe your current interactions with other federal health and emergency organizations including CDC, HHS and FEMA.  

3. Are you involved with other federal agencies such as through the Regional Interagency Steering Committees as part of the HHS National Response Framework (NRF) Emergency Support Function (ESF) #8?

4. Describe the nature of your involvement with EMSHG at the VHA Central Office level.

5. Describe contacts you have made and current interactions with state health and/or EMS authorities.

6. How are contacts with all these governmental authorities part of your crisis communication plans?


7. What has been the involvement of VISN facilities or the VISN office with emergency preparedness committees frequently organized as part of state hospital associations?


8. What is the operational relationship with state EOCs in your VISN? 


6.1  Provision of Supplemental Health Services to Support the National Disaster Medical System (NDMS)

VISN Oversight:


1. Please describe your understanding of NDMS.

2. Is there an FCC for NDMS within your VISN?  If so, what has been the level of any VISN involvement and how are you assured that the FCC is conducting the required exercises and is therefore properly prepared?


3. Are you aware of the FCC’s NDMS patient surge estimates and whether the FCC has the resources to meet these commitments?


4. Are you knowledgeable if there are signed MOAs from participating community hospitals with your FCC and the identity of those hospitals?


5. Has the VISN been included in any NDMS exercises or at least been notified during the exercise and informed of the assessments of any of the exercises?  If so, please briefly describe the exercises and the assessments.


6. Do you review the NDMS bed availability reports conducted periodically in your VISN?


6.2  VA/DOD Contingency Hospital System

VISN Oversight:


1. What VISN facilities are Primary Receiving Centers (PRC) for receiving any Service Members in the event of the emergent need to back-up DOD?


2. Are you aware of what level of bed availability VISN facilities are reporting?


3. Has the VISN been involved in any facility bed reporting or other DOD bed availability exercises?


4. Has there been any contact on a VISN level with local or national DOD officials regarding DOD back-up?


5. Are you aware of facility interactions with DOD facilities regarding emergency preparedness?


6. Have there been any VISN interactions with DOD facilities regarding emergency preparedness?


5.1  Processes and Procedures for Expansion of Staffing for Response and Recovery Operations

VISN Office EMP:


1. Describe how the VISN supports any facility’s needs for the expansion of staff during an emergency, such as during a medical surge.


2. Describe how the VISN office manages its own needs to expand staff such as might be needed to conduct extended EOC operations.

3. How does the VISN office callback staff to work, at any time of day or night?

4. Does the VISN employ any automated callback systems for the VISN office staff?

5. Are similar systems used throughout the VISN?

5.2  Management of Volunteers Deployment Support (e.g. DEMPS) during Response and Recovery Operations

VISN Oversight:


1. Describe the VISN office’s  participation within the Disaster Emergency Medical Personnel System (DEMPS) program. 


2. Does the VISN have a DEMPS coordinator or are VISN office staff enrolled by the DEMPS coordinator of the servicing VAMC?


3. Does the DEMPS supporting the VISN office staff have a pre-deployment program with the Occupational Health program to ensure volunteers are evaluated and protected before they are deployed away from your medical center?


4. Does the VISN or the supporting DEMPS Coordinator contact volunteers, at least annually, to ensure they wish to remain volunteers and to update information?


5. Are the Emergency Management Strategic Healthcare Group (EMSHG) Area Emergency Managers (AEM) available to ensure that data entry is accomplished in accordance with DEMPS database instructions for VISN office staff enrolled in the program?


6. Has the VISN office deployed personnel in response to emergencies?

7. Describe the VISN leadership involvement with oversight of the DEMPS programs at the VISN’s facilities.

8. What has been the involvement of the VISN Liaison AEM in that oversight?

9. What has been the VISN’s experience as a recipient and donor of staff under the DEMPS program?

10. How would the VISN access DEMPS resources to support VISN-wide needs?

11. What system do you use to identify what the needs of the patients are and what the capabilities the facility can offer?

12. How do you address external resources?

5.3.2  Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge  

Scenario:  There has been a large chemical spill nearby one of the community hospitals that is situated near a VISN facility.  Patients have initially been transported or have transported themselves to that facility.  That facility’s resources have been overwhelmed and patients are being sent to the nearby VAMC.  That VAMC has activated its EOC and medical surge procedures.


VISN Oversight:


1. Do you have a process in place assisting VISN facilities with medical surge operations?


2. Is the VISN aware of the medical surge capabilities of individual VISN facilities?


3. If the affected VAMC requires further assistance, is there a plan for the use of other VA facilities?


4. What are your modes of transport to assist the VAMCs in managing medical surge?


5. In lieu of transporting patients, are there plans to transport additional staff to assist the affected VAMC(s)? 


6. How does the VISN interact with the VAMC EOC in these situations?


7. What are the VISN plans to assist in the housing of transported staff?


8. How is the VISN prepared to assist with supporting a surge in demand of laboratory, blood bank and diagnostic imaging services?


Session Conclusion Question:


What aspects of the just discussed capabilities, i.e., external agency involvement, NDMS, VA/DOD activities, medical surge and the DEMPS program do you think could be clarified or better supported through program guidance and/or training?


Interview with PAO and EPC

9:00am – 9:45am


Day Two



In the event of a disaster to one or several VISN facilities such as a surge in the presentation of patients with an as yet unknown infectious disease, please describe you crisis communication plan operations.


Interview Questions:


2.2.2  Public Information Management Services during an Incident

VISN Oversight:


1. What regular interactions do you have with the facility PAOs?


a. Media resource sharing?


b. Have your reviewed their communication plans?


c. How do you support a facility that has limited resources?


2. Is your plan also tested with facilities?


3. Describe your training in crisis communication planning and actual practice?


a. Is there media training for individuals that are not PAOs?


b. Have you received HIPAA compliance training? 


c. In particular, have you received training regarding HIPAA compliance as it pertains to sharing of information (including TJC standard) that is necessary for emergency operations, where waivers may be required?


d. How are VISN office staff knowledgeable regarding HIPAA compliance?


4. Who are your alternate PAOs for the VISN?


5. What interactions have you had with VAMC facilities’ and state or local agency PAOs?


6. Are there any plans for any types of call-in “hotlines” to provide information to   remote VISN staff and other VISN employees not actively involved in the crisis management process?


VISN Office EMP:


7. Is the PAO part of the immediate EOC team?


8. Describe the VISN Public Information Crisis Management Plan including media relations and also providing information to the general public.

9. Is there an area designated to meet press that may appear at the VISN?


10. Do you have a list of planned media contacts to use during an emergency?


11. Who is designated to talk with the media during a crisis?


12. Describe early PAO contact with VACO.  How do you provide regular updates to VACO and OPA?

13. What is your role in keeping VACO informed?

14. How do you keep VISN employees, stake holders and patients informed during an emergency?


15. Describe actual experiences with your crisis plan been used?

16. Is your plan also tested?  With facilities?


17. Have you provided training to facility PAOs?  To key VISN staff?


18. What is the plan to support any VIPs who may be at a site or at the VISN during an emergency with the proper level of information and other needs?

Session Conclusion Question:


What aspects of emergency public information management planning or operations do you think could be better clarified or supported through additional program guidance or training?


Interview with Community Care Coordinator

9:45am – 10:15am


Day Two


Interview Questions:


2.1.3
Situational Assessment of Response and Coordination Efforts for Initial Incident Management and EOC Activation

VISN Oversight:

1. How does the VISN assure that VISN facilities have plans in place to communicate with patients and their families during emergencies, including notification when patients are relocated to alternative care sites?

4.4.1  Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents

VISN Oversight:


1. Describe the VISN’s oversight of the facility responsibilities to have a process for identifying populations at risk.

2. How are these patients tracked and what information is kept?  


3. How are the special needs met for each population identified?  


4. Describe the VISN’s involvement in supporting facilities’ responsibilities to continue to provide care, treatment and services to their special needs patients? 


Session Conclusion Question:


What aspects of emergency community care planning or operations do you think could be better clarified or supported through additional program guidance or training?


Interview with VISN CLO, EPC, CAM, and CFO

10:15am – 11:15am


Day Two


Interview Questions:


4.2.2  Maintaining Access to Critical Commodities and Services during Response and Recovery Operations

VISN Oversight:


1. Are there any facility-specific bulk purchases that have been made and are in storage for sharing throughout the VISN?


2. Are there plans for transportation in order to evacuate a facility?  If so, please describe these plans including any priority transportation contracts and/or existing transportation assets readily available for evacuations. 


3. Are you aware of NAC provided BPAs for emergency supplies?  Do you use or are planning to use these BPAs?


4. Is there an annual evaluation conducted on a VISN-wide basis, of emergency purchasing needs, contracts and vendor adequacy?  


5. How are contracting staff trained to know what and how to purchase critical supplies and services in an emergency, on a moment’s notice?


6. How are staff contacted and mobilized in an emergency with short notice?


7. Who specifically is designated to conduct necessary emergency purchases?  


8. What are the back-up and contingency plans in case of loss of communications resources?


VISN Office EMP:


9. Has there been a systematic needs assessment based on drills and/or experiences regarding critical commodities to be in place or available to the VISN office staff in an emergency?  If so, what is to be provided?


10. Describe all VISN level contracts that are in place to provide VISN facilities with needed commodities, bulk purchases and services in an emergency?  Include food, potable water, non-potable water, fuel, transportation services for patients or staff, special equipment, laboratory supplies, pharmaceuticals etc.


11. Who has purchase cards in the VISN office in the event of deployment?  


12. Describe any resource sharing agreements with non-VISN facilities including DOD facilities?


Session Conclusion Question:


What aspects of critical commodities and services acquisition planning or operations do you think could be better clarified or supported through additional program guidance or training?


Interview with VISN CIO and EPC


11:15am – 12:15pm


Day Two


Interview Questions:


4.2.1  Maintaining IT and Computing Systems Resiliency during an Incident

VISN Oversight:


1. How do you provide oversight of your facility business resiliency and COOP plans?  Have they been tested in actual emergencies? 


VISN Office EMP:


2. Please describe your business resiliency and COOP plan for the VISN office.


3. How is this plan incorporated into the overall VISN office COOP plan?


4. Has this plan included a formal needs and risk assessment?


5. What is the plan in the case of power outages?


6. How does your plan include remote employees and any employees working from home?


7. How is data backed-up?


8. What are the provisions for data communication in the event of computer network failure?


9. Describe all available means of voice communication.

10. How have VISN office staff been trained for the use of computers during any system disruptions?


11. Are VISN office staff trained how to access VA systems through VPN or other resources?


12. How have resiliency and COOP plans been tested?


13. How do you provide urgent customer support, technical assistance and hardware/system repair in the event of an emergency, particularly to the VISN office EOC?


14. Are you normally a part of the VISN EOC?


4.3.1  Maintenance of Voice and Data Communications through a Satellite Link

VISN Oversight:


1. Does your VISN have a satellite link to support data, voice and videoconferencing?  If yes, please describe all the units available in the VISN?


2. How are they maintained?


3. Who is trained to operate the links?


4. What are the plans to deploy the portable links?


5. How often are the links tested?


6. If there are no satellite links, what provisions have been made for voice and data communications in the event of complete VISN and local facility failures of these systems?


VISN Office EMP:


7. Is the VISN office supported with any radio systems and/or amateur radio capabilities?


8. Are VISN office staff aware and trained how to communicate using BlackBerry pin-to-pin capabilities?


4.3.2  Interoperable Communications with External Agencies’

VISN Oversight:


1. Is there a VISN plan to have all VISN facilities have the ability to communicate with first responders via something other than their normal mode of communications such as radios?  If not, which facilities have this capability?

VISN Office EMP:


2. Who is designated to support the VISN office EOC in emergency communications?


3. What types of training are provided facilities and the VISN office in emergency communications?


4. Has there been an overall assessment of VISN office and VISN facility emergency communication needs?


Session Conclusion Question:


What aspects of emergency communications planning or operations do you think could be better clarified or supported through additional program guidance or training?


Interview with VISN DND, COO, EPC and EMC


1:0pm  - 2:00pm


Day Two


Interview Questions:


1.3  Development, Implementation, Management and Maintenance of an Emergency Management Committee Process to support the Emergency Management Program

VISN Office EMP:


1. How does the EMC function as the emergency program governing body for VISN facility emergency programs and VISN office emergency preparedness?  

2. Does the EMC also function as the governing body for emergency management program activities specific to VISN staff preparedness?


3. Does the VISN conduct an HVA?  


4. How often is the HVA updated?


5. Has the EMC reviewed an HVA conducted for the VISN office?


6. Please describe how the VISN EMC functions, i.e., Chair, meeting frequency, posting of minutes, how it reviews AARs from the VISN or facilities, action tracking, roles of VISN office staff and facility staff serving on the EMC and committee reporting structure.


7. What, if any, staff support does the VISN EMC have?


8. Does the VISN EMC review the results of the VISN facility Hazard Vulnerability Analyses for action at the VISN level, including developing potential resource requests?


9. What is the relationships between the VISN EMC and AEM?  Is the AEM a member of the EMC?


10. Please describe how the EMC develops its annual goals and objectives.

11. How does the EMC use these goals to develop an annual work plan?


12. How is the EMC involved in developing training plans and VISN emergency exercises?


13. Please describe other EMC driven initiatives.

14. Does the EMC perform an annual evaluation and how does the EMC report its plans, recommendations and results of evaluations to the VISN ELC?


15. How does the VISN EMC interact with the facility EMCs?


Session Conclusion Question:


What aspects of EMC planning or operations do you think could be better clarified or supported through additional program guidance or training?


Interview with VISN DND, COO, EPC and CAM


2:00pm – 2:30pm


Day Two


· Cover any areas not covered in previously scheduled sections


· Further review any resource needs and plans for the VISN facilities not yet discussed such as for example, large capital projects to increase standby power, HVAC  and water capabilities, new communications systems, improved perimeter control systems, etc.


· Review callback rosters and process if not fully covered in previous sessions.  This should include rosters for VISN staff and key facility staff.


· Demonstrate any automated callback systems, such as “Send Word Now”.


· Ask VISN leadership if there are any areas or items that the Team has not addressed that they want assessed, if possible, in time remaining?


· Are there other areas at the VISN or facility (if VISN is co-located at a VA facility) that they want visited?


· Discuss the value of acquiring satellite links throughout the VISN, if none are now available.  


· Possibly preview highlights of exit briefing, particularly if some key staff cannot be present.


· Discuss any other aspects of EMP planning or operations that could be better clarified or supported through additional program guidance or training.

 
Interview with DND, EPC, and Safety Officer 


3:30pm – 4:00pm


Day Two


The following questions are designed to first assess the capabilities of the VISN office to maintain its own proper level of occupant safety and surge.  After discussing those capabilities, a subset of general overview questions are designed to cover the VISN office’s (primarily leadership, EPC and Safety Officer) role in support of VISN facilities facing occupant safety and surge challenges in an emergency.


Possible scenario to guide VISN office discussion:  There has been a very serious truck accident involving possible release of dangerous chemicals.  Utility disruption has occurred in the area.  It has not yet affected the VISN office, but it could.


Interview Questions:


3.1.1
Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’

VISN Office EMP:


1. Is there a documented procedure for how to determine when evacuation of the VISN office or shelter-in-place is necessary?

2. Is there a signal that can reach ALL areas of the VISN office for emergency/immediate evacuation or shelter-in-place?

3. Are there pre-established meetings places (“rally points” for accountability) VISN staff once immediately evacuated?

4. Describe the process for securing VISN office priority documents during an evacuation. 

5. Does the VISN office landlord or servicing VA facility initiate security and safety measures for evacuation procedures?

3.1.2
Processes and Procedures for Sheltering-in-Place and 3.1.3 Processes and Procedures for Sheltering Family of Critical Staff


VISN Office EMP:


1. Does the VISN office EOP identify a scalable response for sheltering-in-place?


2. If yes, does it include:  Decision process for shelter-in-place; Ability to shut down HVAC systems (If yes, how quickly?); Plans for relocation of VISN office staff into sheltered areas of the VISN office?


3. Does VISN office have a plan for sheltering family members of essential VISN staff during an emergency?


4. If yes, does this policy include sheltering of pets?


5. Does the VISN office have a plan for managing alternate staff support activities?


3.2  Perimeter Security Management of Access/Egress to Facility during an Incident (e.g. Lock Down)


VISN Office EMP:


1. Does the VISN office have procedures in place to ensure the physical security?


2. Does the VISN office have a lock down procedure?


3. If yes, how quickly can it be completed?


4. How often is this procedure tested?


5. Does the plan include the following: 

a. Verifying identification of staff accessing the VISN office?

b. Providing identification to individuals (non-staff) granted access to the VISN office?


c. Providing methods to control the movements of non-staff within the VISN office ?


d. Pre-established procedures for a bomb threat? 


e. Pre-established procedures for the receipt of a suspicious package?


f. Pre-established procedures for the receipt of a white powder package?


g. Pre-established procedures for the de-escalation of violent situations?


6. Are VISN office security personnel trained on how to manage issues specific to a lockdown situation?


7. Does the VISN office integrate community law enforcement agencies (i.e., police and sheriff) as needed for additional assistance?   


3.3  Processes and Procedures for Managing a Hazardous Substance Incident 


VISN Office EMP:


1. Have the VISN office staff been trained in how to react to possible contamination of the outside environment and possible contact with victims approaching the VISN office?


2. Does the VISN office conduct exercises with the servicing VAMC decontamination program?  If yes, how often?


3. If the VISN office is not located on a VA facility campus, what instructions have been given to VISN office staff in the event of possible contamination of staff or visitors?


3.4.1  Biohazard (Infection) Control Surge Services during Emergencies 

VISN Office EMP:


1. Are VISN office staff trained in proper procedures in the event the office is visited by a potentially seriously infected patient?


2. How is the VISN office supported in this case by the servicing VAMC?


3. Is the VISN office able to control the heating, ventilation and air conditioning (HVAC) systems in any hazard incident (e.g., smoke or biological agents)?

4. Are VISN office staff or security personnel trained on and have available PPE for:  Dealing with contaminated patients; Dealing with infectious/contagious patients?

5. How are procedures tested?

3.4.2 Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations

VISN Oversight:


1. Discuss how the VISN ensures that facilities have pre-established procedures for medical monitoring of decontamination personnel wearing PPE and a tracking system in place to inventory all PPE.


2. How does the VISN assure that the VISN facilities have enough PAPRs (at least two for each position requiring Level C PPE in your facility’s Contaminated Casualties/decontamination plan)?


3. Do facilities have an adequate number of Chemical Resistive Suits, PPE and related items such as boots, gloves, tape, etc. (at least four pair for each position requiring Level C PPE in your facility’s Contaminated Casualties/decontamination plan)?


VISN Office EMP:


4. Discuss how the VISN office ensures VISN office staff have the necessary training and equipment to protect themselves during a hazardous incident.


Session Conclusion Question:


Regarding VISN office level or VISN-wide occupant safety capabilities, what do you think could be clarified or better supported through program guidance and/or training?
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VISN Agenda


Veterans Integrated Service Network (VISN) Pre-Survey should be coordinated with the VISN Emergency Management Committee (EMC)

Throughout the context of the VISN CEMP documents, the phrase “Emergency Program Coordinator” (EPC) will relate to designated VISN staff and/or VISN-Liaison Area Emergency Manager.  


The following documents should be ready for the Team for review on-site:

· HVA


· Emergency Management Plan (EMP)


· Emergency Operations Plan (EOP)


· VISN Continuity of Operations (COOP) Plans


· EOC Plans and Incident Command System (ICS) Documentation


· After Action Reviews (AARs) 


· Memorandums of Agreements (MOAs) with any non-VA organizations (e.g., community healthcare organizations, federal, state or local organizations)


· Resource Sharing Agreements


· Service Support Agreement (SSA with EMSHG)


· Lists of contracts and agreements for the purchase of commodities and services during an emergency


· Lists of VISN level purchase orders for emergency purchases


· Incident Management Team (IMT) assignments


· Key Personnel Resource Matrix (e.g., callback lists)


· EMC Charter/Policies and meeting minutes


· VISN Staff and Committees Organization chart including location of VISN Emergency Program Coordinator (EPC) or equivalent and Emergency Management Committee (EMC)


· Annual program evaluation reports of EMP


· Any facility site visits regarding any aspects of the EMP


· Descriptions of any construction projects that specifically deal with the EMP


· IT Business Resiliency/Continuity of Operations plans


· EOC documentation


· List of Exercises participated in within the VISN and the community


Day One


		Time

		Person/Committee

		Topic



		8am - 8:30am 

		VHA Assessment Team 


VISN EPC 


VISN Deputy Network Director (DND) 


VISN Chief of Operations (COO) 

		· Arrive at VISN and meet VISN EPC, DND and COO

· Discuss visit logistics


· Discuss any changes to assessment schedule


· Visit work area and brief tour of VISN offices


· Locate documents



		8:30am – 9:30am

		Leadership (VISN Director and key leadership)


Above participants plus VISN Director, if available, and any other key VISN staff as decided by VISN, including EMSHG VISN Liaison AEM

		· Opening Conference including brief discussion of the results of VISN facility visits by the VHA Assessment Team, if available


· Review agenda



		9:30am – 10:30pm

		Initial meetings with EPC, DND and/or COO, EMSHG VISN Liaison AEM, and CAM

		· EMP planning and administrative activities


· VISN concept of operations for managing disasters


· Resource planning in support of hazard mitigation


· Preparedness planning and coordination of VISN facilities


· EOP exercises 


· Continuity Planning



		10:30am-1:00pm

		Document review and working lunch

		· Follow-up to above discussions



		1:00pm – 2:00 pm

		VISN DND and/or COO, EPC, EMSHG VISN Liaison AEM, and VISN Education Service Rep. (ESR) 

		· Program overview  (further coverage of DND/COO items)


· Training


· Document review questions


· Exercises


· Program evaluations


· Process improvement



		2:00pm – 3:30pm

		EOC participants including EMSHG VISN Liaison AEM




		· EOC and crisis operations using a scenario-based discussion


· Overall incident management


· Initial recognition

· Mobilization


· EOC management


· Incident action planning


· Staff callback


· Extended Operations


· Public Information Mgmt.


· Communication Systems


· Demobilization/Return to Readiness



		3:30pm – 3:45pm

		Break

		



		3:45pm – 4:30pm




		DND/COO/EPC and HR Manager

		· Follow-up to EOC 


· Issues not addressed from earlier meeting


· Role of EMSHG support


· Leadership Succession


· Employee Welfare 


· HR policies


· Providing staff information


· Internal VISN communications


· Emergency purchasing and cash-on-hand/use of purchase cards



		4:30pm – 5:00pm

		VISN EPC

		· Review Day One and Two



		5:00pm – 5:30pm




		VHA Assessment Team

		· Debrief from day and plan next day


· Identify additional data needs 





Day Two


		Time

		Person/Committee

		Topic



		7:30am – 8:00am

		VISN EPC

		· Overview of day’s plans



		8:00am – 9:00am

		VISN CMO, EPC and EMSHG VISN Liaison AEM 


		· Mass Fatality Management


· Relationships with federal, state and local external organizations


· Interactions with VACO


· VISN level clinical initiatives


· Support to external requirements


· Medical Surge



		9:00am – 9:45am

		VISN PAO and EPC

		· Public Information Management


· Community Relations



		9:45am-10:15am

		Community Care Coordinator

		· Initial Incident Management


· Community and Home-based Care



		10:15am – 11:15am

		VISN CLO, EPC, CAM, and CFO

		· Return to Readiness


· MOAs/sharing agreements


· VISN contracts


· Open purchase orders


· Purchase cards


· Critical commodity needs


· Staff for emergency contracting


· Hazard mitigation projects


· Resource management and needs assessments



		11:15am – 12:15pm

		VISN CIO and EPC

		· Business Continuity


· IT Resiliency


· Emergency back-ups


· Voice and Data Communications capabilities and interoperability


· Satellite Link 



		12:15pm – 1:00pm

		Lunch

		



		1:00pm – 2:00pm

		VISN DND, COO, EMSHG VISN Liaison AEM, EPC, and  EMC 

		· EMC structure 


· Evaluations and actions


· EMC minutes


· Involvement of ELC


· EMC function within VISN, goals and objectives


· EMC actions



		2:00pm – 2:30pm

		DND, COO, EPC, and CAM

		· Cover any previously unresolved items


· Additional resource needs and plans


· Review callback process


· Demonstrate callback


· Value of Satellite Links


· VISN requests for additional review or areas to be visited


· Early highlights of visit



		2:30pm -3:30pm

		EPC and appropriate VISN staff

		· Visit alternate EOC or EOC of servicing VAMC


· Visit areas requested by VISN


· Observe Satellite Link



		3:30pm – 4:00pm

		DND, EPC, VISN Safety Officer, and VISN Pharmacy Benefits Manager, if appropriate

		· VISN occupant safety


· Occupant safety support and oversight of facilities


· Role of Safety Officer


· Evacuation


· Shelter-in-place


· Perimeter Management


· Managing a Hazardous Substance Incident

· Biohazard (Infection) control Surge Services during an Emergency


· Staff and family mass prophylaxis


· Personal Protective Equipment

· VA All-Hazards Emergency Cache



		4:00pm – 6:00pm

		Team

		· Prepare Exit Briefing





Day Three


		Time

		Person/Committee

		Topic



		8:00am - 8:30am

		Meet with EPC

		Overview of day’s plans



		8:30am - 9:30am

		Leadership (VISN Director and key leadership)

		Exit Conference



		10:00am

		Depart for airport
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242
Incident Management Capabilities



252.1
Initial Incident Actions (e.g., first four hours)



252.1.1
Processes and Procedures for Incident Recognition, Activation of EOP/EOC, and Initial Notification of Staff



272.1.2
Mobilization of Critical Staff and Equipment for Incident Response



302.1.3
Situational Assessment of Response and Coordination Efforts for Initial Incident Management and Emergency Operations Center Activation



332.2
Management of Extended Operations (e.g., after first four hours)



332.2.1
Management of Extended Operations



352.2.2
Public Information Management Services during an Incident



372.2.3
Management and Acquisition of Resources for Incident Response and Recovery Operations



402.2.4
Processes and Procedures for Demobilization of Personnel and Equipment



412.2.5
Processes and Procedures for a Return to Readiness of Personnel and Equipment



433
Occupant Safety Capabilities



433.1
Evacuation vs. Shelter-In-Place



433.1.1
Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’



453.1.2
Processes and Procedures for Sheltering-in-Place



473.1.3
Processes and Procedures for Sheltering Family of Critical Staff



493.2
Perimeter Management of Access/Egress to Facility during an Incident (e.g., Lock Down)



513.3
Processes and Procedures for Managing a Hazardous Substance Incident



533.4
Infection Control



533.4.1
Biohazard (Infection) Control Surge Services during Emergencies



553.4.2
Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations



583.4.3
Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)



594
Resiliency/Continuity of Operations



604.1
Personnel Resiliency



604.1.1
Maintaining Authorized Leadership (Leadership Succession)



614.1.2
Processes and Procedures for Personal Preparedness and Employee Welfare



624.1.3
Dissemination of Personnel Incident Information to Staff during an Incident



644.2
Mission Critical Systems Resiliency



644.2.1
Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident



664.2.2
Maintaining Access to Critical Commodities and Services during Response and Recovery Operations



694.3
Communications



694.3.1
Maintenance of Voice and Data Communication through Satellite Link



704.3.2
Interoperable Communications with External Agencies’



724.3.3
Interoperable Communications with VISN Facilities’



744.4
Healthcare Systems Resiliency



744.4.1
Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents



765
Medical Surge



775.1
Processes and Procedures for Expansion of Staff for Response and Recovery Operations



795.2
Management of Volunteers Deployment Support (e.g., DEMPS) during Response and Recovery Operations



815.3
Expansion of Evaluation and Treatment Services



815.3.1
Development, Implementation, Management, and Maintenance of the VA All-Hazards Emergency Cache



835.3.2
Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge



865.3.3
Processes and Procedures for Control and Coordination of Mass Fatality Management



876
Support to External Requirements



886.1
Provision of Supplemental Health Services to Support the National Disaster Medical System



896.2
VA/DOD Contingency Hospital System



906.3
Support Under the National Response Framework (NRF)



937
Acronym List







1 Program Level Capabilities


Ensuring that Veterans Integrated Service Networks (VISNs) address issues relative to emergency planning and preparedness is important for supporting the VISN Leadership’s coordination of disaster responses that involve VISN facilities, particularly Veteran Affairs (VA) Medical Centers (VAMCs).  The following Program-Level capabilities are critical to VISNs:


· Systems-Based Approach to the Development, Implementation, Management, and Maintenance of the Emergency Management Program (EMP)


· Administrative Activities ensure the Emergency Management Program meets its Mission and Objectives


· Development, Implementation, Management, and Maintenance of an Emergency Management Committee (EMC) Process to support the EMP


· Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility EMPs  


· Incorporation of Continuity Planning into the Coordination Activities of the VISN Office’s EMP 


· Development, Implementation, Management, and Maintenance of an Emergency Operations Plan (EOP) 


· Incorporation of comprehensive instructional activity into the Preparedness Activities of the VISN’s EMP


· Incorporation of a Range of Exercise Types that Test the VISN’s EMP


· Demonstration of Systems-Based Evaluation of the VISN’s overall EMP and its EOP. 


· Incorporation of Accepted Improvement Recommendations into the EMP and its Components such that the Process becomes one of a Learning Organization


The following sections describe these Program-Level capabilities including their rationale and measurement.   


1.1 Systems-Based Approach to the Development, Implementation, Management, and Maintenance of the Emergency Management Program 


Description:  To demonstrate this capability the VISN implements a systems approach for coordinating its activities with individual VAMCs.


Rationale:  A systems approach to coordinating VISN activities during a disaster with the individual VISN facilities ensures that facilities will have the support needed from VISN leadership and eliminate duplication of effort.  In addition, this approach will enhance standardization across facilities within the Veterans Health Administration (VHA).


Measurement: 


· Review VISN EMP plan, EOP, and COOP plans

· Review of any VISN Executive Leadership Council (ELC) and EMC discussions or actions


· Review of any facility site visits or reports concerning emergency preparedness


· Assess any annual reviews and exercise activities

· Interview with the VISN Director and/or Deputy Director, VISN Chief of Operations (COO), Emergency Manager

· Interview with the lead person for emergency management for the VISN, to be noted as VISN Emergency Program Coordinator (EPC)

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· Emergency management is an organized program with consistent strategy and integration of all components into the organization’s administration and operations. 



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· N/A



		Personnel

		· Staff use the VHA Emergency Management Guidebook to develop and update the program.  


· VISN staff assigned to preparedness activities should use the Incident Command System (ICS) for developing the EOP and the associated Standard Operating Procedures (SOPs). 


· Lists of contractors and points of contact (POC) for activation of sharing agreements are developed and located at the EOC.



		Process




		Each VISN will have varying examples of how they coordinate EMP activities with VISN facilities.  Documentation can include VISN policies, VISN EMC Charter, ELC minutes and any other ELC activities.


· Process to develop an emergency management plan that identifies the development, maintenance, evaluation, and VISN oversight responsibilities (this process should parallel the “9-Step” process in the VHA Guidebook.


· Process to identify how the VISN conducts incident management activities with VHA entities and external response partners


· Process for the use of ICS positions that is consistent with January 17, 2007 VHA memo


· Process for Incident Action Planning


· Process to delineate the interactions with State emergency management, public health and medical agencies



		Education/Training

		· Staff is trained to coordinate VISN Emergency Operations Center (EOC) activities with individual facilities including use of the ICS system.



		Exercise

		· Exercises are clearly tied to evaluation of specific elements of the EMP.



		Evaluation

		· The EMP is evaluated at least annually and findings are documented in reports to the EMC.



		Organizational Learning

		· Improvements to the overall EMP structure are made to the program based on both an annual review and After Action Reports (AARs) of exercises and incidents.





Questions:


VISN Oversight:

1. What is the role of the VISN in supporting the VISN facilities in the event of  emergencies, i.e., describe the VISN’s “Concept of Operations (CONOPS)” for managing disasters within the VISN?


2. Describe the development process of the VISN’s overall EMP and any supporting policies. 

3. Does the EMC serve as a governing body for the EMP?


4. Has the VISN prioritized emergency responses based on the VISN Office and VISN facilities’ Hazard Vulnerability Analysis (HVA)?


5. Have performance objectives for program management been developed for VISN Office and VISN facilities in order to evaluate the program?


6. What has been the involvement of the VISN ELC (or equivalent) in the overall VISN EMP?


VISN Office EMP:


7. How has the VISN used the EMP Guidebook in the development of the program and the actual VISN Office EOP?


8. Has the VISN Office established a strategic goal with supporting objectives for the development of the EMP? 


1.2 Administrative Activities ensure the Emergency Management Program meets its Mission and Objectives


Description:  To demonstrate this capability the VISN implements and employs a spectrum of administrative actions to ensure the EMP meets its missions and objectives.


Rationale:  Management involvement and commitment are essential to ensure a successful program. Management needs to commit the necessary resources to conduct activities essential to the EMP.


Measurement:  


· Review of annual work plan, EMP budget, Service Support Agreements


· Review of EMP objectives


· Review of any VISN EMP policies

· Interviews with the Deputy Network Director (DND), COO, and VISN EPC


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The EMP is supported as an essential element of the VISN support of VISN facilities.



		Resources

		



		Supplies

		· Allocation of funding is sufficient to accomplish the annual objectives for obtaining necessary supplies.



		Facilities/Equipment

		· Adequate funding is available to obtain facilities and equipment needed specifically for the EMP.



		Personnel

		· VISN ensures that individual VAMCs have properly staffed the emergency management function.


· VISN has appointed a staff member to oversee the full integration of the National Incident Management System (NIMS) into the VISNs EMP.



		Process

		· VISN leadership actively participates in EMC meetings.


· The work plan details the budgeting, staffing, and administrative roles of the EMP.

· VISN leadership is briefed at least annually on status of readiness of facility.



		Education/Training

		· VISN has allocated resources to accomplish the training needs of the EMP at the VISN level. 



		Exercise

		· VISN defines the scope of the exercise program and provides funding to accomplish it.



		Evaluation

		· VISN conducts an annual program review to assess administrative efficiency and effectiveness in supporting the EMP.


· VISN leadership receives periodic briefings from both VISN EPC staff, Emergency Management Strategic Healthcare Group (EMSHG), and  Area Emergency Manager (AEM). 



		Organizational Learning

		· VISN incorporates identified improvements into its administrative activities.


· VISN implements changes as indicated to adhere to all pertinent standards and regulations.





Questions:


VISN Oversight:

1. Has the VISN evaluated the effectiveness of facility EMPs in order to better coordinate VISN activities with the facilities in an emergency?


2. Has the VISN funded high priority EMP needs that are best managed at the VISN level?


3. How are VISN EMP needs, particularly those requiring significant Non-Recurring Maintenance (NRM) or Minor Construction dollars for hazard mitigation, incorporated into resource planning?


4. What are the current high priority EMP and hazard mitigation funding needs?


5. Is there a VISN EPC?


6. What are the primary duties of the VISN EPC?


7. What is the relationship with the VAMC EPCs?


8. Please describe your service support agreement with your AEMs and its effectiveness.


9. Please describe your relationship to EMSHG in the VHACO.


1.3 Development, Implementation, Management, and Maintenance of an Emergency Management Committee Process to support the Emergency Management Program 


Description: To demonstrate this capability the VISN must have an EMC that provides governance and oversight to the EMP.  This will provide essential support for VISN EMP coordination and individual facilities EMP activities.


Rationale:  A VISN EMC, or its equivalent, is essential to ensure the design, implementation, management, and review of VISN EMP coordination activities.


Measurement:  


· Review of EOP


· Review of EMC (committee structure and membership, schedule and minutes, outputs, and annual review)

· Interview with DND and/or COO and VISN EPC


· Interview with Chair, VISN EMC

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· There is a fully chartered VISN EMC. There is an equivalent VISN committee or periodic meeting of individuals that assess and act on VISN EMP coordination capabilities and individual facility preparedness.


· The EMC or its equivalent is organized to adequately address all components of a VISN EMP.



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· The EMC or equivalent has acquired appropriate meeting space and the critical equipment and facilities needed to support its management of the EMP.



		Personnel

		· VISN EMC members represent a cross section of the VISN and provide the diverse perspectives and expertise necessary to support the EMP activities of VISN facilities. 


· Adequate personnel are assigned to support the EMC administrative activities.



		Process

		· The EMC meets regularly and keeps meaningful minutes of the meetings.


· The committee generates strategic and work plans and other outputs that move the EMP forward. 


· Subcommittees are assigned as needed.


· VISN specific high priority emergency management plans or activities are approved by the EMC and reviewed annually.



		Education/Training

		· EMC members are trained in their role and responsibilities on the committee.



		Exercise

		· The EMC is involved in VISN-level exercises and, on occasion, facility exercises.



		Evaluation

		· The EMC's annual program review includes an assessment of the effectiveness and efficiency of the EMC activities, including whether the EMC achieved its program goals (and reflected in the minutes or the annual review report). 



		Organizational Learning

		· The EMC demonstrates that the EMC function and the EMP are continually improved and updated based upon evaluation findings. Accepted/implemented actions are documented in the minutes.





Questions:


VISN Office EMP:


1. How does the EMC function as the EMP governing body for VISN facility EMPs and VISN Office emergency preparedness?  


2. Does the EMC function as the governing body for EMP activities specific to VISN staff preparedness?

3. Does the VISN conduct a HVA?  


4. How often is the HVA updated?


5. Has the EMC reviewed the HVA conducted for the VISN Office?


6. Please describe how the VISN EMC functions, i.e., Chair, meeting frequency, posting of minutes, reviews of AARs from the VISN or facilities, action tracking, roles of VISN Office staff and facility staff serving on the EMC and committee reporting structure.


7. What, if any, staff support does the VISN EMC have?


8. Does the VISN EMC review the results of the VISN facility HVA for action at the VISN level, including developing potential resource requests?


9. What is the relationships between the VISN EMC and AEM?  Is the AEM a member of the EMC?


10. Please describe how the EMC develops its annual goals and objectives.


11. How does the EMC use these goals to develop an annual work plan?


12. How is the EMC involved in developing training plans and VISN emergency exercises?


13. Please describe other EMC driven initiatives.


14. Does the EMC perform an annual evaluation and how does the EMC report its plans, recommendations and results of evaluations to the VISN ELC?


15. How does the VISN EMC interact with the facility EMCs?


1.4 Incorporation of Comprehensive Preparedness Planning in the VISN’s Coordination Activities in Conjunction with the Individual Facility Emergency Management Programs. 


Description: To demonstrate this capability the VISN must engage in comprehensive emergency management planning to prepare for those events most likely to occur as specified in the HVA.   Additionally, this capability demonstrates the ability of the VISN to coordinate its efforts with the individual VAMCs.  

Rationale:  Strategic planning is important to identifying program goals, objectives, and priorities for improving preparedness at the VISN and facility levels. Tactical planning is important to identifying and conducting the tasks that achieve the strategic preparedness objectives.


Measurement:  


· Review of EOP, HVA and any other VISN policies regarding emergency management planning


· Review of callback rosters and procedures


· Review of VISN communication capabilities with VISN facilities


· Review of any ELC level discussions


· Review of any facility site visits or reports concerning emergency preparedness


· Review of any construction projects instituted by the VISN in support of emergency management planning


· Review of preparedness training program documentation

· Interview with the DND or COO, VISN EPC, Safety, Chief Logistics


Framework for Capability Description

		Capability Element

		Assessment components



		Policy/Organization

		· The VISN develops an overall VISN approach to comprehensive preparedness planning based upon the HVA, identified deficiencies, reports from facilities and EMP maintenance requirements.  



		Resources

		



		Supplies

		· Supplies necessary for preparedness planning and executing the preparedness plan (see process) are adequately available.



		Facilities/Equipment

		· Facilities and equipment for conducting the range of preparedness activities (see process) are available.



		Personnel

		· Preparedness activities are staffed by adequate numbers of qualified staff. 



		Process

		· The preparedness plan addresses:


· Facility HVA and associated external HVAs (i.e., State and community)


· EOP documents - developing and revising the EOP and all supporting documents and guidance


· Resource management – acquiring, organizing, and maintaining in a ready state, the necessary personnel, facilities, supplies and equipment to effectively execute the EOP


· Instruction – education and training on the EOP for all relevant personnel


· Exercise and evaluation

· Organizational learning – implementing evaluation findings to improve the emergency response and recovery capability and capacity.  

· VISN implements NIMS-prescribed ICS for preplanned events



		Education/Training

		· The Emergency Manager and other key preparedness staff are trained to develop and execute emergency management preparedness plans.



		Exercise

		· Callback rosters are exercised quarterly.



		Evaluation

		· VISN conduct’s an annual assessment of its emergency preparedness plan and its coordination activities to determine successes and identify areas for improvement.



		Organizational Learning

		· Findings from the annual evaluation of emergency planning activities are incorporated into the follow-on preparedness plan to improve preparedness levels.





Questions:


VISN Oversight:

1. Describe any VISN-wide emergency preparedness planning activities.


2. Have there been discussions at the ELC level regarding facility preparedness?


3. Discuss any VISN level acquisitions in support of facility EMPs such as commodities, construction or services?


1.5 Incorporation of Continuity Planning into the Coordination Activities of the VISN Office’s Emergency Management Program to ensure Organizational Continuity and Resiliency of Mission Critical Functions, Processes, and Systems

Description:  To demonstrate this capability the VISN must ensure organizational continuity and resiliency of mission critical functions, processes, and systems through continuity planning.

Rationale:  Continuity planning provides a structured method to help ensure the resiliency of mission critical functions and should be an integral component of the VISN’s EMP.


Measurement:  


· Review of EOP and VISN Continuity Plan

· Review of HVA and SOPs


· Review of documentation of exercises that test business continuity planning


· Review of any ELC level discussions and actions


· Examination of VISN EOC and alternate EOC site

· Interview with the DND, VISN EPC, VISN COO, and VISN Chief Logistics Officer (CLO)

Framework for Capability Description

		Capability Element

		Assessment components



		Policy/Organization

		· The VISN incorporates Continuity of Operations (COOP) planning across all activities in its EMP.



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· A VISN EOC, equipment (particularly communications equipment), and supplies  have been identified for activating and sustaining COOP. 


· The VISN has a well-defined system of reaching key staff in the event of a callback.



		Personnel

		· Key Staff have been identified as essential to ensure COOP.  This includes well-defined reporting relationships and line of succession.



		Process

		· The EOP includes specific guidance for incorporating continuity planning and actions across all aspects of the EOP.  This includes lines of succession in addition to action guidance to maintain business operations in support of facility healthcare operations.


· Operating Units at the VISN are defined and have assigned staff to conduct continuity planning for mission critical systems assigned to their unit.



		Education/Training

		· Staff engaged in continuity planning have been trained on how to accomplish this responsibility.



		Exercise

		· COOP is tested as part of an EOC exercise.



		Evaluation

		· Facility conducts an annual assessment of the continuity planning activities to determine successes and identify areas for improvement.



		Organizational Learning

		· Findings from the annual evaluation and AARs are incorporated into appropriate documents to improve continuity planning. 





Questions:


VISN Office EMP:

1. Please describe your business resiliency and COOP plan as indicated in your VISN office EOP.


2. How have you tested your ability to maintain business operations in the event of a disaster?


3. Do you have emergency power support?  If so, how is proper testing assured?


4. Briefly describe your callback process and are you planning to operate on a 24x7 basis during an emergency?


5. Please describe any additional aspects of your COOP plan such as support of staff during prolonged activation of your EOC, interactions with your supporting VA facility, etc.


1.6 Development, Implementation, Management, and Maintenance of an Emergency Operations Plan


Description:  To demonstrate this capability the VISN must develop a comprehensive EOP, based upon the HVA.  The EOP must be reviewed and updated annually by the EMC.  

Rationale:  The EOP provides a structured method to help ensure the resiliency of the VISN and is the central document of an EMP. 


Measurement:  


· Document review of any VISN policies and actions in support of emergency operations


· Review of EOP including SOPs

· Interview with the DND, VISN EPC and VISN COO

Framework for Capability Description

		Capability Element

		Assessment components



		Policy/Organization

		· A VISN EOP incorporates all phases of emergency management of the EMP into a single plan.



		Resources

		



		Supplies

		· Necessary supplies to operate the EOC



		Facilities/Equipment

		· The EOP including SOPs are available for review during normal operations and accessible to members of the EOC.



		Personnel

		· Staff have been assigned to develop the EOP and conduct execution of the EOP.



		Process

		· The EOP includes specific guidance for incorporating continuity planning and actions across all aspects of the EOP.  This includes lines of succession in addition to action guidance to maintain both business and facility coordination operations.


· Operating Units at the VISN are defined and have assigned staff to conduct continuity planning for mission critical systems assigned to their unit.


· The EOP defines VISN oversight of VAMCs during incidents.



		Education/Training

		· Staff engaged in developing the EOP have been trained on how to accomplish this responsibility.



		Exercise

		· The EOP is tested as part of every exercise.



		Evaluation

		· The VISN conducts an annual assessment of the EOP to determine successes and identify areas for improvement.



		Organizational Learning

		· Findings from the annual evaluation and AARs are incorporated into the EMP and EOP documents to improve continuity planning and actions for the facility. 





Questions:


VISN Office EMP:

1. Do you have a written EOP?  Briefly describe its operation.


2. Is your EOP based on your HVA?


3. Is a copy of the EOP located in the EOC?


4. How often is the EOP updated?


5. Who reviews the EOP?


6. How is the EOP communicated to all VISN staff? 


1.7 Incorporation of Comprehensive Instructional Activity into the Preparedness Activities of the VISN’s Emergency Management Program 


Description: To demonstrate this capability the VISN must conduct instructional activities that include education and training programs that support the EMP.

Rationale Training key personnel in preparedness activities and the principles of the ICS are essential components of the VISN’s EMP.


Measurement:  


· Review training needs assessment, training schedule, and training records 

· Interviews with DND/COO and EPC

Framework for Capability Description

		Capability Element

		Assessment components



		Policy/Organization

		· The VISN ensures that response personnel are trained to an appropriate level of proficiency for their emergency response assignments including the operation of emergency communications equipment. 



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· Adequate facilities and equipment are identified to support the education and training activities. 



		Personnel

		· The VISN uses qualified instructors.


· The target number and type of personnel are educated/trained in the planned courses.



		Process

		· EMC conducts a needs assessment for preparedness training.

· EMC members or VISN leadership help define the priorities for training at the VISN level, based upon annual reviews, AARs from exercises, actual experiences and facility identified VISN coordination requirements. 


· Personnel assigned to preparedness activities should have an annual instructional plan complete with course names and dates. 


· Training records are maintained as part of the VISN’s continuing education program for all employees. 


· “Just-in-Time” training should be developed for appropriate areas of emergency response.



		Education/Training

		· Designated staff have completed required Incident Command courses and relevant instructor (train-the-trainer) courses.



		Exercise

		· N/A



		Evaluation

		· VISN conducts an annual assessment of the training program to determine successes and document lessons learned.


· Participant evaluation materials should be administered for each instructional activity.


· Participant evaluations should be collected, aggregated and analyzed for areas of potential improvement.



		Organizational Learning

		· Findings from the annual evaluation, participant evaluations, and AARs for exercises and incidents should be used to improve the instructional program.





Questions:


VISN Oversight

1. Has there been EMP training provided VISN-wide?


2. Has there been a VISN-wide training assessment?


3. Have VISN facilities requested certain types of training based on AARs from exercises or actual events?

VISN Office EMP:

4. Has there been a training process to support the overall VISN EMP?


5. Describe what types of training have been provided to VISN staff regarding all facets of the EMP, particularly roles when the EOC is activated.


6. Has there been an assessment of training needs and effectiveness?


7. Have training decisions been based on AARs from exercises or actual events?


8. Has there been any training provided to the ELC?


9. What are some of the items that individuals request to increase training effectiveness?


1.8 Incorporation of a Range of Exercise Types that Test the VISN’s Emergency Management Program 


Description:  To demonstrate this capability the VISN must develop and manage an exercise program for evaluating critical aspects of the EMP as driven by the HVA.

Rationale:  Evaluative Drills, Tabletops, Functional Exercises and Full-Scale Exercises are essential to ensuring that emergency management activities are functional when needed during an actual emergency.


Measurement:  

· Review of Exercise Schedule


· Review of Exercise AARs

· Interview with VISN EPC or DND/COO

Framework for Capability Description

		Capability Element

		Assessment components



		Policy/Organization

		· The VISN uses the full range of exercises to evaluate the EMP, coordination with facility EOC operations and all mission critical aspects of emergency response and recovery.



		Resources

		



		Supplies

		· Any supplies needed for exercises are pre-determined and available during the conduct of exercises.



		Facilities/Equipment

		· Any facilities and/or equipment, particularly communications equipment, are identified and tested during the conduct of exercises.



		Personnel

		· A qualified exercise program manager is assigned to oversee the exercise initiative.


· The exercise planning team should be multi-disciplinary and staffed from EMC personnel.


· Adequate personnel to staff the exercise control team (including a Safety Officer and staff to manage the volunteer victims) and the exercise evaluation team. 



		Process

		· VISNs should develop and conduct at least one Full-Scale exercise per year. 


· Exercises are designed with formal objectives, an evaluation plan, and methods to assure a safe exercise operation.


· Exercise objectives are clear, measurable and achievable and reflect VISN disaster priorities based on the HVA, and an evaluation of recent AAR findings and organizational improvements. 


· The exercise cycle evaluates all aspects of emergency response and recovery (from incident recognition and mobilization process through demobilization, recovery and return to readiness).


· VISN develops a process to monitor and evaluate exercises across the VISN


· Adoption and incorporation of an all-hazards ICS into the VISNs exercise program



		Education/Training

		· The exercise program manager is trained in how to design, supervise and manage exercises at the facility.  


· Controllers, exercise evaluators, and others that will support exercises are trained.



		Exercise

		· Exercise program incorporates Evaluative Drills, Tabletops, Functional and Full-Scale Exercises.  


· Some exercises are conducted with State, Federal and community partners. 



		Evaluation

		· The VISN conducts an organized AAR for all incidents and exercises and captures promising practices and needs for improvement in a format that promotes organizational learning.


· The performance in designing, developing, and conducting the exercise, including conducting exercise evaluation team activities, is reviewed and analyzed.



		Organizational Learning

		· AAR findings are incorporated as objective improvements into the EOP and supporting documents, preparedness and mitigation planning as appropriate to achieve organizational improvement.


· Findings from the performance evaluation of the exercise planning and execution are incorporated into the exercise planning team process.





Questions:  


VISN Oversight:

1. Describe the variety of exercises that have been conducted VISN-wide?


2. Have there been any exercises conducted solely at the VISN Office level?


3. Are there AARs from exercises?


4. How have the AARs been used, particularly in the areas of resource or training recommendations? 


1.9 Demonstration of Systems-Based  Evaluation of the VISN’s overall Emergency Management Program and its Emergency Operations Plan 


Description:  To demonstrate this capability the VISN must conduct an annual evaluation of the EMP.

Rationale:  Annual evaluations are essential to ensuring that emergency management activities are functional when needed during an actual emergency.  


Measurement:  


· Review of annual program reviews


· Review of AARs from exercises and incidents

· Review of any pertinent ELC activities

· Interview with VISN EPC. DND and COO


· Interview with the EMC 

Framework for Capability Description

		Capability Element

		Assessment components



		Policy/Organization

		· The VISN conducts an annual systems-based EMP evaluation to identify opportunities for improvement in the EMP and the VISN’s plans for emergency response and recovery.   



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· Indicated tools to conduct the program assessment 



		Personnel

		· Adequate staffing for the program review 



		Process

		· There are defined methods and procedures for conducting EMP reviews and capturing objective information.


· Process involves an annual evaluation of the program


· AARs from exercises and incidents are a component in the review process



		Education/Training

		· Staff assigned to conduct program reviews of the VISN’s EMP are trained in a consistent manner.



		Exercise

		· AARs are conducted after exercises and incidents and the reports are analyzed to identify EMP opportunities for improvement.



		Evaluation

		· EMC/ELC receives an overall annual evaluation of the EMP. 


· This review also includes recommendations for follow-up from lessons learned.



		Organizational Learning

		· Annual program objectives incorporate recommendations and progress on needed corrective actions.





Questions:


VISN Oversight:

1. Do you conduct periodic VISN-wide program evaluations?


2. What types of VISN EMP assessments have been conducted?


3. Describe the evaluation objectives, frequency, follow-up and results communication to the VISN staff, leadership, EMC and ELC. 


4. Do you review the annual assessments of the VAMCs EMP and do you monitor the performance improvement activities conducted yearly as required by The Joint Commission (TJC)?


VISN Office EMP:


5. Do you conduct periodic program evaluations of the VISN Office EMP?


6. Has the EMP been evaluated?


1.10 Incorporation of Accepted Improvement Recommendations into the Emergency Management Program and its Components such that the Process becomes one of a Learning Organization.


Description:  To demonstrate this capability the VISN must incorporate a performance improvement process that results in organizational learning.

Rationale:  A program to ensure organizational learning is essential for an effective VISN EMP and consistent with VHA precepts.


Measurement:  


· Review of EMC minutes

· Review of annual work plan


· Review of Exercise AARs

· Interview with VISN EPC

Framework for Capability Description

		Capability Element

		Assessment components



		Policy/Organization

		· The VISN has an approach for accepting EMP improvements so that the process results in organizational learning.



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· N/A



		Personnel

		· The EMC or equivalent identifies an adequate number of qualified personnel to manage the organizational learning (corrective action) process. 



		Process

		· Methods are defined for considering proposed improvements (from the AARs and program reviews) and determining if and how they will be incorporated into the EMP and relevant components such as the EOP and for training. 


· Methods exist for actually incorporating improvements and corrective actions into the VISN’s EMP.


· A method for tracking and reporting accepted improvements over time is demonstrated, with fully incorporated improvements flagged for future evaluation during exercises and program reviews.


· The VISN revises and updates plans and Standard Operating Procedures to incorporate the NIMS and the National Response Framework (NRF).


· Recommendations for improvements are based on AARs and conducted by the EMC



		Education/Training

		· Staff assigned to implement recommendations from program evaluations and after action items from exercises or actual incidents are trained in a consistent manner.



		Exercise

		· NA



		Evaluation

		· The process for ensuring organizational learning is evaluated annually as part of the annual EMP review.



		Organizational Learning

		· Updates/improvements are made to the organizational learning process based upon the annual review and other relevant inputs (such as revised guidance in the VHA EMP Guidebook).





Questions:


VISN Oversight:

1. How is VISN leadership given opportunities to participate in the overall program VISN-wide?


2. How are AARs from previous events in the VISN used to develop hazard mitigation projects?


3. How are future goals and objectives for the EMP VISN-wide developed?


VISN Office EMP:


4. Describe how evaluation recommendations, AARs and lessons learned are incorporated into EMP process improvements.


5. How is VISN leadership given opportunities to participate in developing program improvements of the VISN Office EMP?


6. How are future goals and objectives for the VISN Office level programs developed?


2 Incident Management Capabilities


To manage all incidents regardless of scope and coordinate activities with individual VAMCs, the VISN must have effective and documented incident management capabilities.  The following incident management capabilities are critical to a VISN’s ability to support the Department of Veterans Affairs (VA) facilities: 


· Initial Incident Actions (e.g., First Four Hours)

· Management of Extended Operations

· Evacuation vs. Shelter-in-Place

· Perimeter Security Management of Access/Egress to Facility during an Incident (e.g., Lock Down)

· Processes and Procedures for Managing a Hazardous Substance Incident

· Infection Control

· Personnel Resiliency

· Mission Critical Systems Resiliency 

· Communications

· Health Care Systems Resiliency


· Processes and Procedures for Expansion of Staff for Response and Recovery Operations

· Management of Volunteers Deployment Support (DEMPS) during Response and Recovery Operations


· Expansion of Evaluation and Treatment Services


· Provision of Supplemental Health Services to Support the National Disaster Medical System (NDMS)


· VA/DOD Contingency Hospital System


· Support Under the NRF

The following sections will describe these incident management capabilities, including their rationale and measurement.  


2.1 Initial Incident Actions (e.g., first four hours)

2.1.1 Processes and Procedures for Incident Recognition, Activation of EOP/EOC, and Initial Notification of Staff 

Description:  To demonstrate this capability the VISN must recognize circumstances that indicate a potential incident and require a scalable response. 

Rationale:  An essential ingredient of the response and recovery phases of an emergency is being able to rapidly and efficiently activate the EOP/EOC. A rapid activation speeds response and recovery and enhances the ability of the VISN to support facilities affected by any form of disaster.


Measurement:  

· Review SOPs for staff roles/responsibilities for baseline monitoring, notification procedures and activation of EOP

· Interviews with VISN Director



· Interviews with DND, VISN EPC and VISN COO


· Scenario-based discussions


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates an effective process for recognizing circumstances within the program’s jurisdiction that indicate a potential incident (e.g., incident recognition and the need to activate the EOP/EOC), rapidly notify personnel and report the situation to VISN leadership and appropriate authorities.


· Designation of a VISN EOC



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· POC for EOP activation has communication equipment at all times (24/7/365).


· Adequate communications equipment to rapidly provide notification of EOP activation, level of activation and immediate instructions per template


· Equipment to receive confirmation of message receipt and report of response status



		Personnel

		· Designated person(s) identified for baseline monitoring


· POC identified to receive initial reports and make decision to activate the EOP/EOC


· POC is identified to begin callback procedures to notify critical staff.



		Process

		· Personnel have developed an incident reporting procedure consistent with VHA guidance.


· There is a written plan identifying how the EOP/EOC will be activated that is consistent with the ICS.


· A process is described for rapidly convening VISN leadership to determine whether activation is indicated.


· A process is described for developing the notification message(s) from templates, sending messages, receiving confirmation of message receipt and aggregating reports of response status from notified parties.



		Education/Training

		· Key members responsible for activating the EOP/EOC are trained in their roles in activation, determining the activation level, and notification.



		Exercise

		· Incident recognition, activation and notification are exercised.



		Evaluation

		· AARs from exercises and incidents are evaluated annually by the EMC.



		Organizational Learning

		· Lessons learned from incidents and exercises are incorporated into the EMP.





Questions:


VISN Office EMP:

1. What are your initial actions?


2. Will you be activating the VISN EOC?  


3. When is the EOC normally activated?  


4. Who authorizes activation and how quickly can this be accomplished?


5. Are their plans for after hours activation?


6. Who else in the VISN will be contacted?  


7. How is VA Central Office (VACO) notified?


8. Will the ICS system be employed?


9. What is the immediate role of PAO?


10. Describe the likely interaction between the VISN EPC and the EPC(s) at the affected facility or facilities?


Tabletop Observations

Based on scenario presented, staff selects an appropriate course of action based on a written procedure to alert and/or advise certain positions within an acceptable time frame.  The notifications message should provide for closing the loop.


2.1.2 Mobilization of Critical Staff and Equipment for Incident Response 

Description:  To demonstrate this capability the VISN must be able to rapidly callback and/or  mobilize critical staff.

Rationale:  Emergencies can occur with or without warning, as such, when a disaster does occur, VISNs may need to mobilize quickly.  To do this, VISNs must plan to identify the assets and key positions necessary to manage the situation or coordinate with the affected VISN facilities.


Measurement:  


· Review of EOP for situation assessment and mobilization of key Incident Management Team (IMT) staff


· Tour of VISN EOC


· Interview with VISN EPC

· Tabletop Exercise

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN has established effective mechanisms to rapidly mobilize essential personnel and equipment, particularly communications equipment, to manage the situation or coordinate activities with the affected VISN facilities.



		Resources

		



		Supplies

		· Supplies needed for mobilization 



		Facilities/Equipment

		· Storage facilities for equipment and supplies



		Personnel

		· The VISN has identified qualified and trained personnel to manage mobilization and coordinate activities.


· Designation of EOC Commander is clear.



		Process

		· Supplies, equipment and temporary facilities to be mobilized should be readily available for response and recovery to allow rapid mobilization.


· A process is delineated for the preparation and expansion of space 


· The EOC facility is pre-identified and equipped with emergency power, back-up communications, facsimile (fax) machines, printers, laptops, and other essential equipment (e.g., satellite phone) and services sufficient to operate throughout the duration of the emergency.  


· There are written procedures including job descriptions for key EOC personnel.


· The EOC has battery powered lighting in case of generator failure.


· Laptops are operational within a few minutes of EOC activation.


· There are written procedures for identifying alternative sites for the EOC.


· VISN has a callback roster for the IMT. 


· Staff callback rosters are maintained.


· Staff establish phone bank messaging capability and coordinate message alerts with local media.


· VISN has job action sheets for IMT.



		Education/Training

		· Members of the IMT are trained with respect to their role in mobilizing the response actions upon incident notification.



		Exercise

		· Callback rosters are tested at least quarterly.


· There is an exercise component that practices bringing some key staff back to the VISN EOC during regular exercises.



		Evaluation

		· Mobilization is evaluated through AARs from exercises and drills.



		Organizational Learning

		· Findings from the AARs are incorporated as improvements into the mobilization process.





Questions:


VISN Oversight:


1. How and when is Incident Command transferred from a facility to a VISN?

VISN Office EMP:


2. Who is the Incident Commander?

3. Who would be summoned to the EOC?

4. Will there be use of a virtual EOC (i.e., VISN and any other facility staff calling in)?

5. Does everyone in the VISN have a roster to assist in calls to key staff?

6. Are VISN staff aware of your HR policies regarding callback of staff and over-time, etc?

7. How will all this be managed after normal business hours?

8. Are staff aware of facility-level reporting requirements to the VISN (in the case of facility EOC activation) and VISN level reporting requirements, as outlined in the VHA Handbook 0320, Incident Management System (IMS) Operational Procedures?

9. Discuss the flow of the reporting from the facilities to the VISNs to VACO (including the VHA Joint Operations Center [JOC] Duty Officer).

10. Please identify who, at the VISN Office, fills the Command and General Staff positions and how do they support the Incident Commander and meet the requirements of their assigned roles?


Tabletop Observations:


1. EOC is activated in a timely manner through central alert system and EOC staff are assigned to key positions via the Incident Commander. A situation assessment is completed, Job Action Sheets are briefed as needed, and the Operational Period is defined.


2. The Incident Commander assigned to the IMT conducts and situation assessment, communicates situation to appropriate staff, designates Operational Periods, assigns staff to General Staff positions, and defines immediate priorities consistent with objectives. The Incident Commander is also responsible for attending Situation, Management, Planning, and Operations meetings/briefings.

3. The Safety Officer is responsible for monitoring all aspects of safety (i.e., personnel, facility and environmental) during response and recovery efforts and implementing counter measures to correct unsafe working conditions.  The Safety Officer attends the Situation, Management, Planning, and Operations meetings/briefings.


4. The Public Information Officer (PIO) is responsible for developing and disseminating information to the media and/or other external agencies about the incident.  PIO is further responsible for establishing a Joint Information Center, and attending the Situation, Management, Planning, and Operations meetings/briefings.

5. The Liaison Officer is responsible for coordinating efforts and communication between assisting agencies during response and recovery efforts.  The Liaison Officer compiles POCs for assisting agencies including lines of communication (i.e., phone, fax, email), responds to inquires and monitors situation for inter-agency communications.  The Liaison Officer attends the Situation, Management, Planning, and Operations meetings/briefings.


6. The Operations Section Chief is responsible for defining the tactical responses, strategies, and potential resources needed for response and recovery efforts.  The Operations Section Chief attends the Situation, Management, Planning, and Operations meetings/briefings.


7. The Planning Section Chief collects, documents, evaluates, and disseminates information pertaining to the incident to Command and General staff (other staff as designated).  The Planning Section Chief is also responsible for the development of the Incident Action Plan (with support from Command and Section Chiefs) 


8. The Logistics Section Chief is responsible for the support and services of the incident; managing (i.e., communication, transportation, food, sleeping arrangements).

9. The Finance Officer is responsible for all financial aspects of the incident from response through recovery, including time reporting, compensation and claims, procurement of resources, and incident cost accounting.


10. Staff in the EOC are able to identify response activities that will organize, coordinate and mobilize essential resources such as responders, equipment, supplies, and transportation.


11. Staff are capable of determining the need to expand or collapse the ICS structure depending on the severity of the incident.


12. Incident Command staff utilize multiple methods to mobilize key staff to the incident and are capable of external communications to notify appropriate authorities (e.g., fire, police, Emergency Medical Services, and media).


13. Appropriate staging areas are identified and managed to handle the influx of personnel, equipment and supplies.


2.1.3 Situational Assessment of Response and Coordination Efforts for Initial Incident Management and Emergency Operations Center Activation

Description:  To demonstrate this capability the facility must be able to identify the need to rapidly activate their EOC.  

Rationale:  All emergencies pose significant and unique challenges to the VISN.  For effective response and recovery the VISN must utilize the EOC as the central point for Command, Control, Coordination and Communication.  

Measurement:  


· Review of EOP


· Tour of VISN EOC


· Interview with VISN EPC and DND/COO


· Presence of inventory of critical resources (communication equipment, computers, etc.)

· Tabletop Exercise

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN provides actionable guidance through its EOP for initial incident management. 



		Resources

		



		Supplies

		· Appropriate EOP forms, guidance and other documents and supplies per the EOP including ICS Position Descriptions and Job Action Sheets are available for the IMT.



		Facilities/Equipment

		· The EOC is configured for effective operation of the IMT.


· EOC is equipped with appropriate computers, communications, printers, television and other equipment to support incident action planning and management decisions. 



		Personnel

		· Personnel have been identified to fill ICS Command and General staff positions during incidents and exercises.



		Process

		· VISN staff conduct a resource status and risk assessment at the outset of any emergency.


· Actionable guidance for key IMT positions to contribute to the resource status and risk assessment and determine initial actions.  


· At the outset of the incident, incident situation and initial actions are recorded (e.g., ICS 201).


· Personnel have access to the EOP for priority hazards including the identification of pre-determined initial Incident Command organizations for specific hazard incidents. 


· The EOP provides guidance for initial critical actions to ensure the appropriate personnel are assigned to necessary duties for emergency response and recovery operations.


· The IMT is staffed with appropriately qualified and trained personnel according to the scalable guidance in the EOP. 



		Education/Training

		· IMT personnel are trained to the operations level on their position roles and responsibilities. 


· Personnel assigned to conducting hazard risk assessments are trained commensurate with their role in developing the risk assessments and managing the EOC.



		Exercise

		· The exercises conducted by the VISN incorporate the resource status and situation within the exercise scenario.



		Evaluation 

		· AARs due to activation of the EOC during exercises/drills and actual emergencies are evaluated after each incident.



		Organizational Learning

		· Lessons learned from AARs are incorporated into the EOC SOP and facility EMP, including training requirements and recommended resource enhancements.





Questions:


VISN Oversight:


1. How does the VISN assure that VISN facilities have plans in place to communicate with patients and their families during emergencies, including notification when patients are relocated to alternative care sites?

VISN Office EMP:

2. How are staff assigned for Command and General Staff position roles for EOC operations and trained in those roles?


3. Briefly discuss your EOC and how it is supported with Information Technology (IT) equipment, communications equipment and utilities (this will be covered in depth during EOC scenario). 


4. Who in the VISN has Government Emergency Telecommunications Service (GETS) cards?


5. What are the provisions for the loss of power in the VISN Office and/or the VISN EOC?


6. What are the provisions for the loss of normal telephones, cell phones and computer networks?  Do you have access to satellite computer communications including video tele-conferencing?  Do you have access to radio and/or amateur radio communications?


7. Are VISN staff aware how to communicate via BlackBerry® pin-to-pin?


8. Is there a back-up EOC site?  If yes, where is it located?


9. How will the VISN EOC interact with the facility EOC involved with managing the crisis?


Tabletop Observations


1. Staff understand EOC activation procedures.


2. EOC is activated in a timely manner through central alert system and EOC staff are assigned to key staff positions via the Incident Commander. A risk analysis is completed and job action sheets are briefed as needed.


3. Players in the EOC are able to identify response activities that will organize, coordinate or mobilize essential resources such as responders, equipment, supplies, and transportation.


4. EOC activation involves the implementation of a resource list that identifies necessary components to establish a fully functional EOC (e.g., space, alternative space if needed, equipment, supplies, staffing, security, safety, and communication capabilities).


5. Appropriate staging areas are identified and managed to handle an influx of personnel, equipment and supplies. 

6. Space is adequate to allow for group meetings and separate functional group meetings. Displays are adequate and include TV and slides.  Write/erase boards are available.  

2.2 Management of Extended Operations (e.g., after first four hours)

2.2.1 Management of Extended Operations 


Description:  To demonstrate this capability the VISN must have a process for conducting extended operations beyond the initial reactive phase.  

Rationale:  Several emergencies will require extended operations to meet the changing needs and demands of response, coordination and recovery activities.  The VISN should have a well-developed plan that uses a Management by Objectives (MBOs) approach or similar methodology.


Measurement:  


· Review of Incident Action Planning processes and forms


· Review of plans to staff for extended operations


· Presence of inventory of critical resources 

· Interview with VISN EPC and DND/COO

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to effectively manage incident operations beyond the initial reactive phase using the incident action planning process to provide proactive management of the VISN emergency response.



		Resources

		



		Supplies

		· Relevant incident action planning forms and guidance from the EOP



		Facilities/Equipment

		· Meeting facilities, communication and other equipment for supporting the Incident Action Plan (IAP)



		Personnel

		· Qualified and trained personnel to staff the EOC.



		Process

		· The EOC is fully staffed (i.e., Incident Commander, Liaison Officer, Planning Officer, Finance Officer, Operations Officer) 

· Staff assigned to the EOC and IMTs employ incident action planning procedures, including:


· Situation status reports

· Resource status reports 

· IAP and supporting plans 

· Processes and procedures for briefing the IAP to response leaders across the VAMC and relevant outside agencies from initial incident response through demobilization

· Operational periods and a related planning cycle (with action panning meetings) are established

· Staff establishes operational period objectives to drive response and recovery efforts.


· Staff rotation schedules determined by the nature of the scope of response and recovery activities are defined including work schedules, eating and sleeping arrangements



		Education/Training

		· Staff are trained to manage incident operations.



		Exercise

		· Management of extended incident operations is practiced during exercises including incident action planning and long range planning.



		Evaluation

		· AARs from exercises/drills and actual emergencies are evaluated after each incident.



		Organizational Learning

		· AARs are incorporated into the EMP to improve operations beyond the first operational period, and include training, and IAP





Questions:


VISN Office EMP:

1. Are there instances when you expect to operate the EOC for extended periods, such as through the night?


2. If so, what are the provisions for staff support?


3. Are there defined plans for staff rotation?


4. Please describe any VISN Human Resource (HR) policies regarding VISN Office staff on extended duty.


5. During extended operations, how do the Command and General Staff continue to support the planning cycle within each operational period?


2.2.2 Public Information Management Services during an Incident 


Description:  To demonstrate this capability the VISN must be able to communicate with internal and external stakeholders.


Rationale:  Each VISN should have in place and documented the names and pertinent information for local media resources and local agencies as well as a process for identifying individuals authorized to release information.


Measurement:  


· Review of media relations plan


· Review of prescripted messages based on HVA priority hazards


· Review of documents pertaining to PIO coordination with external agencies and State Joint Information Center

· Review of AARs from exercises and incidents involving media relations


· Tour of media briefing area 

· Interview with VISN Public Affairs Officer (PAO)


· Scenario-based discussion


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/organization

		· The VISN demonstrates effective management of messages to the media related to the incident and response. 



		Resources

		



		Supplies

		· Relevant forms, templates and other EOP materials providing actionable guidance for managing the public information function.



		Facilities/Equipment

		· The VISN has a designated meeting area for members of the media and relevant facility staff.



		Personnel

		· There is a cadre of qualified and trained personnel identified to conduct this messaging to the media, staff, patients and families. 


· Media and other public contacts is generally overseen and conducted by the VISN PAO.



		Process

		· Personnel can identify the contacts within local and national media outlets identified in the media relations plan.



		Education/Training

		· The individual designated to communicate with the media has received training on their role in media relations.  


· This individual also has training and experience interacting with senior government officials and other “VIPs” likely to be communicating with the VISN during and after the emergency event.


· Staff understand their roles and the chain of communication in relation to local and national media.



		Exercise

		· Public information plans are exercised at least once a year.


· This capability is fully integrated with State and community wide exercises at least once a year.



		Evaluation

		· The facility performs an AAR after each exercise.



		Organizational Learning

		· The findings from the AARs inform improvements in public information process.





Questions:


VISN Oversight:


1. What regular interactions do you have with the facility PAOs?


a. Media resource sharing?


b. Have your reviewed their communication plans?


c. How do you support a facility that has limited resources?


2. Is your plan tested with facilities?


3. Describe your training in crisis communication planning and actual practice?


a. Is there media training for individuals that are not PAOs?


b. Have you received Health Insurance Portability and Accountability Act (HIPAA) compliance training? 


c. In particular, have you received training regarding HIPAA compliance as it pertains to sharing of information (including TJC standard) that is necessary for emergency operations, where waivers may be required?


d. How are VISN office staff knowledgeable regarding HIPAA compliance?


4. Who are your alternate PAOs for the VISN?


5. What interactions have you had with VAMC facilities’ and State or local agency PAOs?


6. Are there any plans for any types of call-in “hotlines” to provide information to remote VISN staff and other VISN employees not actively involved in the crisis management process?


VISN Office EMP:

7. Is the PAO part of the immediate EOC team?


8. Describe the VISN Public Information Crisis Management Plan including media relations and also providing information to the general public.


9. Is there an area designated to meet press that may appear at the VISN?


10. Do you have a list of planned media contacts to use during an emergency?


11. Who is designated to talk with the media during a crisis?


12. Describe early PAO contact with VACO.  How do you provide regular updates to VACO and OPA?

13. What is your role in keeping VACO informed?


14. How do you keep VISN employees, stake holders and patients informed during an emergency? 


15. Describe actual experiences with your crisis plan been used?


16. Is your plan also tested?  With facilities?


17. Have you provided training to facility PAOs?  To key VISN staff?


18. What is the plan to support any VIPs who may be at a site or at the VISN during an emergency with the proper level of information and other needs?

Tabletop Observation

PAO is involved in situation briefing, management meeting and planning meeting.


2.2.3 Management and Acquisition of Resources for Incident Response and Recovery Operations

Description:  To demonstrate this capability the VISN must develop and regularly maintain a resource management plan as directed by the EMC. 

Rationale:  During an incident, VISNs will require resources to effectively operate during the response and recovery periods. The management and timely acquisition of resources will determine the capability to which the VISN can operate and return to normal status.   The mitigation strategies of individual VAMCs often require significant capital dollars. VISNs have oversight for the facilities’ Non-Recurring Maintenance and Minor Construction Programs that fund these capital projects. 


Measurement:  


· Review of resource inventory

· Review of EOP and/or Logistics Section Checklist


· Review any Memorandums of Understanding (MOUs)/contracts with Key Vendors


· Scenario-based discussion with DND, VISN EPC and Capital Asset Manager (CAM).

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN can demonstrate appropriate management and acquisition of resources from a variety of agencies/vendors. 


· Resource management is a component of the EOC during its activation.


· The VISN has a process for prioritizing hazard mitigation and other emergency preparedness construction projects as part of its facility construction program oversight.



		Resources

		



		Supplies

		· Forms/agreements and systems needed to inventory, request, allocate, and track resources.



		Facilities/Equipment

		· The VISN has a designated room/staging area utilized for resources prior to, and during an incident.



		Personnel

		· Qualified and trained personnel to manage processes involved in resource acquisition, management, allocation, inventory, and deployment procedures.


· VISN CAM oversees all NRM and Minor construction programming that includes hazard mitigation projects.



		Process

		· There is a process for the management and inventory of all facility resources.


· There is a process to include hazard mitigation and other emergency preparedness projects within the NRM and Minor construction prioritization process. 


· There is a process for the activation of the resource manager during EOC activation.


· There is a process for the management, acquisition, allocation, and deployment of resources during an incident.


· There is a process for acquiring resources from outside agencies/vendors.


· There is a process for returning equipment, supplies, and personnel to a normal state after incident recovery.



		Education/Training

		· Personnel work in the pre-planning process to identify resources that may be needed for all- hazards preparedness.


· Personnel are trained as a component of the ICS structure and operate within the EOC during activation.



		Exercise

		· Resource management plans are exercised at least once a year.


· This capability is fully integrated with Federal and State wide exercises at least once a year.



		Evaluation

		· The facility performs an AAR after each exercise.



		Organizational Learning

		· The findings from the AARs inform improvements in the resource management process.





Questions:


VISN Oversight:

1. Does the VISN have processes in place for the preplanning of resource allocation to include operational and NRM/Minor Construction funding to mitigate hazards and support other emergency preparedness needs?

2. Please describe how the VISN and its capital asset planning process include hazard mitigation and emergency preparedness in the overall prioritization of NRM and Minor Construction.

3. Does the VISNs EOP identify how resources and assets will be solicited and acquired from a range of possible sources, such as vendors, neighboring health care providers, other community organizations, state affiliates?

4. Does the VISNs planning include establishing priority contracts with local suppliers to ensure delivery of critical healthcare and other supplies when others may be competing for same resources?

5. Does the VISNs plan for potential sharing of resources and assets with health care organizations outside of the community in the event of a regional or prolonged disaster?

6. Does the VISNs planning include identifying how to replenish non-medical supplies that will be required throughout response and recovery?

7. Does the VISN plan for obtaining resources and assets with health care organizations outside of the community in the event of a regional or prolonged disaster?

Tabletop Observation

Logistics Section Chief attends situation briefing.  During meeting, identifies critical resource issues; in planning meeting identifies resources Operations may need to accomplish tactics, as well as alternatives; coordinates with Finance/Administration on resource source and ordering.

2.2.4 Processes and Procedures for Demobilization of Personnel and Equipment 

The VISN initiates demobilization processes to disengage resources from incident response and allow a return to normal operations or back to standby status.


Description:  To demonstrate this capability the VISN must be able to return its personnel, equipment, and supplies to a pre-disaster or new normal state.  

Rationale:  The VISN initiates demobilization processes to disengage resources from incident response and allow a return to normal operations or back to standby status.  Equipment used heavily during the disaster must be thoroughly inspected and supplies must be returned to central storage and when necessary, restocked. 

Measurement:  


· Review of EOP


· Interview with VISN EPC


· Interview with DND/VISN COO


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to plan for and demobilize response personnel and resources when their missions are completed, and to efficiently demobilize the IMT when indicated. 



		Resources

		



		Supplies

		· Demobilization supplies such as forms, guides, Job Action Sheets. 


· Unused supplies are returned to storage areas and consumed supplies documented for replenishment as part of demobilization.



		Facilities/Equipment

		· Equipment is inspected and logged for re-packaging and returned for proper storage.  


· Facilities used in response and recovery are decommissioned and response equipment/supplies removed. 



		Personnel

		· Planning Section personnel qualified and trained to supervise demobilization planning.


· Logistics and other personnel qualified and trained to execute the demobilization plan and to conduct the demobilization procedures.

· Operation Section Personnel qualified and trained to carry out demobilization   



		Process

		· The IMT provides briefing to facility leadership and returns to their regularly assigned duties.  


· Responders are out-processed, which includes confirming their record of participation, brief evaluation by IMT superior, physical exam as indicated (such as post-decontamination activities).



		Education/Training

		· Members of the IMT are trained with respect to their role during demobilization.



		Exercise

		· Demobilization planning and the demobilization process is exercised at least once every two years during normally scheduled facility exercises.



		Evaluation

		· Demobilization is evaluated through exercises and evaluative drills.



		Organizational Learning

		· Findings from the AARs are incorporated as improvements into the demobilization process and other aspects of the EMP at the VAMC.





Questions:


VISN Office EMP:

1. How is the VISN notified that the facility EOC as been demobilized?


2. Who authorizes demobilization of the VISN EOC?


3. When and how are AARs performed?


4. Describe “after crisis” activities such as debriefings, staff support, inventory of supplies consumed, etc.


5. How are AARs used to drive organizational improvements?


Tabletop Observation

As scenario progresses, IMT staff discuss demobilization of certain positions.


2.2.5 Processes and Procedures for a Return to Readiness of Personnel and Equipment

Description:  To demonstrate this capability the VISN must have a process to return to pre-incident function.  

Rationale:  Returning to the pre-emergency state is a crucial part of the disaster response and recovery process.  The stand-down of the emergency allows operations to return to non-disaster modes.  

Measurement: 


· Review AARs from previous incidents


· Interview with VISN EPC


· Interview with VISN CLO


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to rapidly return to response readiness. 



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· New storage areas or equipment as indicated



		Personnel

		· Logistics staff qualified and trained to rapidly restore the supplies and equipment to pre-response readiness status



		Process

		· Supplies used during response and recovery operations are replenished, repackaged and properly stored.

· Facilities used in response and recovery are returned to their pre-response functions and to readiness for the next EOP activation.


· Equipment used during response and recovery operations is inspected and damaged equipment is replaced and then secured.  


· Staff from the EOC and IMTs are debriefed (including access to critical incident stress debriefing sessions as warranted by the incident).



		Education/Training

		· Staff are trained on returning to normal duties, replenishing supplies, and inspecting/rehabilitating equipment and returning it to readiness and storage.



		Exercise

		· Return to readiness activities after an exercise or incident may be treated as an exercise to assess effectiveness of process and procedures.



		Evaluation

		· The VISNs return to readiness is evaluated through exercises and evaluative drills.



		Organizational Learning

		· Findings from the AARs are incorporated as improvements into the return to readiness process and other aspects of the EMP at the VAMC.





Questions:


VISN Office EMP:

1. Who is responsible for replenishing supplies?


2. Is there a process such as a site survey to ensure the VISN EOC is ready for another emergency?


3 Occupant Safety Capabilities


The following occupant safety capabilities are critical to maintaining the safety and security of occupants and facilities within the VISN: 


· Evacuation


· Shelter-in-place


· Security


The following sections describe these occupant safety capabilities, including their rationale and measurement.  These capabilities define the occupant safety for VISN staff, as well as oversight for VISN facilities.  


3.1 Evacuation vs. Shelter-In-Place


The facility demonstrates the ability to either evacuate or shelter-in-place (or a sequence of the two if appropriate to the incident) in order to maintain a safe, medically effective environment for staff, patients and visitors.


3.1.1 Processes and Procedures for Evacuation of Patients’, Staff, and Visitors’

Description:  To demonstrate this capability the VISN must have a plan that includes criteria for evacuation and a means for safe accomplishment.

Rationale:  One of the important lessons learned from Hurricane Katrina is the realization that VISN facilities may not be able to sustain operations after a major emergency.  Because of this, it is critical that facilities have plans to evacuate quickly and safely to a facility that is operational.  


Measurement:  


· Pre-Survey


· Review of EOP 

· Review of evacuation plan (i.e., procedures, evacuation equipment, training) 

· Interviews with DND, EPC, and Chief Medical Officer (CMO)


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to determine the evacuation decision in the face of incident circumstances, and rapidly conduct a partial or full evacuation in a controlled, orderly, and safe manner.



		Resources

		



		Supplies

		·   Relevant EOP forms, guidance (operational checklists or Job Action Sheets)



		Facilities/Equipment

		· Appropriate communications


· Staging and loading areas


· Vehicle staging areas



		Personnel




		· The VISN has identified personnel to staff rapid managed evacuation, both management (“Floor Marshals” or equivalent) and personnel trained and qualified to transport patients with emergency evacuation devices.



		Process

		· VISN has an evacuation plan.


· There is a process for transporting patients, their medications and critical equipment, records, and staff to an alternate care site. 


· There is a process for securing facilities after evacuation of patients, visitors and staff.


· A Planning Process is described to resolve the hazard and return the facilities to function as rapidly as possible.


· There is a process to communicate with patients and their families during emergencies, including notification when patients are relocated to alternate care sites.



		Education/Training

		· VISN staff charged with conducting the evacuation are trained to an operational level to carry out the plan.


· Staff are trained in their role on the VISN evacuation plan (e.g., patient movement, mobilizing medical records, meds and critical medical equipment, use of evacuation devices).


· Staff can explain the criteria that would necessitate an occupant safety evacuation.



		Exercise

		· Exercise of the full evacuation plan is conducted annually.


· The vertical evacuation plan is tested via Tabletop at least annually including use of evacuation devices as part of the exercise.



		Evaluation

		· Evacuation is evaluated through exercises and evaluative drills.



		Organizational Learning

		· Findings from the AARs are incorporated as improvements into the evacuation process and other aspects of the EMP at the VISN.





Questions:


VISN Office EMP:

1. Is there a documented procedure for how to determine when evacuation of the VISN office or shelter-in-place is necessary?

2. Is there a signal that can reach ALL areas of the VISN Office for emergency/immediate evacuation or shelter-in-place?

3. Are there pre-established meetings places (“rally points” for accountability) VISN staff once immediately evacuated?

4. Describe the process for securing VISN Office priority documents during an evacuation. 

5. Does the VISN Office landlord or servicing VA facility initiate security and safety measures for evacuation procedures?

3.1.2 Processes and Procedures for Sheltering-in-Place 

Description: To demonstrate this capability the VISN should have a plan to ensure the safety of employees, patients, and visitors who may be required to remain at the facility for an extended period of time during an emergency.  

Rationale:  Some emergencies require the VISN or its VAMCs to house additional employees, families, and visitors and serve as a safe refuge until the emergency response and recovery has been completed.  The VISN needs to develop a shelter-in-place plan for these kinds of circumstances.


Measurement:  


· Pre-Survey


· Review of EOP

· Review of shelter-in-place plan (i.e., procedures, designated areas, training)

· Interviews with DND, CMO, and EPC 


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to shelter patients, visitors, and staff within the VISN or its VAMCs in a medically and physically safe environment.



		Resources

		



		Supplies

		· VISN has identified critical supplies needed to sustain a VISN shelter-in-place operation for an extended period of time.  These supplies include water, food, housing, beds linens, etc.



		Facilities/Equipment

		· Immediate safe-havens away from hazards


· A location within the VISN is identified for a safe and effective and potentially prolonged shelter-in-place, providing both shelter for those seeking refuge and the supporting infrastructure for continuity of critical medical services.


· Facility for conducting the IMT (back-up EOC) if regular EOC must be abandoned to shelter-in-place.


· Communications and IT equipment and services to maintain contact with VISN and outside response agencies from the shelter



		Personnel

		· VISN identifies qualified and trained staff to activate and manage a shelter-in-place activity.



		Process

		· A shelter-in-place process is described in the EOP.


· Process for moving patients, visitors and staff immediately away from danger (shattering windows, fire, flooding, collapse) and then for transport to the shelter.


· Process for continually assessing medical and physical safety while remaining in the shelter-in-place location.



		Education/Training

		· Staff assigned to the shelter-in-place activity are trained consistent with their roles and responsibilities.



		Exercise

		· A shelter-in-place activity is part of a VISN exercise at least annually.



		Evaluation

		· Shelter-in-place is evaluated through the exercise AAR process.



		Organizational Learning

		· AAR findings are analyzed and improvements in the shelter-in-place process are incorporated into the VISN’s EOP, facilities, training or other elements of the EMP.





Questions:


VISN Office EMP:

1. Does the EOP identify a scalable response for sheltering in place?

2. If yes, does it include:  

a. Decision process for shelter-in-place;  

b. Ability to shut down Heating Ventilation and Air Conditioning (HVAC) systems (If yes, how quickly?); 

c. Plans for relocation of patients into sheltered areas of your facility?

3. Is there a signal that can reach ALL areas of the VISN for emergency/immediate evacuation or shelter-in-place for the VISN?

4. Does the VISN have a plan for managing staff support activities?

5. What is the level of involvement of the VISN with individual VAMC shelter-in-place plans?

6. How are facility resource needs to improve shelter-in-place plans reviewed and funded?


3.1.3 Processes and Procedures for Sheltering Family of Critical Staff


Description:  To demonstrate this capability the VISN will be able to house family members of staff who may be required for extended operations during an emergency.


Rationale:  To ensure that critical employees will come to work and be assured that their families are well cared for, it is essential to provide shelter for the families of critical employees.


Measurement:  


· Site Tour (view area of proposed shelter)


· Review of EOP


· Review of shelter-in-place plan for family of critical staff (i.e., procedures, resources, training)


· Interview with VISN EPC and DND


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to provide safe shelter for families of critical VISN staff during emergencies and disasters and oversee and assist VISN VAMCs in similar operations.



		Resources

		



		Supplies

		· The VISN has housing arrangements, food, and other essential services necessary to maintain a shelter for family members.



		Facilities/Equipment

		· The VISN has a designated area for shelter of staff’s family members.


· Plans include housing arrangements, food, childcare and other essential services.



		Personnel

		· VISN assigns staff to manage the Family Shelter plan.


· Chaplain support to families is available. 



		Process

		· The family shelter process is delineated as an element in the EOP.  


· Procedure for assessing and registering family members for accountability and needs.


· Procedure for orienting family members to facility rules, available services.


· Procedure for assigning living space.



		Education/Training

		· VISN staff who manage the plan are trained with respect to their role concerning activation, operation, and decommissioning of the plan.



		Exercise

		· The plan is exercised at least annually.



		Evaluation

		· VISN conducts an annual evaluation of the family shelter plan at the VISN.



		Organizational Learning

		· Findings from the annual review are incorporated into the family shelter plan.





Questions:


VISN Office EMP:

1. Does the VISN have a plan for sheltering family members of essential facility staff during and emergency?


2. If yes, does this policy include sheltering of pets?


3. Does the VISN provide transportation for staff family members to the facility? 


4. Does the VISN communicate the need for family members to bring personal items for the duration of the shelter-in-place period?


5. Does the VISN institute occupant safety measures for shelter-in-place?


6. Has the VISN allocated external alternative shelter-in-place locations for family members?


7. How does the VISN interact and support individual VAMCs family shelter plans?

3.2 Perimeter Management of Access/Egress to Facility during an Incident (e.g., Lock Down)


Description:  To demonstrate this capability the VISN must be able to restrict access to and from the campus and individual buildings during an emergency.  

Rationale:  During emergencies, it is essential to be able to secure the VISN and VAMCs to protect all occupants. 


How Measured:  


· Review of EOP – Perimeter management procedure should address traffic control; access to buildings; crowd control and special security procedures for the higher levels of the Homeland Security Advisory System (HSAS)

· Interview with EPC and VISN Safety Manager 

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to rapidly control the facility perimeter and manage appropriate access/egress.


· VISN provides perimeter management oversight for VAMCs as needed during incidents



		Resources

		



		Supplies

		· The VISN has appropriate signage and SOPs in place.



		Facilities/Equipment

		· VISN has devices installed and operational to lockdown the facility.   


· Communication equipment to receive orders and confirm actions completed, including for any non-security surge staff recruited for this effort.



		Personnel

		· Security and police personnel plus additional staff qualified and trained to support the perimeter management activities.


· A POC is identified to communicate with the VAMCs during exercises and incidents regarding perimeter management issues/policy



		Process

		· VISN has a documented plan to accomplish a lock down program including adequate assigned personnel. 


· Procedure for perimeter patrol to confirm perimeter control.


· When the VISN is in lockdown mode, security personnel enforce effective traffic controlling measures.



		Education/Training

		· VISN staff are trained with respect to their role during a campus or facility lock down.



		Exercise

		· The Perimeter Control Process is tested.  



		Evaluation

		· Evaluation of the perimeter management is conducted during exercises and captures in AARs after exercises and actual incidents.



		Organizational Learning

		· AAR findings are analyzed and improvements in the perimeter control process are incorporated into the EOP, training or other elements of the EMP.





Questions:


VISN Office EMP:

1. Does the VISN office have procedures in place to ensure the physical security?


2. Does the VISN office have a lock down procedure?


3. If yes, how quickly can it be completed?


4. How often is this procedure tested?


5. Does the plan include the following: 


a. Verifying identification of staff accessing the VISN Office?


b. Providing identification to individuals (non-staff) granted access to the VISN Office?


c. Providing methods to control the movements of non-staff within the VISN Office ?


d. Pre-established procedures for a bomb threat? 


e. Pre-established procedures for the receipt of a suspicious package?


f. Pre-established procedures for the receipt of a white powder package?


g. Pre-established procedures for the de-escalation of violent situations?


6. Are VISN Office security personnel trained on how to manage issues specific to a lockdown situation?


7. Does the VISN Office integrate community law enforcement agencies (i.e., police and sheriff) as needed for additional assistance?   


3.3 Processes and Procedures for Managing a Hazardous Substance Incident 


Description:  To demonstrate this capability the VISN must have the ability to protect patients, employees, and visitors, as well as the infrastructure from a hazardous material incident. 

Rationale:  To maintain the safety of occupants and infrastructure, as well as to ensure continued operations, the VHA Central Office (CO) determined the need to institute a decontamination program at most VAMCs.  


Measurement at VAMCs:  


· Pre-Survey


· Review of EOP


· Interviews with Emergency Manager and Safety Manager

· Capability Demonstration (see below)

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN provides oversight to ensure facilities’ have a program to maintain safety when a hazardous substance (chemical, biological, radiological) incident occurs.


· VISN provides personal measures for the protection of office staff, visitors’, and infrastructure from hazardous substance incident.



		Resources

		



		Supplies

		· VAMC has identified and obtained the necessary supplies to support the decontamination program.



		Facilities/Equipment

		· Decontamination facility and equipment, including appropriate PPE, signage, and equipment 



		Personnel

		· VAMC has a functioning program which includes staff that are capable of activating and operating a decontamination program at the facility.   


· Staff can describe patient presentations that would require decontamination.



		Process

		· VISN Office has a process for communicating with and providing necessary resources for VAMCs involved in a hazardous substance incident.


· Facility has a process for handling hazardous materials and waste once response efforts are initiated.  


· Facility has a process for identifying chemical, biological, and radiological materials, including isolation and decontamination.  


· VAMC has a functioning process which includes staff that are capable of activating and operating a decontamination program at the facility on all shifts.


· The VAMC has a comprehensive decontamination process that addresses facility/staff protection while rapidly providing decontamination services in a safe manner.   


· Portable decontamination facilities are properly stored and readily available for activation, with mobilization guidance for 24/7/365 activation.


· People on Decontamination Team are enrolled in the VAMC Respiratory Protection Program and meet the requirements of the Occupational Safety and Health Administration (OSHA). 


· Staff can describe patient presentations that would indicate activation of facility protection and victim decontamination processes.



		Education/Training

		· VISN Office staff (those designated) are trained to the appropriate level for Liaison support with the VAMCs


· VAMC staff on the Decontamination Team are trained in accordance with OSHA standards consistent with the First Receiver doctrine, and trained to an operational level in the specific VAMC decontamination system.   



		Exercise

		· Regular exercises are conducted and the decontamination team is integrated with patient reception and evacuation teams and perimeter management personnel.  



		Evaluation

		· Exercises are evaluated through the AAR process and findings are documented.



		Organizational Learning

		· VAMC Decontamination Program is updated annually based upon AAR findings from actual experiences and exercises conducted during the year with improvements incorporated into EOP, training equipment and other mitigation/preparedness activities.





Questions:


VISN Office EMP:

1. Have the VISN office staff been trained in how to react to possible contamination of the outside environment and possible contact with victims approaching the VISN Office?


2. Does the VISN Office conduct exercises with the servicing VAMC Decontamination Program?  If yes, how often?


3. If the VISN Office is not located on a VA facility campus, what instructions have been given to VISN Office staff in the event of possible contamination of staff or visitors?


Capability Observation:


1. Staff demonstrates the proper donning and doffing procedure for a Powered Air Purifying Respirator (PAPR).


2. Staff demonstrates how to properly don and doff a Level C chemical protective suit.


3. Facility staff demonstrate procedure for disposal of contaminated Personal Protective Equipment (PPE).


4. Staff effectively demonstrates the set-up and break-down procedures for a portable decontamination system, if applicable.


5. Staff effectively set-up fixed decontamination system.


6. Staff demonstrates the proper usage of equipment used to detect chemical, biological, or radiological materials.


7. Medical staff are capable of demonstrating how to set up a decontamination corridor and provide security measures to contain the area.


8. Staff demonstrates inspection of waste water containment drum.


3.4 Infection Control


VISN facilities provides Infection Control (IC) measures as appropriate to the incident.


3.4.1 Biohazard (Infection) Control Surge Services during Emergencies 


Description:  To demonstrate this capability the VISN must have a plan to protect the infrastructure and staff as well as safely manage patients presenting with symptoms associated with potentially infectious agents.  

Rationale:  In the setting of potentially infectious emergency events, existing IC practitioners’ capabilities will be greatly taxed.  Having additional staff trained on IC practices will help to ensure the safety of patients and staff and visitors.  

Measured:  


· Review of EOP


· Interviews with the DND and CMO


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The facility demonstrates the ability to manage unusual and high-risk infections in a surge of infected patients while maintaining safety for staff, other patients and visitors and sustaining COOP.



		Resources

		



		Supplies

		VISNs ensure and are aware that the following supplies are available at the VISN facilities:


· Appropriate PPE


· Appropriate isolation supplies


· Appropriate infection/contamination monitoring supplies, including additional diagnostic supplies in the lab



		Facilities/Equipment

		· The VISN ensures that facilities can identify all isolation rooms and develop a plan for increasing the number of rooms as practical during an emergency.


· Facilities for screening staff, patients and visitors for contagious disease (such as Severe Acute Respiratory Syndrome [SARS]) prior to entry into buildings are identified. 


· Screening and diagnostic equipment sufficient for the surge



		Personnel

		· Facility identifies staff qualified and trained in expanded IC roles



		Process

		VISNs ensure and are aware that facilities engage in the following process to ensure readiness in the event of a surge of infected patients:


· The biohazard (IC) surge process is delineated in the EOP, including guidance for mobilizing the indicated resources.


· Process for screening for the suspect disease prior to entry into VAMC facilities as indicated (SARS and others)


· Process for separating potentially infected cases from other patients, visitors, and unprotected staff


· Procedures for identifying and adequately cleaning biohazard contaminated areas


· Procedure for relieving staff of duties and providing paid leave in case of significant exposure or signs of suspect disease


· Process for treating personnel who become ill from occupational exposure to the suspect illness


· Supplies needed to expand the IC program during an emergency are pre-identified, cached, and stored in a secure location


· The surge process for increased biohazard contaminated trash is delineated.



		Education/Training

		· Staff are trained in their IC program roles, and their roles are communicated within the facility.



		Exercise

		· Biohazard (IC) capability will be exercised in facility-wide exercises at least once a year and will contribute to the after action reporting process.



		 Evaluation

		· The role of the expanded Biohazard (IC) program is evaluated after each exercise and findings are documented



		Organizational Learning

		· The expanded biohazard (IC) plan is updated annually as part of the overall review of the VAMC’s EOP and EMP.





Questions:


VISN Office EMP:

1. Are VISN Office staff trained in proper procedures in the event the office is visited by a potentially seriously infected patient?


2. How is the VISN Office supported in this case by the servicing VAMC?


3. Is the VISN Office able to control the HVAC systems in any hazard incident (e.g., smoke or biological agents)?


4. Are VISN Office staff or security personnel trained on and have available PPE for:  Dealing with contaminated patients; Dealing with infectious/contagious patients?


5. How are procedures tested?

3.4.2 Selection and Use of Personal Protective Equipment for Incident Response and Recovery Operations

Description:  To demonstrate this capability the VISN must be able to properly equip and train its staff in PPE, including the use of appropriate respiratory protection.


Rationale:  Healthcare worker selection and use of appropriate PPE including respiratory protection, is a fundamental element of any effective EMP, particularly when responding to biological and chemical threats.  VISN leadership should be aware that all VISN facilities have the needed supply of proper PPE and a program of respiratory protection and medical monitoring.


Measurement:  


· Interviews with VISN EPC and Safety Officer


· At the facility level the capability is measured through a demonstration (see below)


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· VISN assures that facilities can demonstrate the ability to provide PPE and training to VAMC personnel for the safe and effective management of hazards likely to be encountered in the healthcare facility environment.



		Resources

		



		Supplies

		· VAMC staff are issued PPE and associated supplies as determined by their role in emergency response.



		Facilities/Equipment

		· PPE is assigned to VAMC staff as appropriate.


· Staff assigned PPE are responsible for using and maintaining this equipment.


· Staff undergo regular PPE fit testing annually.



		Personnel

		· The facility identifies a cadre of trained and otherwise qualified personnel to safely wear the levels of PPE and operate in the projected hazardous substance environment.



		Process

		· VISN assures that all VAMC staff that respond to emergencies have a job hazard analysis (based on the facility’s HVA) and are assigned suitable PPE including enrollment in the Respiratory Protection Program for those on the decontamination team.



		Education/Training

		· VAMC staff issued PPE during emergencies are trained in its proper use and care on a recurring basis


· Training intervals are consistent with OSHA requirements and frequencies identified for PPE use during normal operations. 


· VAMC personnel are trained to an operational level on their particular decontamination system.



		Exercise

		· Activation of the decontamination system in a Functional Exercise should be conducted in conjunction with a larger VAMC exercise.



		Evaluation

		· The AAR from exercise should include evaluation of the decontamination system performance. Safety Officer conducts an annual evaluation of the PPE program at the VAMC.



		Organizational Learning

		· Findings from the AAR and from the Safety Officer evaluation are used to incorporate improvements into the PPE program at the VAMC.





Questions:


VISN Oversight:


1. Discuss how the VISN ensures that facilities have pre-established procedures for medical monitoring of decontamination personnel wearing PPE and a tracking system in place to inventory all PPE.


2. How does the VISN assure that the VISN facilities sufficient PAPRs for decontamination operations?


3. Do facilities have an adequate number of Chemical Resistive Suits, PPE and related items such as boots, gloves, tape, etc. (at least four pair for each position requiring Level C PPE in your facility’s Contaminated Casualties/decontamination plan)?


VISN Office EMP:

4. Discuss how the VISN Office ensures VISN Office staff have the necessary training and equipment to protect themselves during a hazardous incident.


Capability Observation:


1. Facility staff are capable of selecting appropriate PPE for the incident.


2. Facility staff are capable of demonstrating proper techniques for donning and doffing of PPE.


3. Facility staff demonstrate procedure for disposal of contaminated PPE

3.4.3  Processes and Procedures for Staff and Family Mass Prophylaxis during an Infectious Outbreak (i.e., Influenza)

Description:  To demonstrate this capability the VISN must have the ability to distribute medical counter measures to protect critical staff and select family in the event of potential exposure to an infectious agent.  

Rationale: Prophylaxis of staff and the staff’s family members is crucial to maintaining an effective workforce. 

Measurement:  


· Review of EOP


· Interviews with CMO and VISN Safety Officer


· Interview with VISN Pharmacy Manager, if available


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· VISN facilities must be able to protect staff and their families from a virulent infectious agent when effective prophylactic medication or vaccines are available.


· Dispersal of Tamiflu for a Pandemic will require a declaration from the World Health Organization (WHO) or the Centers for Disease Control and Prevention (CDC)



		Resources

		



		Supplies

		· Adequate supplies of pharmaceuticals are available at the facility for the prophylaxis program.


· Adequate packaging and labeling and other supporting supplies are available.



		Facilities/Equipment

		· Pharmaceutical dispensing and labeling equipment, information technology for logging recipients and other appropriate equipment



		Personnel

		· The facility has identified pharmacists, nurses  and dispensing personnel to operate in the dispensing program.



		Process

		· The processes for distribution of prophylaxis are delineated in accordance with the VA Pharmacy Benefits Managements Service (PBM), including medical screening of medication recipients, accountability, and other key issues.


· Prophylaxis medications are stored in a proper and secure location.


· Equipment needed to support this program are available, properly stored in a secure location.


· VAMC staff can administer an effective plan for mass prophylaxis for staff and staff’s family members.  


· VA All-Hazards Emergency Caches are tracked by the Emergency Pharmacy Service (EPS) and product removal and replacement is done with guidance by the EPS (facilities should not discard products unless directed to do so by the EPS).



		Education/Training

		· Staff are trained in their role in the facility’s prophylaxis program.



		Exercise

		· The processes for distribution of prophylaxis are evaluated at least annually.



		Evaluation

		· VAMC conducts an annual evaluation of the mass prophylaxis program at the VAMC.



		Organizational Learning

		· Findings from the exercise AAR and the annual review inform improvements that are incorporated into the plan.





Questions:


VISN Oversight:

1. Is the VISN office part of the servicing VAMC’s staff and family mass prophylaxis plan?  


2. Describe how the VISN is involved in mass prophylaxis.


4 Resiliency/Continuity of Operations 


Ensuring continuity of operations is essential to VISNs given the expectation that they will be able to provide high-quality support and coordination of VISN facilities during normal times and emergencies.  To ensure continuity of operations, the following capabilities are critical to all VISNs: 


· Personnel Resiliency


· Mission Critical Systems


· Communications


The following sections will describe these resiliency/COOP capabilities, including their rationale and measurement. 


4.1 Personnel Resiliency


The VISN demonstrates effective COOPs measures that address personnel resiliency to the impact of emergency situations.


4.1.1 Maintaining Authorized Leadership (Leadership Succession)


Description:  To demonstrate this capability the VISN must have a plan to ensure continuous operations in the event that the management team is not able to convene or function.  

Rationale:  In the event that an emergency causes the existing leadership team to be incapacitated, there must be well-defined and communicated lines of leadership succession.  


How Measured:  


· Review of EOP

· Interviews with DND/VISN COO

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates an effective and orderly process for maintaining leadership authorities.



		Resources

		



		Supplies

		· Relevant forms and action guidance are available to staff.



		Facilities/Equipment

		· Communications equipment to support transition to new leadership, and to notify VA authorities



		Personnel

		· The positions in the line of succession are staffed with qualified and trained personnel.



		Process

		· A process is described for temporary or permanent transfer of authority under emergency conditions. 


· Lines of succession including job descriptions are developed and maintained in the EOP

· Process to provide VISN oversight for VAMC lines of succession



		Education/Training

		· VISN leadership is trained with respect to their roles during response and recovery operations.


· Incident Command staff at all levels are educated about the leadership succession plan.



		Exercise

		· Leadership succession is tested during VISN exercises.



		Evaluation

		· Lines of succession are reviewed annually.



		Organizational Learning

		· Adjustments to the line of succession and the transition process are accomplished based on reviews and AARs from actual incidents.





Questions:


VISN Office EMP:

1. In the event of an emergency or serious disaster that affects VISN Office (such as an explosion) and/or its structure, how do employees know who is in charge?


2. What/who has delegation authority?


3. Is it always clear who will be in charge during an emergency?


4. How is the chain of command during an emergency communicated?


5. How does everyone in the VISN know who is in charge on a given day?


6. What is the line of succession in case of injuries or other disruptions to the chain of command?


4.1.2 Processes and Procedures for Personal Preparedness and Employee Welfare

Description:  To demonstrate this capability the VISN should address its employees’ comprehensive preparedness to respond to a disaster including physical and mental well being.

Rationale:  Employees who feel safe and secure are more inclined to report for duty and to stay on-site throughout an emergency.  This includes a family preparedness plan and support for physical and mental health needs.

Measurement:  


· Review of EOP to include Staff Hotline/Call Center procedures and HR Policies


· Interviews with the VISN EPC, DND/VISN COO


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates a method and commitment to promoting the maintenance of employee welfare, availability for service.



		Resources

		



		Supplies

		· “Go kits” are available for staff deployed to emergencies in the region.


· Food and water are available for staff who are either sheltered in place or who are at the facility for prolonged periods of time.


· Personal/family supplies are described for employees to consider



		Facilities/Equipment

		· Locations are identified for personnel to take breaks and for relaxing during prolonged operations.



		Personnel

		· N/A



		Process

		· The VISN has access to supporting mental health professionals.



		Education/Training

		· All staff are briefed on VISN service expectations during emergencies.


· Staff receive training on the resources that are available to them during the disaster.



		Exercise

		· Resources that are available to staff are integrated exercises.



		Evaluation

		· The ability of the VISN to meet its employees’ needs is evaluated through the exercise.



		Organizational Learning

		· Lessons learned from exercises are included in updates to the EOP.





Questions:


VISN Office EMP:

1. Are employees provided “go kits” for emergency response and prolonged shifts?


2. Are staff aware of available mental health resources for use in the aftermath of a crisis, whether it is at the VISN Office or a by product of coordinating operations with a facility?


3. What EAP services are available to VISN staff?


4. How are VISN Office staff informed of HR policies that support them in the event of emergencies that primarily affect the VISN Office?


4.1.3 Dissemination of Personnel Incident Information to Staff during an Incident

Description:  To demonstrate this capability the VISN must be able to communicate critical information to all staff at all levels in all departments in a timely manner.

Rationale:  Timely communication of pertinent information will help alleviate stress and uncertainty amongst a facility’s staff during an emergency.

Measurement:  


· Interview with VISN EPC and DND


· Interview with VISN Chief Information Officer (CIO)

· Interview with the VISN PAO

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to provide current incident information to on- and off-campus personnel, conveying situational awareness to keep personnel safe and to promote readiness and availability for service.



		Resources

		



		Supplies

		· NA



		Facilities/Equipment

		· Communications infrastructure (e.g., “employee hotline”) is in place and operational and allows for the efficient and accessible posting of information.  This infrastructure may include telephone and/or Internet media.



		Personnel

		· Personnel are qualified and trained to staff the IMT Information Officer position and supporting positions



		Process

		· Process delineated for developing messages from information available to the IMT (Situation and Resource Unit Leaders and other relevant position). 


· Process to have messages developed, approved by IC and/or VISN Director and posted very regularly (even if message is “no new information”).


· Process for receiving queries from staff through IMT structure and responding with information for all personnel where appropriate.


· Staff is designated to post and/or transmit information to facility personnel.



		Education/Training

		· All personnel trained to access incident information through designated portals. 


· Information Officers are trained to develop and disseminate messages.


· Incident Commander and VISN leadership are trained to oversee and rapidly approve appropriate messages.



		Exercise

		· Exchange of information with personnel is integrated into the VISN’s exercises at least annually.



		Evaluation

		· Exercise and incident AARs assess effectiveness of keeping VISN personnel informed about incident information.



		Organizational Learning

		· Findings from AARs inform improvements that are incorporated into EOP and EMP initiatives (e.g., training). 





Questions:


VISN Office EMP:

1. Does the VISN have a means (such as a hotline) to provide information to VISN staff during emergencies?


2. What provisions are in place to assure VISN EOC can access computer resources?


3. Are there written procedures on how to access the information?


4. How are these procedures distributed to VISN staff?


5. How often are the procedures updated?


6. Are these procedures ever tested in an exercise?


7. What is the media used to distribute this information?


8. How often is the hotline updated during an emergency?


9. Who staffs the hotline?


4.2 Mission Critical Systems Resiliency


The organization initiates continuity of mission critical systems measures as appropriate to the incident.


4.2.1 Maintaining Information Technology (IT) and Computing Systems Resiliency during an Incident

Description:  To demonstrate this capability the VISN must have a business continuity and resiliency plan for critical IT systems. 

Rationale:  VISN offices rely heavily on IT systems for necessary and efficient business processes and communication in support of VISN facilities and emergency resource providers.  


Measurement:  


· Review of EOP, SOPs (identify impact of priority hazards on IT)

· Tour of Primary and Alternate EOC


· Tour of Computer and Telephone Room(s)

· Interview with VISN CIO and IT support person(s) for VISN


· Interview with VISN EPC and DND/VISN CO

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to maintain essential business services.



		Resources

		



		Supplies

		· The supplies needed for operation of IT systems are identified and stored in an appropriate location.



		Facilities/Equipment

		· IT systems are in an appropriate location with back-up for power by emergency power or through some other means such as Uninterruptible Power Supply (UPS).


· If telework arrangements exist, personnel have the necessary infrastructure to support remote working arrangements.


· If telework arrangements exist, there is user support for individuals experiencing technical difficulty (e.g., help desk support).



		Personnel

		· The VISN identifies personnel qualified and trained to maintain business operations or revert to substitute process and procedures.



		Process

		· The VISN documents a risk assessment that identifies high risk data systems as part of this capability.


· Business continuity plan is delineated for critical IT systems


· VISN staff has developed and can operate a fully functional business continuity and resiliency program 


· Employees teleworking have established methods for ensuring their continuous receipt of information both from the facility and from other personnel teleworking. If telework arrangements exist, there is user support for individuals experiencing technical difficulty (i.e., help desk support)



		Education/Training

		· VISN staff are trained on how to activate and implement the business continuity and resiliency plan, including initiating back-up procedures, access to key VISN computer resources via VA VPN, maintaining security during an emergency, and recovering from an unexpected outage of service.



		Exercise

		· The business continuity and resiliency plan is exercised at least annually and is incorporated into the VISN preventive maintenance program for hardware and software. 



		Evaluation

		· The  exercise (through the AAR process) and the ongoing maintenance activities are evaluated periodically with trends reported to the EMC or VISN leadership.



		Organizational Learning

		· Findings from the AAR and maintenance activities inform improvements that are incorporated into the business services continuity capability.





Questions:


VISN Oversight


1. How do you provide oversight of the facilities’ business resiliency and COOP plans?  Have they been tested in actual emergencies? 

VISN Office EMP:

2. Please describe your business resiliency and COOP plan for the VISN office.


3. How is this plan incorporated into the overall VISN office COOP plan?


4. Has this plan included a formal needs and risk assessment?


5. What is the plan in the case of power outages?


6. How does your plan include remote employees and any employees working from home?


7. How is data backed up?


8. What are the provisions for data communication in the event of computer network failure?


9. Describe all available means of voice communication.


10. How have VISN Office staff been trained for the use of computers during any system disruptions?


11. Are VISN Office staff trained how to access VA systems through VPN or other resources?


12. How have resiliency and COOP plans been tested?


13. How do you provide urgent customer support, technical assistance and hardware/system repair in the event of an emergency, particularly to the VISN Office EOC?


14. Are you normally a part of the VISN EOC?


4.2.2 Maintaining Access to Critical Commodities and Services during Response and Recovery Operations

Description:  To demonstrate this capability the VISN should establish contracts for priority supply of critical commodities.  This information should be available in the EOC at all times.  

Rationale:  During emergencies, many people and organizations compete for the same commodities and services.  Having priority contracts helps ensure that critical supplies and services will be available and that critical business operating units can continue to function.  


Measurement:  


· Review of EOP


· Review of Blanket Purchase Agreements (BPAs)

· Review MOUs/contracts with Key Vendors


· Interview with CLO and leader of the VISN Contracting Activity


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to maintain continuity of business services at VISN facilities by establishing mechanisms to obtain a priority supply of critical commodities and services from local vendors by using VISN level contracts and the VHA National Acquisition Center (NAC) BPAs.



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· Copies of contracts for critical re-supply of commodities and services with POCs are maintained at the EOC.



		Personnel

		· Qualified and trained personnel to establish contracts and activate contracts for critical supplies during emergencies



		Process

		· Documentation of developing, completing, and administering priority contracts for supply of critical commodities and services needed during response and recovery operations.  


· Vendors are contacted periodically and advised of the nature and scope of the contracts. Availability of contracted items and services is reconfirmed.



		Education/Training

		· VISN staff assigned to activate these contracts are trained to understand their scope and how to use them effectively.


· Contracting personnel are trained to access the BPAs.



		Exercise

		· N/A



		Evaluation

		· Reliability of vendor contracts is assessed based on experience and on vendor contact and spot check on availability of contracted good/services.


· There is an annual needs assessment to determine the adequacy of existing contracts and priorities for updating or establishing new contracts.



		Organizational Learning

		· An annual briefing to the VISN EMC and/or ELC is conducted on the program to identify remaining gaps and priorities for the next year.





Questions:


VISN Oversight:


1. Are there any facility-specific bulk purchases that have been made and are in storage for sharing throughout the VISN?


2. Are there plans for transportation in order to evacuate a facility?  If so, please describe these plans including any priority transportation contracts and/or existing transportation assets readily available for evacuations. 


3. Are you aware of NAC provided BPAs for emergency supplies?  Do you use or are planning to use these BPAs?


4. Is there an annual evaluation conducted on a VISN-wide basis, of emergency purchasing needs, contracts and vendor adequacy?  


5. How are contracting staff trained to know what and how to purchase critical supplies and services in an emergency, on a moment’s notice?


6. How are staff contacted and mobilized in an emergency with short notice?


7. Who specifically is designated to conduct necessary emergency purchases?  


8. What are the back-up and contingency plans in case of loss of communications resources?


VISN Office EMP:

9. Has there been a systematic needs assessment regarding critical commodities or availability to VISN Office staff in an emergency?  If so, what is to be provided?


10. Describe all VISN level contracts that are in place to provide VISN facilities with needed commodities, bulk purchases and services in an emergency?  


11. Who has purchase cards in the VISN Office in the event of deployment? 


12. Describe any resource sharing agreements with non-VISN facilities including DOD facilities?


4.3 Communications


The VISN demonstrates the ability to sustain communications, or provide substitute communications to maintain a safe environment and support COOPs.


4.3.1 Maintenance of Voice and Data Communication through Satellite Link


Description:  To demonstrate this capability the VISN will maintain a satellite link for voice and data.  This will ensure continuity of patient care data if connectivity to external data and communication networks is disrupted.  

Rationale:  VISNs are highly dependent upon data transmission and voice communications.  Disruptions to these services through land lines and commercial vendors that provide voice and data services will present severe challenges to providing COOPs and support to VISN facilities. 

Measurement:  


· Tour of VISN EOC


· Interviews with CIO 


· Equipment Trials – secure phone, satellite phone, High Frequency (HF) radio (where available) and pin-to-pin BlackBerry® communication


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to address loss of normal voice and data communications through a satellite link back-up for voice and data transmission.



		Resources

		



		Supplies

		· VISN has sufficient parts and supplies to ensure the continued operation of this satellite back-up capability.



		Facilities/Equipment

		· VISN has a satellite link for voice and data, along with the sending/receiving equipment to connect to the satellite link.



		Personnel

		· The VISN has qualified and trained personnel to activate and operate the satellite link.



		Process

		· The process for setting up, activating and operating the link should be clearly delineated.


· The connection of all elements of the satellite link to emergency power outlets should be demonstrated.



		Education/Training

		· VISN staff are trained to activate and operate the satellite link when needed. 


· Staff are trained to maintain the equipment, identifying appropriate preventive maintenance and operating procedures.



		Exercise

		· This link is regularly tested and exercised in accordance with manufacturer’s recommendations.



		Evaluation

		· Use of the satellite link during exercises should be evaluated through the AAR process.



		Organizational Learning

		· The satellite link capability should be improved as a result of the preventive maintenance and findings from the exercise AARs.





Questions:


VISN Oversight:

1. Does your VISN have a satellite link to support data, voice and videoconferencing?  If yes, please describe all the units available in the VISN?


2. How are they maintained?


3. Who is trained to operate the links?


4. What are the plans to deploy the portable links?


5. How often are the links tested?


6. If there are no satellite links, what provisions have been made for voice and data communications in the event of complete VISN and local facility failures of these systems?


VISN Office EMP:


7. Is the VISN office supported with any radio systems and/or amateur radio capabilities?


8. Are VISN office staff aware and trained how to communicate using BlackBerry® pin-to-pin capabilities?


Capability Observation:


1. Staff are capable of locating the satellite link and demonstrating the proper usage.

2. Procedures and policies are in place for initiating link’s activation.

4.3.2 Interoperable Communications with External Agencies’

Description:  To demonstrate this capability the VISN must be able to establish interoperable communications with all emergency response entities in the community, including emergency management, public health, police, fire/rescue and EMS. 

Rationale: VISNs must be have a working relationship with the First Responder community because any emergency that occurs may require assistance from any of these entities or the sharing of resources and/or coordination of response and recovery operations. 


Measurement:  


· Tour of VISN EOC


· Review of EOP 


· Review of Key Personnel Resource Matrix


· Interviews with VISN EPC, CIO

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to maintain interoperable communications with community, State, and Federal emergency management, public health and public safety (fire, police, EMS) agencies during emergency operations where normal telephone communications may be disrupted or overwhelmed.



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· VISN has communications equipment that effectively interfaces with Federal and State emergency management, public health, police, fire and EMS and has a direct back-up means of communications.



		Personnel

		· Qualified and trained personnel are identified to staff the liaison position in the facility’s IMT and operate the communications equipment.



		Process

		· VISN staff have pre-identified POCs, and a plan for contacting the appropriate response element of the relevant organizations.



		Education/Training

		· Training on operating the communications equipment and use the protocols established for emergency communications.


· VISN staff assigned to work with police, fire, EMS, emergency management, and public health organizations  are trained on communication equipment and protocols.



		Exercise

		· There is at least one joint activity per year where the VISN demonstrates its ability to establish communications with external agencies’.



		Evaluation

		· Exercises are evaluated and lessons learned are documented.



		Organizational Learning

		· Communications equipment and protocols are updated annually.





Questions:

VISN Oversight:


1. Is there a VISN plan to have all VISN facilities have the ability to communicate with First Responders via something other than their normal mode of communications such as radios?  If not, which facilities have this capability?


2. What types of training are provided for facilities on emergency communications? 


3. Has there been an overall assessment of VISN facility emergency communication needs?

VISN Office EMP:


4. Who is designated to support the VISN Office EOC in emergency communications?


5. What types of training are provided for VISN Office staff in emergency communications?


6. Has there been an overall assessment of VISN Office emergency communication needs?


4.3.3 Interoperable Communications with VISN Facilities’

Description:  To demonstrate this capability the VISN ensures that communication occurs internally with staff in all departments, patients and visitors during an emergency. 

Rationale: Effective communication is critical  to the ability to sustain business operations and support VISN facilities and VACO with needed information.


Measurement:  


· Tour of VISN EOC to include communications (i.e., radios, satellite communications, designated computer systems)

· Review of EOP (incident reporting procedures and forms)

· Interviews with VISN CIO and Emergency Manager

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to maintain internal communications with VISN facilities and VACO in order to provide necessary information and coordination.



		Resources

		



		Supplies

		· Lists of key telephone numbers and protocols.



		Facilities/Equipment

		· The communication infrastructure is in place for key VISN staff to communicate with VISN staff, VISN facilities and VACO.


· A back-up communication infrastructure/procedures are in place if the event the primary system is disrupted.


· An internal staff incident information (“staff hotline”) is activated for employees to access crucial information on the status of the incident and any related guidance.


· The infrastructure used to communicate critical information takes into consideration those with limited knowledge of electronic communication (e.g., e-mail) or those with limited access to IT equipment.



		Personnel

		· Qualified and trained personnel to operate the communication equipments.


· Qualified and trained personnel to staff the IMT Communications Unit that mobilizes, distributes, activates and supports the emergency communications system.



		Process

		· The process for deploying, operating and demobilizing the emergency communications equipment is delineated.


· POC is identified for communications with the VAMCs (i.e., Liaison Officer, PIO)



		Education/Training

		· VISN staff are trained and aware of all internal communication processes/procedures.


· VISN staff are trained on the back-up communication procedures in the event the primary system is inoperable.


· Personnel using the emergency communications equipment are trained on communication protocols that stress brevity, privacy, plain language and limiting transmission time to the minimum necessary to accomplish the mission. 


· Communications Unit personnel are trained on mobilizing, distributing, supporting, demobilizing and returning to readiness the emergency communications systems.



		Exercise

		· There is at least one activity per year where the VISN demonstrates its ability to establish effective internal emergency communication. 



		Evaluation

		· The annual exercise is evaluated, and findings are documented in the AAR.



		Organizational Learning

		· Internal communications equipment and protocols are updated annually.





Questions:


VISN Office EMP:

1. In the event of a disaster primarily involving the VISN office directly, describe the flow of information during a crisis to VACO?  To VISN facilities?


2. What happens when the primary method(s) of internal communications fail?


3. How are your communications plans tested?


4. What improvements have been made as a result of testing?


5. In the event of a disaster at a VISN facility, describe, similarly, the communication flow to VACO and other VISN facilities.


4.4 Healthcare Systems Resiliency


4.4.1 Management of Primary Care for Special Needs Patients, including Home-Based Care during Incidents

Description: To demonstrate this capability the VISN must be able to continuously provide care to home-based patients during emergencies. 


Rationale:  Facilities must have a plan for providing continuity of care for home based primary care patients that may be at risk for disruption of services during an emergency.  Facility personnel should identify these patients before an emergency to plan for the provision of care during response and recovery phases.

Measurement:  


· Review of EOP including Outreach Plan


· Interviews with the VISN Community Care Coordinator

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The facility demonstrates the ability to maintain home care services during emergencies.  VISNs are aware of the level of home care provided by VISN facilities.



		Resources

		



		Supplies

		· A patient-based needs assessment is conducted to determine what supplies are needed to sustain home-based care should an emergency occur.  


· Supplies (e.g., oxygen, batteries for medical equipment, hand-suction devices) are provided to patients to sustain home care for at least 48 hours.


· Fuel for vehicles is stored at the VAMC with other vehicle fuel.



		Facilities/Equipment

		· Any special needs equipment and the facilities essential for home care are assessed to determine how patients could continue to receive home care after an emergency occurs.



		Personnel

		· Qualified and trained VAMC staff to manage continuity of home-based care and home care emergency response using the EOP.  The individual assigned VISN community care oversight responsibilities is aware of emergency communication requirements.



		Process

		· The EOP provides guidance for the VAMC staff assigned to manage coordination of care, identify home-based patients at risk during an emergency, and ensure access to needed services through temporarily bringing them to the facility or through contracted services in the community.  

· At the VISN level, the VISN EOP covers VISN oversight responsibilities. 


· An Outreach Plan delineates the processes to coordinate the activities of all VAMCs in identifying needs for access to healthcare services and other basic human needs of Veterans during major incidents. 



		Education/Training

		· VAMC and VISN staff are trained in their role with respect to managing and providing home-based care during emergencies.



		Exercise

		· Staff periodically test their contingency plans for home-based care.



		Evaluation

		· Exercise AARs evaluate management of home-based services.


· The home-based care program during emergencies is evaluated annually.



		Organizational Learning

		· Results from the program evaluation and findings from AARs inform improvements that are incorporated into the VAMC and VISN EOPs.





Questions:


VISN Oversight:

1. Describe the VISN’s oversight of the facility responsibilities to have a process for identifying populations at risk.


2. How are these patients tracked and what information is kept?  


3. How are the special needs met for each population identified?  


4. Describe the VISN’s involvement in supporting facilities’ responsibilities to continue to provide care, treatment and services to their special needs patients? 


5 Medical Surge


Facilities have recognized the need to work as a community since many emergencies may be more then a single facility can handle.  More frequently communities are working closer together to define roles during a medical surge condition but even without a clearly defined community role, people will migrate to the nearest hospital if care is needed as a result of an emergency making it essential for facilities to have capabilities for surge.


The VISN should demonstrate the ability to provide a medical surge capacity for assisting VISN facilities with managing their excessive patient volume, and manage additional surge capabilities for unusual injury/illness, according to the targets projected in the VAMC’s EMP and EOP.  This is particularly important when more than one facility within the VISN is involved in an emergency.  The VISN’s role will likely be one of coordination between facilities and also providing needed information to VHA CO Officials.


To ensure the ability to provide both surge capacity and capability to meet demand, several critical components are addressed as supporting capabilities.  These include the following:


· Expansion of staffing


· Expansion of treatment services


· Establishing specialty treatment capabilities (e.g., expert information/guidance, obtaining specialized equipment/supplies)


The following sections will describe the critical capabilities in support of these components.  


5.1 Processes and Procedures for Expansion of Staff for Response and Recovery Operations 


Description:  To demonstrate this capability the VISN should be able to expand  staffing capacity to care for additional patients/victims if demand exceeds current capacities or current medical capabilities.  


Rationale:  During an emergency there is a potential for a surge in patients.  This may also include patient types not normally seen by VHA staff (such as pediatrics/adolescents) or injury/illness types (such as burns, severe blunt trauma, chemical injury).

Measurement:  


· Review of EOP


· Interviews with DND, CMO, EPC and VISN HR Manager


Framework for Capability Description

		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates the ability to support VISN facilities capability to  provide a medical surge capacity and surge for unusual patient or medical capabilities through enhanced staffing and optimal use of personnel services.



		Resources

		



		Supplies

		· Staff’s physical needs (food, water, shelter) are addressed throughout the duration of the emergency.



		Facilities/Equipment

		· There are designated locations at the facilities for staff to rest, take breaks, and shower.



		Personnel

		· The VISN has a callback list for additional staff that may be needed to help coordinate facility patient surge activities.


· Mental health support is available to all staff if and when needed.


· Qualified and trained personnel are identified to staff relevant EOP positions that manage the activation, mobilization, provision of surge services, surge support services, demobilization and return to readiness actions.

· A POC is identified to manage expansion of staff services



		Process

		· The EOP provides actionable guidance for managing the medical surge activation, mobilization, provision of surge services, surge support services, demobilization and return to readiness actions.


· Processes for surge staff assignments, accountability, and staff support are delineated.


· The EOP surge maintains safety measures during surge actions (e.g., fire suppression, rapid evacuation from facilities).


· A process for VISN Office to manage staff shortages at particular VAMCs or all VAMCs in the VISN.



		Education/Training

		· The called back staff know where to report once they arrive at the VISN.


· The staff understand their roles in the IMT and applicable ICS principles when the EOP is activated (e.g., reporting to supervisor, reporting problems, illness/injury, signing in and out).


· The staff understand the role of the IMT and the Incident Commander.



		Exercise

		· The callback list is tested quarterly. 

· The staff demonstrate an understanding of their role in the EOP.


· The callback staff can report to duty within 12 hours. 



		Evaluation

		· The exercise AAR specifically evaluates the staff surge process and procedures.



		Organizational Learning

		· The findings from the AARs inform improvements that are incorporated into the EOP and EM program related to the staff expansion capability.





Questions:


VISN Office EMP:

1. Describe how the VISN supports any facility’s needs for the expansion of staff during an emergency, such as during a medical surge.


2. Describe how the VISN office manages its own needs to expand staff such as might be needed to conduct extended EOC operations.


3. How does the VISN office callback staff to work, at any time of day or night?

4. Does the VISN employ any automated callback systems for the VISN office staff?

5. Are similar systems used throughout the VISN?

5.2 Management of Volunteers Deployment Support (e.g., DEMPS) during Response and Recovery Operations

Description:  To demonstrate this capability the VISN should be able to manage all facets of DEMPS.   

Rationale:  DEMPS is a system for overseeing the recruitment, enrollment, preparation and deployment of facility employee volunteers.  As a VHA asset these volunteer employees are deployed within the VA as needed to support emergency response.

Measurement:  


· Review of DEMPS enrollment process (i.e., marketing, program maintenance, annual review for improvement)


· Interview with VISN DEMPS Coordinator


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The DEMPS is a database developed to collect specific information on VHA medical personnel who have volunteered and been approved by their Facility Director to be deployed in the event of a disaster. This includes the ability of the VISN to manage the DEMPS Program.  



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· VISN facilities have sufficient equipment to access DEMPS nationally to update the database and change the status of volunteers in the system.



		Personnel

		· VISN facilities have a trained DEMPS Coordinator.


· There is evidence of senior leadership support.


· The DEMPS Coordinators have working relationships with the national DEMPS Program manager in EMSHG, and they work together to keep the database up to date.



		Process

		· The program has a number of volunteers pre-identified. 


· The program has a means for updating the database quarterly.


· Process to communicate with VAMCs to utilize volunteers as a resource 


· Process for identifying DEMPS Volunteers through deployment and re-deployment in accordance with 10N requests



		Education/Training

		· Staff assigned to manage the DEMPS database understand their roles and responsibilities.



		Exercise

		· The DEMPS coordination processes are exercised at least once a year.



		Evaluation

		· The VISN performs after action reporting following each exercise.



		Organizational Learning

		· The lessons learned from the AARs inform improvements in deployment support.





Questions:


VISN Oversight:

1. Describe the VISN office’s participation within the DEMPS Program. 


2. Does the VISN have a DEMPS Coordinator or are VISN office staff enrolled by the DEMPS Coordinator of the servicing VAMC?


3. Does the DEMPS supporting the VISN office staff have a pre-deployment program with the Occupational Health program to ensure volunteers are evaluated and protected before they are deployed away from your medical center?


4. Does the VISN or the supporting DEMPS Coordinator contact volunteers, at least annually, to ensure they wish to remain volunteers and to update information?


5. Are the EMSHG AEMs available to ensure that data entry is accomplished in accordance with DEMPS database instructions for VISN office staff enrolled in the program?


6. Has the VISN office deployed personnel in response to emergencies?

7. Describe the VISN leadership involvement with oversight of the DEMPS Programs at the VISN’s facilities.

8. What has been the involvement of the VISN Liaison AEM in that oversight?

9. What has been the VISN’s experience as a recipient and donor of staff under the DEMPS Program?

10. How would the VISN access DEMPS resources to support VISN-wide needs?

11. What system do you use to identify what the needs of the patients are and what the capabilities the facility can offer?

12. How do you address external resources?

5.3 Expansion of Evaluation and Treatment Services


The VISN facilities must demonstrate the ability to manage the mobilization and operation of a wide range of activities and resources necessary to meet the projected medical surge capacity and specialized treatment capabilities in a mass casualty incident.


5.3.1 Development, Implementation, Management, and Maintenance of the VA All-Hazards Emergency Cache 


Description:  To demonstrate this capability the VISN has the ability to access, store, distribute, and manage the VA All-Hazards Emergency Caches.

Rationale:  VA All-Hazards Emergency Caches allow the VA to maintain its health delivery capability in the event of a natural disaster or terrorist attack. The VA All-Hazards Emergency Caches are kept available to treat veterans, staff, and visitors.  


Measurement:


· Review process of Pharmacy Cache Inspection Program by EMSHG staff 


· Review Facility Tours of All-Hazard Emergency Cache Storage Areas 

· Interviews with CMO, EPC, VISN Safety Officer and VISN Pharmacy Benefits Manager

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The facilities demonstrate the ability for the VAMCs to implement the VA All-Hazards Emergency Cache program including provisions for security, storage, access, distribution of pharmaceuticals, medical supplies, and management of the program.



		Resources

		



		Supplies

		· The facilities have a VA All-Hazards Emergency Cache that includes prophylactic and treatment pharmaceuticals, and medical supplies.



		Facilities/Equipment

		· There is ample storage for all components of the VA All-Hazards Emergency Cache.


· The VA All-Hazards Emergency Cache is stored in a secured location.



		Personnel

		· Individuals are assigned to manage the VA All-Hazards Emergency Cache (e.g., store, mobilize, and distribute).



		Process

		· Process to notify the EPS and EMSHG if the VA All-Hazards Emergency Cache is activated


· Process for storage, inventory tracking system, and security of the VA All-Hazards Emergency Cache are implemented


· All products in the VA All-Hazards Emergency Cache are tracked with guidance from the EPS along with replacement of products.


· The stock is rotated in accordance with the Food and Drug Administration (FDA)/DOD Shelf Life Extension Program (SLEP).


· Authority delineates the activation of the VA All-Hazards Emergency Cache to include provisions for access to cache, security measures of cache, dispersal of pharmaceuticals to Veterans, and staff


· Process for monitoring and documenting dispersal of pharmaceuticals to include medical monitoring


· Process for communication with state/federal entities during mass prophylaxis 


· Process for restocking of the VA All-Hazards Emergency Cache upon demobilization and return to readiness



		Education/Training

		· Staff are trained on storage procedures.


· Staff are trained on mobilization procedures.


· Staff are trained on distribution procedures.



		Exercise

		· The distribution processes are tested annually.


· The exercises are integrated with system or Federal and State exercises.



		Evaluation

		· Facilities perform after action reporting following each exercise.



		Organizational Learning

		· The lessons learned from the AARs inform improvements in the VA All-Hazards Emergency Cache management.





Questions:


VISN Oversight:

1. How does the VISN assure that the policy regarding the activation and utilization of the cache is in accordance with criteria established by the VA PBM?  

2. Has the VISN been notified of any cache activations, in addition to the required notification of EPS and EMSHG in VACO?

3. How does the VISN interact with the VISN facilities to assure that the cache is properly managed including storage requirements, rotation of stock, documentation of inspections, etc?

5.3.2 Designated Capability for Expanded Patient Triage, Evaluation and Treatment during Surge


Description:  To demonstrate this capability the VISN should be able to designate and manage areas (beyond the facility’s emergency department [ED]) for patient scheduling, triage, assessment, treatment, admission, transfer, discharge, and evacuation.

Rationale:  Establishing additional areas for triage, evaluation, and treatment during a mass casualty event can help offset workload in the facility’s ED and can vastly help throughput of the medical facility.  VISNs should be aware of each facility’s surge plan and be ready to coordinate surge activities among VISN facilities to assist impacted VAMCs.


Measurement:  


· Review of VISN EOP


· Review of Humanitarian assistance policy


· Review of Altered standards of care policy

· Interview with CMO, EPC and DND

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· Facilities are able  to provide adequate expansion of patient triage, evaluation and treatment for the projected number of patients and types of medical/psychological problems.



		Resources

		



		Supplies

		· Facilities have supplies designated for and housed in triage, evaluation, and treatment areas.


· Facilities and equipment needed for emergency response and recovery activities are identified and properly stored by the Operating Units at the facility.


· PPE is available to all personnel and visitors within the isolation areas.



		Facilities/Equipment

		· Facilities have designated areas for expansion of triage, evaluation, and treatment (emergency services, operating suite, critical care areas and others) during a mass casualty event.  


· Visitors understand where to go for information on patients housed in additional triage, evaluation, and treatment areas.


· Facilities ensure that adequate security for additional triage, evaluation, and treatment areas.


· When necessary, there is appropriate infrastructure to support teletriage and telemedicine capabilities.



		Personnel

		· Qualified and trained personnel to manage the triage, evaluation and treatment areas using the guidance provided in the EOP


· Qualified and trained personnel to staff and operate or support healthcare services in the surge areas.



		Process

		· The processes for scheduling, triaging, assessing, treating, admitting, transferring, discharging, and evacuating the projected number and casualty types are delineated including expansion of services in the usual patient care areas and extension into surge areas.


· A process is delineated for ensuring adequate clinical and non-clinical staffing of triage, evaluation, and treatment areas.


· A process is delineated for supervising and directing staff, including volunteers, in their activities under surge procedures.


· Personnel can provide the initial and stabilizing treatment for victims with blunt trauma, blast/shrapnel injuries, thermal and chemical burns, and radiation exposure.



		Education/Training

		· Staff are trained and can demonstrate the ability to provide services under the medical surge protocols/procedures in regular and designated surge areas of the facility. 


· Personnel are trained and can demonstrate the ability to categorize and triage patients consistent with the protocols used by other local healthcare facilities and EMS.


· Relevant clinical personnel are trained and can recognize signs and symptoms of possible CDC Category A biological agents (e.g., Anthrax, Smallpox, Botulism, Tularemia, Plague, and Ebola).  


· Personnel are trained and can demonstrate knowledge of secondary hazards of Chemical, Biological, Radiological, Nuclear materials.


· Personnel are trained in and can demonstrate knowledge of antidotes, differential diagnosis, signs and symptoms, treatment protocols, and initial treatments for chemical, biological, and radiological events.



		Exercise

		· Processes associated with designating and operating additional triage, evaluation, and treatment areas are exercised periodically.


· The exercises are integrated with system or Federal and State exercises.



		Evaluation

		· The AAR process assesses medical surge performance



		Organizational Learning

		· The findings from the AAR informs improvements that are incorporated into the EOP and other EMP activities (e.g., training, resource management).





Questions:


Scenario:  There has been a large chemical spill nearby one of the community hospitals that is situated near a VISN facility.  Patients have initially been transported or have transported themselves to that facility.  That facility’s resources have been overwhelmed and patients are being sent to the nearby VAMC.  That VAMC has activated its EOC and medical surge procedures.


VISN Oversight:


1. Do you have a process in place assisting VISN facilities with medical surge operations?


2. Is the VISN aware of the medical surge capabilities of individual VISN facilities?


3. If the affected VAMC requires further assistance, is there a plan for the use of other VA facilities?


4. What are your modes of transport to assist the VAMCs in managing medical surge?


5. In lieu of transporting patients, are there plans to transport additional staff to assist the affected VAMC(s)? 


6. How does the VISN interact with the VAMC EOC in these situations?


7. What are the VISN plans to assist in the housing of transported staff?


8. How is the VISN prepared to assist with supporting a surge in demand of laboratory, blood bank and diagnostic imaging services?


5.3.3 Processes and Procedures for Control and Coordination of Mass Fatality Management


Description:  To demonstrate this capability the VISN should be able to manage  large numbers of fatalities that expire in-house or en route to the facility.  


Rationale:  To ensure the health and welfare of those surviving the incident, facilities must develop plans for the safe management of human remains.  The VISN should be aware of these plans at the VISN facilities in order to supplement mass fatality resources from one VISN facility to another. 


How Measured:  


· Review of VISN EOP


· Interview with the CMO, DND, EPC and Safety Officer


Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The facility demonstrates the ability to manage mass fatalities in a safe, secure, and sensitive manner, with orderly management of body storage, forensic interface and family reunification.  VISNs are aware of individual facility plans.



		Resources

		



		Supplies

		· The facility has enough supplies to manage large numbers of fatalities (e.g., body bags).


· The facility has an adequate amount and level of PPE.



		Facilities/Equipment

		· The facility has established arrangements with outside vendors to provide additional storage of human remains in a controlled environment (MOUs/MOAs with refrigerated trucking companies or other refrigeration capabilities).



		Personnel

		· Staff follow written procedures for managing human remains.



		Process

		· A process is delineated for collecting the human remains in a safe and sensitive manner, establishing or maintaining identification of each body/body part, storing the human remains in a secure, temperature controlled environment, interfacing with the medical examiner or coroner, and providing family assistance in identifying bodies and releasing bodies once cleared by authorities.


· The human remains process provides guidance for managing bodies with significant chemical, radioactive, or biological contamination.   



		Education/Training

		· Relevant personnel are trained on the management and operation of the mass fatality process.


· If appropriate, personnel receive training on how to manage contaminated human remains. 



		Exercise

		· Fatality management plans are exercised at least once a year.


· This capability is fully integrated with Federal and State-wide exercises at least once a year.



		Evaluation

		· The exercise after action reporting process includes evaluation of mass fatality management.



		Organizational Learning

		· The findings from AARs inform improvements that are incorporated into the mass fatality management capability.





Question:


VISN Oversight:


1. Describe the VISN’s plans to coordinate activities in order to supplement an individual facility’s mass fatality capabilities?

2. Is your VISN aware of the individual mass fatality management plans of VISN facilities?

3. Describe VISN-wide exercises and training that incorporate mass fatality management.

6 Support to External Requirements


Many VA facilities within a VISN have roles with other federal agencies, particularly under the NDMS and the fulfillment of VA’s additional mission of back-up to the Department of Defense (DOD) healthcare system.  As federal agencies with emergency management responsibilities are moving toward a regional decentralized approach to emergency management, it is essential that VA facilities integrate with the State and other federal health partners such as Health and Humans Services (HHS), Department of Homeland Security (DHS), DOD and the CDC.  


Fulfilling those capabilities requires VISN knowledge of the external mission expectations and demands on VISN facilities as well as an ability to monitor facility fulfillment of these missions in order to provide possible needed coordination. 


6.1 Provision of Supplemental Health Services to Support the National Disaster Medical System 


Description:  To demonstrate this capability, those VISN facilities acting as Federal Coordination Centers (FCCs) should be able to direct and provide supplemental health and medical assistance in domestic disasters at the request of state and local authorities.

Rationale:  NDMS provides healthcare services, healthcare-related social services, and other appropriate auxiliary services to respond to the needs of victims of a public health emergency.

Measurement:  


· Review VISN EOP for NDMS Supplement


· Identification and review of signed Memorandums of Agreements (MOAs) for NDMS with hospitals


· Identification of FCCs within the VISN and review of FCC activities


· Interview appropriate VISN leadership (VISN Director, Chief Medical Officer [CMO] or DND)


· Interview with VISN-Liaison Area Emergency Manager, CMO and Network Emergency Manager (if designated)


· Interview with FCC Director (can be by telephone)


Framework for Capability Description 


		Capability Element

		Assessment components



		Policy/Organization

		· VA is a signatory member to the NDMS.



		Resources

		



		Supplies

		· Sufficient supplies are in place at FCCs. 



		Facilities/Equipment

		· Key VISN staff are able to coordinate emergency activities and maintain communications with VISN facility FCC staff.


· EOC resources support FCC communications.



		Personnel

		· VISN staff are aware of FCC personnel at VISN facilities.



		Process

		· VISN staff are aware of lines of authority, roles, and responsibilities for FCC staff. 


· Lines of authority are in place with partner agencies.


· Process to report bed availability, patient reception, distribution/tracking of patients, and management of patient reception


· Process to identify and stand-up a patient reception area



		Education/Training

		· Staff are trained in any VISN defined FCC roles. 



		Exercise

		· VISN participates with facility NDMS exercises..



		Evaluation

		· The VISN is aware of facility FCC evaluations.



		Organizational Learning

		· The lessons learned from the evaluations inform improvements in NDMS planning.





Questions:


VISN Oversight:

1. Please describe your understanding of NDMS.


2. Is there an FCC for NDMS within your VISN?  If so, what has been the level of any VISN involvement and how are you assured that the FCC is conducting the required exercises and is therefore properly prepared?


3. Are you aware of the FCC’s NDMS patient surge estimates and whether the FCC has the resources to meet these commitments?


4. Are you knowledgeable if there are signed MOAs from participating community hospitals with your FCC and the identity of those hospitals?


5. Has the VISN been included in any NDMS exercises or at least been notified during the exercise and informed of the assessments of any of the exercises?  If so, please briefly describe the exercises and the assessments.


6. Do you review the NDMS bed availability reports conducted periodically in your VISN?


6.2 VA/DOD Contingency Hospital System

Description:  To demonstrate this capability the VISN should be able regularly report bed availability and provide beds to DOD during times of national emergencies and war-time should DOD medical treatment facilities be incapacitated or overwhelmed.  

Rationale: The VA plays a statutory back-up role to the DOD during national emergencies and war-time by providing staffed beds for the care of wounded or ill Service members.


Measurement:  


· Review VISN EOP for VA/DOD Contingency Hospital System Supplement


· Review of PRC and FCC EOPs


· Interviews with VISN CMO, DND and Liaison AEM, Network Emergency Manager (if designated)

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· VA is required to provide beds to DOD during national emergencies and war-time



		Resources

		



		Supplies

		· N/A



		Facilities/Equipment

		· IT and communications equipment are provided to complete bed reports and support program at the national level.



		Personnel

		· VAMC staff are assigned to support this program, including bed reporting.



		Process

		· VAMC conducts bed reports and insures consistency with DOD.



		Education/Training

		· VAMC have been trained in their role supporting this program.



		Exercise

		· VAMC completes all bed reports for the year.



		Evaluation

		· VAMC conducts an annual program review to identify improvements.



		Organizational Learning

		· The lessons learned from evaluation inform improvements in the program.





Questions:


VISN Oversight:

1. What VISN facilities are Primary Receiving Centers (PRC) for receiving any Service Members in the event of the emergent need to back-up DOD?


2. Are you aware of what level of bed availability VISN facilities are reporting?


3. Has the VISN been involved in any facility bed reporting or other DOD bed availability exercises?


4. Has there been any contact on a VISN level with local or national DOD officials regarding DOD back-up?


5. Are you aware of facility interactions with DOD facilities regarding emergency preparedness?


6. Have there been any VISN interactions with DOD facilities regarding emergency preparedness?


6.3 Support Under the National Response Framework (NRF)

The VISN establishes liaison with all appropriate VHA and non-VHA entities and officials, conducts information exchange, and coordinates incident response strategies and tactics.

Description:  To demonstrate this capability the VISN should be able to communicate and coordinate with other Federal agencies.

Rationale:  Responses to emergencies require collaboration with the community as well as other Federal agencies located in the vicinity of the emergency to receive needed supplies, support and report required information.  

Measurement:  


· Tour of VISN EOC


· Review VISN EOP for NDMS Supplement


· Interview with VISN-Liaison AEM, CMO and Network Emergency Manager (if designated)

Framework for Capability Description


		Capability Element

		Assessment components



		Policy/Organization

		· The VISN demonstrates an effective interface with relevant federal, state, and local emergency management authorities and public health departments.  Activity on the federal level may include involvement on a regional level with HHS in accordance with Emergency Support Function (ESF) 8, where VA is part of coordinated Federal assistance to supplement State and local resources in response to public health and medical care needs following a major disaster or emergency, or during a developing potential medical situation.



		Resources

		



		Supplies

		· EOP liaison position guidance (position description, EOP forms and Job Action Sheet) 


· Forms used by the Federal and State emergency management and public health agencies for sharing information, setting up work assignments, etc.


· VISN maintains lists of key POCs.



		Facilities/Equipment

		· Communications and IT to accomplish the liaison function



		Personnel

		· Appropriately qualified and trained personnel to staff the liaison function.



		Process

		· The VISN has procedures for providing and receiving information from Federal and State health authorities and conveying that information to the facility’s IMT and appropriate VHA response elements.


· Liaison position participates in appropriate planning meetings and briefings with the Federal and State emergency management and public health authorities.


· VISN has developed an external media crisis communication plan.



		Education/Training

		· The individual designated to communicate with the Federal and State emergency management authorities has received training on their liaison role and communication methods. 


· IMT Command Staff understand their roles and the chain of communication in relation to Federal and State emergency management and public health authorities.



		Exercise

		· The liaison function with Federal and State emergency management and public health authorities is exercised at least once a year.


· The liaison capability is fully exercised within a Federal and/or State-wide exercise at least once a year.



		Evaluation

		· AARs from exercises and drills are evaluated annually.



		Organizational Learning

		· Lessons learned from AARs are incorporated in the VISN EOP.





Questions:


VISN Oversight:

1. Have there been any clinical initiatives undertaken VISN-wide contributing to emergency preparedness?  If so, have they been shared with external agencies?


2. Describe your current interactions with other federal health and emergency organizations including CDC, HHS and the Federal Emergency Management Agency (FEMA).  


3. Are you involved with other federal agencies such as through the Regional Interagency Steering Committees as part of the Health and Human Services (HHS) NRF ESF 8?


4. Describe the nature of your involvement with EMSHG at the VHACO level.

5. Describe contacts you have made and current interactions with state health and/or EMS authorities.

6. How are contact with all these governmental authorities part of your crisis communication plans?


7. What has been the involvement of VISN facilities’ or the VISN Office with emergency preparedness committees frequently organized as part of State hospital associations?


What is the operational relationship with State EOCs in your VISN?


7 Acronym List


		Acronym

		Definition



		AAR

		After Action Report



		AEM

		Area Emergency Manager



		BPA

		Blanket Purchase Agreement



		CAM

		Capital Asset Manager



		CDC

		Centers for Disease Control and Prevention



		CIO

		Chief Information Officer



		CLO

		Chief Logistics Officer



		CMO

		Chief Medical Officer



		CONOPS

		Concept of Operations



		COO

		Chief Operations Officer



		COOP

		Continuity of Operations



		DEMPS

		Disaster Emergency Medical Personnel System 



		DHS

		Department of Homeland Security



		DND

		Deputy Network (VISN) Director



		DOD

		Department of Defense



		ED

		Emergency Department



		ELC

		Executive Leadership Council



		EMC

		Emergency Management Committee



		EMP

		Emergency Management Program



		EMS

		Emergency Medical Services



		EMSHG

		Emergency Management Strategic Healthcare Group



		EOC

		Emergency Operations Center



		EOP

		Emergency Operations Plan



		EPC

		Emergency Program Coordinator (relates to designated VISN staff or VISN-Liaison Area Emergency Manager



		EPS

		Emergency Pharmacy Service



		ESF

		Emergency Support Function



		FCC

		Federal Coordinating Center



		FDA

		Food and Drug Administration



		FEMA

		Federal Emergency Management Agency



		GETS

		Government Emergency Telecommunications Service



		HF

		High Frequency



		HHS

		Health and Human Services



		HIPAA

		Health Insurance Portability and Accountability Act



		HR

		Human Resource



		HSAS

		Homeland Security Advisory System



		HVA

		Hazard Vulnerability Analysis



		HVAC

		Heating Ventilation and Air Conditioning



		IAP

		Incident Action Plan



		IC

		Infection Control



		ICS

		Incident Command System



		IMT

		Incident Management Team



		IAP

		Incident Action Plan



		IT

		Information Technology



		JOC

		Joint Operations Center



		MBO

		Management by Objective



		MOA

		Memorandum of Agreement



		MOU

		Memorandum of Understanding



		N/A or NA

		Not Applicable



		NAC

		National Acquisition Center



		NDMS

		National Disaster Medical System 



		NIMS

		National Incident Management System



		NRF

		National Response Framework



		NRM

		Non-Recurring Maintenance



		OSHA

		Occupational Safety & Health Administration



		PAO

		Public Affairs Officer



		PAPR

		Powered Air Purifying Respirator



		PBM

		Pharmacy Benefits Management



		PIO

		Public Information Officer



		POC

		Point of Contact



		PPE

		Personal Protective Equipment



		PRC

		Primary Receiving Center



		SARS

		Severe Acute Respiratory Syndrome



		SLEP

		Shelf Life Extension Program



		SOP

		Standard Operating Procedure



		TJC

		The Joint Commission



		UPS

		Uninterruptible Power Supply



		VA 

		Veterans Affairs 



		VACO

		Veterans Affairs Central Office



		VAMC

		Veterans Affairs Medical Center 



		VHA

		Veterans Health Administration



		VHACO

		Veterans Health Administration Central Office



		VISN

		Veterans Integrated Service Network



		WHO

		World Health Organization
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