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	Step One - Establish an Emergency Management Committee
This step is concerned with establishing leadership, direction and administration of the Emergency Management Program (EMP).  Components of this step include creation of an oversight or advisory committee; designation of staff to manage the EMP on a day-to-day basis; defining the role of the health care organization in the community-wide EMP; and, setting goals and objectives and developing an annual schedule of activities that fulfill these objectives.  These goals and objectives are, in part, based upon the recommendations for corrective action for issues identified in past exercises or from actual emergencies.
Related reading:

Emergency Management Principles and Practices for Health Care Systems:

Unit One:

The Emergency Management Program
Pages 1-79 to 1-120
Unit 5:

Appendices,

(Glossary of Terms)

Pages 5-1 to 5-65

Available at:

www.va.gov/emshg

	EC 4.11

Managing the Consequences of Emergencies

1.  The organization’s leaders, including the administrator, the medical director, the nursing leader, and other clinical leaders) actively participate in emergency management planning.  
EC 4.20

Exercises

19.  The strengths and weaknesses identified during exercises are communicated to the multidisciplinary improvement team responsible for monitoring environment of care issues. 

	Adopt NIMS throughout the healthcare organization including all appropriate departments and business units. (Established 2007, required 2008)
Ensure Federal Preparedness awards support NIMS Implementation (in accordance with the eligibility and allowable uses of the awards). (Established 2007, required 2008)
Apply common and consistent terminology as promoted in NIMS, including the establishment of plain language communications standards. (Established 2007, required 2008).


	4.1 Program Administration.
The entity shall have a documented program that includes the following:  

(1)
Executive policy including vision, mission statement, roles and responsibilities, and enabling authority.
(2)
Program goals, objectives, and method of program evaluation.
(3)*
Program plan and procedures.

(4)
Applicable authorities, legislation, regulations, and/or industry codes of practice.
(5)
Program budget and project schedule, including milestones.
(6)
Records management practices.
4.2* Program Coordinator.
The program coordinator shall be appointed by the entity and authorized to administer and keep current the program.
4.3* Advisory Committee.
4.3.1*  An advisory committee shall be established by the entity in accordance with its policy.
4.3.2  The advisory committee shall provide input to or assist in the coordination of the preparation, implementation, evaluation, and revision of the program.
4.3.3  The advisory committee shall include the program coordinator and others who have the appropriate expertise, knowledge of the entity, and the capability to identify resources from all key functional areas within the entity and shall solicit applicable external representation.

5.1* General.
5.1.1  The program shall include the elements given in Sections 5.2 through 5.16, the scope of which shall be determined by the impact of the hazards affecting the entity.
5.1.2*  The program elements shall be applicable to prevention, mitigation, preparedness, response, and recovery.
5.2 Laws and Authorities.
5.2.1*  The program shall comply with applicable legislation, policies, regulatory requirements, and directives.
5.2.2*  The entity shall implement a strategy for addressing the need for revisions to legislation, regulations, directives, policies, and industry codes of practice.
5.16* Finance and Administration.
5.16.1*  The entity shall develop financial and administrative procedures to support the program before, during, and after an emergency or a disaster.
5.16.2  Procedures shall be created and maintained for expediting fiscal decisions in accordance with established authorization levels and fiscal policy.
5.16.3  The procedures shall include the following: 

(1) 
Establishment and definition of responsibilities for the program finance authority, including its reporting relationships to the program coordinator

(2) 
Program procurement procedures

(3) 
Payroll

(4) 
Accounting systems to track and document costs

(5)* 
Management of funding from external sources.
	Delegations of Authority

To ensure rapid response to any emergency situation requiring COOP plan implementation, agencies should pre-delegate authorities for making policy determinations and decisions at headquarters, field levels, and other organizational locations, as appropriate. These delegations of authority should:

(1)
Identify the programs and administrative authorities needed for effective operations at all organizational levels having emergency responsibilities;

(2)
Identify the circumstances under which the authorities would be exercised;

(3)
Document the necessary authorities at all points where emergency actions may be required, delineating the limits of authority and accountability;

(4)
State explicitly the authority of designated successors, referred to in paragraph 10d, to exercise agency direction, including any exceptions, and the successor’s authority to re-delegate functions and activities as appropriate;

(5)
Indicate the circumstances under which delegated authorities would become effective and when they would terminate. Generally, pre-determined delegations of authority would take effect when normal channels of direction are disrupted and would terminate when these channels have resumed; 

(6)
Ensure that officials who may be expected to assume authorities in an emergency are trained to carry out their emergency duties; and,

(7)
Specify responsibilities and authorities of individual agency  representatives designated to participate as members of interagency emergency response teams.

Orders of Succession

Agencies are responsible for establishing, promulgating, and maintaining orders of succession to key positions. Such orders of succession are an essential part of an agency’s COOP plan. Orders should be of sufficient depth to ensure the agency’s ability to perform essential functions while remaining a viable part of the Federal Government through any 

emergency. Geographical dispersion is encouraged, consistent with the principle of providing succession to office in emergencies of all types. Each agency should:

(1)
Establish an order of succession to the position of Agency Head. A designated official serves as acting head of the agency until appointed by the President or relieved. Where a suitable field structure exists, appropriate personnel located outside the Washington, D.C., area should be considered in the order of succession;

(2)
Establish orders of succession to other key headquarters leadership positions;

(3)
Establish, for agencies organized according to the standard Federal regional structure, an order of succession to the position of regional director or equivalent; 

(4)
Identify any limitation of authority based on delegations of authority to others;

(5)
Describe orders of succession by positions or titles, rather than names of individuals;

(6)
Include the orders of succession in the vital records of the agency;

(7)
Revise orders of succession as necessary, and distribute revised versions promptly as changes occur;

(8)
Establish the rules and procedures designated officials are to follow when facing the issues of succession to office in emergency situations;

(9)
Include in succession procedures the conditions under which succession will take place; method of notification; and any temporal, geographical, or organizational limitations of authorities;

(10)
Assign successors, to the extent possible, among the emergency teams established to perform essential functions, to ensure that each team has an equitable share of duly constituted leadership; and, 

(11)
Conduct orientation programs to prepare successors for their emergency duties.



	Step Two
Develop an Emergency Operations Plan

This step is focused on the development of “all hazards” planning.  The Emergency Operations Plan (EOP) is a term used to refer to documentation that addresses all hazards in its Basic Plan and Functional Annexes.  The Incident Command System is integrated within the EOP in the Basic Plan, where the organization’s overall command structure is discussed and a concept of operations explained.  ICS functions can also be used as the basis for the Functional Annexes.

Attachments or Appendices to the EOP include hazard-specific or incident-specific guidance.  These procedures are developed in Step Four, following the Hazards Vulnerability Analysis.
Related reading:

Emergency Management Principles and Practices for Health Care Systems:

Unit One:

The Emergency Management Program

Pages 1-204 to 1-211

Unit Two:

Incident Command System and the Application of Strategic ICS Principles

Pages 2-1 to 2-29
Unit Three:

Healthcare System Emergency Response and Recovery

Pages 3-1 to 3-57
And

3-177 to 3-191

Available at:

www.va.gov/emshg

	EC 4.11

Managing the Consequences of Emergencies

4.  When developing its Emergency Operations Plan (EOP), the organization communicates its needs and vulnerabilities to community response agencies and identifies the capabilities of its community in meeting these needs.

EC 4.12

Develop and Maintain an Emergency Operations Plan

1.  The organization develops and maintains a written Emergency Operations Plan (EOP) that describes an “all hazards” command structure for coordinating six critical areas (see EC 4.13 through 4.18) within the organization during an emergency.
2.  The organization establishes an incident command structure that is integrated into and consistent with the community’s command structure.

3.  The EOP identify to whom staff report in the organization’s incident command structure. 
The EOP describes processes for initiating and terminating the response and recovery phases, including:
4.  Who has the authority to activate the phases 

5.  How the phases are to be activated. 

6.  The EOP identifies the organization’s capabilities and establishes response efforts when the organization cannot be supported by the local community for at least 96 hours in the six critical areas.  
Note: An acceptable response effort would be to temporarily close or evacuate the facility consistent with their designated role in the community response plan.  

7.  The EOP identifies alternative sites for care, treatment or service for use during emergencies.
EC 4.16
Strategies for Managing Staff

1.  Staff roles and responsibilities are defined in the EOP for all essential functions (communications, resources and assets, safety and security, utilities and clinical activities). 
3.  The organization communicates to licensed independent practitioners, their roles in emergency response and to whom they report during an emergency.
EC 4.20

Exercises

17.  The organization modifies its emergency operations plan in response to critiques of exercises.  
	Review, revise, and update the Emergency Operations Plan (EOP) to incorporate NIMS components, principles and policies, to include planning, training, response, exercises, equipment, evaluation, and corrective actions. (Established 2007, required 2007).


	5.8 Planning

5.8.3.4*  The emergency operations/response plan shall assign responsibilities for carrying out specific actions in an emergency.
5.8.3.8*  The continuity plan shall identify stakeholders that need to be notified, the critical and time-sensitive applications, alternative work sites, vital records, contact lists, processes, and functions that shall be maintained, as well as the personnel, procedures, and resources that are needed while the entity is recovering.


	Plans and Procedures

A COOP plan shall be developed and documented that when implemented will provide for continued performance of essential Federal functions under all circumstances. At a minimum, the plan should:

(1)
Delineate essential functions and activities;

(2)
Outline a decision process for determining appropriate actions in implementing COOP plans and procedures;

(3)
Establish a roster of fully equipped and trained emergency personnel with the authority to perform essential functions and activities;

(4)
Include procedures for employee advisories, alerts, and COOP plan activation, with instructions for relocation to pre-designated facilities, with and without warning, during duty and non-duty hours;

(5)
Provide for personnel accountability throughout the duration of the emergency; 

(6)
Provide for attaining operational capability within 12 hours; and,

(7)
Establish reliable processes and procedures to acquire resources necessary to continue essential functions and sustain operations for up to 30 days.



	Step Three
Conduct a Hazards Vulnerability Analysis

The emphasis of this Step is to identify potential impacts to mission critical systems that support the ability of the health care organization to deliver services.  It begins with research with local government and other experts into the natural, technological and man-caused hazards that may occur in the local community or regional area.  This data is presented to the advisory committee which can then engage in a subjective rating process to arrive at a list of priority hazards, or the analysis can be conducted by a small group using a variety of techniques.  Consideration must be made for the potential impacts not only on the health care organization, but also suppliers, patients and staff living in the community. For each priority hazard, a Standard Operating Procedure (SOP) is developed to address mitigation, preparedness; initial response and recovery/restoration activities (see Step Four).   The vulnerability of mission critical systems (staff, infrastructure, supplies, and so forth) to those hazards is estimated and this sets the stage for resource management activities that are conducted in Step Five.
Related reading:

Emergency Management Principles and Practices for Health Care Systems:

Unit One:

The Emergency Management Program
Pages 1-123 to 1-167

Available at:

www.va.gov/emshg
	EC 4.11
Managing the Consequences of Emergencies
2. The organization conducts a Hazard Vulnerability Analysis (HVA) to identify events that could affect demand for its services or its services or its ability to provide those services, the likelihood of those events occurring, and the consequences of those events. 
3.  The organization, together with its community partners, prioritizes those hazards, threats and events identified in its HVA. 

	
	5.3* Risk Assessment.

5.3.1*  The entity shall identify hazards, monitor those hazards, the likelihood of their occurrence, and the vulnerability of people, property, the environment, and the entity itself to those hazards.
5.3.2*  Hazards to be evaluated shall include the following:  

(1)
Natural hazards (geological, meteorological, and biological).
(2)
Human-caused events (accidental and intentional).
(3)
Technological-caused events.
5.3.3*  The entity shall conduct an impact analysis to determine potential detrimental impacts of the hazards on the following:  

(1)
Health and safety of persons in the affected area at the time of the incident (injury and death)

(2)
Health and safety of personnel responding to the incident

(3)*
Continuity of operations

(4)
Property, facilities, and infrastructure

(5)
Delivery of services

(6) 
The environment

(7)*
Economic and financial condition

(8)
Regulatory and contractual obligations

(9)
Reputation of or confidence in the entity

(10)*
Regional, national, and international considerations
	Identification of Essential Functions

All agencies should identify their essential functions as the basis for COOP planning. Essential functions are those functions that enable Federal Executive Branch agencies to provide vital services, exercise civil authority, maintain the safety and well being of the 

general populace, and sustain the industrial/economic base in an emergency. In identifying essential functions, agencies should:

(1)
Identify all functions performed by the agency, then determine which must be continued under all circumstances;

(2)
Prioritize these essential functions; 

(3)
Establish staffing and resources requirements needed to perform essential functions;

(4)
Identify mission critical data and systems necessary to conduct essential functions;

(5)
Defer functions not deemed essential to immediate agency needs until additional personnel and resources become available; and,

(6)
Integrate supporting activities to ensure that essential functions can be performed as efficiently as possible during emergency relocation.


	Step Four
Develop Incident-specific Guidance
In this Step, a Standard Operating Procedure (SOP) is developed for each priority hazard, threat or event. Impacts on Mission Critical Systems (MCS) are addressed in the format of the SOP, as are strategies for mitigation, preparedness, response and recovery.  SOPs include a Key Activity management Tool and sample Incident Command System structure.  SOPs are used to guide the initial response to an emergency, transitioning then to the incident action planning process.

Related reading:

Emergency Management Principles and Practices for Health Care Systems:

Unit One:

The Emergency Management Program

Pages 1-204 to 1-211

Unit Three:

Healthcare System Emergency Response and Recovery

Pages 3-18 to 3-191

Available at:

www.va.gov/emshg

	EC 4.11
Managing the Consequences of Emergencies
For each emergency identified in its HVA, the organization defines: 
5.  Mitigation activities designed to reduce the risk of and the potential damage due to an emergency. 
6.  Preparedness activities that will organize and mobilize essential resources.
7.  Response strategies and actions to be activated during the emergency; and
8.  Recovery strategies and actions designed to help restore the systems that are critical to resuming normal care, treatment and services. 
EC 4.14

Strategies for Managing Resources and Assets

9.  The organization plans for evacuating (both horizontally and when required by circumstances, vertically) when the environment cannot support care, treatment and services. 

10.  The organization plans for transporting patients, staff, medications and equipment to an alternate care site or sites when the environment cannot support care, treatment and services.

11.  The organization plans for transporting pertinent information, including e essential clinical and medication-related information for patients to an alternate care site or sites when the environment cannot support care, treatment and services.

EC 4.16

Strategies for Managing Staff

1.  Staff roles and responsibilities are defined in the Emergency Operations Plan for all essential functions (clinical activities, communications, resources and assets, safety and security, and building utilities).
2.  Staff are assigned to manage activities associated with identified priority emergencies.

	Review and revise Standard Operating Procedures (SOPs) and Standard Operating Guidelines (SOGs) as appropriate, to incorporate NIMS components, principles, and policies. (Established 2007, required 2007).


	5.11* Operational Procedures.

5.11.1  The entity shall develop, coordinate, and implement operational procedures to support the program and execute its plans.
5.11.2*  Procedures shall be established and implemented for response to and recovery from the consequences of those hazards identified in Section 5.3 and shall address health and safety, incident stabilization, operational/business continuity, property conservation, and protection of the environment under the jurisdiction of the entity.
5.11.3  Procedures, including life safety, incident stabilization, operational/business continuity, and property conservation, shall be established and implemented for response to, and recovery from, the consequences of those hazards identified in Section 5.3.
5.11.4*  Procedures shall be in place to conduct a situation analysis that includes a needs assessment, damage assessment, and the identification of resources needed to support response and recovery operations.
5.11.5  Procedures shall allow for concurrent recovery and mitigation activities during emergency response.
5.11.6  Procedures shall be established for succession of management/government as required in 5.8.3.8.
	

	Step Five
Conduct Mitigation and Preparedness Activities

The activities in this Step are the day-to-day concerns of the Emergency Program Manager: conducting mitigation and preparedness planning and resource management within the health care organization and with community response partners.  
Related reading:

Emergency Management Principles and Practices for Health Care Systems:

Unit One:

The Emergency Management Program

Pages 1-171 to 1-192

And

1-212 to 1-230

Available at:

www.va.gov/emshg

	EC 4.13

Emergency Communications Strategies 
1.  The organization plans for notifying staff when emergency response measures are initiated.

2.  The organization plans for ongoing communication of information and instructions to staff once emergency measures are initiated.

5.  The organization plans for communications with patients and their families during emergencies, including notifications when patients are relocated to alternate care sites.

14.  The organization establishes backup communications systems and technologies for the activities listed above.
EC 4.14

Strategies for Managing Resources and Assets 
1.  The organization plans for obtaining supplies that will be required at the onset of the emergency response (medical, pharmaceutical and non-medical).

2.  The organization plans for replenishing medical supplies and equipment that will be required throughout the response and recovery, including personal protective equipment (PPE) where required.

3.  The organization plans for replenishing pharmaceutical supplies that will be required throughout response and recovery, including access to and distribution of caches (stockpiled by the organization or its affiliates, local, state or federal sources) to which the organization has access.

4.  The organization plans for replenishing non-medical supplies that will be required throughout response and recovery, including foods, linen, water, fuel, for generators and transportation vehicles.

5.  The organization plans for managing staff support activities, e.g. housing, transportation, incident sites, and debriefing.

6.  The organization plans for staff family support activities, including child care, elder care, communications, etc.

EC 4.15

Strategies for Managing Safety and Security
1.  The organization establishes internal security and safety operations that will be required once emergency measures are initiated.
3.  The organization identifies processes that will be required to manage hazardous materials and waste once emergency measures are initiated.
4.  The plan identifies means for radioactive, biological and chemical isolation and decontamination.  

5.  The organization identifies residents who might be susceptible to wandering once emergency measures are initiated.

The organization establishes processes for the following:

6.  Controlling entrance into and out of the health care facility during emergencies.

7.  Controlling the movement of individuals within the health care facility during emergencies, and;

8.  Controlling traffic accessing the health care facility during emergencies.

EC 4.16

Strategies for Managing Staff

4.  The organization establishes a process for identifying care providers and other personnel (such as identification cards, wrist bands, vests, hats, badges, computer print-outs, etc.) assigned to particular roles during emergencies.
EC 4.17

Strategies for Managing Utilities

Organizations identify an alternative means of providing for the following utilities in the event that their supply is compromised and disrupted:
1.  Electricity.
2.  Water needed for consumption and essential care activities.
3.  Water needed for equipment and sanitary purposes.

4.  Fuel required for building operations or essential transport activities.

5.  Other essential utility needs (for example, ventilation, medical gas/vacuum systems, etc.)
EC 4.18
Strategies for Managing Clinical Activities 
The organization plans to manage the following during emergencies:
1.  The clinical activities required as part of patient scheduling, triage, assessment, treatment, admission, transfer, discharge, and evacuation.
2.  Clinical services for vulnerable populations served by the organization, including patients who are pediatric, geriatric, disabled, or have serious chronic conditions or addictions.
3.  Personal sanitation and hygiene needs of its patients.

4.  The mental health service needs of its patients.

5.  Mortuary services.

6.  The organization plans for documenting and tracking patients’ clinical information.
	Adopt the principle of Public Information, facilitated by the use of the Joint Information System (JIS) and Joint Information Center (JIC) during an incident or event. (Established 2007, required 2008). 

Maintain a resource management program that includes the receiving, tracking, and management of equipment, supplies and personnel. (Established 2007, required 2008).
Promote and ensure that equipment, communication, and data interoperability are incorporated into the healthcare organization’s acquisition programs. (Established 2007, required 2008).

	5.5 Mitigation.

5.5.1*  The entity shall develop and implement a mitigation strategy that includes measures to be taken to limit or control the consequences, extent, or severity of an incident that cannot be reasonably prevented.
5.5.2*  The mitigation strategy shall be based on the results of hazard identification and risk assessment, impact analysis, program constraints, operational experience, and cost-benefit analysis.
5.5.3  The mitigation strategy shall include interim and long-term actions to reduce vulnerability.
5.6* Resource Management and Logistics.

5.6.1  The entity shall establish resource management objectives consistent with the overall program goals and objectives as identified in Section 4.1 for the hazards as identified in Section 5.3.
5.6.2  The entity shall establish procedures to locate, acquire, store, distribute, maintain, test, and account for services, personnel, resources, materials, and facilities procured or donated to support the program.
5.6.3  The resource management objectives established shall include the following:  

(1) 
Personnel, equipment, training, facilities, funding, expert knowledge, materials, technology, information, intelligence, and the time frames within which they will be needed

(2) 
Quantity, response time, capability, limitations, cost, and liability connected with using the involved resources

(3) 
Resources and any needed partnership arrangements essential to the program
5.6.4  Resource management shall include the following tasks:  

(1) 
Establishing processes for describing, inventorying, requesting, and tracking resources 

(2) 
Activating these processes prior to and during an incident 

(3) 
Dispatching resources prior to and during an incident

(4) 
Deactivating or recalling resources during or after incidents

(5) 
Contingency planning for shortfalls of resources
5.6.5  An assessment shall be conducted to identify the resource capability shortfalls and the steps necessary to overcome any shortfalls.
5.6.6  A current inventory of internal and external resources shall be maintained.
5.6.7  Donations of goods, services, personnel, and facilities, solicited and unsolicited, and the management thereof, shall be addressed.

5.7* Mutual Aid/Assistance.

5.7.1  The need for mutual aid/assistance shall be determined.
5.7.2  If mutual aid/assistance is needed, agreements shall be established.
5.7.3  Mutual aid/assistance agreements shall be referenced in the program plan.

5.8 Planning.

5.8.1 Planning Process.

5.8.1.1  The program shall follow a planning process that develops plans for the strategy, prevention, mitigation, emergency operations/response, business continuity, and recovery.

5.8.1.2  The entity shall engage in the planning process on a regularly scheduled basis or when the situation has changed to put the accuracy of the existing plan into question.

5.8.1.3  Where applicable, the entity shall include key stakeholders in the planning process.

5.8.2 Common Plan Elements.

5.8.2.1  Plans shall have clearly stated objectives.

5.8.2.2  Plans shall identify functional roles and responsibilities of internal and external agencies, organizations, departments, and positions.

5.8.2.3  Plans shall identify lines of authority for these agencies, organizations, departments, and positions.

5.8.3 Plans.

5.8.3.1*  The program shall include a strategic plan, an emergency operations/response plan, a prevention plan, a mitigation plan, a recovery plan, and a continuity plan.

5.8.3.2*  The plans developed shall be either individual or integrated into a single plan document, or a combination of the two.

5.8.3.3*  The strategic plan shall define the vision, mission, goals, and objectives of the program. 
5.8.3.4*  The emergency operations/response plan  (see Step Two)
5.8.3.5  The prevention plan shall establish interim and long-term actions to eliminate hazards that impact the entity.

5.8.3.6  The mitigation plan shall establish interim and long-term actions to reduce the impact of hazards that cannot be eliminated.

5.8.3.7*  The recovery plan shall provide for short-term and long-term priorities for restoration of functions, services, resources, facilities, programs, and infrastructure.

5.8.3.8*  The continuity plan  (see Step Two).
5.8.3.9  The entity shall make appropriate sections of the plans available to those assigned specific tasks and responsibilities therein and to other stakeholders as required

5.12 Facilities.

5.12.1*  The entity shall establish a primary and an alternate emergency operations center, physical or virtual, capable of managing continuity, response, and recovery operations.

5.12.2  Facilities capable of supporting continuity, response, and recovery operations shall be identified.

5.15 Crisis Communication and Public Information.

5.15.1*  The entity shall develop procedures to disseminate and respond to requests for pre-incident, incident, and post-incident information, as well as to provide information to internal and external audiences, including the media, and deal with their inquiries.
5.15.2*  The entity shall establish and maintain an emergency public information capability that includes the following: 

(1) 
A central contact facility for the media

(2) 
A system for gathering, monitoring, and disseminating emergency information

(3) 
Pre-scripted information bulletins

(4) 
A method to coordinate and clear information for release

(5) 
The capability of communicating with special needs populations

(6) 
Protective action guidelines/recommendations (e.g., shelter-in-place or evacuation)
5.15.3  Where the public is potentially impacted by a hazard, a public awareness program shall be implemented.
5.15.4  The entity shall develop procedures to advise the public, through authorized agencies, of threats to people, property, and the environment.


	Alternate Facilities

All agencies shall designate alternate operating facilities as part of their COOP plans, and prepare their personnel for the possibility of unannounced relocation of essential functions and/or COOP contingency staffs to these facilities. Facilities may be identified from existing agency local or field infrastructures, or external sources. Facilities shall be capable of supporting operations in a threat-free environment, as determined by the geographical location of the facility, a favorable assessment 

of the local threat, and/or the collective protection characteristics of the facility. In acquiring and equipping such facilities, agencies are encouraged to consider cooperative interagency agreements and promote sharing of identified alternate facilities. Alternate facilities should provide:

(1)
Immediate capability to perform essential functions under various threat conditions, including threats involving weapons of mass destruction;

(2)
Sufficient space and equipment to sustain the relocating organization. since the need to relocate may occur without warning, or access to normal operating facilities may be denied, agencies are encouraged to pre-position and maintain minimum essential equipment for continued operations at the alternate operating facilities;

(3)
Interoperable communications with all identified essential internal and external organizations, critical customers, and the public;

(4)
Reliable logistical support, services, and infrastructure systems, including water, electrical power, heating and air conditioning, etc.
(5)
Ability to sustain operations for a period of up to 30 days; 

(6)
Consideration for the health, safety, and emotional well-being of relocated employees; and,

(7)
Appropriate physical security and access controls.

Interoperable Communications.


The success of agency operations at an alternate facility is absolutely dependent upon the availability and redundancy of critical communications systems to support connectivity to internal organizations, other agencies, critical customers, and the public. When identifying communications requirements, agencies should take maximum advantage of the entire spectrum of communications media likely to be available in any emergency situation. These services may include, but are not limited to: secure and/or non-secure voice, fax, and data connectivity; Internet access; and e-mail. Interoperable communications should provide:

(1)
Capability commensurate with an agency’s essential functions and activities;

(2)
Ability to communicate with COOP contingency staffs, management, and other organizational components;

(3)
Ability to communicate with other agencies and emergency personnel; and,

(4)
Access to other data and systems necessary to conduct essential activities and functions.

Vital Records and Databases

The protection and ready availability of electronic and hardcopy documents, references, records, and information systems needed to support essential functions under the full spectrum of emergencies is another critical element of a successful COOP plan. Agency personnel must have access to and be able to use these records and systems in conducting their essential functions. Categories of these types of records may include:

(1)
Emergency Operating Records. Vital records, regardless of media, essential to the continued functioning or reconstitution of an organization during and after an emergency. Included are emergency plans and directives; orders of succession; delegations of authority; staffing assignments; and related records of a policy or procedural nature that provide agency staff with guidance and information resources necessary for conducting operations during an emergency, and for resuming formal operations at its conclusion.

(2)
Legal and Financial Records. Vital records, regardless of media, critical to carrying out an organization’s essential legal and financial functions and activities, and protecting the legal and financial rights of individuals directly affected by its activities. Included arerecords having such value that their loss would significantly impair the conduct of essential agency functions, to the detriment of the legal or financial rights or entitlements of the organization or of the affected individuals. Examples of this category of vital records are accounts receivable; contracting and acquisition files; official personnel files; Social Security, payroll, retirement, and insurance records; and property management and inventory records.  Plans should account for identification and protection of the vital records, systems, and data management software and equipment, to include classified or sensitive data as applicable, necessary to perform essential functions and activities, and to reconstitute normal agency operations after the emergency. To the extent possible, agencies should pre-position and update on a regular basis duplicate records or back-up electronic files. 



	Step Six
External Coordination
Most preparedness activities require close coordination with community response partners (other health care organizations, local and State government, suppliers and non-government organizations such as the Red Cross).  While external coordination is expressed as a separate Step, these liaison, planning and collaboration activities are on-going in nature.
Related reading:

Emergency Management Principles and Practices for Health Care Systems:

Unit One:

The Emergency Management Program

Pages 1-1 to 1-31

Unit Two:

Incident Command System and the Application of Strategic ICS Principles

Pages 2-63 to 2-110

Available at:

www.va.gov/emshg

	EC 4.11

Managing the Consequences of Emergencies

3.  The organization, together with its community partners, prioritizes those hazards, threats and events identified in its HVA. 
4.  When developing its Emergency Operations Plan (EOP), the organization communicates its needs and vulnerabilities to community response agencies and identifies the capabilities of its community in meeting these needs.

EC 4.12

Develop and Maintain an Emergency Operations Plan

2.  The organization establishes an incident command structure that is integrated into and consistent with the community’s command structure.

EC 4.13

Emergency Communications Strategies

3.  The organization defines processes for notifying external authorities when emergency measures are initiated.

4.  The organization plans for communications with external authorities once emergency measures are initiated.

6.  The organization defines the circumstances and plans for communication with the community and/or the media during emergencies.

7.  The organization plans for communications with purveyors of essential supplies, services and equipment once emergency measures are initiated.

The organization plans for communicating in a timely manner with other health care organizations  that together provide services to a contiguous geographic area, regarding:

8.  Essential elements of their command structures and command center phone numbers.

9.  Names and roles of individuals in their command structures and command center phone numbers.

10.  Resources and assets that could potentially be shared in an emergency response, and;

11.  Names of patients and deceased individuals brought to their organizations in accordance with applicable law and regulation (see HIPPA)), when requested. 

12.  The organization defines the circumstances and plans for communicating information about patients to third parties, such as other health care organizations, state health department, police, FBI, etc. (See HIPPA).

13.  The organization plans for communicating with identified alternate care facilities.

EC 4.14

Strategies for Managing Resources and Assets

The organization plans for:

7.  Potential sharing of resources and assets (e.g., personnel, beds, transportation, linens, fuel, PPE, medical equipment and supplies) with other health care organizations within the community that could potentially be shared in an emergency response. 
8.  Potential sharing of resources and assists with health care organizations outside of the community in the event of a regional or prolonged emergency.

EC 4.15

Strategies for Managing Safety and Security

2. The organization identifies the roles of community security agencies (police, sheriff, national guard, etc.) and defines how the organization will coordinate security and safety activities with these agencies. 
	Participate in interagency mutual aid and/or assistance agreements, to include agreements with public and private sector and nongovernmental organizations. (Established 2007, required 2008).

.
	External aspects of:

5.3 Risk Assessment

5.4 Incident Prevention
5.6  Resource Management

5.7  Mutual Aid

5.8  Planning
5.9  Incident management

5.10  Communications and Warning

5.11  Crisis Communications and Public Education

5.13  Training

5.14  Exercises


	

	Step Seven
Provide Education and Training to Staff

Like Step Five, education and training activities are on-going in nature, based upon the organization’s Emergency Operations Plan and Standard Operating Procedures.  Staff are trained on the Incident Command System to the level consistent with their role in the organization’s EOP.

Related reading:

Emergency Management Principles and Practices for Health Care Systems:

Unit One:

The Emergency Management Program

Pages 1-32 to 1-75

Unit Four:

Instruction, System Evaluation, and Organizational Learning

Pages 4-1 to 4-50

Unit Five: 

Appendices

Health System EM Competency Framework

Pages 5-73 to 5-133

And

2007 Update

Awareness-level

Course, complete with instructional outline, slides and handouts.

Available at:

www.va.gov/emshg

	EC 4.16
Strategies for Managing Staff

2.  Staff are trained for their assigned roles during emergencies.


	Complete concepts and competencies in an equivalent course or take ICS-100, -200, and IS-700. (Established 2007, required 2007).

Complete IS-800: NRP, An Introduction or equivalent. (Established 2007, required 2007). 

Complete ICS-300 Training or equivalent. (Established 2008, required 2009). 
Complete ICS-400 Training or equivalent. (Established 2008, required 2009). 
Promote NIMS concepts and principles into the organization’s department, business unit, and/or local jurisdiction-sponsored training. (Established 2007, required 2008). 

Conduct delivery of NIMS training in conformance with the National Standard Curriculum Training Development Guidance (March 2007) and the Five-Year NIMS Training Plan upon release October 1, 2007. (Established 2008, required 2009). 

Promote NIMS concepts and principles into all organization-related training and exercises.  Demonstrate the use of NIMS principles and ICS Management structure in training and exercises. (Established 2007, required 2008). 
	5.13 Training.

5.13.1  The entity shall develop and implement a training/educational curriculum to support the program.
5.13.2  The objective of the training shall be to create awareness and enhance the skills required to develop, implement, maintain, and execute the program.
5.13.3  Frequency and scope of training shall be identified.
5.13.4  Personnel shall be trained in the entity's incident management system.
5.13.5  Training records shall be maintained.
5.13.6  The training and education curriculum shall comply with all applicable regulatory requirements.


	Tests, Training and Exercises

Testing, training, and exercising of COOP capabilities is essential to demonstrating and improving the ability of agencies to execute their COOP plans. Training familiarizes contingency staff members with the essential functions they may have to perform in an emergency. Tests and exercises serve to validate, or identify for subsequent correction, specific aspects of COOP plans, policies, procedures, systems, and facilities used in response to an emergency situation. Periodic testing also ensures that equipment and procedures are maintained in a constant state of readiness. All agencies shall plan and conduct tests and training to demonstrate viability and interoperability of COOP plans. COOP test, training, and exercise plans should provide for:

(1)
Individual and team training of agency COOP contingency staffs and emergency personnel to ensure currency of knowledge and integration of skills necessary to implement COOP plans and carry out essential functions. Team training should be conducted at least annually for COOP contingency staffs on their respective COOP responsibilities;

(2)
Internal agency testing and exercising of COOP plans and procedures to ensure the ability to perform essential functions and operate from designated alternate facility (ies). This testing and exercising should occur at least annually; 

(3)
Testing of alert and notification procedures and systems for any type of emergency at least quarterly;

(4)
Refresher orientation for COOP contingency staffs arriving at an alternate operating facility. The orientation should cover the support and services available at the facility, including communications and information systems for exchanging information if the normal operating facility is still functioning; and administrative matters, including supervision, security, and personnel policies; and,

(5)
Joint agency exercising of COOP plans, where applicable and feasible.



	Step Eight
Implement the Emergency Operations Plan

This Step refers to implementing the EOP and Incident Command System in planned exercises or in response to an actual emergency. 
Related reading:
Emergency Management Principles and Practices for Health Care Systems:

Unit Two:

Incident Command System and the Application of Strategic ICS Principles

Pages 2-30 to 2-59

Unit Three:

Healthcare System Emergency Response and Recovery

Pages 3-61 to 3-174

Available at:

www.va.gov/emshg
 
	EC 4.20

Exercises 

1.  The organization tests its Emergency Operations Plan twice a year, either in response to an actual emergency or in a planned exercise. 

2.  Organizations that offer emergency services or are community-designated disaster receiving stations conduct at least one exercise a year that includes an influx of actual or simulated patients. 

3.  At least one exercise per year is escalated to evaluate how effectively the organization performs when it cannot be supported by the local community.  Note:  Tabletop exercises are acceptable in meeting the community portion of this exercise 
4.  Organizations that have a defined role in the community-wide emergency management program participate in at least one community-wide exercise a year.  

6. Planned exercise scenarios are realistic and related to the priority emergencies identified in the organization’s hazard vulnerability analysis. 


	Manage all emergency incidents, exercises, and preplanned (recurring/special) events in accordance with ICS organizational structures, doctrine, and procedures, as defined in NIMS. (Established 2007, required 2008)

Implement, as appropriate, incident action planning (i.e. Use of IAPs) during an incident. (Established 2007, required 2008).
Implement, as appropriate, common communications planning (i.e., use of CCPs) during an incident. (Established 2007, required 2008)

Participate in a Multi-Agency Coordination System (MACS) or other collaborative relationship with pertinent organizations and agencies such as Hospital Command Center (HCC) and local Incident Command Posts (ICPs), local 911 centers, and local Emergency Operations Centers (EOCs). (Established 2007, required 2008).

Ensure that Public Information procedures and processes gather, verify, coordinate, and disseminate information during an incident or event. (Established 2007, required 2008). 
Utilize systems, tools, and processes that facilitate the collection and distribution of consistent and accurate information during an incident or event. (Established 2007, required 2008).

	5.4 Incident Prevention.
5.4.1*  The entity shall develop a strategy to prevent an incident that threatens people, property, and the environment.
5.4.2*  The prevention strategy shall be based on the information obtained from Section 5.3 and shall be kept current using the techniques of information collection and intelligence.
5.4.3  The entity shall have a system to monitor the identified hazards and adjust the level of preventative measures to be commensurate with the risk.
5.9 Incident Management.

5.9.1*  The entity shall develop an incident management system to direct, control, and coordinate response and recovery operations.
5.9.2*  The incident management system shall describe specific organizational roles, titles, and responsibilities for each incident management function.
5.9.3  The entity shall establish applicable procedures and policies for coordinating response, continuity, and recovery activities with stakeholders directly involved in response, continuity, and recovery operations.
5.9.4  The entity shall establish applicable procedures and policies for coordinating response, continuity, and recovery activities with appropriate authorities and resources, including activation and deactivation of plans, while ensuring compliance with applicable statutes or regulations.
5.9.5*  Emergency operations/response shall be guided by an incident action plan or management by objectives. 
5.10 Communications and Warning.

5.10.1  Communications systems shall be established and regularly tested to support the program.
5.10.2  Communication procedures shall be established by the entity and regularly exercised to support the program.
5.10.3*  The entity shall develop and maintain the capability to alert officials and emergency response personnel.
5.10.4  Emergency communications and warning protocols, systems, processes, and procedures shall be developed, periodically tested, and used to alert people potentially impacted by an actual or impending emergency.
5.10.5  The entity shall determine communication needs, provide capabilities to execute plans, and review and address the interoperability of multiple responding organizations.
	COOP Implementation

Relocation may be required to accommodate a variety of emergency scenarios. 

While any of these scenarios involves unavailability of a facility, the distinction must be made between a situation requiring evacuation only and one dictating the need to implement COOP plans. A COOP plan includes the deliberate and pre-planned movement of selected key principals and supporting staff to a relocation facility. Agencies should develop an executive decision process that would allow for a review of the emergency and determination of the best course of action for response and recovery. 

One approach to ensuring a logical sequence of events in implementing a COOP plan is time phasing. A suggested time-phased approach for COOP activation and relocation, alternate facility operations, and reconstitution follows:

a.
PHASE I - ACTIVATION AND RELOCATION (0-12 HOURS)
Notify alternate facility manager(s) of impending activation and actual relocation requirements;

· Notify the FEMA Operations Center (FOC), (202) 898-6100/1-800-634-7084, and other appropriate agencies of the decision to relocate and the time of execution or activation of call-down procedures;

· Activate plans, procedures, and schedules to transfer activities, personnel, records, and equipment to alternate operating facility(ies);

· Notify initial COOP contingency staff to relocate; 

· Instruct all other emergency and non-emergency personnel on what they are to do;

· Assemble necessary documents and equipment required to continue performance of essential operations at alternate operating facility(ies);

· Order equipment/supplies, if not already in place;

· Transport documents and designated communications, automated data processing, and other equipment to the alternate operating facility(ies), if applicable;

· Secure the normal operating facility physical plant and non-moveable equipment and records, to the extent possible; 

· Continue essential operations at the normal operating facility if available, until alternate facility(ies) is operational; and,

· Advise alternate operating facility manager(s) on the status of follow-on personnel.

b.
PHASE II—ALTERNATE FACILITY OPERATIONS (12 HOURS – TERMINATION)

· Provide amplifying guidance to other key staff and non-emergency employees; 

· Identify replacements for missing personnel and request augmentation as necessary;

· Commence full execution of essential operations at alternate operating facility(ies);

· Notify the FOC and all other appropriate agencies immediately of the agency’s alternate location, operational and communications status, and anticipated duration of relocation, if known; and, 

· Develop plans and schedules to phase down alternate facility(ies) operations and return activities, personnel, records, and equipment to the primary facility when appropriate.

c.
PHASE III—RECONSTITUTION (TERMINATION AND RETURN TO NORMAL OPERATIONS)

· Inform all personnel, including non-emergency personnel, that the threat of or actual emergency no longer exists, and provide instructions for resumption of normal operations;

· Supervise an orderly return to the normal operating facility, or movement to other temporary or permanent facility(ies) using a phased approach if conditions necessitate;

· Report status of relocation to the FOC and other agency points of contact (POC), if applicable; and, 

Conduct an after-action review of COOP operations and effectiveness of plans and procedures as soon as possible, identify areas for correction, and develop a remedial action plan.

	Step Nine
Performance and Program Reviews and Develop Recommendations for Corrective Action

This Step is focused on the evaluation of the overall Emergency Management Program through periodic monitoring and annual reviews; and, on conducting After Action Reviews on the Emergency Operations Plan/Incident Command System after exercises or real events.  Recommendations for corrective actions are outputs from this Step and are provided to the Emergency Management Committee for review and action (see Step One).  
This demonstrates one very important goal of the emergency management program development process – continuous quality improvement or organizational learning.
Related reading: 

Emergency Management Principles and Practices for Health Care Systems:

Unit Four:

Instruction, System Evaluation, and Organizational Learning

Pages 4-51 to 4-174

Available at:

www.va.gov/emshg

	EC 4.20
Exercises
8. During planned exercises, an individual whose sole responsibility is to monitor performance and who is knowledgeable in the goals and expectations of the exercise documents opportunities for improvement.
During planned exercises, the organization monitors, at a minimum, the following six critical areas:

9.  Communication including the effectiveness of communication both within the organization as well as 

With response entities outside of the organization such as local governmental leadership, police, fire, public health, and other healthcare organizations within the community. 

10.  Resource mobilization and allocation including responders, equipment, supplies, personal protective equipment, and transportation. 

11.  Safety and security.

12.  Staff roles and responsibilities.

13.  Utility systems, and:

14.  Patient clinical and support care activities.

15.  Exercises are critiqued to identify deficiencies and opportunity for improvement based upon all monitoring activities and observations during the exercise.

16.  Completed exercises are critiqued through a multi-disciplinary process that includes administration, clinical, and support staff.  
18.  Planned exercises evaluate the effectiveness of improvements that were made in response to critiques of the previous exercise. 

Note: When improvements require substantive resources that cannot be accomplished by the next planned exercise, interim improvements must be put in place until final resolution.
	Develop and submit to the department/agency/jurisdiction, a Corrective Action Plan (CAP) to address shortfalls in NIMS implementation.  (Established 2008, required 2009)

	5.14 Exercises, Evaluations, and Corrective Actions.

5.14.1  The entity shall evaluate program plans, procedures, and capabilities through periodic reviews, testing, and exercises.
5.14.2  Additional reviews shall be based on post-incident analyses and reports, lessons learned, and performance evaluations.
5.14.3*  Exercises shall be designed to test individual essential elements, interrelated elements, or the entire plan(s).
5.14.4*  Procedures shall be established to take corrective action on any deficiency identified.
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