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S A M P L E

VA Medical Center

(Location)

Emergency Management Program
(Date)

Standard Operating Procedure No. (    )

Subject:
Bomb Threat
1. Description of the Threat/Event.  A bomb threat may be received in the form of an actual threat such as those communicated telephonically, or observing a suspicious package or material.  While most threats are false or misleading, there is always the potential that a threat is real; and therefore, life threatening.  Correct and consistent procedures allow for the best decisional options based on the information known.  There are normally three alternatives when faced with a bomb threat:

· Ignore the threat.

· Evacuate immediately.

· Search and evacuate, if warranted.

2. Impact on Mission Critical Systems.  Typically the threat alone will not impact on critical systems, unless there is a decision to evacuate a critical area such as an Emergency Room or the Operating Suites.  The result of an actual explosion will obviously result in life endangerment, and create an adverse impact to whatever critical systems are affected by the explosion.

3. Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.

· Medical Center Director

· Incident Manager

· Chief of Police

· Safety Officer

· Chief of Staff

· Chief Nursing

· Chief of Services affected by threat

4. Mitigation/Preparedness Activities of the Threat/Event.
· Develop bomb-threat checklist form.

· Train all medical center employees on actions to take upon receipt of bomb threats and response procedures.

· Develop and train on search procedures.

· Test and evaluate response procedures.

5. Response/Recovery from the Event/Threat.

a. Hazard Control Strategies and Resource Issues.  This includes an assessment of those areas, which are particularly vulnerable to an actual threat/event.  For example, the Emergency Room would be considered a vulnerable area if there were a suspect package or real enough threat that would cause evacuation.  Strategies should be identified for limiting exposure for vulnerable locations and areas that are critical to the mission of the Medical Center, such as patient care.

b. Hazard Monitoring Strategies.  The VA Medical Center will need to develop procedures to monitor the impact of the threat/event on mission-critical functions.  For example, in the case of an explosion, reports on injuries and critical systems dictates how the Medical Center will respond and what internal and external resources will be required.

c. See Attached Charts:  Key Activity Management Tool/Structure.

6. External Notification Procedures, in the event of any adverse impact.

a. Within VA.  VISN Director

b. Other Federal Agencies.

· Military Explosive Ordinance Disposal (EOD) Teams.

· FBI

· OSHA - Notify within eight (8) hours of one (1) employee fatality, or three (3) employee hospitalizations resulting from a single incident.

c. Community Entities.  Because of the VA Medical Center’s relationship to the community, it is likely that there are specific entities within the community that should be notified that a threat/event has occurred.  In many cases, this notification will trigger a community response to the threat/event; such as,

· Local community bomb squad or Hazmat team.

· Office of Emergency Services.

7. Specialized Staff Training.  Responders to bomb threats must receive training to their level of response.  For example:

a.
Police Officers must receive training in:

· Threat evaluation to both verbal threats and suspect packages,

· Do’s and Don’ts for radio communication,

· How to set up a safe perimeter; and,

· How to establish search kits and use them properly.

b.
Supervisors must receive training in:

· How to properly evacuate a work area,

· How to search for unusual items; and,

· Do’s and Don’ts when leaving the work areas (i.e., do not shut off light switches, computer terminals, etc.).

8.
References and Further Assistance.

a. VHA Emergency Management Program Guidebook.

b. All Operating Units in the Medical Center should review their operating unit templates for response/recovery activities.

9.
Review Date.

(Name)

Chief, (Service)

Attachments:


A.
Key Activity Management Tool

B.
Key Activity Management Structure








































