Section 6 - Incident-Specific Plans
Emergency Management Program Guidebook
Emergency Management Program Guidebook
Department of Veterans Affairs


Sample 6-13
S A M P L E

VA Medical Center

(Location)

Emergency Management Program
(Date)

Standard Operating Procedure No. (    )

Subject:
Cyber Attack
1. Description of the Threat/Event.  As commonly used, the term “cyber attack” is one that is directed at automated information systems (AIS) and infrastructure that may disrupt, damage or destroy AIS programs, equipment and/or data.  A cyber attack may be either a “physical” attack or an “information” attack.  A “physical” attack is one that is external and aims to destroy a system or render it non-operational or unreliable.   This could range from disabling power generation and backup to the AIS, physical damage directly inflicted on the equipment, software and files, or an attack on the building that houses the equipment, files and/or supporting infrastructure.  An information attack is engineered by hacking, or breaking into the system itself and accessing control systems and data.  Accordingly, users may not be immediately aware that an attack has occurred until the AIS begins to experience software or hardware problems, or otherwise demonstrates symptoms of system malfunction.

2. Impact on Mission Critical Systems.  The use of AIS is pervasive in delivering health care today, providing everything from patient management information to communications.  The focus of an impact assessment, therefore, must be on the effects of a cyber attack that disrupts AIS functions, compromising the ability of the Medical Center to provide continuous health care delivery services.  These would include loss or damage to vital records and data including inability to access test results, as well as the loss of the ability to transmit data and patient information.  Furthermore, the Medical Center will need to review medical, security, heating, ventilation and air-conditioning (HVAC) and other systems that are controlled or otherwise dependent upon computers.  In terms of impact, a physical cyber attack can be viewed in much the same way as any other event that would cause a disruption in AIS.  The significant difference when a cyber attack is an information attack is that awareness of the attack may not be immediately evident; and thus, detection systems and procedures become critical in managing and minimizing the consequences.   In both cases, however, by its very nature a cyber attack is a criminal or terrorist activity; and also, becomes a matter for reporting to and investigation by the applicable law enforcement agencies.

3. Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.
· Medical Center Director

· Information Resources Management

· Chief Information Officer/Office

· Information Security Officer/Office

· Police Security and Law Enforcement

4. Mitigation/Preparedness Activities of the Threat/Event.

a. Hazard Reduction Strategies and Resource Issues.  Hazard reduction activities fall within two areas that directly address the two types of cyber attacks.  To this end, the Medical Center must have good information security and physical security plans and procedures to prevent or mitigate against the occurrence of a cyber attack.  Both information and physical security is dependent upon:  1) securing the location of the AIS equipment and files, and 2) managing and controlling access to the AIS equipment and files.  This entails the necessity to erect both physical and virtual barriers between the system and those that would attack it or use it to disrupt other systems within the Medical Center.  These procedures should be contained in the Information Security and Physical Security Plans of the Medical Center.  Some of the areas for consideration would include:

· Limiting access - Alarming and electronic surveillance of computer rooms and storage areas.

· Use of firewalls and passwords.

· Use of PINs to identify system users.

· Immediate reporting of attempts to gain either physical or informational access to AIS.

b. Preparedness Strategies and Resource Issues.  As previously noted, the effects on an AIS of a cyber attack, at least one of a physical nature, are basically no different than those that would come from any other natural or man-made occurrence.  Accordingly, preparedness actions also would similarly describe the capability to duplicate or restore system functions and data quickly.  In addition, preparedness for an information attack requires constant and active vigilance to detect an attack early enough to minimize and mitigate against the consequences.  This includes having a highly-effective surveillance activity as part of the Medical Center’s Information Security Plan, user education, an information program in effect which provides the user with the information and awareness to note abnormalities with their equipment and software functioning, and procedures and protocols for immediate reporting to the responsible operational office.

5. Response/Recovery from the Threat/Event.  See Attached Charts:  Key Activity Management Tool/Structure.

6. External Notification Procedures.  See Information Security Plan.  Notify OSHA within eight (8) hours of one (1) employee fatality, or three (3) employee hospitalizations resulting from a single incident.

7. Specialized Staff Training.  See Information Security Plan.

8. References and Further Assistance.

a. VHA Emergency Management Program Guidebook.

b. All Operating Units in the medical center should review their operating unit templates for response and recovery activities.

c. Information Security Plan.

d. Applicable VA/VHA guidance - (list here).

9. Review Date.

(Name)

Chief, (Service)

Attachments:


A.
Key Activity Management Tool

B.
Key Activity Management Structure








































