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S A M P L E

VA Medical Center

(Location)

Emergency Management Program
(Date)

Standard Operating Procedure No. (    )

Subject:
Terrorist Threat
1. Description of the Threat/Event.  Intelligence has been received from competent authorities that a possible terrorist threat has been received/identified or an actual terrorist attack has occurred.  As a result, key Medical Center personnel must be notified and heightened security measures need to be considered or implemented.  Heightened security measures must be implemented in a fashion that can be sustained for short or indefinite periods of time.  Actions taken need to provide for increased safety and security of patients, visitors, and staff.  Any actions taken should be accomplished in a calm, orderly, and professional manner so as not to cause unneeded alarm/concern or increased anxiety (fear) among the Medical Center population.  Tasks listed on Attachment D (Security Alert Levels and Taskings) are considered highly sensitive and should only be discussed in detail with those persons listed on the Release of Information form (Attachment C).
2. Impact on Mission Critical Systems.
Implementation of heightened security measures will have an adverse impact on patients, visitors, and staff.  The conducting of 100% identification checks, bag checks/inspections, checking incoming mail and supply shipments, etc., will result in delays and oftentimes cause aggravation to patients, staff, visitors and vendors.

3. Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.

· Medical Center Director

· Chief of Staff

· Chief, Police and Security

· Logistics, Program Manager

· Facilities Engineering, Program Manager

· Director, Medical Services

4. Mitigation/Preparedness Activities of the Threat/Event.

a. Hazard Reduction Strategies and Resource Issues.  N/A.

b. Preparedness Strategies and Resource Issues.  N/A.

5. Response/Recovery from the Event/Threat.

a. Hazard Control Strategies and Resource Issues.
1)
Security Alert Level 1:  A general threat of possible terrorist activity exists, the nature and extent of which are unpredictable, yet circumstances do not justify full implementation of Alert Level 2.  Actions to be taken must be capable of being maintained for extended periods of time or possibly indefinitely if required (see Attachment D).
Staffing:
Normal staffing levels will be maintained; however, a heightened state of alertness and readiness will be paramount.

2)
Security Alert Level 2:  An increased and more predictable threat of terrorist activity exists.  Actions taken must be capable of being maintained for weeks without significantly affecting day-to-day operations (see Attachment D).
Staffing:
Staffing may need to be increased.  Normally, additional staffing will be accomplished through adjustments to the schedule using Operations personnel or through voluntary/ mandatory overtime in 4 or 8-hour increments (all at the discretion of the Medical Center Director.)

3)
Security Alert Level 3:  An incident occurs or intelligence is received indicating some form of terrorist action is highly likely.  Actions to be taken may affect day-to-day operations and increase operating costs. (see Attachment D).  (Also, see Attachment E - Door Test Sheet, and Attachment F - Biological and Chemical Checklist.)

Staffing:
Mandatory 12-hour shifts may be implemented.  Police Officers working in operational positions may also work 12-hour shifts.  Days off and scheduled annual leave may be reduced and/or canceled to meet staffing needs (all at the discretion of the Medical Center Director).

4)
Security Alert Level 4:  A terrorist attack has occurred or intelligence is received that a terrorist action against a specific location or person is imminent.  Normally, this alert level is declared as a result of a localized condition (see Attachment D).  (Also, see Attachment E - Door Test Sheet, and Attachment F - Biological and Chemical Checklist.)
Staffing:
All VA Police personnel may work 12-hour shifts.  All days off and annual leave will be canceled.  Additional police support will be requested from local police authorities (all at the discretion of the Medical Center Director).
b. Hazard Monitoring Strategies and Resource Issues.
· Continue to monitor intelligence reports as received.

· Maintain routine contact with local and Federal Law Enforcement agencies to stay abreast of local terrorist activity or civil disturbances, etc., if any.

· Attend and participate in local law enforcement meetings to discuss and exchange ideas on how to handle terrorist threats and/or activities.  Such groups will consist of local/area Chiefs of Police and representatives from Federal Law Enforcement agencies and security heads from private industry.

c. Recovery Strategies.

· Meet with key medical center staff on a routine basis to discuss current intelligence data and information obtained from local law enforcement agencies.

· Provide updates on current status of heightened security and impact it is having on medical center operations as well as the human impact on patients, visitors, and staff.

d. See Attachments A and B - Key Activity Management Tool and Key Activity Management Structure.

6. External Notification Procedures.

· VISN Director.

· Local U.S. Marshal Service.

· OSHA - within eight (8) hours if one (1) employee fatality, or three (3) employee hospitalizations from a single incident.

· Federal Bureau of Investigation (FBI).

· Federal Protective Service.

· Deputy Assistant Secretary for Security and Law Enforcement, Washington, DC.

7. Specialized Staff Training.

· Key medical center personnel are adequately trained on procedures for implementing Command Post Operations.

· Medical center staff are adequately trained on all emergency and disaster contingency plans and what role they play in each.  This should include protection and safety of patients, visitors, and other staff personnel as well as the security of equipment and biological/chemical substances that in the hands of a terrorist could cause serious harm or death to large numbers of personnel.

· Ensure the VA Police and augmentation forces (VA employees other than VA Police) are adequately trained and equipped to provide heightened security measures that would be perceived as a viable obstacle to terrorist components.  Heightened security measures should ensure that patients, visitors, and staff is comfortable in using, visiting, or working in the Medical Center and that everything is being done to enhance their security and safety.
8. References.

a. VHA Emergency Management Program Guidebook.

b. All Operating Units in the medical center should review their operating unit templates for response/recovery activities.

c. VA Police Handbook 0730.

9. Review Date.

(Name)

Chief, (Service)

Attachments:


A.
Key Activity Management Tool/Structure

B.
Key Activity Management Structure

C.
Release of Information

D.
Security Alert Levels and Taskings

E.
Exterior Door and Duress Alarm Test Sheet
F.
Biological and Chemical Substances Checklist








































