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Sample 6-29
VA Medical Center

(Location)

Emergency Management Program
(Date)

Standard Operating Procedure No. (    )

Subject:
Records Preservation
1. Description of the Threat/Event.
Unless protected, records can be destroyed or rendered inaccessible as a consequence of a variety of events including fire, water leakage, and cyber attacks.  While the loss of some records may not pose a significant problem, certain records are critical to ensure continuity of care for the Veteran population, as well as continuation of the VA Medical Center operations.

2. Impact on Mission Critical Systems.
N/A.
3. Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.
· Patient Care Services

· Ancillary Services

· Inpatient Units

· Clinics

· Administration

· Business Office

· Information Resources Management

4. Mitigation/Preparedness Activities for the Threat/Event.
a. Hazard Reduction Strategies and Resource Issues.  (See applicable SOPs.on Hazards.)

b. Preparedness Strategies and Resource Issues.  Preparedness strategies with regard to protection of critical records lend themselves to a procedural approach so that:  1) vital records can be protected; and, 2) resources necessary to protect those records are the result of careful evaluation and planning.  The suggested steps are as follows:

· Step 1.
Identify critical records and where they are located.

· Step 2.
Assess storage sites for vulnerabilities to theft and damage from water, fire and other hazards.

· Step 3.
Assess procedures for handling, tracking and return of records.

· Step 4.
Based upon the assessment, implement physical and procedural mitigation actions that will serve to protect the records from the hazards identified.  (Examples include fire-rated cabinets, improved locks and limited access, waterproof containers, and record relocation.)

· Step 5.
Determine which records, in priority order, that would need to be removed or retrieved from a facility in an evacuation – given time and staff resources to do so.  (For example, inpatient treatment records should have the highest priority for relocation if inpatient units are being evacuated.)

· Step 6.
Determine, based upon vulnerabilities and criticality, which records should be duplicated and stored in other locations including off-site.

· Step 7.
Initiate procedures for duplication of records (For example, daily backups for AIS and tape storage).

5. Response/Recovery from the Threat/Event.
a. Hazard Control Strategies.  N/A.

b. Hazard Monitoring Strategies.  N/A.

c.
Recovery Strategies.
· Recovery strategies will vary depending upon the extent and thoroughness of the preparedness actions taken.  This could range from simple retrieval of records from their storage location during the recovery process, to acquiring the backup tapes and records from off-site storage facilities.  Even if damaged, there are specialized document and information system restoration and retrieval services available that may be able to salvage and restore some records.

· Locations and contact numbers of these services should be included in the standard operating procedure.

6. External Notification Procedures.  To the extent that loss of records will affect continuity of operations, especially patient care, and/or have legal implications, the loss of these records must be reported.

a. Within VA.  VISN.
b. Other Federal Agencies.  OSHA – Notify within eight (8) hours of one (1) employee fatality, or three (3) employee hospitalizations resulting from a single incident.
c.
Community Entities.  To be determined.

7. Specialized Staff Training.  Staff training should focus on the procedures implemented for the handling, tracking and securing of records.  Applicable staff should also be aware of the location and procedures to be used regarding the removal of critical records in advance of a potential hazard occurring, or as applicable, in the response or recovery process.

8.
References and Further Assistance.

a. VHA Emergency Management Program Guidebook.

b. All Operating Units in the medical center should review their operating unit templates for response/recovery activities.

9. Review Date.
(Name)

(Title)









































