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S A M P L E

VA Medical Center

(Location)

Emergency Management Program
(Date)

Standard Operating Procedure No. (    )

Subject:
VISTA and Other Computer Systems Disruption
1. Description of the Threat/Event.
Disruption of VISTA and other widely used software programs, such as Computerized Patient Record System (CPRS), may be due to accidental or intentional causes.  (See SOPs for Cyber Attack and Electrical Power Failure.)  Regardless of the cause, this SOP addresses the consequences.  Mitigation and recovery strategies may be affected by the cause.

2.
Impact on Mission Critical Systems.
· Management Planning and Intelligence Functions may be slowed by loss of VISTA and Outlook email communication.

· Automated Logistics, Finance, Administration functions will be non-operational until the software functions are restored.

· Business Continuity Functions (such as appointment scheduling and medical records preservation) will be non-operational until software functions are restored.

· Safety and Security Functions may be compromised if warning, security, and fire suppression systems are computerized.

· Health and Medical Functions that are computerized (CPRS, Pharmacy) will be non-operational.

3.
Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.
· Information Management Service

· Logistics

· Business Continuity

· Safety and Security

· Health and Medical

4.
Mitigation/Preparedness Activities of the Threat/Event.  State several objectives for:

a.
Hazard Reduction Strategies and Resource Issues.  Information Security measures including software backup/recovery procedures.

b.
Preparedness Strategies and Resource Issues.  Generate Operating Unit Templates for specific strategies.

5.
Response/Recovery from the Threat/Event.

a.
Hazard Control Strategies.

· Repair or restore system.

· Designate alternate processing sites.

· Rebuild VISTA.

· Contact software/service providers for assistance.

· Implement manual information systems.

b.
Hazard Monitoring Strategies.
· Status reports by IRM.

· Status reports by Operating Units.

c.
Recovery Strategies.  Maintain independent PCs not affected by disruption.

d.
See Attached Charts:  Key Activity Management Tool/Structure.
6.
External Notification Procedures.
a. Within VA.  Determine need to notify VISN.

b. Other Federal Agencies.  Depending on the threat/event, certain federal agencies (FEMA, Department of Health and Human Services, Centers for Disease Control, OSHA, EPA) will need to be notified.  For example, OSHA – Notify within eight (8) hours of one (1) employee fatality or three (3) employee hospitalizations resulting from a single incident.

c. Community Entities.  Because of the VA Medical Center’s relationship to the community, it is likely that there are specific entities within the community that should be notified that a threat/event has occurred.  In many cases, this notification will trigger a community response to the threat/event.

7.
Specialized Staff Training.

· Information security training.

· IRM staff technical training.

8.
References and Further Assistance.

a. VHA Emergency Management Program Guidebook.

b. All Operating Units in the medical center should review their operating unit templates for response/recovery activities.

9.
Review Date.

(Name)

(Title)

Attachments:


A.
Key Activity Management Tool

B.
Key Activity Management Structure








































