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Sample 6-32
S A M P L E
VA Medical Center
(Location)
Emergency Management Program







(Date)
Standard Operating Procedure No. (    )
Subject:
Alarm Systems Failure
1.
Description of the Threat/Event.  Failure of security, medical and safety alarms due to power failure or alarm system failure.  Alarms include fire, code blue, intrusion, nurse call, elevators, refrigeration of drugs, blood, food, and lab samples.

2.
Impact on Mission Critical Systems.  Failure of alarms will impact:


Health and Medical - Pharmacy and Lab security and drug safety, code blue response, medical gas delivery, locked ward security alarms, wander guards, refrigeration alarms.


Safety and Security - Intrusion alarms, fire alarms, ethylene oxide alarms, exhaust hood function alarms.


Facility Engineering - Alarms for operations of systems for boiler plant; Heating, Ventilation and Air Conditioning (HVAC); medical gas; refrigeration alarms; fire alarms.


Logistics and Finance - Security alarms.


Telecom/Information Management - Security alarms.

3.
Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.

Infection Control


Facility Engineering


Plant and Utilities


Health and Medical


Logistics and Finance


Telecom/Information Management


Management Planning 

4.
Mitigation/Preparedness Activities of the Threat/Event.
a.
Hazard Reduction Strategies and Resource Issues.

Eliminate/reduce need for alarms.


Ensure critical systems are on emergency power outlets.


Conduct preventive maintenance.


Ensure adequate supplies of critical materials that are alarmed (medical gas).


Develop and implement comprehensive monitoring of alarm operation and the events they are designed to alert  a manual back-up system.

b.
Preparedness Strategies and Resource Issues.

Develop back up systems such as portable medical gas.


Train for back-up procedures.

5.
Response/Recovery from the Threat/Event.
a.
Hazard Control Strategies.


Identify back-up supplies and procedures (portable medical gas, fire watch, airflow testing, security checks).


Quick-ship contracts for critical supplies and equipment that are alarmed for shortages.


Consider redundant alarm or monitoring systems.


Increase safety and security surveillance (air monitoring, video surveillance, physical inspection).


Develop and post emergency response contact information and procedures for each operating unit.

b.
Hazard Monitoring Strategies.

Refrigerator/freezer temperature recorders.


Alarm testing and reporting.


Activate back-up plans.

c.
Recovery Strategies. N/A.
d.
See Attached Charts:  Key Activity Management Tool/Structure.
6.
External Notification Procedures.
a.
Within VA.  If the VA Medical Center is made aware of a threat/event, whom within VA should they notify?  If a threat/event occurs, whom within VA should they notify? 

b.
Other Federal Agencies.  Depending on the threat/event, certain federal agencies [Federal Emergency Management Agency (FEMA), Department of Health and Human Services, Occupational Safety & Health Administration (OSHA), Centers for Disease Control (CDC), Environmental Protection Agency (EPA)] will need to be notified.  OSHA – Notify within eight (8) hours of one (1) employee fatality, or three (3) employee hospitalizations resulting from a single incident.

c.
Community Entities.  Because of the VA Medical Center’s relationship to the community, it is likely that there are specific entities within the community that should be notified that a threat/event has occurred.  In many cases, this notification will trigger a community response to the threat/event.

7.
Specialized Staff Training.  This section outlines a description of necessary strategies to secure the unique resources (staff, supplies, etc.) needed to appropriately respond to this type of threat/event.


Staff training and drills on alarm failure procedures.


Alarm testing and maintenance procedures.

8.
References and Further Assistance.
a.
VHA Emergency Management Program Guidebook.

b.
All Operating Units in the medical center should review their operating unit templates for response/recovery activities.

9.
Review Date.
(Name)

(Title)

Attachments:

A.
Key Activity Management Tool
B.
Key Activity Management Structure
