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1.
Description of the Threat/Event.  The threat of the failure of a mission critical systems or the cascading failures of mission critical systems is the loss of continued service to veteran patients of a VA Medical Center (VAMC).  Mission critical systems are, for the purpose of this Standard Operating Procedure (SOP), the Engineering systems that sustain operation of the Medical Centers.  The systems are synonymous with the mission critical engineering systems, as discussed in the Terrorism Readiness Plan included in the Emergency Management Program Guidebook.  These systems include, but are not limited, to the following utilities:
1.
Lighting 

2.
Electrical Power

3.
Steam Distribution

4.
Heating Ventilation, and Air Conditioning (HVAC) Systems 

5.
Room/Hood Exhaust 

6.
Water Delivery

7.
Water Potability 

8.
Waste Steam Handling Procedures

9.
Critical Supplies

10.
Communications

11.
VISTA and Other Computer Systems

12.
Alarms (Intrusion, Panic, Bio-safety Hoods, Isolation Rooms, Positive Air Rooms, Chemical Monitors) 

13.
Elevators/Vertical Support and Other Transport Systems

14.
Central Medical Gases

15.
Biomedical Equipment

16.
Life Support Monitoring
2.
Impact on Mission Critical Systems.  The failure of all or any mission critical system will affect the operations and the Continuity of Operations of the Medical Center in an unpredictable fashion, possibly complicated by multiple and cascading failures. 

3.
Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.  Every operating unit in the hospital is touched by some aspect of the CI/KR, generally every unit is touched by several key resources. 
4.
Mitigation/Preparedness Activities of the Threat/Event.
a.
Hazard Reduction Strategies and Resource Issues. 

1.
The Joint Commission-required (EC 6.10, 6.20, 7.10, 7.20) in-house utility testing and maintenance is the best mitigation activity against a mission critical system failure.
2.
A well-developed Environment of Care (EOC) inspection program, coupled with a sound recommendation for a follow-up system, is a good mitigation and preparedness activity.  The EOC inspection program must include periodic inspections of all areas of the hospital, including grounds, out buildings, and those areas off campus that supply utilities to the Medical Center.  Suppliers should be questioned on routine checks and preventive maintenance applied to overhead lines and surface mounted or underground utilities.
3.
There should be a common system for tracking all inspections of the campus by whichever parties make such inspections.  The system should extend to all recommendations made as a result of any and all such inspection activities.  There are multiple inspections made by several different parties from both VA sources and external reporting agencies. 

b.
Preparedness Strategies and Resource Issues.
1.
The result of all inspection activities should be reported to the Environment of Care Committee for monitoring the completion.  The recommendations should be categorized by a system that measures the criticality (importance of completion) of the recommendation.
2.
A spreadsheet listing the mission critical systems should be developed that identifies specific examples of the type of systems and expands on the number of subdivisions of a given system unique to the Medical Center.  Each utility is somewhere considered as critical to the mission of the hospital, but not each location in a hospital has a mission critical function.  It is very difficult to assign a hard and fast definition to what constitutes a mission critical system.  It is best to define most systems for providing a utility as mission critical, and maintain them properly. 

3.
The Joint Commission-required Hazard Vulnerability Analysis (HVA) is a powerful tool for preparation of the failure of mission critical system. 

5.
Response/Recovery from the Event/Threat.
a.
Hazard Control Strategies and Resource Issues.

1.
The utility failure action plan, when properly completed and periodically updated will define the response and recovery of the medical center. 

2.
The failure of a mission critical system might call for the implementation of the Emergency Management Plan. 

b.
Recovery Strategies.  See resource issues (state several objectives).

1.
A list of vendors able to provide service to a mission critical system should be maintained.
2.
As soon as a mission critical system fails the implementation of a Continuity of Operations Plan should be considered.  The first step is asking for assistance from other VA hospitals or local hospitals in the form of a bed report. 

6.
External Notification Procedures.
a.
Within VA.
1.
The next level of management (usually the Director’s Office) would be notified immediately of any significant failure of a mission critical system.  The Director’s Office would notify the VISN if applicable.  It is better to notify the VISN of even a small failure that it is for the VISN to hear about and have to make calls and dig out the details. 

2.
Subsidiary Community-Based Outpatient Clinic (CBOCs) should be notified of any difficulty with the sponsoring Medical Center.
b.
Other Federal Agencies.
1.
Occupational Safety and Health Administration (OSHA) - within eight (8) hours of one (1) employee fatality, or three (3) employee hospitalizations from single incident.  

2.
Other applicable regulatory boards, such as the Environmental Protection Agency (EPA).
3.
If laws are broken, the Federal Bureau of Investigation (FBI) should be contacted. 

c.
Community Entities.

1.
The local Emergency Management Agency should be notified.
2.
Local law enforcement, if a crime is involved or if off-site traffic control is needed.
7.
Specialized Staff Training.
a.
It is anticipated that local engineering talent at the medical center will be able to      make most repairs to the mission critical systems. 

b.
Selected outside vendors should be invited in to the facility to inspect the mission critical system that represents their field of expertise.   

8.
References and Further Assistance.
a.
VHA Emergency Management Guidebook.
b.
The Joint Commission Accreditation Manual for Hospitals. 

9.
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