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Infrastructure Management
1.
Description of the Threat/Event.
a.
Definition:  Buildings and grounds that constitute the physical plant of a medical center or other buildings that house VA employees or resources.  The infrastructure contains the engineering components of mission critical systems, and is inseparable from the concept of mission critical systems.  The infrastructure of a location is differentiated from mission critical systems by the anticipated life span of a given asset.  In short, a road, building or a bridge has a longer anticipated life span than an emergency generator.
b.
Critical Infrastructure and Key Resources:  Concepts discussed in the National Infrastructure Protection Plan mandated by Homeland Security Presidential Directive 7 (HSPD-7).  The term has several meanings, depending on the size of the area of the US economy being discussed.  The Service Specific Plan for Healthcare on the micro level of a medical center is best summarized as continued good maintenance of the entirety of the physical plant of the medical center.  An expanded discussion of the concept of critical infrastructure and key resources for healthcare facilities is in Section 7 of the Emergency Management Program Guidebook, Critical Infrastructure and Key Resources Readiness Plan.
2.
Impact on Mission Critical Systems.  The failure of a structure can bring the operation of the medical center to a complete stop.  The complete failure of bridge can isolate a medical center, or result in death if the bridge fails under load.  All of the mission critical systems are dependent on a smoothly functioning infrastructure.
3.
Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.  Every operating unit in the hospital is touched by some aspect of the CI/KR, generally every unit is touched by several key resources.
4.
Mitigation/Preparedness Activities of the Threat/Event.
a.
Hazard Reduction Strategies and Resource Issues. 

1)
Every thing that is on paper about the ground underneath the medical center and the surface areas around it should be obtained.  This includes maps from the US Geologic Survey, a current overhead photograph of the grounds of the medical center and surrounding community, a drawing of underground utilities supplying the medical center, a drawing of the above ground utilities, and whatever records are available from local government about prior use of the land.
2)
The Local Emergency Planning Committee can provide maps discussing hazardous locations near the medical center.  

3)
A comparison of infrastructure in the medical center to similar infrastructure at other locations in the community can provide a basis for anticipated useful life of the buildings.  Knowledge of the symptoms of failure for infrastructure or mission critical systems  

b.
Preparedness Strategies and Resource Issues.  

1)
A well-developed Environment of Care (EOC) inspection program coupled with a sound recommendation for a follow-up system is a good mitigation and preparedness activity.  The EOC inspection program must include periodic inspections of all areas of the hospital including grounds, out buildings, and those areas off campus that supply utilities to the medical center.  Suppliers should be questioned on routine checks and preventive maintenance applied to their overhead lines, surface mounted, or underground utilities.  

2)
The Resources needed for a sound Infrastructure Management Plan are either VA-owned or available from vendor’s in the near by community.  The NIMS recourses typing guidance should be developed by each medical center.  It will provide guidance for what resources need to be sought by the community.
5.
Response/Recovery from the Event/Threat.  State several objectives/strategies for:
a.
Hazard Control Strategies and Resource Issues.

1)
Inspection and maintenance of the buildings, grounds, and mission critical systems of each location.  Every piece of equipment, every bridge, every parking lot has a useful life span.  Good maintenance procedures are the way to extend that life span.
2)
There should be continuing effort to develop sharing agreements with other businesses in the community and vendors to supply resources as needed.
b.
Recovery Strategies.  As quickly as an Action Plan can be developed the services of equipment and operators from other organizations, particularly VA’s, should be secured.  

6.
External Notification Procedures.
a.
Within VA.
1)
The next level of management (usually the Director’s Office) would be notified immediately of any significant failure of a mission critical system.  The Director’s Office would notify the VISN if applicable.  It is better to notify the VISN of even a small failure that it is for the VISN to hear about and have to make calls and dig out the details. 

2)
Subsidiary Community-Based Outpatient Clinic (CBOCs) should be notified of any difficulty with the sponsoring medical center. 

b.
Other Federal Agencies.
1)
Occupational Safety & Health Administration (OSHA) - within eight (8) hours of one (1) employee fatality, or three (3) employee hospitalizations from single incident.  

2)
Other applicable regulatory boards, such as the Environmental Protection Agency (EPA).
3)
If laws are broken, the Federal Bureau of Investigation (FBI) should be contacted. 

c.
Community Entities.

1)
The local Emergency Management Agency should be notified.
2)
Local law enforcement if a crime is involved or if off-site traffic control is needed.
7.
Specialized Staff Training.
a.
It is anticipated that local engineering talent at the medical center will be able to make most repairs to the mission critical systems.
b.
Selected outside vendors should be invited in to the facility to inspect the mission critical system that represents their field of expertise.
8.
References and Further Assistance.
a.
VHA Emergency Management Guidebook.
b.
The Joint Commission Accreditation Manual for Hospitals. 
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Review Date.
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Attachments:
A.
Key Activity Management Tool
B.
Key Activity Management Structure
