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Standard Operating Procedure No. (  )

Subject:  Facility Access Control
1.
Description of the Threat/Event.  To ensure a safe and orderly operation of the Medical Center, a plan(s) must be developed to inform the public of normal operating hours and how to obtain emergency assistance during irregular hours.  In addition, the Medical Center staff must know, understand, and comply with policies and procedures in place for securing facilities and property gates to ensure the safety and security of patients, visitors, staff and for the safeguarding of government property.

2.
Impact on Mission Critical Systems.  Failure to properly secure facilities and safeguard critical Government property could result in serious consequences and negatively impact direct patient care.  Persons intending to commit criminal acts or cause harm to patients, visitors, or staff will exploit every opportunity to take advantage of weak access control to property and facilities, particularly during irregular hours or in areas where the staff employs poor security controls and management techniques.

3.
Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.

· Medical Center Director.

· Chief, Police and Security.

· All Program Managers.

· All Employees.

4.
Mitigation/Preparedness Activities of the Threat/Event.

a.
Hazard Reduction Strategies and Resource Issues.

b.
Preparedness Strategies and Resource Issues.
5.
Response/Recovery from the Event/Threat.

a.
Hazard Control Strategies and Resource Issues.

· Establish Medical Center business hours for routine medical care and how and where to obtain care during other than posted business hours.  Establish and post visiting hours.  Consideration should also be given to posting hours for routine delivery and accepting of supplies, etc., from vendors.

· Restrict access to VA property and facilities to on-duty employees and persons having a legitimate need to be on VA property during irregular hours.  The wearing of employee identification (ID) badges should be mandatory.

· Persons other than scheduled duty employees and those persons or groups specifically authorized by the Medical Center Director who will be within Medical Center buildings after normal business or visiting hours are required to present a valid reason for their presence and to record their presence on a Visitor Log, VA Form 4793.  When at all possible, the VA Police should control and maintain visitor sign-in logs.

· Where use of visitor log-in procedures are not practicable, the staff on duty where the visitor will be going should document the visit and monitor the visitor's activity while on the property.

· Persons not having a legitimate reason for being on VA property, particularly during irregular hours, should be asked to leave or be removed by the VA Police.

· The VA Police may be tasked with developing procedures to lock Medical Center doors, property gates, etc., to provide security to facilities and grounds during non-business hours.  Lock-downs can be accomplished manually or through electronic means.

· VA Police will provide aggressive foot and mobile patrol coverage of facilities and property 24 hours a day.  Special emphasis should be given to building checks during irregular hours, particularly at night and to buildings located in isolated areas.  Such checks should be adequately documented.

· All employees should be trained and held accountable for securing their work centers/facilities to prevent the unauthorized removal or theft of Government property.

b. Preparedness Strategies and Resource Issues.

· The Medical Center Director will establish business hours and visiting hours.

· Police and Security may manage the Facility Access Control Program for the Medical Center and may develop internal operating procedures pertaining to visitor sign-in procedures/policy, building/property security (locking buildings, doors, gates, etc.), building checks, and foot/mobile patrol coverage, etc.).

· Program Managers may develop internal procedures for securing their assigned work centers and Government property when their areas are not staffed, or when closed for business.

6.
External Notification Procedures.

· It is good practice for Program Managers to notify VA Police when identifying a security deficiency (i.e., door unsecured during irregular hours, Government property left unsecured and unattended and vulnerable to theft, etc.).

· Police and Security may consider sending "Security Deficiency Letters" through the Medical Center Director to Program Managers who repeatedly have work centers left unsecured or unattended leaving valuable equipment vulnerable to theft; thereby, impacting patient care programs.  Deficiency letters may require a response to VA Police, through the Medical Center Director, stating what actions were taken to prevent further occurrences.

7.
Specialized Staff Training.  Training of all personnel on the importance of securing work centers to prevent theft of government property and/or tampering with medical records.

8.
References.  N/A.

9.
Review Date.
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