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S A M P L E

VA Medical Center

(Location)

Emergency Management Program
(Date)

Standard Operating Procedure No. (    )

Subject:
Lockdown-Heightened Security Procedures
1.
Description of the Lockdown-heightened Security/Event.  In the event of a lockdown-heightened security event, medical center personnel must be notified and additional security measures must be considered or implemented.  Emergency events that may require immediate activation or lockdown procedures include those where imminent threats or an emergency such as an explosion, release of a hazardous or Chemical, Biological, Radiological, Nuclear or Explosive (CBRNE) material occur.  Lockdown-heightened security measures must be implemented in a fashion that can be sustained for short or indefinite periods of time.  Actions taken need to provide for increased safety and security of patients, visitors, and staff.  Any actions taken should be accomplished in a calm, orderly, and professional manner so as not to cause unneeded alarm/concern or increased anxiety among the Medical Center population.  In the event of activation for an extended period of time concerning heightened security, the Network Director shall be notified.

2.
Impact on Mission Critical Systems.
Implementation of lockdown-heightened security measures may have an adverse impact on patients, visitors and staff.  However, not implementing lockdown procedures during hazardous material and CBRNE events may cause the Medical Center, its staff, patients and facilities to become contaminated.  An effective lockdown procedure will prevent this.  The process of identification checks, bag checks/inspections, checking incoming mail and supply shipments, etc., may result in delays in medical center daily normal activities.

3.
Operating Units and Key Personnel with Responsibility to Manage Heightened Security Events.

· Medical Center Director

· Associate Director

· Chief of Staff 

· VA Police

· Administrative Officer of the Day (AOD)
· Safety Office

· Logistics Program Manager

· Facilities Management

· Others as warranted

4.
Mitigation/Preparedness Activities of the Lockdown-Heightened Security/Event.  Conduct a vulnerability assessment of medical centers and ancillary facilities, including outpatient centers and Consolidated Mail Outpatient Pharmacies (CMOPs) to include the following:

a. Infrastructure doors, locking mechanism/devices.

b. Window openings, locking mechanisms/devices.

c. Physical security vulnerability assessments of medical center including grounds and roadways.
d. Physical Security vulnerability assessments of Community Based Outpatient Clinics (CBOCs) and Outpatient Clinics.

e. Plans and polices to conduct identification checks.

f. Plans and procedures to secure doors and windows in a methodical fashion when warranted (checklist).

Note:
Life Safety Code requirements must be closely monitored for compliance during heightened security events.  Interim Life Safety Code Measures (ILSM) must be considered in the events and planning of heightened security, if Life Safety Code regulations are compromised.

5.
Response/Recovery from the Event/Heightened Security.

a.
Hazard Control Strategies and Resource Issues.
Lockdown-Heightened Security Alert Level 1:  Lockdown-heightened security and circumstances that do not justify full implementation of Alert Level 2 or 3. 
Staffing:
Normal staffing levels will be maintained; however, a heightened state of alertness and readiness will be paramount.

Lockdown-Heightened Security Alert Level 2:  An increased and more predictable lockdown-heightened security activity exists.  Actions taken must be capable of being maintained for extended period of time without significantly affecting day-to-day operations.  (See Attachment A.)
Staffing:
Staffing may need to be increased (all at the discretion of the Medical Center Director).

Lockdown-Heightened Security Alert Level 3:  An incident/event occurs or intelligence is received indicating some form of lockdown-heightened security actions are highly likely.  Actions to be taken may affect day-to-day operations and increase operating costs.  (See Attachment A.)
Staffing:
Mandatory additional shifts may be implemented.  Police Officers working in operational positions may also be asked to work additional shifts (all at the discretion of the Medical Center Director and VA Chief of Police).

Lockdown-Heightened Security Alert Level 4:  A critical event has occurred or intelligence is received that a terrorist action against a specific location or person is imminent.  (See Attachment A.)

Staffing:
Mandatory additional shifts may be implemented.  Police Officers working in operational positions may also be asked to work additional shifts (all at the discretion of the Medical Center Director and VA Chief of Police).

b.
Hazard Monitoring Strategies and Resource Issues.
· Continue to monitor heightened-alert conditions.

· Continue to participate in Medical Center Emergency Operations Center (EOC) operations when activated for the purpose of heightened-security event.

· Maintain routine contact with local and federal law enforcement agencies as warranted.

c.
Recovery Strategies.

· Provide EOC or top management updates on current status of heightened security and the impact it is having on Medical Center operations.
6.
External Notification Procedures.

· VISN Director

· Local U.S. Marshal Service

· Federal Bureau of Investigation (FBI)

· Federal Protective Service

· Deputy Assistant Secretary for Security and Law Enforcement, Washington, DC

7.
Specialized Staff Training.

· Key Medical Center personnel must be adequately trained on procedures for implementing Command Post Operations, specific to heightened-security activation.

· Ensure the VA Police and augmentation staff (VA employees other than VA Police) are adequately trained and equipped to provide heightened-security measures that would be perceived as a viable obstacle to heightened-security components.  
8.
References.

a. VHA Emergency Management Program Guidebook (latest revision).

b. All Operating Units in the medical center should review their emergency preparedness operating unit templates for heightened-security activities.

c. VA Police Handbook 0730.

9.
Review Date.

(Name)

Chief, (Service)

Attachment:

A.
Heightened-Security Alert Levels and Tasking








































