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1.
Description of the Threat/Event.  Clinical laboratories have been under strict operational oversight for over 30 years with progressive regulatory requirements for increasing levels of clinical patient care responsibilities.  Large portions of these requirements are in place to ensure the operational safety for employees and both diagnostic safety and quality testing for patients.  A common component of laboratory operation deals with handling, processing, testing and shipping of biologic substances.  Routine clinical microbiology laboratories work with BSL-2 level agents that pose no increased level of respiratory threat to the employee or the environment.  A small percentage of laboratories maintain a clinical BSL-3 level laboratory, mostly for the sole purpose of culturing and identification of mycobacterial organisms, including the respiratory pathogen mycobacterium tuberculosis.  Intentional handling, culturing and identification of the Centers for Disease Control (CDC)-defined select agents are not routine operations for clinical laboratories.  There is, however, a remote chance that a select agent could be isolated from a direct patient specimen submitted to the laboratory for evaluation.  (Note: Research laboratories have multiple regulatory agencies to which they report, and separate inspection and reporting requirements.  In general, the safety and security requirements are more stringent for research laboratories simply due to the nature of the agents handled in these laboratories.)


Prior to 2001 safety and security principles in the clinical laboratories have focused solely on operational and employee safety.  Since the September 11, 2001 intentional mailing of concentrated anthrax spores, it has become apparent that laboratories, particularly BSL-3 and BSL-4 facilities represent a potential risk for the origin of biologic agents that could be used against the general public if placed in the wrong hands.  Although routine clinical laboratories pose limited risk, they must also operate at higher level of biosafety and biosecurity than ever before.  The US Public Health Service and the Office of the Inspector General have placed a high level of responsibility on medical centers to ensure that laboratories have taken steps to mitigate the potential for select agent dissemination.  (Please note that VHA does not permit operation or construction of BSL-4 laboratories.)

2.
Supporting Documents, Regulations and Guidelines.
a.
VHA 1106.1, Pathology and Laboratory Medicine Service (P&LMS) Handbook.

b.
VHA 1106.2, P&LMS Biosecurity and Biosafety Handbook.

c.
VHA Directive 2005-003, Requirements for Submittal and Approval of Biosafety Level-3 (BSL-3) Research Laboratory Construction and Renovation.
d.
Public Law 108-188, Public Health Security and Bioterrorism Preparedness Response Act (June 2002).

e.
Code of Federal Regulations (CFR) 42 Parts 73 and 1003.

f.
Biosafety in Microbiological and Biomedical Laboratories, BMBL Manual, Centers for Disease Control and Prevention (CDC) and National Institutes of Health (NIH), 4th edition.

g.
Clinical Laboratory Improvement Act (CLIA).

h.
Clinical Laboratory Accreditation and Oversight Agency Regulations:

· Joint Commission on Accreditation of Healthcare Organizations (JCAHO).

· College of American Pathologists (CAP).

· American Association of Blood Banks (AABB).

· Commission on Office Laboratory Accreditation (COLA).

· Food and Drug Administration (FDA).

· Occupational Safety and Health Administration (OSHA).

· Department of Transportation (DOT).

· HHS Centers for Disease Control and Prevention (CDC).

· Nuclear Regulatory Commission (NRC).

3.
Impact on Mission Critical Systems.  The accidental release of a biologic agent into the clinical laboratory may result in contamination of the immediate laboratory space, adjacent areas of the medical facility and the Heating, Ventilation and Air Conditioning (HVAC) system, in addition to potential infection of exposed employees.  Clinical laboratories do not routinely work with CDC-defined select agents, so the potential for one of these agents to be spilled or stolen is extremely low.  In the event that a select agent is isolated from a patient sample, it is possible that there could be an accidental spill of the sample, if inappropriately prepared for shipping and transport to the laboratory response network.

4.
Operating Units and Key Personnel with Responsibility to Manage this Threat/Event.

a.
Medical Center Director and Chief of Staff - Key role in ensuring that all medical center laboratories meet and maintain an appropriate level of accreditation for the patient care services provided and meet all regulatory safety requirements.

b.
Chief Pathology and Laboratory Medicine Service and/or Laboratory Director - Key roles include the following:

· Ensure that the laboratory maintains all regulatory requirements needed for safe laboratory operations.

· Ensure that laboratory employees are trained at appropriate levels in handling, processing, shipping and tracking of biohazardous material, including waste.

· Ensure that quality laboratory operations are maintained.

· Approve all laboratory standard operating procedures prior to implementation.

· Review all quality control measures to ensure quality patient care.

· Review all proficiency testing results and aggregate data to ensure quality care.

· Ensure that P&LMS is represented on key hospital safety committees and workgroups, such as the Infection Control Committee.

· Ensure that equipment is operated and maintained in proper working condition.

· Ensure that appropriate notification occurs in the event of a laboratory accident, a potential accidental release or event, and isolation of reportable pathogens.

c.
Infection Control Team - Key role in tracking and reporting of reportable biologic pathogens detected by laboratory testing methods.  Responsible for facility-wide biosafety educational activities.

d.
Safety Officer/Industrial Hygienist - Key role in ensuring ongoing monitors, as needed, to verify proper operational status of biologic safety cabinets and other engineering and equipment controls.  Ensure that the disposition of biohazardous materials is in compliance with all regulatory requirements.

e.
Occupational/Employee Health - Key role in ensuring that employees are offered appropriate levels of infectious disease prevention and screening measures for the areas in which they work, such as Hepatitis B vaccine, Influenza vaccine, Neisseria meningitis vaccine and TB skin testing.

Note:
TB skin testing is recommended every 6 months for employees working in BSL-3 laboratories culturing 6 or more mycobacterium tuberculosis isolates per year.

f.
Environmental Management Service - Key role in ensuring that Environmental Management staff are trained appropriately to safely handle biohazardous laboratory waste.

5.
Mitigation/Preparedness Activities of the Threat/Event.

a.
Education of all employees in safe laboratory operations, appropriate levels of personal protective equipment (PPE) and reporting mechanisms during service level orientation.  This applies to all VA Medical Center services dealing with biohazardous materials.

b.
Requirement for all employees to be cleared for medical record and physical access through cybersecurity training and pre-employment background checks.

c.
Maintain safe operations of clinical microbiology laboratory by restricting access to appropriate Medical Center personnel (laboratory technologists, clinicians, Environmental Management Service, Engineering, etc.).

d.
Ensure that BSL-2 laboratories are physically locked and secure when personnel are not in the laboratory.

e.
Ensure that BSL-3 laboratories are physically locked at all times of operation.  Strict limitation of BSL-3 laboratory access is in place.

f.
Maintain physical security and safety features specific to BSL-3 laboratories, such as:

· Solid ceilings and floors that prevent alternate access entrance and allow decontamination of laboratory space, should a spill occur.

· Secure ceiling crawl spaces (that do not allow access from above the room).

· Appropriate level of locks to ensure that no unauthorized access occurs.

· Room air exchange differential rate monitors and/or alarms.

· Appropriate sealed centrifuges, biosafety cabinets, incubators for BSL-3 operations.

· Dedicated external exhaust.

· Ability to isolate HVAC for BSL-3 areas of the facility.

· Backup emergency power to BSL-3 facilities to ensure that a power outage does not result in airflow disturbances.

g.
Maintain all stock cultures in locked room and/or locked freezer.  (It is also recommended to keep the stock culture inventory in a safe location, not posted on the wall or freezer.)

h.
VA laboratories that test patients for the diagnosis, treatment and prevention of disease must meet the applicable clinical laboratory requirements for handling select agents defined in 42 CFR 73 and 1003.  These requirements are defined under subsection 73.6.

i.
Maintain ongoing operational environmental controls, and work jointly with Engineering Service and hospital Safety Officer.

j.
Maintain ongoing safety of equipment controls by ensuring timely preventive maintenance checks, as outlined by manufacturers’ guidelines and regulatory agencies; work jointly with Engineering and Biomedical services.

k.
Use of and adherence to laboratory standard operating procedures, as approved by the Chief, P&LMS.

l.
Participation in internal and external safety inspections and environmental rounds.

m.
Designation of a laboratory Safety Officer to coordinate with multidisciplinary facility workgroups, hospital Safety Officer and Infection Control team.

n.
Maintain communications with external support services, such as the public health laboratory and the Laboratory Response Network.

o.
Report any suspicious activities or unauthorized laboratory access to immediate supervisor.

6.
Response/Recovery from the Event/Threat.

a.
Rapid notification of event or potential events to Chief, P&LMS.

b.
Decontamination procedures as outlined in standard operating procedures, working in coordination with hospital Safety Officer.

c.
Maintain appropriate levels of resources for ongoing operations.

7.
External Notification Procedures.

a.
Within VA:  Veterans Integrated Service Network (VISN); VA Central Office (VACO).

b.
Other Agencies:  Local Public Health Service, Centers for Disease Control and Prevention (CDC), Occupational Safety and Health Administration (OSHA).

Occupational Safety & Health Administration (OSHA) - Notify within 8-hours of one (1) employee fatality, or three (3) employee accident-related illnesses.

c.
Community Entities.  These may include, as needed, neighboring hospitals, emergency response systems [Police, Emergency Management System (EMS), etc.].

8.
Specialized Staff Training.

a.
Biosafety training appropriate to the job duties of each employee.

b.
Shipping and handling training and certification, as required by the College of American Pathologists (CAP) and Department of Transportation (DOT).

c.
Bioterrorism Awareness Training.

9.
Review Date.

(Name)

Chief, (Service)


