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Enclosure 7-7
New FEMA (FPC 65) Requirements for VAMC Continuity of Operations Plans (COOP)

1.
Purpose.  Federal Preparedness Circular 65 (FPC-65), published by the Federal Emergency Management Agency (FEMA), now requires all federal field facilities, including VA Medical Centers, to have Continuity of Operations Plans (COOP).  Community Based Outpatient Clinics (CBOCs) do not require a COOP Plan.  The purpose of this document is to provide guidance to VA Medical Center (VAMC) staff on the development of consistent and practical procedures for Continuity of Operations (COOP).  COOP planning is an effort to protect patients, visitors and employees and assure that the capability exists to continue essential VHA field functions across a wide range of potential emergencies.

“To meet this new requirement, all VAMCs need to modify their existing Joint Commission on Accreditation of Healthcare Organizations (JCAHO) compliant Emergency Operations Plan to include the additional FPC 65 requirements, as detailed in this section.  A sample plan accomplishing this task is provided in Section 4 of the Emergency Management Program Guidebook.  Using this sample plan as a template will avoid the need for the VAMC to write a separate stand-alone COOP plan.”

2
Background.  Continuity of Operations (COOP) planning began in the 1950’s because of the threat of a nuclear exchange between the United States and Russia, and gained renewed visibility and importance after the terrorist attack on the Pentagon on September 11, 2001.  In 2002, FEMA integrated three pre-existing Federal Preparedness Circulars (FPCs) and the resulting guidance - FPC #65 - was made mandatory for Federal Executive Departments and Agencies.  FPC #65 can be downloaded at:  http://www.fema.gov/txt/library/fpc65_0604.txt.

3.
Applicability and Scope.  It is VHA policy that VAMCs and other essential VHA facilities [e.g., Consolidated Mail Outpatient Pharmacies (CMOPs)] must comply with the provisions of FPC #65.  The Emergency Management Committee will be responsible for determining the extent of COOP planning within the organization.

4.
Relationship to the Emergency Operations Plan (EOP).  The EOP explains the organization-wide strategy for response to and recovery from any hazard, threat or event.  It is structured around the management functions of the Incident Command System (ICS).  All COOP elements can be organized within the EOP/ICS (e.g. the business continuity operational function), or the organization can create a separate COOP plan as an attachment.  

5
Developing COOP Plans and Procedures.

a.
Overall Process.  COOP planning should be integrated within the nine-step process described in Section 2 of the Emergency Management Program Guidebook.  The list below illustrates which COOP elements relate to the various steps.

Step One - Functions of the Emergency Management Committee.

· Orders of Succession

· Delegation of Authority

Step Two - Developing the Emergency Operations Plan.

· Devolution of Control and Management

· Alternate Operating Facilities

· Interoperable Communications

· Reconstitution

Step Four - Develop Incident-Specific Guidance

· Identification of Essential Functions

· Vital Records and Databases

· Human Capital - Designation of Essential Staff; and, Development of Policies Covering Employee Leave During Emergencies

· Plans and Procedures (Service-Level and Overall Organization)

Step Seven - Provide Education and Training to Staff

· Training

Step Eight - Implement the EOP

· Tests and Exercises


The following information supports Step Four, Developing Incident-Specific Guidance.  Two levels of planning need to occur:  Service-Level and Organizational Level.

b.
Service-Level COOP Planning.  Each Service deemed essential by the Emergency Management Committee should complete the following items:

1)
Functional Description.  Provide a description of the Operating Unit’s location and number of staff. 

2)
Functional Responsibilities.  Provide a description of the Operating Unit’s mission, principal programs and responsibilities of key staff.

3)
Requirements for Continuity of Operations.

a).
Essential Operations.  List operations that must be resumed as soon as possible to continue to provide benefits and services after the COOP plan has been activated.

Ranking:
Highly Critical (H) - must continue uninterrupted or be re-established in the first 12 hours.

Critical (C) - must be restored within the first 5 days.

Important (I) - must be restored within 6 to 30 days.

	Ranking

H, C, I
	Operation
	Person Responsible

	(     )


	(Operating Unit)
	 


b)
Essential Positions.  The following positions are identified as being essential.  Individuals assigned to essential positions will be prepared to report to work or relocate on short notice to an alternate operating facility, activate the site and carry out essential operations for the duration of a declared emergency or disaster.

	Office
	Site

(B,C,H)
	Position
	Incumbent

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


c)
Hardware Components for Backup Site Operations.
	Equipment Name
	Remarks

	PCs and Printers (number) assigned to (number) personnel
	Network PCs required.  Iomega Zip external Disk Drive – backup essential documents.  Uninterrupted requirement

	FAX (number)
	Uninterrupted requirement

	Phone (number)
	Uninterrupted requirement

	Copier/Scanner
	Uninterrupted requirement


d)
Software for Backup Site Operations.
	Item
	Qty
	Remarks

	Microsoft Office 2000
	
	

	MS Outlook Exchange
	
	

	Travel Accounting
	
	

	Internet Explorer 6.0
	
	

	Terminal Emulation Software
	
	


e)
Communication Components for Backup Site Operations.
	Equipment Name
	Remarks

	Interface to VANTS
	XX line - uninterrupted requirement

	Connectivity to email WAN
	PC’s (XX) - uninterrupted requirement

	Phone lines
	XX lines - uninterrupted requirement


f)
Vital Records for Backup Site Operations.
	Vital Record Name
	Remarks

	
	

	
	

	
	

	
	

	
	

	
	


g)
Materiel for Backup Site Operations.  Documentation, Supplies and Forms.
	Item
	Description
	Qty
	Remarks

	Disks
	
	
	Uninterrupted requirement

	File folders
	
	
	Uninterrupted requirement

	Pens/pencils
	
	
	Uninterrupted requirement

	Copier paper
	
	
	Uninterrupted requirement

	Standard tablets (lined)
	
	
	Uninterrupted requirement


c.
Organizational-Level COOP Planning.  The following information was adapted from the FEMA Continuity of Operations (COOP) Planning Template.

1)
Executive Summary.  The executive summary should briefly outline the organization and content of the COOP Plan; and describe what it is, whom it affects, and the circumstances under which it should be executed.  Further, it should discuss the key elements of COOP planning, and explain the organization’s implementation strategies.

2)
Introduction.  The introduction to the COOP Plan should explain the importance of COOP planning to the organization.  It may also discuss the background for planning, referencing recent events that have led to the increased emphasis on the importance of a COOP capability for the organization.


Sample:
Planning for COOP activation is a good business practice -- part of the fundamental mission of VHA as a responsible and reliable public institution.  The changing threat environment and recent emergencies, including localized acts of nature, accidents, technological emergencies or terrorist attack-related incidents, have shifted awareness to the need for COOP capabilities that enable VHA to continue essential functions across a broad spectrum of emergencies.  Also, the potential for terrorists’ use of weapons of mass destruction has emphasized the need to develop a plan that ensures continuity of essential VHA functions.

3)
Purpose.  The purpose paragraph should explain why the organization is developing a COOP Plan.  It should briefly discuss applicable Federal guidance and explain the overall purpose of COOP planning, which is to ensure the continuity of mission essential functions.  Because of today’s changing threat environment, this section should state that the COOP Plan is designed to address the all hazard threat. 


Sample:
COOP planning is an effort to protect patients, visitors and employees and assure that the capability exists to continue essential VHA field functions across a wide range of potential emergencies.  COOP objectives include:

a)
Preventing and/or reducing loss of life and serious injury.

b)
Protecting essential facilities, equipment, records and other assets.

c)
Ensuring the continuous performance of VAMC essential functions/operations during an emergency.

d)
Ensuring that the VAMC has alternate care sites to ensure continuity of patient care and facilities from which it can continue to perform essential functions during an emergency.

e)
Executing, as required, succession to office with accompanying authorities in the event a disruption renders agency leadership unable, unavailable or incapable of assuming and performing their authorities and responsibilities of offices.

f)
Ensuring and validating COOP readiness through a dynamic, integrated test, training and exercise program to support the implementation of the COOP Plan.

4)
Applicability and Scope.  This section describes the applicability of the plan to the organization as a whole; main facility as well as subordinate activities, co-located and geographically dispersed; and to specific personnel groups of the organization.  It should also include the scope of the plan.  Ideally, plans should address the full spectrum of potential threats, crises and emergencies (natural as well as man-made).


Sample:
It is VHA policy that VAMCs and other essential VHA facilities (e.g., Consolidated Mail Outpatient Pharmacies) must comply with the provisions of FPC #65.  The Emergency Management Committee will be responsible for determining the extent of COOP planning within the organization.

5)
Essential Functions.  The essential functions section should include a list of the organization’s prioritized essential functions.  Essential functions are those organizational functions and activities that must be continued under any and all circumstances.


Organizations should:

· Identify all functions; then, determine which must be continued under all circumstances.

· Prioritize these essential functions.

· Establish staffing and resource requirements.

· Integrate supporting activities.

· Develop a plan to perform additional functions as the situation permits.


Sample:
The Emergency Management Committee, after reviewing all of the Key Operating Unit COOP Templates, will establish a list of essential functions for the organization.

Sample

	Priority
	Essential Functions

	1
	Provide healthcare services.

	2
	Ensure the safety of patients, visitors and staff.

	3
	Protect legal and financial records.

	4
	Maintain documentation necessary for reconstitution.

	5
	Support requests for assistance by the community.

	
	(Modify list as needed to meet the needs of VAMC)


6)
Authorities and References.


Sample:

a)
The National Security Act of 1947, dated July 26, 1947, as amended.

b)
Executive Order 12148, Federal Emergency Management, dated July 20, 1979, as amended.

c)
Executive Order 12472, Assignment of National Security and Emergency Preparedness Telecommunications Functions, dated April 3, 1984.

d)
Executive Order 12656, Assignment of Emergency Preparedness Responsibilities, dated November 18, 1988, as amended.

e)
Federal Preparedness Circular 60, Continuity of the Executive Branch of the Federal Government at the Headquarters Level During National Security Emergencies, dated November 20, 1990.

f)
VHA Directive 0320, Emergency Medical Preparedness, May 1, 1997.

g)
Presidential Decision Directive 62, Protection Against Unconventional Threats to the Homeland and Americans Overseas, dated May 22, 1998.

h)
Presidential Decision Directive 63, Critical Infrastructure Protection, dated May 22, 1998.

i)
Homeland Security Presidential Directive 3, Homeland Security Advisory System, dated March 11, 2002.

j)
Homeland Security Presidential Directive 5, Management of Domestic Incidents, dated February 28, 2003.

k)
Homeland Security Presidential Directive 7, Critical Infrastructure Identification, Prioritization, and Protection, dated December 17, 2003.

l)
Homeland Security Presidential Directive 8, National Preparedness, dated December 17, 2003.

m)
41 CFR 101-2, Occupant Emergency Program, revised July 1, 1998.

n)
36 CFR 1236, Management of Vital Records, revised as of July 1, 1998.

o)
Presidential Decision Directive 67, Enduring Constitutional Government and Continuity of Government Operations, dated October 21, 1998.

p)
Federal Preparedness Circular 65, dated June 15, 2004.

q)
VA Directive 0320, Emergency Medical Preparedness, dated October 18, 1999.

r)
VA Handbook 0320, Emergency Preparedness Planning Procedures and Operational Requirements, dated October 18, 1999.

s)
Executive Order 13247, Providing an Order of Succession Within the Department of Veterans Affairs, dated December 18, 2001.

7)
Concept of Operations.  This section should explain how the organization will implement its COOP Plan and, specifically, how it plans to address each critical COOP element.  This section should be separated into three phases:  Activation and Relocation, Alternate Care Site Operations and Reconstitution.  The Incident Command System (ICS) will be used to plan, organize, staff, direct and control emergency situations.

Phase I:  Activation and Relocation.  The Phase I section should explain COOP Plan activation procedures and relocation procedures from the primary facility to the alternate care sites.  This section should also address procedures and guidance for non-relocating personnel.

Decision Process.  This section should explain the logical steps associated with implementing a COOP Plan, the circumstances under which a plan may be activated (both with and without warning), and should identify who has the authority to activate the COOP Plan.  This process can be described here or depicted in a graphical representation.

Alert, Notification and Implementation Process.  This section should explain the events following a decision to activate the COOP Plan.  This includes employee alert and notification procedures and the COOP Plan implementation process.


Sample:


COOP procedures would be activated in response to situations when all or part of the VAMC is unavailable, and operations must be relocated to an alternate location.

Phase I:  Activation and Relocation (0-12 Hours).  In this phase, the following actions will be taken:

· Initial notifications, activation and procedures would be issued by the Office of the Director who will notify VISN leadership of impending activation and actual relocation requirements.
· Activate VAMC plans, procedures and schedules to transfer activities, personnel, records and equipment to alternate care site.
· Notify VAMC Key Operating Unit Managers to relocate.
· Notify all other VAMC employees to await further instructions.  Employees at home will be available by phone during all assigned work hours.
· Begin essential operations at the alternate location (within 12 hours).

Phase II:  Alternate Site Operations (12 Hours to Termination).

· Provide guidance to other key staff and employees not at the alternate care site(s).

· Identify replacements for missing personnel, and obtain additional support as needed.

· Commence full execution of essential operations at the alternate site(s).

· Notify VHA Central Office and other agencies of operational and communications status and anticipated duration of relocation, if known. 

· Develop plans and schedules to phase down the alternate site(s) operations, and return activities, personnel, records and equipment to the primary facility as appropriate.

· Mission-Critical Systems - Depending on the type of emergency situation encountered, multiple mission-critical systems may be affected and could include such events as loss of power, communications, utilities, etc.

Phase III:  Reconstitution (Terminate COOP and Return to Normal Operations).

· Inform all VAMC personnel that the threat of an emergency or the actual emergency no longer exists, and provide instructions for resumption of normal operations.

· Begin orderly return to VAMC or movement to other temporary or permanent facilities.

· Report status of relocation to VHA Central Office and other agencies, as appropriate.

· Conduct an after-action review of VAMC COOP operations and evaluate effectiveness of plans and procedures as soon as possible.  Identify areas for correction, and develop a remedial action plan as needed.

8)
Orders of Succession.  This section should identify orders of succession to key positions within the organization.  Orders should be of sufficient depth to ensure the organization’s ability to manage and direct its essential functions and operations.  The conditions under which succession will take place, the method of notification and any temporary, geographical or organizational limitations of authority should also be identified in this section.


Sample:

	Successors 

	Director

	Associate Director

	Chief of Staff

	Associate Director for Patient Care Services


9)
Delegations of Authority.  This section should identify, by position, the authorities for making policy determinations and decisions at Headquarters, field levels and other organizational locations, as appropriate.  Generally, pre-determined delegations of authority will take effect when normal channels of direction are disrupted, and terminate when these channels have resumed.  Such delegations may also be used to address specific competency requirements related to one or more essential functions that are not otherwise satisfied by the order of succession.  Delegations of authority should document the legal authority for making key decisions, identify the programs and administrative authorities needed for effective operations, and establish capabilities to restore authorities upon termination of the event.  Pre-determined delegations of authority may be particularly important in a devolution scenario. 

Sample:
The VHA Central Office COOP plan defines authorities for making policy determinations and decisions at Headquarters, field levels and other organizational locations, as appropriate, including:

· Identification of the programs and administrative authorities needed for effective operations at all levels of VHA during an emergency.

· Documentation of the necessary authorities at all points where emergency actions may be required.

· Documentation to ensure that officials who may be expected to assume authorities in an emergency are trained to carry out their emergency duties.


In addition to the authorities not already delegated to the Key Operating Unit Managers by virtue of their regular positions within the VAMC, all of the authorities of the Director are hereby delegated to the Deputy Director/Associate Director and/or the Chief Medical Director Officer/Chief of Staff.  The authorities may not be re-delegated.


The authorities delegated by this Plan are to be exercised only in the case of emergencies and only in cases where the Director is unavailable or unable to perform the duties of that Office.  These authorities may be exercised by the alternates named above, as they are available and able and in the order in which they are listed, until such time as the Director is available to exercise such authorities.


To the extent that there are authorities of the Director that by law or regulation may not be re-delegated to the named alternates, such limitations will be identified in the VHA Central Office COOP Plan.  This Plan shall remain in effect until its provisions are amended, superseded or revoked, whichever occurs first.

10)
Devolution.  The devolution section should address how an organization will identify and conduct its essential functions in the aftermath of a worst-case scenario, one in which the leadership is incapacitated.  The organization should be prepared to transfer all of their essential functions and responsibilities to personnel at a different office or location.  Sample:

· Director - Responsible for leadership and direction of the VAMC and for interfacing with the VISN Director and other VHA organizations.  The Director is responsible for ensuring that the VAMC has a functional COOP plan that is integrated with the overall VISN EOP.  The Director is also responsible for ensuring all VAMC staff are trained on their responsibilities in the plan.

· Associate Director  - Serves as the point of contact with other offices inside and outside of the VAMC and acts in place of the Director.
· Chief of Staff - Responsible for advising on clinical issues related to the emergency and acts on behalf of the Director or Associate Director. 

· Chief, Fiscal Service - Responsible for advising on financial issues as they relate to the emergency. 

· Key Operating Unit Managers - Responsible for identifying essential functions for their offices.  They are also responsible for identifying employees who would relocate to alternate care sites and/or work from home.  They must secure vital equipment, records and other key assets as required to carry out the essential functions.  They also must ensure that all employees are trained on their responsibilities in the COOP plan.

· ALL VAMC Staff:
a)
Maintain normal operating procedures to the best of their ability.

b)
Notify VAMC Security or facility operator of any disturbance or emergency (i.e., fire, bomb threat, external community disaster, etc.) that may affect VAMC.

c)
Immediately check for injuries among staff and offer assistance, as practical.  Seriously injured persons should not be moved unless they are in danger of further injury.

d)
In the event of fatalities, area staff should cover the bodies and report the situation to a Staff Director as soon as possible.

e)
Secure/protect records and other official files.

11)
Vital Files, Records and Databases.  This section should address the organization’s vital files, records and databases necessary to perform essential functions and activities and to reconstitute normal operations after the emergency ceases (this includes classified or sensitive data).  Organizational elements should pre-position and update on a regular basis those duplicate records, databases or back-up electronic media necessary for operations.  Sample:  These are detailed in the Key Operating Unit COOP Templates.

12)
Logistics.

a)
Alternate Care Site.  The alternate care site section should explain the significance of identifying an alternate care site, the requirements for determining an alternate care site, and the advantages and disadvantages of each location.  Senior managers should take into consideration the operational risk associated with each facility.  Performance of a risk assessment is vital in determining which alternate care site will best satisfy an organization’s requirements.


Sample:
This VAMC is a medical hospital, providing medical services on a continuous basis (24/7); as such, services will not relocate to an alternate facility during an emergency.  However, should conditions warrant evacuation, patients will be moved to a proximal VA facility or community facility for continued care in compliance with alternate care site plans and procedures.


Alternate facilities should provide:

· Sufficient space and equipment.

· Capability to perform essential functions within 12 hours up to 30 days.

· Reliable logistical support, services and infrastructure systems.

· Consideration for health, safety and emotional well-being of personnel.

· Interoperable communications.

· Computer equipment and software.

b)
Interoperable Communications.  The interoperable communications section should identify available and redundant critical communication systems that are located at the alternate facility.  These systems should provide the ability to communicate within the organization and outside the organization.


Interoperable communications should provide:

· Capability commensurate with an agency’s essential functions.

· Ability to communicate with essential personnel.

· Ability to communicate with other agencies, organizations and customers.

· Access to data and systems.

· Communications systems for use in situations with and without warning.

· Ability to support COOP operational requirements.

· Ability to operate at the alternate facility within 12 hours and for up to 30 days.

· Interoperability with existing field infrastructures.


Sample:
VAMC maintains communications within the facility by cell phone, pagers and hand-held walkie-talkies.  Interoperable communications are available through e-mail, GETS cards and satellite telephones.

13)
Test, Training and Exercises.  This section should address the organization’s Test, Training and Exercise (TT&E) Plan.  Tests, training and exercises familiarize staff members with their roles and responsibilities during an emergency, ensure that systems and equipment are maintained in a constant state of readiness, and validate certain aspects of the COOP Plan.  Managers may be creative when it comes to COOP readiness and include snow days, power outages, server crashes and other ad-hoc opportunities to assess preparedness.


COOP Test, Training and Exercise Plans should provide:

· Individual and team training of personnel.

· Internal agency testing and exercising of COOP plans and procedures.

· Testing of alert and notification procedures.

· Refresher orientation for COOP personnel.

· Joint interagency exercising of COOP plans, if appropriate.


Sample:
VAMCs should include COOP in its on-going training and exercise program.  VAMCs should conduct an exercise at least semi-annually, including a semi-annual exercise with the community.  Additional information on education, training and exercise programs are described in Section 9 of the Emergency Management Program Guidebook.  Records of this training must be maintained.  Staff shall:

· Be trained on the Emergency Operations Plan, this COOP plan and any functions that relate to their Operating Unit. 

· Be familiar with basic fire, Hazardous Materials (HAZMAT) and other emergency responses.  

· Participate in training and exercises.  These exercises are intended to practice emergency response activities and improve readiness.

14)
Plan Maintenance.  This COOP plan will be evaluated periodically and revised as needed.

15)
Annexes.  







Annex A - Authorities and References.  See paragraph (insert applicable paragraph number from Plan) above.







Annex B - Operational Checklist.  See Attachment XX (see Enclosures in Section 4 of the Emergency Management Program Guidebook, for sample).






Annex C - Alternate Location/Facility Information.  See paragraph (insert applicable paragraph number from Plan) above.







Annex D - Maps and Evacuation Routes.  N/A







Annex E - Definitions and Acronyms.  See Introduction, Emergency Management Program Guidebook.


