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Note:
This plan is part of, not in lieu of, the facility Emergency Operations Plan.
1.
Purpose.  To develop and implement a document with sufficient details (i.e., roles of specific individuals, clear procedures, contact information, resources, etc.) to enable quick and effective internal and external communications for crises, including all types of emergencies and controversies.
2.
Definition: A crisis is an unplanned situation that may interfere with normal facility operations, jeopardize the good image of the facility and its services, escalate in intensity, and fall under close scrutiny of the public, including the media or government.  Emergencies likely to affect this facility include:  (Revise as applicable:  fires, bomb threats, natural disasters, shooting, suicide, major crime, Inspector General investigation, research issues, protests, equal employment or union issues, fraud, computer security breach, or any other situation that demands a public response).


Regular means of assessing possible crises in the making include:  (Specify means of assessment, e.g., keep track of local media, review reports and minutes, listen to employee issues, know vulnerable areas, etc.).
3.
Objectives.  The objectives of this plan include:  (Revise or add to the following as appropriate). 
· Knowing in advance and maintaining current contact information on internal and external stakeholders, as well as key community organizations with shared interests.
· Keeping them informed at the time of the crisis.
· Communicating facts about the crisis.
· Minimizing rumors and misinformation.
· Restoring order and confidence.
· In general, fulfilling the VA goal of “maximum disclosure with minimum delay.”

4.
Scope.  All facility personnel shall abide by the policy set forth in this Plan to ensure the orderly and accurate release of public information during the crisis.  In addition, and to the extent possible, relationships should be established with stakeholder and community organizations to facilitate smoother actions during a crisis.

This document shall be announced and distributed to all facility personnel upon final approval, and each time it is revised.  Key staff involved in its implementation shall be briefed regarding its content, as will organizations with shared interests.

5.
Policy.
a.
Integral Role of Public Affairs Officer (PAO):  The PAO shall be an integral part of the management team supervising the emergency plan, shall work with key staff to implement the Crisis Communications Plan, and shall have access to councils of management and decision-making during the emergency.

b.
Single Point for Release of Information:  There shall be a single point for release of information to the various audiences identified in this Plan, so that release via multiple means (e.g., e-mail, Web postings, phone messages, etc.) is coordinated and consistent.  (Insert Name and Title of Public Affairs Officer or other designated person, plus back-up) shall release or authorize the release of information, once verified and approved.  In terms of media interviews, a spokesperson shall be named (see paragraph 6a, below)


Facility Internet URL:






Facility Intranet URL:






c.
Development and Release of Information:  

1)
Verification:  Situations shall be clearly defined.  If a crisis occurs, the PAO, in conjunction with the facility Director and key staff - particularly those with expertise or responsibilities related to the topic of the crisis, such as (List names and titles as appropriate) shall define and document in writing a concise summary of the incident to include:
· What happened?

· To whom did it happen?

· When did it happen?

· Where did it happen?

· How did it happen?

· What communications actions are necessary, and who shall carry them out?

· What internal and external stakeholders shall be notified, when, and by what means? 

· What expertise and skills are necessary for a Core Crisis Communications Team (see paragraph 5f, below) to carry out these actions?


The PAO or designee will track a running chronology of facts and actions for future reference, including a list of which contacts have been sent what information.

2)
Notification:  The chain of command shall be notified early, if they are not part of the verification process, per (Reference the Facility’s Emergency Operating Plan or Urgent Communications Policy).  Individuals to be notified shall include:
(Examples are Chief of Staff, Emergency Manager, Director of Security, VISN Office, VISN and Regional Public Affairs Managers, Others as appropriate.)
· Name, Title
· Name, Title

· Name, Title

3)
Cautions Concerning Information on Patients:  The Privacy Act, Health Insurance Portability and Accountability Act (HIPAA), and VA Regulations will govern the release of information concerning veteran patients.  Medical information on individual patients will not be released without written permission granted by the patient.  Information concerning the death of a patient will not be released until after the next of kin has been notified.  Patients shall not be interviewed or photographed without their express written permission via the appropriate VA form.  Questions concerning specific Privacy Act, Freedom of Information Act, or HIPAA requirements are procedures will be referred to (insert Name and Title).
4)
Message Creation:  Material developed to explain the crisis will be based on what is known about the crisis, will express empathy and caring early on, and will answer what the audiences affected by and those interested in the crisis will want to know.  The VA policy of “maximum disclosure with minimum delay” shall be followed at all times.  These five points shall be covered:
· Recognize the disaster or problem.
· Acknowledge mistakes and responsibility, as appropriate*.
· Express sympathy.
· Provide information on what steps are being taken (e.g., investigations).
· Report preventive measures.
*Consult with regional counsel (Name and Title) if necessary.
5)
Approval Process:  Material developed to respond to a crisis will undergo a streamlined review process.  Those who approve it will be (List names and titles.  CDC suggests PAO, Director and Subject Matter Expert); others who will be sent early information copies will be (List names and titles). 
d.
News Media Access:  All news media requests are to be promptly forwarded to the PAO named in this document.  The PAO also shall determine the degree of onsite access available to news media representatives.  Access shall be afforded to the extent that it does not interfere with the conduct of emergency treatment and disaster management efforts.


If necessary, the PAO shall establish a Media Information Center in (identify Room and Building) for news conferences and for use by reporters.  Attachment E to this Plan identifies equipment, supplies and communications support needed for this center.

e.
Photography:  Patients/beneficiaries shall not be photographed within VA facilities without their express written permission.

f.
Core Crisis Communications Team: The PAO and Director will assess the nature and scope of the situation, and determine whether or not to assemble the Core Crisis Communications Team.  Depending on the crisis, this Team may include:  (identify by title all who would be part of the Team besides the PAO, such as the Emergency Manager, VA Police, Regional Counsel, Department Heads or Chiefs, Director, and other decision-making officials).  This Team will meet on a regular basis under normal circumstances to assess potential problem issues.  Meetings shall be held (indicate how often, such as every 3 or 6 months, and where).  In the event of a crisis, the team will hold meetings (specify where, what room or phone numbers if meeting must be held by phone).
6.
Response.  If the Core Crisis Communications Team is activated, the group will assemble to develop a plan of action, including some or all of the following:

a.
A spokesperson and back up will be designated.  (List spokespeople for a variety of issues.  They should have the most knowledge of the crisis, as well as credibility.)  In the case of a significant crisis or loss of life, the Medical Center Director or highest-ranking official should be the spokesperson.  Where details are evolving and periodic updates are necessary, the PAO or designated Subject Matter Expert can serve as the spokesperson, if necessary.
b.
A draft fact sheet will be prepared that includes all known details that can be released publicly.  Material developed to explain the crisis will be based on what is known about the crisis, will express empathy and caring early on, and will answer what the audiences affected by and those interested in the crisis will want to know.  (As necessary, new or revised fact sheets will be created, and will require the same informational items as the original.)

c.
A streamlined approval process will be used for the fact sheet.  Those who approve it will be (List names and titles.  CDC suggests PAO, Director, and Subject Matter Expert); others who will be sent early information copies will be (list names and titles):
d.
Media Information - The PAO will select the appropriate method for working with the media, i.e., whether a news release or news conference or other means is appropriate.  The PAO will also establish ground rules for working with the media, such as (specify rules, e.g., provide information equally, don’t make promises that can’t be kept; respect deadlines; and so forth).  The facility switchboard operators shall be notified to direct media calls to the PAO or the Media Information Center, if one is set up.

e.
Public Information - A copy of the fact sheet will be given to switchboard personnel and other key points of contact with the public and staff.  It may be necessary to route incoming calls from audiences separately; for example, media would be sent to one number and family members or employees to another.  Staff available to handle incoming calls are:  (List names and titles of people who will carry out this function; include where they will be located.) 
f.
Key external stakeholders will be notified.  A list of key constituencies and community groups related to this facility, including names, e-mail addresses, and phone and fax numbers, is provided as Attachments C and D to this Plan.  It may be necessary to use multiple communication channels to reach these individuals and groups, such as:  (Here list a variety of specific mechanisms, how to use them, and who the lead person is by name; include phone messages, e-mail, web postings, public meetings, bulletin boards, and TV, radio, Web and print media.)
g.
Internal Communications - A copy of the fact sheet (discussed above) will be given to employees at all locations, volunteers, patients, their family members and visitors, families of employees, students, contractors, and vendors.  Means of communicating with these groups will include:  Here list a variety of specific mechanisms, how to use them, and who the lead person is by name; include employees with disabilities.  Such mechanisms may include handouts, phone messages, e-mail, Web postings, meetings, loudspeaker announcements, bulletin boards, and closed circuit TV.)
7.
Post-Crisis Debriefing and Evaluation:  When the crisis is determined to be over, the Core Crisis Communications Team will reconvene to review their actions and the results of their actions, document significant events, and make suggestions for improvement and modification of this plan.  Key staff, stakeholders, and communications organizations may be consulted as well.  The PAO will consider inviting the media back for followup stories.

8.
Attachments:

Note:
Attachments (ideally saved with template in one document to keep all information together, or separately, if necessary.
A.
Complete contact information for key staff within the facility (leadership, emergency manager, Crisis Communications Team).
B.
Contact information VA/VHA chain of command and OPA Regional Office.
C.
Contact information for all internal and external stakeholders (employees, veterans groups, media, etc.).
D.
Contact information for community organizations/partners.
E.
Media Information Center - supply, equipment, communications support list.
Attachment A
	
	
	
	
	
	
	

	Contact Information for Key Facility Staff

	
	
	
	
	
	
	

	Last updated:____________________________
	By:_____________________________________________

	Title
	Name
	Phone - Work, Cell, Home, Other
	E-mail
	PIN for Blackberry
	Fax
	Bldg/Room

	Within Facility
	
	
	
	
	
	

	Public Affairs Officer
	Annie Oakley
	xxxxxx
	
	1234
	xxxx
	Big

	Facility Director
	
	
	
	
	
	

	Chief of Staff
	
	
	
	
	
	

	Emergency Manager
	
	
	
	
	
	

	Switchboard Operator
	
	
	
	
	
	

	Head of Security
	
	
	
	
	
	

	Privacy Coordinator
	
	
	
	
	
	

	Webmaster
	
	
	
	
	
	

	All others listed in plan
	
	
	
	
	
	

	(Those named to Crisis Communications Team)
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Attachment B
	Contact Information VA/VHA Chain of Command

	Last updated:_____________________________
	By:____________________________________

	
	
	
	
	
	

	Title
	Name
	Phone - Work, Cell, Home, Other
	E-mail
	PIN for Blackberry
	Fax

	
	
	
	
	
	

	VISN Contact
	
	
	
	
	

	Regional OPA Contact
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Attachment C
	Contact Information for Internal and External Stakeholders (Employees, Veterans Groups, Media, Others)

	Last updated:_____________________
	
	By:____________________
	

	Employee/Location 
	Outlook Name
	E-mail Address
	Other Means of Reaching
	Lead/Location

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Group
	Name
	Title
	E-mail
	Phone
	Fax

	xxxxx
	Name
	Director
	
	
	

	
	Name
	PAO
	
	
	

	xxxxx
	
	Director
	
	
	

	
	
	PAO
	
	
	

	xxxxx
	
	Director
	
	
	

	
	
	PAO
	
	
	

	xxxxx
	
	Director
	
	
	

	
	
	PAO
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Media List
	Name
	Title
	E-mail
	Phone
	Fax

	Newspaper
	
	Editor
	
	
	

	
	
	PAO
	
	
	

	Newspaper
	
	Editor
	
	
	

	
	
	PAO
	
	
	

	Newspaper
	
	Editor
	
	
	

	
	
	PAO
	
	
	

	Radio
	
	Director
	
	
	

	
	
	PAO
	
	
	

	Radio
	
	Director
	
	
	

	
	
	PAO
	
	
	

	Radio
	
	Director
	
	
	

	
	
	PAO
	
	
	

	TV
	
	Director
	
	
	

	
	
	PAO
	
	
	

	TV
	
	Director
	
	
	

	
	
	PAO
	
	
	

	TV
	
	Director
	
	
	

	
	
	PAO
	
	
	

	
	
	
	
	
	

	Other
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Other
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Attachment D
	Contact Information for Community Organizations

(Local Hospitals, Public Health Dept, Police, Fire Dept, etc.)

	
	
	

	Last Updated:________________________
	By:__________________________________________________

	Organization/Address
	Name
	Title
	E-mail
	Phone
	Fax

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Attachment E
	Equipment, Supplies, Communications Support for

Media Information Center

	Room to be used: 
	

	Equipment
	

	Have on hand?
	No.
	Item
	Location
	Lead

	
	
	Fax machine with preprogrammed numbers, dedicated lines for incoming and outgoing faxes
	
	

	
	
	Computers/laptop computers
	
	

	
	
	Printers
	
	

	
	
	Copier
	
	

	
	
	Tables/chairs
	
	

	
	
	Phones
	
	

	
	
	Flow charts, calendars, easels, bulletin boards
	
	

	
	
	Portable microphone
	
	

	
	
	TV
	
	

	
	
	VCR
	
	

	
	
	Tape recorder, tapes, batteries
	
	

	
	
	Camera
	
	

	
	
	Paper shredder
	
	

	
	
	Podium with VA seal 
	
	

	
	
	Flags (US, VA)
	
	

	Supplies
	
	
	
	

	
	
	White paper
	
	

	
	
	Copier toner
	
	

	
	
	Printer ink
	
	

	
	
	Pens, pencils
	
	

	
	
	Markers
	
	

	
	
	Express mail and mail supplies
	
	

	
	
	Sticky notes
	
	

	
	
	Tape
	
	

	
	
	Notebooks
	
	

	
	
	Press kit folders
	
	

	
	
	Staplers
	
	

	
	
	Staples
	
	

	
	
	Hole punch
	
	

	
	
	Colored paper
	
	

	
	
	Paper clips
	
	

	
	
	Personal go kit with extra clothes, shoes, socks, toiletries
	
	

	
	
	
	
	


PAO – Contact Information


Name:								


Title:								


Office phone:						


Pager:								


Cell phone:						


Home phone:						


Email (work):						


Email (home/other):				


PIN for Blackberry:				


Building:							


Room:								


Mailing/express mail address:


									





PAO Back up – Contact Information


Name:								


Title:								


Office phone:						


Pager:								


Cell phone:						


Home phone:						


Email (work):						


Email (home/other):				


PIN for Blackberry:				


Building:							


Room:								


Mailing/express mail address:


									








