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Section 5 - Conducting the Hazards Vulnerability Analysis
A.
Overview

The emphasis of this Step is to identify potential impacts to mission-critical systems that support the ability of the healthcare organization to deliver services.  It begins with research with local government and other experts into the natural, technological and human-caused hazards that may occur in the local community or regional area.  This data is presented to the advisory committee, which can then engage in a subjective rating process to arrive at a list of priority hazards, or the analysis can be conducted by a small group using a variety of techniques.  Consideration must be made for the potential impacts not only on the healthcare organization, but also suppliers, patients and staff living in the community.  For each priority hazard, a Standard Operating Procedure (SOP) is developed to address mitigation, preparedness, initial response and recovery/restoration activities (see explanation of Step Four in Section 6).  The vulnerability of mission-critical systems (staff, infrastructure, supplies, and so forth) to those hazards is estimated, and this sets the stage for resource management activities that are conducted in Step Five, explained in Section 7.

B.
Related Standards
1.
The Joint Commission EC.4.11, Managing the Consequences of Emergencies.
2.
The organization conducts a Hazard Vulnerability Analysis (HVA) to identify events that could affect demand for its services or its ability to provide those services, the likelihood of those events occurring, and the consequences of those events. 

3.
The organization, together with its community partners, prioritizes those hazards, threats and events identified in its HVA. 

2.
National Fire Protection Association, Standard 1600.
5.3*   Risk Assessment.

5.3.1*  The entity shall identify hazards, monitor those hazards, the likelihood of their occurrence, and the vulnerability of people, property, the environment, and the entity itself to those hazards.

5.3.2*  Hazards to be evaluated shall include the following:  

1)  Natural hazards (geological, meteorological, and biological).
2)  Human-caused events (accidental and intentional).
3)  Technological-caused events.
5.3.3*  The entity shall conduct an impact analysis to determine potential detrimental impacts of the hazards on the following:  

1)  Health and safety of persons in the affected area at the time of the incident (injury and death).
2)  Health and safety of personnel responding to the incident.
3)*  Continuity of operations.
4)  Property, facilities, and infrastructure.
5)  Delivery of services.
6)  The environment.
7)*  Economic and financial condition.
8)  Regulatory and contractual obligations.
9)  Reputation of or confidence in the entity.
10)*  Regional, national, and international considerations.
3.
Federal Preparedness Circular 65, Continuity of Operations Planning.
Identification of Essential Functions

All agencies should identify their essential functions as the basis for COOP planning.  Essential functions are those functions that enable Federal Executive Branch agencies to provide vital services, exercise civil authority, maintain the safety and well-being of the general populace, and sustain the industrial/economic base in an emergency.  In identifying essential functions, agencies should:

1)
Identify all functions performed by the agency, then determine which must be continued under all circumstances;

2)
Prioritize these essential functions; 

3)
Establish staffing and resources requirements needed to perform essential functions;

4)
Identify mission-critical data and systems necessary to conduct essential functions;

5)
Defer functions not deemed essential to immediate agency needs until additional personnel and resources become available; and,

6)
Integrate supporting activities to ensure that essential functions can be performed as efficiently as possible during emergency relocation.

C.
Definition
A Hazard Vulnerability Analysis (HVA) is a systematic approach to identifying all hazards that may affect an organization and/or its community, assessing the risk (probability of hazard occurrence and the consequence for the organization) associated with each hazard and analyzing the findings to create a prioritized comparison of hazard vulnerabilities.  The consequence, or “vulnerability,” is related to both the impact on organizational function and the likely service demands created by the hazard impact. 

D.
Important Additional Reading
Emergency Management Principles and Practices for Health Care Systems: 
Unit One: The Emergency Management Program, Pages 1-123 to 1-167, 
Available at: www.va.gov/emshg.
E.
What Needs To Be Done
The goal of this Step is to identify the priority hazards, threats and events that could impact the ability of the healthcare organization to provide continuity of care or surge capacity and capability.  The Emergency Management Committee (EMC) oversees the HVA process to ensure that all major threats to the VA Medical Center (VAMC) are accounted for and assessed.  Using the input submitted by Operating Unit Managers, the EMC should create a prioritized list of hazards, threats and events that require incident-specific guidance.  Input to the HVA by Operating Unit Managers is very important.  

F.
Hazard Vulnerability Analysis (HVA) Format
1.
Hazard Vulnerability Analysis (HVA).  Some threats to individual Operating Units are so severe that they may interrupt the continuity of critical operations in the VAMC.  The list of hazards includes possible events or threats that may occur within the community or on VA property.  Many times, events that impact the community are brought into the facility.  It is intended that an HVA be seen as an evolving document, and be reviewed at least annually within the Joint Commission Environment of Care Emergency Management annual report.  
2.
Doing the Analysis.  There are four (4) categories that are used to help place each hazard into perspective.  These categories are Probability, Human, Property, and Operational Impact on the facility.  Each of these categories is based on a point system, ranging from 0 to 3.  For each hazard, a point estimate of 0 (N/A) to 3 (high) is given for each of the four categories. 

· Probability that any event may occur in the future.  VAMC staff can gain insight on this by setting up a meeting with the local emergency management agency.  

· Human Impact  estimates the severity of impact on patients, visitors, and staff during an adverse event.  For example, total electrical failure may result in a total evacuation of the VAMC.  Potential injuries or death of patients, staff and visitors is estimated here.  All events, whether internal or external to our VAMCs, will most likely impact patients in some manner, whether it be an inconvenience or result in injury or worse.  

· Property Impact estimates the potential physical damage and losses to the  infrastructure of the VAMC.  Such damages and losses can result in costly repairs and delay in services, thereby impacting patient care and operations.  Mitigation activities that target utilities, communications, and other building service systems will lessen the impact of emergency events.

· Operational Impact estimates the impact of services that are required and expected by our patients, employees, and visitors.  Understanding how services inter-relate before an emergency event occurs is needed to conduct a meaningful analysis.  Examples of services include:  inpatient care, availability of medicines, treatment schedules, fiscal accounting, etc.  Operational activities can be preserved by well-planned mitigation strategies.  


Enclosures to this section are samples of HVA analyses for Hazardous Events, Naturally Occurring Events and Human Related Events.
3.
Event Scoring Guidelines.  Event scores of 2 or greater in any category will require that a Standard Operating Procedure (SOP) be developed for that event.  Please see Section 6, Incident Specific Plans, for sample SOPs.
G.
Enclosures
5-1.
Sample Hazard Vulnerability Analysis of Hazardous Events.
5-2.
Sample Hazard Vulnerability Analysis of Naturally Occurring Events.
5-3.
Sample Hazard Vulnerability Analysis of Human Related Events.
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