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Section 7 - Mitigation and Preparedness Activities

A.
Overview

The activities in this Step are the day-to-day concerns of the Emergency Program Coordinator; conducting mitigation and preparedness planning; and resource management within the healthcare organization.  External coordination with community partners is the focus of the next Step/Section.  

B.
Readiness Plans

This Section provides samples to assist facilities in developing the capabilities necessary for certain high priority hazards, threats and events, such as chemical, biological, radiological/nuclear and explosives agents.  Sample Readiness Plans provide facilities with information on important mitigation and preparedness activities.  This information can be used to identify the various critical resources that should be available; key topics for staff training; operational aspects to consider when reviewing and revising Standard Operating Procedures (SOPs); and, areas to include in the design of exercises. 

C.
Related Standards

1.
The Joint Commission.

a.
EC.4.13, Emergency Communications Strategies.

1)
The organization plans for notifying staff when emergency response measures are initiated.

2)
The organization plans for ongoing communication of information and instructions to staff once emergency measures are initiated.

5)
The organization plans for communications with patients and their families during emergencies, including notifications when patients are relocated to alternate care sites.

14)
The organization establishes backup communications systems and technologies for the activities listed above.

b.
EC.4.14, Strategies for Managing Resources and Assets.  

1)
The organization plans for obtaining supplies that will be required at the onset of the emergency response (medical, pharmaceutical and non-medical).

2)
The organization plans for replenishing medical supplies and equipment that will be required throughout the response and recovery, including personal protective equipment (PPE) where required.

3)
The organization plans for replenishing pharmaceutical supplies that will be required throughout response and recovery, including access to and distribution of caches (stockpiled by the organization or its affiliates, local, state or federal sources) to which the organization has access.

4)
The organization plans for replenishing non-medical supplies that will be required throughout response and recovery, including foods, linen, water, fuel, for generators and transportation vehicles.

5)
The organization plans for managing staff support activities, e.g., housing, transportation, incident sites, and debriefing.

6)
The organization plans for staff family support activities, including childcare, elder care, communications, etc.

c.
EC.4.15, Strategies for Managing Safety and Security.  

1)
The organization establishes internal security and safety operations that will be required once emergency measures are initiated.

3)
The organization identifies processes that will be required to manage hazardous materials and waste once emergency measures are initiated.

4)
The plan identifies means for radioactive, biological and chemical isolation and decontamination.

5)
The organization identifies residents who might be susceptible to wandering once emergency measures are initiated.


The organization establishes processes for the following:

6)
Controlling entrance into and out of the healthcare facility during emergencies.

7)
Controlling the movement of individuals within the healthcare facility during emergencies, and;

8)
Controlling traffic accessing the healthcare facility during emergencies.

d.
EC.4.16, Strategies for Managing Staff.

4)
The organization establishes a process for identifying care providers and other personnel (such as identification cards, wristbands, vests, hats, badges, computer printouts, etc.) assigned to particular roles during emergencies.

e.
EC.4.17, Strategies for Managing Utilities.  Organizations identify an alternative means of providing for the following utilities in the event that their supply is compromised and disrupted:

1)
Electricity.

2)
Water needed for consumption and essential care activities.

3)
Water needed for equipment and sanitary purposes.

4)
Fuel required for building operations or essential transport activities.

5)
Other essential utility needs (for example, ventilation, medical gas/vacuum systems, etc.)

f.
EC.4.18, Strategies for Managing Clinical Activities.  The organization plans to manage the following during emergencies:

1)
The clinical activities required as part of patient scheduling, triage, assessment, treatment, admission, transfer, discharge, and evacuation.

2)
Clinical services for vulnerable populations served by the organization, including patients who are pediatric, geriatric, disabled, or have serious chronic conditions or addictions.

3)
Personal sanitation and hygiene needs of its patients.

4)
The mental health service needs of its patients.

5)
Mortuary services.

6)
The organization plans for documenting and tracking patients’ clinical information.
2.
Department of Homeland Security, National Incident Management System (NIMS).

Adopt the principle of Public Information, facilitated by the use of the Joint Information System (JIS) and Joint Information Center (JIC) during an incident or event. (Established 2007, required 2008). 

Maintain a resource management program that includes the receiving, tracking, and management of equipment, supplies and personnel. (Established 2007, required 2008).

Promote and ensure that equipment, communication, and data interoperability are incorporated into the healthcare organization’s acquisition programs. (Established 2007, required 2008).

3.
National Fire Protection Association, Standard 1600.

5.5

Mitigation.

5.5.1*
The entity shall develop and implement a mitigation strategy that includes measures to be taken to limit or control the consequences, extent, or severity of an incident that cannot be reasonably prevented.

5.5.2*  The mitigation strategy shall be based on the results of hazard identification and risk assessment, impact analysis, program constraints, operational experience, and cost-benefit analysis.

5.5.3
The mitigation strategy shall include interim and long-term actions to reduce vulnerability.

5.6*
Resource Management and Logistics.

5.6.1
The entity shall establish resource management objectives consistent with the overall program goals and objectives as identified in Section 4.1 for the hazards as identified in Section 5.3.

5.6.2
The entity shall establish procedures to locate, acquire, store, distribute, maintain, test, and account for services, personnel, resources, materials, and facilities procured or donated to support the program.

5.6.3
The resource management objectives established shall include the following:  

1)
Personnel, equipment, training, facilities, funding, expert knowledge, materials, technology, information, intelligence, and the time frames within which they will be needed

2)
Quantity, response time, capability, limitations, cost, and liability connected with using the involved resources

3)
Resources and any needed partnership arrangements essential to the program

5.6.4
Resource management shall include the following tasks:  

1)
Establishing processes for describing, inventorying, requesting, and tracking resources 

2)
Activating these processes prior to and during an incident 

3)
Dispatching resources prior to and during an incident

4)
Deactivating or recalling resources during or after incidents

5)
Contingency planning for shortfalls of resources

5.6.5
An assessment shall be conducted to identify the resource capability shortfalls and the steps necessary to overcome any shortfalls.

5.6.6
A current inventory of internal and external resources shall be maintained.

5.6.7
Donations of goods, services, personnel, and facilities, solicited and unsolicited, and the management thereof, shall be addressed.

5.7*
Mutual Aid/Assistance.

5.7.1
The need for mutual aid/assistance shall be determined.

5.7.2
If mutual aid/assistance is needed, agreements shall be established.

5.7.3
Mutual aid/assistance agreements shall be referenced in the program plan.

5.8

Planning.

5.8.1
Planning Process.

5.8.1.1
The program shall follow a planning process that develops plans for the strategy, prevention, mitigation, emergency operations/response, business continuity, and recovery.

5.8.1.2
The entity shall engage in the planning process on a regularly scheduled basis or when the situation has changed to put the accuracy of the existing plan into question.

5.8.1.3
Where applicable, the entity shall include key stakeholders in the planning process.

5.8.2
Common Plan Elements.

5.8.2.1
Plans shall have clearly stated objectives.

5.8.2.2
Plans shall identify functional roles and responsibilities of internal and external agencies, organizations, departments, and positions.

5.8.2.3
Plans shall identify lines of authority for these agencies, organizations, departments, and positions.

5.8.3
Plans.

5.8.3.1*
The program shall include a strategic plan, an emergency operations/response plan, a prevention plan, a mitigation plan, a recovery plan, and a continuity plan.

5.8.3.2*
The plans developed shall be either individual or integrated into a single plan document, or a combination of the two.

5.8.3.3*
The strategic plan shall define the vision, mission, goals, and objectives of the program. 
5.8.3.4*
The emergency operations/response plan (see Step Two)

5.8.3.5
The prevention plan shall establish interim and long-term actions to eliminate hazards that impact the entity.

5.8.3.6
The mitigation plan shall establish interim and long-term actions to reduce the impact of hazards that cannot be eliminated.

5.8.3.7*
The recovery plan shall provide for short-term and long-term priorities for restoration of functions, services, resources, facilities, programs, and infrastructure.

5.8.3.8*
The continuity plan (see Step Two).

5.8.3.9

The entity shall make appropriate sections of the plans available to those assigned specific tasks and responsibilities therein and to other stakeholders as required

5.12

Facilities.

5.12.1*
The entity shall establish a primary and an alternate emergency operations center, physical or virtual, capable of managing continuity, response, and recovery operations.

5.12.2

Facilities capable of supporting continuity, response, and recovery operations shall be identified.

5.15

Crisis Communication and Public Information.

5.15.1*
The entity shall develop procedures to disseminate and respond to requests for pre-incident, incident, and post-incident information, as well as to provide information to internal and external audiences, including the media, and deal with their inquiries.

5.15.2*
The entity shall establish and maintain an emergency public information capability that includes the following: 

1)
A central contact facility for the media

2)
A system for gathering, monitoring, and disseminating emergency information

3)
Pre-scripted information bulletins

4)
A method to coordinate and clear information for release

5)
The capability of communicating with special needs populations

6)
Protective action guidelines/recommendations (e.g., shelter-in-place or evacuation)

5.15.3
Where the public is potentially impacted by a hazard, a public awareness program shall be implemented.

5.15.4
The entity shall develop procedures to advise the public, through authorized agencies, of threats to people, property, and the environment.

4.
Department of Homeland Security, Continuity of Operations Planning Alternate Facilities.  All agencies shall designate alternate operating facilities as part of their COOP plans, and prepare their personnel for the possibility of unannounced relocation of essential functions and/or COOP contingency staffs to these facilities.  Facilities may be identified from existing agency local or field infrastructures, or external sources.  Facilities shall be capable of supporting operations in a threat-free environment, as determined by the geographical location of the facility, a favorable assessment of the local threat, and/or the collective protection characteristics of the facility.  In acquiring and equipping such facilities, agencies are encouraged to consider cooperative interagency agreements and promote sharing of identified alternate facilities.  Alternate facilities should provide:

1)
Immediate capability to perform essential functions under various threat conditions, including threats involving weapons of mass destruction;

2)
Sufficient space and equipment to sustain the relocating organization. since the need to relocate may occur without warning, or access to normal operating facilities may be denied, agencies are encouraged to pre-position and maintain minimum essential equipment for continued operations at the alternate operating facilities;

3)
Interoperable communications with all identified essential internal and external organizations, critical customers, and the public;

4)
Reliable logistical support, services, and infrastructure systems, including water, electrical power, heating and air conditioning, etc.

5)
Ability to sustain operations for a period of up to 30 days; 

6)
Consideration for the health, safety, and emotional well-being of relocated employees; and,

7)
Appropriate physical security and access controls.

5.
Interoperable Communications.  The success of agency operations at an alternate facility is absolutely dependent upon the availability and redundancy of critical communications systems to support connectivity to internal organizations, other agencies, critical customers, and the public.  When identifying communications requirements, agencies should take maximum advantage of the entire spectrum of communications media likely to be available in any emergency situation.  These services may include, but are not limited to: secure and/or non-secure voice, fax, and data connectivity; Internet access; and e-mail.  Interoperable communications should provide:

1)
Capability commensurate with an agency’s essential functions and activities;

2)
Ability to communicate with COOP contingency staffs, management, and other organizational components;

3)
Ability to communicate with other agencies and emergency personnel; and,

4)
Access to other data and systems necessary to conduct essential activities and functions.

6.
Vital Records and Databases.  The protection and ready availability of electronic and hardcopy documents, references, records, and information systems needed to support essential functions under the full spectrum of emergencies is another critical element of a successful COOP plan.  Agency personnel must have access to and be able to use these records and systems in conducting their essential functions.  Categories of these types of records may include:

1)
Emergency Operating Records.  Vital records, regardless of media, essential to the continued functioning or reconstitution of an organization during and after an emergency.  Included are emergency plans and directives; orders of succession; delegations of authority; staffing assignments; and related records of a policy or procedural nature that provide agency staff with guidance and information resources necessary for conducting operations during an emergency, and for resuming formal operations at its conclusion.

2)
Legal and Financial Records.  Vital records, regardless of media, critical to carrying out an organization’s essential legal and financial functions and activities, and protecting the legal and financial rights of individuals directly affected by its activities.  Included are records having such value that their loss would significantly impair the conduct of essential agency functions, to the detriment of the legal or financial rights or entitlements of the organization or of the affected individuals.  Examples of this category of vital records are accounts receivable; contracting and acquisition files; official personnel files; Social Security, payroll, retirement, and insurance records; and property management and inventory records.  Plans should account for identification and protection of the vital records, systems, and data management software and equipment, to include classified or sensitive data as applicable, necessary to perform essential functions and activities, and to reconstitute normal agency operations after the emergency.  To the extent possible, agencies should pre-position and update on a regular basis duplicate records or back-up electronic files. 

D.
Important Additional Reading

Emergency Management Principles and Practices for Health Care Systems:

Unit One: The Emergency Management Program

Pages 1-171 to 1-192, and 1-212 to 1-230

Available at:  www.va.gov/emshg
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