Backups

Description

The VISTA systems use concurrent unattended backups to back up the VISTA database.  Concurrent means that the backups are performed without shutting down the M environment and that users can be logged onto the system and modifying data.  Unattended means that the entire backup process can run to completion without human intervention.  

Journaling 

Journaling refers to the process of recording all sets and kills to the database into a file. The journal files can be used after a backup is restored to restore the database image to the moment before the data was lost. Journal files are stored in X:\journal and are named in the format DATE.SEQUENCE_NUMBER. Normally, new journal files are created after each backup. They are approximately 100mb each and new journal files are created  and added as each file is filled up.  The new file will simply increment the sequence number extension.

Overview and Theory

Backups can be used in several cases:

· Loss of database files from the disk

· Unwanted global kill from within the M environment

· Irreparable database degradation 

· Accidental deletion of routines

In order for a backup to be considered valid the OpenM database backup and the journal file backup must complete successfully.  If either one of these fail then the VISTA backup is not complete.  The backup procedures used for the VISTA systems are designed to tolerate a single backup media failure and still be able restore all VISTA data.

OpenM backup

Backups take place at several levels.  At the lowest level OpenM will backup all of the datasets that have been marked in LIGHTBULB UTILITIES/SYSTEM UTILITIES/BACKUPS.   The OpenM backup is a concurrent backup that provides the intelligence to keep track of modified blocks.  When a user makes a change to the database while the backup is running, the OpenM backup utility will flag the modified blocks as changed and perform backup passes until there are no outstanding modified blocks.  If, after three passes, there are still modified blocks which have not been backed up, then it will temporarily lock the database, back up the modified blocks, and release the database.  In order to have a complete backup the database and its corresponding journal files must be backed up.

The journal file backup

The journal file portion of the backup is performed by the Ultrabac utility.  It is started by the BACKIRM routine, which also passes it a list of journal files to back up.  After Ultrabac has backed up the journal files it then deletes them and returns control back to the BACKIRM routine.

How backups are stored


Backups place the VISTA database and the journal files that protect it on separate tapes.  Journal files and the database which they protect must never be stored on the same media.  This is true for backup tapes and for their actual disk locations too.  The following diagram illustrates this important separation.  The illustration below is a snapshot in time taken on Friday showing the week's five day rotation of tapes.
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Journal files represent the changes that occur to the database between backups.  The example above illustrates only one way that backups can be configured.  For example, if your backups run at 4am, then your journal file tapes will always contain journal files that include work done in a 24 hour period yet it will cover two different days.  Our theoretical backups run at midnight so they only span one day for ease of illustration.

Backup components

Backups require several components in order to run.  These are, from lowest (hardware) to highest (application) are:

· TZ89 tape drive  -  The large tape drive.  Uses a DLT-4 tape.  It is capable of 36gb of storage and can write data very quickly.  Used to back up the VISTA database.  In OpenM this device is called 48 and 58.

· TLZ09 4mm tape drive  -  The small tape drive.  Uses a standard 4mm tape to store the journal files.  In OpenM this device is called 47 and 57.

· BEI Ultrabac  -  Software used to perform the actual backup of the journal files and place them on the 4mm tape.

· OpenM  -  Backs up the VISTA database while on line.  OpenM actually writes the data to tape.

· The BACKIRM routine  -  This represents the "brains" of the backup process.  It coordinates the backup of the VISTA database and the journal files

· TaskMan  -  Responsible for scheduling of the BACKIRM routine

How backups run

1. The ZZ UNATTENDED BACKUP option is scheduled to run at a regular interval in taskman, which starts the BACKIRM routine

2. The BACKIRM routine calls the OpenM backup utility to back up all datasets that have been marked for backup

3. The OpenM backup switches to a new journal file after the database backup is complete

4. BACKIRM creates a list of all the journal files that have been used since the last backup

5. BACKIRM stores this list in a file that the Ultrabac backup utility can read

6. BACKIRM calls Ultrabac to backup the closed journal files, and Ultrabac deletes them after they have been backed up

The flowchart on the following page illustrates this procedure.
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Troubleshooting

BACKIRM and the Ultrabac program leave a trail for everything they do, and these also happen to be the best troubleshooting tools.  The various locations of these audit trails are:

· Backup logs  -  OpenM and Ultrabac maintain log files for their portions of the backup.  The OpenM backup logs are stored in Y:\BACKUP while the Ultrabac files are stored in Y:\ULTRABAC\LOGS.

· Event Viewer  -  Ultrabac logs all backup events into the Event Viewer

· Actual tape itself  -  The restore option in OpenM and Ultrabac allows you to view the actual contents of a tape without performing a restore from the tape

It is very useful to know the characteristics of your backups to help you identify backup problems.  You should have a rough idea how long it takes your backups to run (this can be determined from the log file) and know at what time and on what days they run.  Know how your backups normally behave will help you identify potential backup problems.

Ulrabac's inner workings

Until now we have glossed over exactly how Ultrabac is configured to work with the OpenM backup.  

Selecting Scheduling from the Preferences pull-down menu will display the following:
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This figure illustrates an important point in Ultrabac.  Ultrabac backups are broken down into two portions:  The backup procedure (always ending in the .ubb extension), and the backup list (always ending in the .ub extension).  The important difference is this:

The backup list tells Ultrabac what to back up; the backup procedure tells Ultrabac how to back it up.

The following form allows you to configure the "hows" of backups and your selections are stored in the journal.ubb procedure file.
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Option descriptions:

Clear Output Media  -  An overwrite flag.  When selected Ultrabac will "clear" or overwrite the data on the tape,  When not selected Ultrabac will append to the end of the existing data.

Verify After Backup  -  Will compare the contents of the tape to the original image on disk to ensure that what is on tape matches exactly the source file from disk.

Backup Registry  -  A flag to back up entire contents of NT's registry.  This is not used on the Vista backups

Clear Archive Bit  -  A file property that acts as a flag to indicated whether or not a file has been backed up. 

Log  -  Determines the detail of logging that will be retained:  Summary, detailed, or none.

After Backup  -  Determines whether Ultrabac will simply rewind or fully eject the tape after backup

Notifications  -  Determines how the system manager will be notified of Ulrabac events.  Event log will cause them to be logged in the NT Event Log;  MAPI E-mail, if configured, will cause it to send an E-mail message to a distribution list that you must define.

Before and After Job  -  This is similar to entry and exit actions on VISTA options.  You can specify actions to be taken before or after backups are finished.  

Define Output Devices for Backup  -  Controls to where Ultrabac will write its backup

  Editing these settings and saving them simply stores the responses in the configuration file.  These files are ASCII files and can be typed or viewed with a text editor.  The actual file contents look like this:
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Contents of Journal.ubb

Time:23:00

Days:NYYYYYN

Active:No

CheckDevice:0

Desc:JOUNAL FILE BACKUP

Disp:Rewind

Clear:Yes

After:Jdel.cmd

Registry:No

Log:Full

Verify:Yes

CompareVerify:No

AllowSkip:No

ErrRestart:No

ErrRestartGroup:Yes

SendMail:No

EventLog:Yes

Restore:No

ClearArcBit:Yes

Device:0

Sets:

journal.ub
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Contents of Journal.ub

%Journal file backup

@x:\

@

+journal\19980108.001
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Notice that this arrangement makes backups modular.  A backup list can be created and then re-used by any other backup procedure.  Multiple backup procedures can use the same backup list and multiple backup lists can be included in a singe backup procedure.

Interpreting the backup log file

Here is an actual backup log from our test system on 1-9-1998.
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   Cache Backup Utility

              --------------------------

Performing a Full backup.

Describes the backup type; full or incremental

Backing up to device: 48

This is the output device; 48 is the TK89 tape drive

Description

Full backup on 09 JAN 98 Node: VHAISHDHC1 
Date/time stamp and the node name

Backing up the following directories:

 w:\vaa\



This will list all of your datasets that will be backed 

 y:\rou\




up.  All of your datasets MUST be listed here!

Starting backup.

TIMESTAMP: 09 JAN 98 09:00PM

Start pass 1



Start actual backup, remember that you will see a brief 1 

TIMESTAMP: 09 JAN 98 09:00PM
minute hang at this point

Directory w:\vaa\


Another 1 minute hang as it moves to the next dataset

     Waiting for disk cleanup to finish.......

TIMESTAMP: 09 JAN 98 09:13PM

Directory y:\rou\

     Waiting for disk cleanup to finish......

TIMESTAMP: 09 JAN 98 09:15PM

Start pass 2

TIMESTAMP: 09 JAN 98 09:15PM

Directory w:\vaa\

     Waiting for disk cleanup to finish.......

TIMESTAMP: 09 JAN 98 09:16PM

Directory y:\rou\

     Waiting for disk cleanup to finish......

TIMESTAMP: 09 JAN 98 09:16PM

Start pass 3

TIMESTAMP: 09 JAN 98 09:16PM

 - This is the last pass - Suspending sets and kills
Last pass and last hang of the database

     Waiting for disk cleanup to finish......

Directory w:\vaa\

TIMESTAMP: 09 JAN 98 09:16PM

Directory y:\rou\

TIMESTAMP: 09 JAN 98 09:16PM

Last pass completed. 

Waiting for disk cleanup to finish......

Journal file switched to:

x:\journal\19980109.001
Switch to the new journal file

Global references are enabled.
Backup complete.

TIMESTAMP: 09 JAN 98 09:16PM
Backing up the journal files

Adding x:\journal\19980108.001 to the backup list
Add yesterday's journal file to UB list

Deleting old journal files




After UB backs it up, it is deleted

Backup of journal files completed


Restoration

Some restoration scenarios are:

1. Restore a single dataset and dejournal  -  This scenario might be used if a single dataset is accidentally deleted or corrupted beyond repair

2. Restore the entire database and dejournal  -  This scenario might be used if the entire W: drive fails or all datasets are accidentally deleted

3. Restore the entire database and do not dejournal  -  May be used if the entire system is damaged in some catastrophic event, where all disks on the system are destroyed.

4. Restore a dataset to another configuration, mount it, and save a routine or global that will then be loaded back into production  -  May be used if specific globals or routines are accidentally deleted.

Note:  Restoring a single dataset and choosing not to dejournal is not an option.  Remember that there are many VISTA level pointers between different files in different globals.  Restoring a single dataset without dejournaling will cause datasets in the VISTA database to represent different points in time and cause application level broken pointers.

Instructors note:  Also discuss an uncommon restoration task such as attempting a single dataset restore and finding that the most recent backup tape is bad.  Assume that the previous day's backup is good and describe how you would restore and apply journal files to get back up to date.

Demonstration of database restoration and dejournal

Instructor's demo on CIOFO test system.

REVIEW QUESTIONS

1. You are installing a new VISTA package and the installation notes warn that it will perform a file conversion that will be very journaling intensive.  It warns that it can generate up to 1gb of journaling.  

A. Which disk drive would you check to verify that you have this much space available?

B. Because OpenM uses 100mb journal files what special action, if any, must you take to ensure that it can handle 1gb of journal space?

2. You attempted to check the backup log for this morning's backup but no log file exists.  You suspect that the backup did not run.  Where would you look to review the scheduling of the backup?

3. True or False:  To eject the journaling tape after the journal backup is complete you would select Eject option and this would be stored in the .ub list file.

4. At noon, a problem with your W drive caused all of your VISTA datasets to be destroyed.  Your 4:00am backup completed successfully and no disks other than W were affected.  List the steps, in order, that you would take to restore the database to the moment before the failure occurred?  
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