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From:        Acting General Counsel (023)

 Subj:
Advisory Opinion – AFGE Request for Information Associated with VSR Skill Certification Testing
    To:       Director, VBA Office of Human Resources 

1.
You have requested an advisory opinion relating to a collective bargaining proposal made by the American Federation of Government Employees (AFGE or union) during negotiations over VBA’s Skill Certification Program for Veterans Service Representatives (VSRs).  More specifically, you have asked whether AFGE is entitled to receive specific information about bargaining unit employees’ performance on the VSR Skill Certification Test, which VBA uses to assess whether employees possess the subject-matter knowledge necessary to perform the duties of the GS-11 VSR position.  The union has proposed that VBA provide it with the following information relating to employees who take the Certification Test:
· Duration of current team assignment, years of service, grade level, gender, age, race, test score and version, and pass/fail status;
· Place of employment (Regional Office and work unit)
; and

· Copy of the VSR Skill Certification Background Information Sheet for each testing candidate, on which the employee is asked to self-report his or her grade level, gender, race/ethnicity, years of service with VA, year in his or her current job, Regional Office number, and months of experience as a VSR or Veterans Claims Examiner (VCE).

2.
You indicate that the union wants this information because validation tests indicate that some minority groups may score better than others on the VSR Skill Certification Test instrument.  You note that you recognize the union’s role as a representative of the employees taking the test, but are concerned about sharing information with AFGE that individual employees may not wish to disclose. In particular, you are concerned that if you report to AFGE too much detail about the employees who take the test, the union may be able to determine which individual employees have passed and which have failed. You have asked us to advise you what information AFGE is entitled to receive regarding its bargaining unit employees’ performance on the Skill Certification test, and what precautionary measures VBA should take to protect the privacy of those employees.
3.
For the reasons outlined below, we believe that the union’s proposal is non-negotiable because it would require VBA to violate the Privacy Act.  As a result, VBA has several options for responding to the union’s proposals.  First, it could declare the proposals non-negotiable. The union would likely respond to such a declaration by filing a negotiability appeal with FLRA, which would consider the parties’ arguments and determine, based on the particular facts presented in this case, whether the information the union has requested is protected by the Privacy Act and, if so, whether the individual employees’ privacy interests outweigh the public interest in disclosure of the information.

4.
Second, VBA could counter the proposals with an offer to provide the requested information in a redacted form or in separate data grids rather than a single report with multiple data fields.  For example, VBA could offer to provide AFGE with one report tracking pass/fail status by RO assignment and race, and a second report tracking pass/fail status by grade, years of VA service, and gender.  If three employees took the test at a particular RO – a GS 10 African American male with 8 years of VA service, a GS 10 African American female with 15 years of service, and a GS 11 white male with 10 years of service – and only one of those employees passed, it would be more difficult for the union to specifically identify which employees failed if the grade and demographic data were reported on separate grids rather than combined in a single report. If, however, employees at that RO could still determine who passed and who failed based on those separate grids, it may be necessary for VBA to provide fewer data fields per grid – pass/fail by gender, pass/fail by race, pass/fail by grade, pass/fail by RO, and so on – to avoid any Privacy Act violation. Because separating the requested data into multiple grids would likely preclude identification of individual employees’ pass/fail status, providing the requested data in this form would not likely violate the Privacy Act. If the union were to accept VBA’s proposal in this regard, the parties could complete their negotiations and VBA would then be free to implement any phase of the Certification Program that has been held in abeyance during negotiations.

5.
Finally, VBA could counter the union’s proposal with an offer to provide less information, or even no information, relating to individual employees’ performance on the Skill Certification test.  If the parties failed to reach agreement on this provision, the impasse would be referred to the Federal Conciliation and Mediation Service (FMCS) for resolution.  VBA could provide FMCS with its arguments regarding the breach of employee confidentiality and possible compromise of the test itself that would likely occur if the union were provided the information it seeks.  FMCS would consider each party’s position to determine which proposal it believes to be the most reasonable and workable.  

DISCUSSION:
6.
Federal labor unions may obtain information from agency management in any of four ways: (1) by requesting the information under the Freedom of Information Act (FOIA), 5 U.S.C. § 552 ; (2) by invoking the union’s statutory right to request data under 5 U.S.C. §7114(b)(4); (3) by exercising a contractual information request procedure such as that provided in Article 46, Section 5 of the VA-AFGE Master Agreement; or (4) by negotiating a contract provision requiring disclosure of a specific item or category of information.  While different procedural requirements apply to information requests under each of these methods, in no case may a union receive information the disclosure of which would violate the Privacy Act (5 U.S.C. § 552a) or another applicable privacy provision.

7.
In this case, AFGE has proposed that VBA provide the union with information relating to bargaining unit employees’ performance on the Skill Certification Test as one item in a proposed Memorandum of Understanding (MOU) relating to VBA’s implementation of the Skill Certification Program.  Most of the items on the MOU appear to be proposed procedures or appropriate arrangements to minimize the impact of the VSR Skill Certification Test on employees in the AFGE unit.  In general, Federal agencies are required to negotiate procedures or arrangements with their labor unions in connection with the exercise of management’s reserved rights.  5 U.S.C. §§ 7106(a), (b)(2), (b)(3).  When proposed procedures or arrangements involve the disclosure of information pertaining to individual employees, however, they are negotiable only if they comply with the Privacy Act and other applicable limitations on disclosure of information. See generally MSPBPA and MSPB, Washington, DC, 30 FLRA No. 97, 30 FLRA 852 (1988).  Moreover, as is explained more fully below, even if the proposal is negotiable, VBA may decline to agree to it if the proposal is problematic from a business perspective.
8.
We understand that much of the specific information re individual employees’ performance on the VSR Skills Certification Test is maintained by the test vendor, HumRRO, rather than by VBA.  We further understand that the test was initially administered for test validation purposes in addition to testing employees’ skills.  In connection with the validation testing, HumRRO obtained employees’ race, gender, grade, tenure and duty station information on the Background Information sheet and reported some of that data back to VBA, along with individual employees’ pass/fail data, in an effort to assess whether the test had an adverse impact on minority groups.  
9.
Each time the test is administered, employees who pass are either promoted or given a monetary award, which action is documented on a Form SF-50 Notification of Personnel Action filed in the employee’s Official Personnel Folder (OPF).  The promotions and/or monetary awards would also be documented in the Personnel and Accounting Integrated Data (PAID) system.   All data concerning the VSR Skills Certification Test, including data relating to individual employees’ performance on the test – to include the test questions themselves, employees’ responses to the test questions, and the data collected on the Background Information sheet -- is owned by VA and maintained by HumRRO.  
10.
We understand that information pertaining to or arising from the administration of the test may be kept in four different Privacy Act-protected systems of records.  When an employee is promoted or receives an award as a result of passing the test, the Form SF-50 documenting the promotion or award is filed in the OPF, which is covered by Office of Personnel Management (OPM) System of Records Notice OPM/GOVT-1 (“General Personnel Records”).  Promotion and award data is also maintained in the PAID system, which is covered by VA Systems of Records Notice 27VA047 (“Personnel and Accounting Pay System -- VA”).  Some documentation indicating that a particular employee has passed the test may also be kept in the employee’s Employee Performance File, which is covered by OPM System of Records Notice OPM/GOVT-2 ("Employee Performance File System Records").  Finally, individual employees’ test scores, responses to test questions, and information provided on the Background Information sheet may be maintained by HumRRO in a system of records covered by OPM System of Records Notice OPM/GOVT-6 ("Personnel Research and Test Validation Records").
11.
To the extent that the information AFGE seeks is maintained in the OPF, in PAID, in the Employee Performance File, or in some other information system that is subject to a VA or OPM system of records notice, it is subject to the protections of the Privacy Act.   Such information may be disclosed to the Union, without the prior written authorization of each employee about whom the Union seeks individually-identified information, only under one of two authorities.  The first authority is 5 CFR § 293.311(a), which provides for public disclosure from OPFs and Employee Performance Files of employees’ names, present and past position titles and occupational series, present and past grades, present and past salary rates (including performance awards, incentive awards, and the like), past and present duty stations (including room numbers, shop designations, etc.), position descriptions, and performance standards.  However, that disclosure authority is subject to a significant limitation, in that 5 CFR § 293.311(b)(1) forbids disclosure of information ostensibly covered by 5 
CFR § 293.311(a) if the data sought “is a list of names, present or past position titles, grades, salaries, performance standards and/or duty stations of Federal employees which, as determined by the official responsible for custody of the information[, … i]s selected in such a way that would reveal more about the employee on whom information is sought than the six enumerated items, the disclosure of which would constitute a clearly unwarranted invasion of personal privacy.”  
12.
The second authority under which VA may disclose information contained in the OPF or other Privacy Act-protected system of records to the Union is a routine use provided in the applicable system of records notice.  5 U.S.C. § 552a(b)(3).  OPM/GOVT-1, which covers the OPF, and OPM/GOVT-2, which covers Employee Performance Files, both provide for disclosure to unions as a routine use of information maintained within those systems of records.  See OPM/GOVT-1, routine use “j,” and OPM/GOVT-2, routine use “e.”  However, no such routine use is listed in OPM/GOVT-6 or 27VA047.
  Moreover, some of the test materials maintained under OPM/GOVT-6 are considered so sensitive that not even the individual employee who takes a test or examination covered by that system of records is permitted access to his or her test materials if the disclosure of the materials would compromise the testing process.  See 5 U.S.C. § 552a(k)(6) (an individual has no right of access to “testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal service the disclosure of which would compromise the objectivity or fairness of the testing or examination process”); see also “Systems Exempted from Certain Provisions of the Act” in OPM/GOVT-6, 65 Fed. Reg. 24732 at 24746 (April 27, 2000).  Under this rule, an employee who takes a test or exam to determine his or her qualifications for appointment, career development, or promotion in the Federal service has no right of access to any of the following materials: 

a. answer keys; 
b. assessment center and interview exercises; 
c. assessment center and interview exercise reports; 
d. assessor guidance material; 
e. assessment center observation reports; 
f.   assessment center and interview summary reports;

g. other applicant appraisal methods, such as performance tests, work samples and simulations, miniature training and evaluation exercises, interviews, and reports; 
h. item analyses and similar data that contain test keys and item response data;
i.   ratings given for validating exams; 
j.   rating schedules, including crediting plans and scoring formulas for other selection procedures; 
k. ratings sheets; 
l.    test booklets, including the written instructions for their preparation and automated versions of tests and related selection materials and their complete documentation; 
m. test item files; 
n. test answer sheets; 
o. those portions of research and development files that could specifically reveal the contents of the above exempt documents; and 
p. performance appraisals for research purposes.
Id.  While the union’s proposal is not tied to its representation of any particular employee, it is interesting to note that none of the AFGE bargaining unit employees who have taken the test has a right to access even his or her own test materials maintained under the OPM/GOVT-6 system of records notice.

13.
Viewed in light of all of the applicable authorities, AFGE’s proposal appears to seek some information that is specifically subject to disclosure and some information that is specifically protected from disclosure.  Under 5 CFR 
§ 293.311(a), the union – like any other member of the public – is entitled to some of the information maintained in the OPFs and Employee Performance Files of AFGE bargaining unit employees, to include names, position titles, occupational series, grades, salary rates, performance awards, duty stations, work site identifiers, position descriptions and performance standards.
 However, the union is not entitled to this information if it is requested in such a way as to constitute an unwarranted invasion of employees’ privacy under 5 CFR § 293.311(b).  For that reason, if the union seeks the names, grades, duty stations, etc. only of employees who take, pass, or fail the VSR Skills Certification Test, such information is protected from disclosure by 5 CFR § 293.311(b).   Moreover, the specific test questions, test answers, and other information that is covered by OPM/GOVT-6 is protected from disclosure because OPM/GOVT-6 does not list disclosure to the union as a routine use.  As is explained more fully below, we believe that these authorities prohibit disclosure to the union of the test questions, answer sheets, and information collected on the background information sheets, as well as information ostensibly releasable under 5 CFR § 293.311(a) if such information would be sufficient to permit the union to determine which individual employees passed or failed the VSR Skills Certification Test.  
14.
Because the above-referenced authorities prohibit disclosure of some of the requested information, the Federal Labor Relations Authority (FLRA) would likely determine at least some portions of the union’s proposal to be non-negotiable.  This is because the United States Supreme Court determined in U.S. Dep’t of Defense v. FLRA, 114 S. Ct. 1006 (1994), that where employees have a privacy interest in Privacy Act-protected information a labor union seeks from the employing agency, the agency must withhold that information unless the general public’s interest in disclosure of the information outweighs the employees’  privacy interest.  Consistent with that Supreme Court decision, FLRA balances these competing interests when it analyzes any form of union request for information – be it a statutory request, a contractual request, or a bargaining proposal – involving employees’ Privacy Act-protected information.  The Authority first formulated this balancing test in Dept. of Transportation, FAA, New York TRACON and NATCA, 50 FLRA 338 (1995) (FAA TRACON), in which it determined that employees’ privacy rights precluded disclosure of information reflecting the performance of individually-identifiable employees.  While FAA TRACON involved a statutory information request, the Authority used the same balancing test in a negotiability case, NTEU and Dept. of Treasury, Customs Service, 55 FLRA 1174 (1999), to declare non-negotiable a proposal that union officials be provided unredacted information relating to competitive selection actions:
In [TRACON], the Authority established the framework for analyzing claims that the Privacy Act bars disclosure of information. Under that framework, an agency asserting a Privacy Act bar based on a claim that disclosure would result in a clearly unwarranted invasion of personal privacy under Exemption 6 of the FOIA is required to demonstrate: (1) that the information requested is contained in a "system of records" under the Privacy Act; (2) that disclosure of the information would implicate employee privacy interests; and (3) the nature and significance of those privacy interests. [Citation omitted.]

If the agency makes the requisite showings, then the burden shifts to the party asserting that disclosure would not result in a clearly unwarranted invasion of personal privacy under Exemption 6 -- here the Union -- to: (1) identify a public interest cognizable under the Freedom of Information Act (FOIA); and (2) demonstrate how disclosure of the requested information will serve that public interest. [Citation omitted.] 
NTEU, 55 FLRA at 1179.  Notably, the public interest to be weighed against the affected individuals’ privacy interests is not the union’s interest in obtaining the information for representational purposes, but the interest of the public in general in knowing what the agency is doing.  As the Authority stated in NTEU:
The public interest that is cognizable under Exemption 6 and that, as a result, may be considered in balancing under TRACON is [not the union’s interest in receiving the information but] “the extent to which disclosure of the information would shed light on the agency's performance of its statutory duties or otherwise inform citizens as to what their Government ‘is up to.’" TRACON, 50 FLRA at 344 (citing United States Department of Justice v. Reporters Committee for Freedom of the Press, 489 U.S. 749, 773 (1989)).

55 FLRA at 1179-80.

15.
Disclosure of information requested by a union may violate the Privacy Act even if the requested information does not include employees’ names or personal identifiers.   Where the requested information is sufficiently detailed that the union or the employees in the subject work unit could “drill down” through the information to determine which data pertained to whom, the employees’ privacy interests are affected and the proposal is non-negotiable.  This is true whether all of the information necessary to identify individual employees’ performance is contained in the data requested by the union, or whether employees within the work unit could identify one another in the requested data based on other information that is commonly known. As the Authority explained in AFGE Local 1858 and Dept. of Army, Redstone Arsenal, 56 FLRA 1115, (2001):

Proposal 2 does not require disclosure of name-identified performance ratings.  However, even where an employee’s name is not identified on a requested document, if the identity of the employee is nonetheless apparent, then the employee’s privacy interests are affected.  [Citations omitted.]  Moreover, ‘what constitutes identifying information … must be weighed not only from the viewpoint of the public, but also from the vantage of those who would have been familiar’ with those individuals.  

56 FLRA at 1117-1118 (quoting Dept. of the Air Force v. Rose, 425 U.S. 352, 380 (1976) (emphasis added). See also Dept. of Justice, FCI El Reno and AFGE Local 171, 51 FLRA 584, 588-92 (1995) (agency need not disclose a settlement agreement when that disclosure would readily identify the subject employee); Alirez v. NLRB, 676 F.2d 423, 427-28 (10th Cir. 1982) (where requested documents would, even sanitized, enable employees “who had specific knowledge of [the subject] incidents to identify readily the informant and persons discussed in each document[,]” disclosure was not required; Andrews v. VA, 613 F.Supp. 1404, 1413-1414 (D. Wyo. 1985), reversed on other grounds, 838 F.2d 418 (10th Cir. 1988) (agency violated employees’ privacy rights where performance appraisal documents were provided to union in redacted form but redactions were insufficient to preclude identification of individuals by other employees in the work unit).
16.
If a bargaining proposal violates the Privacy Act, the proposal is non-negotiable, even if it would otherwise constitute a negotiable procedure or appropriate arrangement under the Federal labor relations statute. See NTEU, supra, 55 FLRA at 1181 (“[A] provision that is contrary to law or Government wide regulation remains so regardless of whether it is a procedure or appropriate arrangement, within the meaning of section 7106(b)(2) and (b)(3) of the Statute”).  As a result, AFGE’s proposal that VBA provide the union with specific information relating to employees’ performance on the VSE Skills Certification Test is negotiable only if the public interest in disclosure of that information outweighs the affected VBA employees’ privacy interest in keeping their test performance information confidential. This is true even though the union represents the affected employees, as that representation alone does not entitle it to information that is otherwise protected by the Privacy Act.  See generally Andrews v. VA, supra, and authorities cited therein.
17.
Much of the FLRA case law imposing the FAA TRACON balancing test involves employee performance appraisals, which are filed in the OPF or equivalent and set out qualitative information relating to individual employees’ job performance.  The Authority has also applied the FAA TRACON analysis to find the Privacy Act prohibits disclosure of information regarding competitive promotions, NTEU, supra, 55 FLRA 1174; to a list of employees who had received outstanding performance appraisals, Dept. of Justice, Office of Justice Programs and AFSCME Local 2830, 50 FLRA 472, 479-81 (1995); to lists of employees who did and did not receive awards, SSA, San Francisco Bay Area and AFGE Local 3172, 51 FLRA 58, 62-65 (1995); and to appraisal information used to evaluate candidates for a foreman position, VAMC Northport and AFGE Local 1843, 51 FLRA 66, 70-74 (1995).  The common denominator among these decisions is that the requested information was kept in Privacy Act systems of records, tied to individual employees, and retrieved by the employees’ names or other personal identifiers.  
18.
Applying this analysis to AFGE’s proposals, we believe that information relating to individual employees’ performance on the VSR Skills Certification Test would be protected by the Privacy Act, and that employees’ privacy interests would outweigh the public interest in disclosure.  More specifically, we believe that the information requested in the union’s proposal, taken as a whole, would be sufficient to identify the particular employees who have passed or failed the test at a particular Regional Office (RO).  If, as AFGE has at least conditionally requested, the RO were identified along with specific team assignment, race, and gender information about each employee, that information would likely be sufficient to permit employees and/or union representatives at the RO level to identify which individuals have passed the test and which have failed.  The disclosure of unredacted personnel information that is sufficiently detailed to permit identification of the individual subject(s) of such information constitutes a violation of the Privacy Act.  Andrews v. VA, supra, at 420.  If such disclosure is “intentional or willful,” it may subject the offending agency to liability for monetary damages.  5 U.S.C. § 552a(g)(4); see also Andrews, supra, 838 F.2d at 424-425.  For that reason, assuming – as discussed above – that VBA maintains the requested information in an official system of records, FLRA would likely find the union’s proposal to be non-negotiable under FAA TRACON and the other authorities cited above.  

Paul J. Hutter
Concur ______
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� We note that the union’s current proposal does not expressly require identification of the Regional Office (RO) assignment of each employee taking the test, but does provide that “the parties mutually agree to continue discussions on the issue of RO identification being added to the background sheet.”  Proposed MOU, para. 14.  Because the union is patently interested in receiving the RO assignment information, we have considered that information in our analysis of the proposal’s legality and negotiability.





� We understand that the union has also expressed an interest in specific information relating to individual employees’ test scores, test versions, supervisor’s assessments of employees’ likely success on the test, and references and citations provided as feedback for each of the various test versions. To the extent that the union continues to request this type of data, please see our discussion of OPM/GOVT-6 and 5 U.S.C. § 552a(k)(6) below.


� In this case the relevant information maintained in the PAID system, which is subject to the 27VA047 System of Records Notice, consists of individual employees’ promotion and award data that is also evidenced by documents in the OPF.  The fact that 27VA047 does not contain a routine use that would permit VA to disclose relevant information to the union does not bar VA from disclosing that same information from another system of records that does have such a routine use, in this case OPM/GOVT-1. 





� Most of this same information would be also subject to disclosure to the union under the routine uses listed in OPM/GOVT-1 and OPM/GOVT-2.





