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Office of Research Compliance and Assurance (ORCA)
Bi-Monthly Teleconference

Monday, October 21, 2002, Noon – 12:50 P.M. EST

ORCA Staff participating:

	ORCA Headquarters 
	ORCA Regional Offices

	Dr. David Weber
	Northeastern (Boston, MA) – Richard D’Augusta

	Dr. Joan Porter
	Southern (Atlanta, GA) – Dr. David Miller

	Dr. John Mather (via telephone)
	Midwestern (Chicago, IL) – Dr. Karen Smith

	Priscilla Craig
	Mid-Atlantic (Washington, DC) – Dr Anna Alt-White

	Peter Poon
	Western (Loma Linda, CA) – Dr. Paul Hammond

	Shannon McCormack
	

	Paula Squire Waterman
	


Introductions and Agenda  (Dr. David Weber): Dr. Weber, coordinating the teleconference call for Dr. Mather, introduced the call, noting that this teleconference had a busy agenda, covering the HIPAA final privacy rule and the ORCA CQI Toolkit.  Dr. Weber then introduced the first speaker, Julie Kaneshiro, from the Office for Human Research Protections (OHRP) (Department of Health and Human Services).  A handout on the final HIPAA privacy rule had been sent out the morning of the teleconference for discussion purposes.

HIPAA: Julie Kaneshiro (guest speaker): Ms. Kaneshiro is a Public Health Analyst at the Office for Human Research Protection (OHRP), DHHS

Much of what Ms. Kaneshiro said is summarized in the PowerPoint handout of slides she supplied for this teleconference session.  For that reason, the handout is attached to this document and direct references to slide number are made in the minutes of the teleconference.  For those unable to participate in the teleconference, it is possible to understand Ms. Kaneshiro’s references by printing off the slides to review with the minutes.

Ms. Kaneshiro emphasized that her talk covered the research provisions of the HIPAA privacy regulations.  The final revised regulations were issued August 14, 2002.  Ms. Kaneshiro reminded everyone that the compliance date for these regulations were April 14, 2003 for the VA.  The HIPAA privacy rules have important implications for human subjects research and affects how research will be conducted under the common rule.  As noted in slide 5, Ms. Kaneshiro noted she would cover the following topics related to the final HIPAA privacy regulations:  Background; Who and What is Covered; Research Provisions; and (Where to go for) More Information

The Background part of the talk is outlined in slides 4 and 5 in the attachment.  It was noted that HIPAA included the provision that HHS would publish privacy rules, if there was no Congressional action by August 1999.  Although many bills were introduced, the topic (including research provisions) was very contentious, and nothing passed the Congress.  Thus, the Secretary of HHS started the drafting process in the fall of 1999.  The first set of rules were published in December 2000, but were considered too difficult and burdensome by many of the affected parties for both treatment and research.  Comments were then solicited, and a new notice of proposed rulemaking (NPRM) was issued March 2002, with changes in many of the research provisions.  There were approximately 11,000 comments in response to the MPRM, and after reviewing those comments; the revised final regulation was issued on August 14, 2002.  

Slides 8 and 9 outline who and what are covered by these rules.  The HIPAA regulations cover use within the covered entities, as well as disclosure to covered entities for certain purposes and non-covered entities.

Who is Covered? (outside the regulation are public health officials, researchers, law enforcement, and marketers who are not otherwise covered as healthcare providers)

· Health care providers who transmit health information in electronic HIPAA transactions, including researchers who provide health care to research participants (e.g. researchers who conduct clinical trials)

· Health plans (how the VA is covered)
· Health care clearinghouses
What is Covered? (not covered by the HIPAA regulations are de-identified information and human biological tissue)

· Protected health information (PHI):

· Individually identifiable health information

· Transmitted or maintained in any form or medium (paper and electronic records or even oral communication)
· Decedents’ health information (in contrast to Common Rule that does not govern research involving decedents or their information)

Two definitions in the regulations are particularly important.  First of all, the definition of what constitutes “de-identified” information, since it is not covered by the privacy rules.  De-identification occurs under one of two circumstances: 1] essentially allowing for a statistician (or someone with statistical expertise) to determine that the probability of identifying an individual from supplied information would be very low; 2] the ‘safe harbor’ provision (probably received the most discussion) that essentially allows covered entities to consider information to be de-identified if 18 identifiers have been stripped (see slide #24).  The controversy occurs because many of the identifiers to be stripped are quite inclusive and have not usually been considered identifiable in the research community.  In the revised privacy rule issued in August, an additional provision was added in response to researchers’ concerns with the stringent definition of de-identified data.

Human biological material is not covered by the privacy regulations because HHS determined that human biological material (say, a vial of blood) is not in and of itself individually identifiable.  There could be information maintained in connection with the vial of blood or derived from the vial of blood that could be considered protected health information (PHI) but the specimen itself is not considered to be PHI.

Slides 10-13 cover what’s covered by the privacy regulations, especially as it relates to research Key Point.  In general, the Privacy Rule requires patient authorization for the use or disclosure of PHI.  In most cases, the privacy rule requires that a covered entity actually obtain a patient’s written authorization before information can be used or disclosed for any purpose.  There are, however, several exceptions, including in research.  IMPORTANT POINT: The Privacy Rule does not override the Common Rule or FDA’s human subject regulations.  So if the research comes under the Common Rule, FDA regulations, and HIPAA privacy rules, all 3 sets of regulations must be followed.)

· What Research is Affected?  Basically two types of research are affected.

1.
Research that uses existing PHI, such as:

· Health services research

· Outcomes research (epidemiological studies)

2. 
Research that includes provision of health care to research participants, such as:

· Clinical trials (because under the rules the definition of a health care provider actually includes researchers who provide health care to research participants)

· How can covered entities use PHI?  The Privacy Rule permits covered entities to use and disclose PHI for research conducted either

· with individual authorization –OR– 

· without individual authorization under limited circumstances (as defined in the regulations)
Slides 14-17 describe how the use of PHI With Individual Authorization applies.

Authorization must include several elements regarding use or disclosure on PHI, analogous to informed consent in that authorization much include specified elements.  

· For example, for research involving health care (clinical trials) the authorization form would address how PHI being generated would be used, disclosed, and protected as part of the research study.

· For records research/health outcomes research/epidemiological studies, the authorization form would address how the use of existing health information would be conducted within that study, both in terms of use and potential future disclosure and how the information would be protected.

Below is a description of what the authorization must describe.  The elements are not specific to research, but must be included with every authorization (the authorization for marketing purposes would have to have the same elements as a research authorization).

· The information

· Who may use or disclose the information

· Who may receive the information

· Purpose of the use or disclosure (cannot be for future unspecified research, must be limited to a specific research study, unlike research consent that may be obtained, under some circumstances, for a class of research, e.g. release information for breast cancer research)

· Expiration date or event (can state “none” for research).  In general, the authorization must have an expiration date or an event, and the conclusion of a research study can be classified as an “event,” and included as such in the authorization form.  Research authorizations ONLY, are permitted to have no expiration date; all other kinds of authorizations must have an expiration date or event.

· Individual’s signature and date

· Right to revoke authorization (“reliance exception” permits continued use/disclosure to maintain integrity of research study).  There is concern over what will happen to data already collected if authorization is revoked.  The ‘reliance’ exception in the Rule does appear to allow for continued use or disclosure of protected health information to maintain the integrity of the research study.  Just exactly what that means isn’t entirely clear, and it is hoped to see HHS guidance on that point in the future.  This is a balance between maintaining the integrity of the research and the individual’s rights of privacy and autonomy who would chose not to permit their information be used for research any longer.  

· Inability to condition treatment, payment, enrollment or eligibility for benefits – except for research-related treatment

· Re-disclosures may no longer be protected by the Rule
With individual authorization, the Rule allows all required authorization forms to be combined with the informed consent for research.  Quick summary of Common Rule and Privacy Rule comparison for research conducted with subject’s permission shows that Common Rule/FDA-regulated research have requirement of IRB review/informed consent, while Privacy Rule requires patient authorization, without independent requirement of 3rd party review by IRB or any other ‘body.’

The material up to this point deals with research conducted using information conducted with patient authorization.  The rest of the talk will deal with how the Privacy Rule works for research conducted WITHOUT patient authorization; however before Ms. Kaneshiro continued, she asked if there were any questions on the material up to this point.   (Q) In the section of the authorization that states the purpose of the research, where that must be limited to a specific research study, does this mean that a patient cannot authorize PHI to be placed in a database of some sort to be used for future research?  (A) To clarify, under the Privacy Rule, HHS has said that the creation of a repository or research database actually constitutes a research study in and of itself.  So that kind of use or disclosure would be permitted for the creation of this repository or database.  But what is limited is that it can’t be a ‘blanket’ kind of authorization so that not only would the person be authorizing their PHI to flow for the creation of the database or repository, it could not be drawn to say that information once in that repository/database could be used for future unspecified research studies.  Provided the database/repository were held by a covered entity, (or a covered entity’s business associate) then before information could actually be used from the repository/database, the research used would have to have the patient’s authorization (as required by the Privacy Rule) or a waiver of authorization for that specific research study.  (Q) This is a question about the idea that you can separate the authorization from the informed consent because IRBs because IRB review is not required for the authorization.  It seems that under the Common Rule, the IRB has to review all measures taken to protect the confidentiality and privacy of individuals involved in research, and also has to review the entire informed consent process.  It seems that the authorization necessarily is part of the informed consent process and also contains the information about how individuals privacy and confidentiality will be protected, so I don’t see how, under the Common Rule, you can set up a system whereby the IRB would not review the authorization?  (A) You’re correct, the Common Rule does have specific provisions for informed consent concerning the extent to which confidentiality will be maintained and so some of the requirements of what must be in the authorization are (arguably) already are or ought to be included in the informed consent process.  But, as I mentioned, the requirements are separate under each regulation, so I think one would be in compliance if you decided to separate these two processes.  The informed consent document and process would have to include everything required under the Common Rule and would have to undergo IRB review.  Under the Privacy Rule, all the elements of authorization would have to be included, but there is not an independent requirement.  I think what you’re pointing out is that it often makes a lot of sense to combine the two processes, given there is potentially quite a bit of overlapping information and that’s why many institutions are deciding as a policy to combine the two forms.  But just as a strict regulatory matter it’s not required.  (Q) I guess I’m disagreeing.  I think that the Common Rule does require that every aspect of informed consent be reviewed by the IRB.  (A) Right, but this is not informed consent per se which I think is the difference.  (Q) Well, I guess I think it IS informed consent in the sense that it tells the prospective subject the conditions for their participation in research.  (A) It’s just more detailed than is required by the Common Rule.  But certainly your interpretation is one that they may want to take, but the privacy rule itself doesn’t require IRB review.  And this is something we’re going to grapple with in developing guidance for the research community on how the Privacy Rule will affect research, particularly research that is already governed by the Common Rule and FDA regulations.  (Q) Yes, but separating the Privacy Rule from informed consent, you still have the regulatory requirement that the IRB consider the extent to which confidentiality will be maintained.  Under that provision, I don’t see how you can avoid at least the IRB being told what the authorization says and what the extent will be for that specific study. (A) I think there will be some overlapping elements, but the right to revoke the authorization (for example) is not an element of informed consent and it is an element of authorization.  But many of the other elements of authorization would be included in a comprehensive informed consent document.  (Q) But I was talking explicitly NOT of informed consent but of the requirements for the IRB review, which is different.  (A) I think I’m missing your point.  (Q) My point is that one of the requirements for IRB review (independent of informed consent) is the IRB review the extent to which confidentiality will be maintained.  (A) As a condition of approval.  (Q) Exactly.  That’s a requirement of their review, so I don’t see quite how they can divorce some of this from IRB review because by other regulation the IRB is required to look at that.  (A) That’s a good point.  So this is something HHS may need to take a look at more closely.

Now, let’s look at how the Privacy Rule works for research conducted WITHOUT patient authorization.  This material is from slides 18–26.  Under the Privacy Rule, there are 4 options for conducting research without patient authorization.

· Option 1:  Obtain documentation that an IRB or privacy board has determined that the following waiver criteria were satisfied: (NOTE:  similar to Common Rule waiver criteria except that they are privacy-focused, rather than looking at risks/benefits of the research they are looking at privacy risks associated with the research study.)

· The use or disclosure of protected health information (PHI) involves no more than a minimal risk to the privacy of individuals, based on, at least, the presence of the following elements:

1. An adequate plan to protect the identifiers from improper use/disclosure;

2. As adequate plant to destroy the identifiers at the earliest opportunity consistent with conduct of the research, unless there is a health or research justification for retaining identifiers or such retention is required by law; and

3. Adequate written assurances that PHI will not be reused/disclosed to any other person or entity, except as required by law, for authorized oversight of research project or for other research for which use/disclosure of PHI would be permitted by this subpart.

· The research could not practicably be conducted without the alteration or waiver;

· The research could not practicably be conducted without access to and use of the PHI.

· Option 2: The covered entity has obtained representation that the use or disclosure is necessary to prepare a research protocol or for similar purposes preparatory to research; (NOTE:  included to allow researchers to do basic research on data with identifiers to see if there is an idea worth pursuing or protocol worth developing.  Does NOT allow, however, a researcher to remove PHI from site of covered entity or to contact prospective research subjects.)

· Option 3: The covered entity obtains representation that the use or disclosure is solely for research on decedents; PHI; (NOTE:  created to provide some parallel to Common Rule and Privacy Rule and does not require IRB or Privacy Board review for research that only uses decedents) –OR–
· Option 4: Only use or disclose limited data set/”indirect identifiers” (e.g. zip codes, dates of service, age, death) for research, public health, or health care operations; AND require a data use agreement from recipient agreeing to use only for purpose provided and not to reidentify or contact individual.

· Limited data set MUST exclude: (1) names; (2) postal address information other than town or city, state and zip code; (3) telephone numbers; (4) fax numbers; (5) electronic mail addresses; (6) SSNs; (7) medical record numbers; (8) health plan beneficiary numbers; (9) account numbers; (10) certificate/license numbers; (11) vehicle identifiers and serial numbers, including license plate numbers; (12) device identifiers and serial numbers; (13) web universal resources locators (URLs); (14) internet protocol (IP) numbers; (15) biometric identifiers including finger and voice prints; and (16) full face photographic images and any comparable images.

· Data use agreement must: 

1. Establish the permitted uses and disclosures of such information by the recipient (i.e., for research, health care operations or public health);

2. Establish who is permitted to use or receive the limited data set; and

3. Provide that the limited data set recipient will…

a) Not use or further disclose the information other than as permitted by the data use agreement or as otherwise required by law;

b) Use appropriate safeguards to prevent use or disclosure of the information other than as provided for by the data use agreement;

c) Report to the covered entity any use or disclosure of the information not provided for by its data use agreement of which it becomes aware;

d) Ensure that any agents, including a subcontractor, to whom it provides the limited data set agrees to the same restrictions and conditions that apply to the limited data set recipient with respect to such information; and

e) Not identify the information or contact the individuals.

Quick summary of Common Rule and Privacy Rule comparison (see slide 27) for research conducted WITHOUT subject’s permission shows that Common Rule/FDA-regulated research have requirement of IRB review and four broad waiver criteria, while Privacy Rule has three waiver criteria, including 1) preparatory research, 2) research on decedents, or 3) limited data set and data use agreement.

Julie then ended with two points (slides 28 and 29).  First of all the accounting provision, a point of concern to the research community, which gives patients the right to have an accounting of all disclosures made without their authorization, including research disclosures, except for disclosures of the limited data set with a data use agreement.  The accounting is quite detailed, must be specific for every disclosure made, has to state who disclosure was made to, for what purpose, the kind of information disclosed, the date it was disclosed and several other provisions.  Many in the research felt this accounting was so burdensome for covered entities that many covered entities would not disclose information to researchers because of the necessity of an elaborate accounting system for such disclosures.  As a compromise, HHS decided that for 50 or more records disclosed for research, a list of protocols is given to the subjects whose PHI could have been disclosed, although that doesn’t necessarily mean their information was actually disclosed for a specific research study.  HHS also recognized that this was not as useful for possible subjects as an accounting that requires revealing an actual research disclosure.  HHS has said in the Preamble of the Privacy Rule that it would conduct an evaluation of this practice at some point to see if the information being provided to patients truly is helpful to them.  HHS has not said, however, when this evaluation will take place.

The final point Julie made related to what was going to happen to ongoing research when the Privacy Rule compliance date was passed.  The Privacy Rule does not distinguish between research that involves some sort of treatment, and research that does not.  Further, the following will be ‘grandfathered-in’ if obtained prior to the compliance date of the Privacy Rule.

· Legal permission for use or disclosure of PHI;

· Informed consent for the research; or

· An IRB waiver of informed consent under the Common Rule.

If any of these three things were obtained prior to the compliance date, they continue to be good after the compliance date.  For research studies that are continuing recruitment after the compliance date, authorization must be obtained in addition to informed consent.  The authorization would have to meet the requirements of the privacy rule.  Any consent documents have to have been executed before the compliance date of the privacy rule to be valid.  They can’t simply be a form that the IRB has approved.

Julie asked if there were any questions.  (Q) You’re telling us that preliminary information will be out in the next month, you think.  Is that correct.  (A) Our goal is at get out in the next month the OCR guidance that contains the research section  (Q) I’m trying to understand the implications of these rules for the use of VA national health data sets.  These data sets are analyzed after eliminating what the VA considers identifiers (names, SS numbers), but now with the criteria in place, is there some way this can be used to manipulate data without identifiers?  (A) Well one thing is to look at the definition of de-identified data to see whether those identifiers are specifically needed for your research.  One thing about that list of identifiers is that you are allowed to maintain a code that enables linkage to an individual, provided that the key to the code is not disclosed for the research.  So there can be coded information that can be considered de-identified.  The other option is the one for the limited data set with the data use.  If you don’t need to have any of the identifiers on that list of identifiers that must be excluded, that may be an option.  Many of those operating tissue repositories are thinking that the limited data set with the data use agreement is an option they will probably use quite often, because they don’t need those direct identifiers.  (Q) Can you tell us more about that agreement for limited data sets?  Who is making the agreement and what is it supposed to say?  (A) The agreement is made between the covered entity and the recipient researcher, and the Privacy Rule is very specific about what this agreement must say (see also section 164.514 (e) for the specific terms and conditions of a data use agreement).  

Julie closed by giving the URL for the OCR Privacy Website  http://www.hhs.gov/ocr/hipaa.

ORCA HQ Project Updates and Staff Reports:
· Dr. David Weber – Reporting of SAEs.  Dr. Weber noted that the Advisory Committee working with ORCA to look at current policy of reporting to CO on adverse events has come up with a recommended policy that involves reporting only  those research related incidents or events that cause or threaten to cause harm and result in  substantive corrective actions by the IRB (actions include major changes to a protocol or consent form, and/or restriction, suspension, or termination of a study or an investigator’s participation in research).  In addition, the death of any normal, healthy volunteer participating in research must be reported.  We are preparing a handbook directed at the reporting research related incidents or adverse events incorporating this policy.  Once this is developed, it will be reviewed again by the ORCA ROs and by the ORCA Field Advisory Committee.  We would like to complete and distribute handbook to the field before the end of the year, however, form approval processes may delay its release.  

ORCA hopes to exert better oversight and assistance to IRBs and research programs in the reporting of  research related incidents or SAEs.  The policy under development has been developed to be realistic and to allow the best protection of the veteran, research participant with the current manpower limits available.  This is the initial step taken to improve the effectiveness of the reporting program to provide improved patient protection. 

· Dr. Karen Smith: CQI (Continuous Quality Improvement) Working Group.  Dr. Smith stated that those listening to the conference call should be receiving a copy of ORCA’s CQI Tool Kit in the mail over the next few weeks.  The Midwest RO is currently getting it out, trying to get a copy to every person who has a key role in the HRPP at all VAs.  Dr. Smith also noted they would be bringing extra copies of the CD to VA Day.  It is hoped the CQI Toolkit will be helpful to individual VAs as they start adopting techniques of CQI with their human research protection program (HRPP).  This is being adopted nationwide as the logical extension of moving from reactive to proactive methods to maintain high quality in the protections given to human subjects.  This product was developed to help people improve the performance if their HRPP.  Dr. Smith attached an information sheet and screenshots for the CQI Toolkit.
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· Paula Squire Waterman: VA Day at PRIM&R, 2002.  Ms. Waterman emphasized that the online registration for VA Day at PRIM&R was separate from the PRIM&R/ARENA registration, and those attending both would need to register separately for each one.  Ms Waterman asked listeners who thought they might be attending to be sure to register so there would be enough handouts and adequate food.  In addition, Ms. Waterman noted that EES was working with the VA Day planning group and that there would be continuing education credits for doctors, nurses and pharmacists, as well as VA contact hours.  Ms Waterman gave registration deadlines for those wanting education credits.  

ORCA Regional Office Updates 

· Southern – Dr. David Miller: Received an invitation from VISN 7 to attend their research retreat and he is looking forward to seeing everyone again there.

· Northeastern – Richard D’Augusta: Did a SPAR visit last week that went very well.  Thanked Drs. Min-Fu Tsan and David Weber for their assistance.

· Mid-Western – Dr. Karen Smith: Are working on the Toolkit.  Wanted to mention that ORCA would have a poster and a display at SRA.  The poster is on the “red flags” that ORCA looks for when they do an on-site review.  Also, to stop by the display to say ‘hi’ to ORCA staff.  Dr. Smith also noted that her RO currently has a GS-13 position available for a health science specialist with a special emphasis on laboratory animal welfare.

· Mid-Atlantic Regional Office – Dr. Min-Fu Tsan: Dr. Anna Alt-White reported for Dr. Tsan.  Dr. Alt-White noted the Mid-Atlantic Regional office expected to have two GS-13 positions posted soon, one with particular emphasis on data base development, and the other with FDA drugs and device expertise. Also working on four TED projects related to the patient brochure – reprint of the brochure, translation of the brochure into Spanish, a video and a poster on the brochure.

· Western – Dr. Paul Hammond: The Western Regional Office is relocating to March Air Force Base.  Telephone numbers and contact information will be forthcoming.  They are trying to make arrangements to keep their current telephone numbers and will keep everyone informed.
Post-Conference Call  (optional until 1:50 P.M.): The discussion above had gone over the initial 50 minutes and continued into the post-conference call time.  At the end of the ORCA Regional Office update, there were no further questions and the call was completed.
Next Teleconference:  The next teleconference will take place Monday, December 16, 2002 (3rd Monday of the month) at Noon EST for 50 minutes.  The call-in number will be (800) 767-1750 – Access code: 24088#.
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