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Office of Research Oversight
Research Information Protection Program Checklist

March 2009

This Checklist is provided to assist facilities in ensuring compliance with regulations and policies for the protection of VA research information, including the Federal Policy for the Protection of Human Research Subjects at Title 38 Code of Federal Regulations (CFR) Part 16 (Common Rule), VA Handbook 6500, VA IT Directive 06-2, VHA Directive 2007-040, and VHA Handbooks 1200.1, 1200.05, and 1605.1.  Please direct any questions you may have about the checklist to ORO Central Office or your ORO Regional Office.

SOURCES OF DOCUMENTATION/EVIDENCE: Prior to conducting a self-assessment with this checklist, it would be helpful to assemble the following documents:
1. For the Research Service’s Research Information Protection Program (RIPP)

a. A description of the RIPP with relevant organizational chart(s)
b. All applicable VISN, Facility, and Research Service policies and procedures 

c. All relevant internal and external inspection or monitoring reports for the past 36 months (e.g., ORO, ITOC, OIG, self-audits).
2. For all research committees and subcommittees affecting the RIPP, such as the Research and Development Committee (R&DC) and Institutional Review Board (IRB): 

a. Standard Operating Procedures and Policies

b. Minutes for the past 24 months

c. Current Membership Rosters
3. All existing agreements related to the RIPP, such as Memoranda of Understanding and System Interconnection Agreements (MOU/SIA).

4. List of current approved research projects/protocols

A list of acronyms related to research information protection is provided in the Appendix.
	VA Facility:
	     

	Reviewer(s):
	     

	Review Date:
	     


	Section A.
Appointment of the ISO and PO to the IRB or R&DC

	A1
	Is the Privacy Officer (PO) appointed by the Medical Center Director as a non-voting member of either the Research & Development Committee (R&DC) or the Institutional Review Board (IRB) of record?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Directive 2007-040 §3 & §4(b)1
	     

	A2
	Is the Information Security Officer (ISO) appointed by the Medical Center Director as a non-voting member of either the R&DC or the IRB of record? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Directive 2007-040 §3 & §4(b)1
	     

	A3
	Does the PO complete a thorough review of all human subject research protocols in regards to data security/privacy before the research commences?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Directive 2007-040 §4(b)2 & (b)4
	     

	A4
	Does the PO document his or her review of all human subject research protocols?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Directive 2007-040 §4(b)2 & (b)4
	     

	A5
	Does the ISO complete a thorough review of all human subject research protocols in regards to data security/privacy before the research commences?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Directive 2007-040 §4(b)2 & (b)4
	     

	A6
	Does the ISO document his or her review of all human subject research protocols?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Directive 2007-040 §4(b)2 & (b)4
	     

	A7
	Has the PO received appropriate IRB training?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.5 §7.d(10)
	     

	A8
	Has the ISO received appropriate IRB training?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.5 §7.d(10)
	     

	Section B.
Data Access, Storage, and Transport

	B1
	Do all research staff obtain written approval from their supervisor and the ISO to transport, transmit, access, and use VA sensitive information outside VA facilities?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3)(c); 6.c.(4)(c) 
	     

	B2
	Do all research staff, contractors, business partners, and any person who has access to and stores VA sensitive information have approval from a supervisor and ISO before using removable storage media or devices to store sensitive information?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(4)(a)
	     

	B3
	Do all research staff authorized to remove confidential and Privacy Act-protected electronic data consult with their supervisors and ISOs to ensure the data is properly encrypted and password-protected in accordance with VA Handbook 6500 Appendix D, FIPS 140-2, and VA policies?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA IT Directive 06-2
	     

	B4
	If research staff maintain VA sensitive information on non-VA owned OE, has it been specifically designated and approved in advance by the supervisor and a waiver been issued by the VA’s CIO/designee?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(4)(j)
	     

	B5
	Are only VA appointed or contracted personnel permitted to access VA-owned equipment used to process VA information or to access VA processing services?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3) (g) 
	     

	B6
	Are back ups made of sensitive information contained on mobile storage devices, including hard drives, laptops, thumb drives, servers, and computer?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c(4)(q)
	     

	B7
	Are back ups of VA sensitive information protected with the same or equally effective physical security as that required to protect the source?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b(4)(b)14.h.
	     

	B8
	Do research staff protect verify codes and passwords from unauthorized use and disclosure?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 Appendix G, VA National Rules of Behavior, Specific Rules of Behavior §2.i.
	     

	B9
	Do research staff encrypt all email that contains sensitive information?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3)(a), §6.c.(7)(a)
	     

	B10
	Do research staff auto-forward email to addresses outside the VA network?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(7)(b)
	     

	B11
	Is WOC employee access to VA information systems or VA information limited to non-sensitive, read-only information, whenever possible?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b.(1)(b)6.
	     

	B12
	Are requests for access to VA information systems or VA information by Volunteers, WOC and Work Study Students routed through the ISO for review and concurrence?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b.(1)(b)6.
	     

	Section C.
Systems and Devices

	C1
	Are VAGFE systems administered only by VA OI&T employees or personnel approved through VA OI&T waiver (e.g., contractors, vendors, etc.)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Memo from VA CIO on 10/24/2006“ Administrative Rights to Office of Information & Technology (OI&T) Infrastructure & Systems”
	     

	C2
	Do research staff connect only information technology systems or devices specifically purchased or authorized by OI&T’s Chief/CIO to the VA local and wide area network or any other OI&T resource? 

NOTE: Exceptions are those systems or devices specifically authorized in the terms and conditions of an approved MOU/SIA
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b.(4)(b)15.d.
	     

	C3
	Do Facility documents/records show that the site consistently implements IT access controls for portable and mobile IT devices on an ongoing basis?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500  App. D 4.b.(20)(b)
	     

	C4
	If research staff need to utilize a thumb drive to access or store VA information, do they receive written permission from their supervisor to receive an OI&T furnished thumb drive?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(4)(e), (f), (g)
	     

	C5
	If non-VA personnel supporting VA research require a thumb drive:
	
	
	
	VA Handbook 6500 §6.c.(4) (h)
	     

	
	a) Do they furnish their own FIPS 140-2 certified thumb drives that conform to the published listing of VA approved USB thumb drives? AND
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) Do they obtain permission from a designated VA supervisor before the thumb drives are utilized?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	C6
	Do research staff coordinate with VA OI&T staff and the ISO when electronic media containing VASI must be sanitized (e.g., before systems storage devices are released from custody for disposal)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b.(9)
	     

	C7
	Are research staff aware of the procedures to follow when handling viral or malicious code infection? 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b.(7)(b)10.
	     

	C8
	Are wireless devices: 
	
	
	
	VA Handbook 6500 §6.c.(4)(u)
	     

	
	a) Equipped with FIPS 140-2 encryption unless a waiver has been approved by the CIO?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) Up-to-date on the latest anti-viral and software/security patch remediation as applicable?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	C9
	Is wireless access to VA information systems protected by authentication?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(4)(u)
	     

	C10
	Is scanning for unauthorized wireless access points conducted at least monthly?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 Appendix D.§4.b.(19)(c)
	     

	Section D.
Remote Access

	D1
	Are all requests for One VA VPN accounts for research staff approved by the immediate supervisor prior to submission to the ISO?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3) (h) 
	     

	D2
	Do supervisors review research staff remote access user security agreements annually to verify continuing need?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §5.b.(19)(i)
	     

	D3
	Do supervisors contact the ISO to ensure that remote access privileges are terminated as soon as they are no longer required? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3) (p) 
	     

	D4
	Does the ISO ensure that remote access accounts are disabled if they are not used for a period of 90 days, and are removed if not used for 6 months?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3)(q)
	     

	D5
	Is remote access to VA information systems by research staff documented, monitored, and controlled?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3)(b),
Appendix D 4.b.(18)(d)1.
	     

	D6
	Do research staff simultaneously connect to VA and one or more non-VA networks?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3)(f),
Appendix D 4.b.(18)(d)5.
	     

	D7
	Do all applicable MOUs, contracts, statements of work, and data use agreements include assertions that all parties will conform to VA remote use policies and procedures?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(3)(e),
Appendix D 4.b.(18)(d)4.
	     

	D8
	Are all remote systems (VAGFE and OE) used to access  VA systems equipped with, and use, VA-approved antivirus (AV) software and a personal (host-based or enclave based) firewall that is configured with a VA-approved configuration?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.c.(4) (n),(s)
	     

	Section E.
System Interconnections

	E1
	Are all system interconnections to information systems outside the accreditation boundary authorized by the Operating Unit?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.a(13)
	     

	E2
	Are interconnection agreements (MOU, SIA) approved by the ISO and local OI&T management? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.a(13)
	     

	E3
	Are interconnection agreements (MOU, SIA) in place prior to connection with other systems?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.a(13)
	     

	E4
	Are data communication pathways from VA facilities to non-VA business partners that cannot pass through the One-VA Internet gateways:
	
	
	· 
	· VA Handbook 6500 §6.c.(6)
· Memo from VA CIO on 02/15/2008 “VA Legacy External Connections”
	     

	
	a) Fully documented?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) Approved by the OI&T Chief/CIO and ISO?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	c) Managed and coordinated with and by the VA NSOC?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	Section F.
Physical Security and Access Control

	F1
	Does the research facility contain equipment or information critical to the information infrastructure, e.g., data/telecommunications closets or server rooms? If so: 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b.(4)(b)2., 3., 4., 12.

	     

	
	a) Are they locked?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) Is direct physical access limited to authorized personnel?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	c) Are visitors monitored, escorted, and signed in on an access log?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	d) Does the ISO conduct and document a physical security review on an annual basis?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	F2
	Do employees use physical locks to secure portable computers to immovable objects when the computers must be left in a meeting room, or other semi-public area to which individuals other than the authorized employee have access?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
VA Handbook 6500 §6.b.(4)(b)14.d. and §6.b.(4)(b)14.e.
	     

	F3
	Do research staff protect VA sensitive information contained on printouts and other media by keeping VA sensitive information in locked files or cabinets when not in use and dispose of VA sensitive information through shredding or other approved disposal methods?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b(4)(b)14.k.
	     

	F4
	Do staff file personal papers and non-record materials separately from official VA records? 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6300.1 Chapter 5 §1.c.
	     

	F5
	If computer equipment is to be moved from one physical location to another is it first authorized by OI&T management?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b.(4)(b)15.f.
	     

	F6
	Are staff aware that, when traveling, they must keep portable computers or storage devices in their possession, not in check-in baggage?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VA Handbook 6500 §6.b.(4)(b)14.g.
	     

	F7
	Do Facility documents/records show that the Facility performs the following?
	
	
	
	VA Handbook 6500 Appendix D § 3.a.(5)(c)1.
	     

	
	a) Revokes the information system accounts of exiting personnel
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) Conducts exit interviews with departing personnel
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	c) Collects all information system-related property (keys, ID cards, building passes) of departing personnel
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	d) Retains access to official documents and reports on VA information systems created by exiting personnel
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	F8
	Do research staff report the loss, theft, or compromise of VA sensitive information, VA equipment or device, or any non-VA equipment or device used to transport, access, or store VA information immediately to the facility ISO and supervisor; and if the loss of information includes confidential or Privacy Act protected data, do they also notify the facility PO?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	· VA Handbook 6500 §6b.(10)(b) §6.c.(4)(r)
· VHA Handbook 1200.05 §7.d(12)
· VA IT Directive 06-2
	     


	Section G.
R&DC, IRB, and Investigator Data Protection Responsibilities 

	G1
	Does R&DC initial or continuing review of research projects that involve the use of veterans’ data or another person’s data (identified or de-identified) include an assessment of the mechanisms in place to ensure the: 
	
	
	
	VHA Handbook 1200.1 §10.e.
	     

	
	a) Security of data and all files; 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) Confidentiality of data, including data derived from research subjects; 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	c) Release of data in accordance with VHA regulations and policies; and
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	d) Control of the data so that reuse of the data is within an approved research protocol and in compliance with VHA procedures
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	G2
	Can the facility demonstrate that all appointed and contracted research staff have taken mandatory Privacy Awareness and Information Security Awareness training within 30 days of hire and annually within the current fiscal year thereafter?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	· VHA Handbook 1605.1 §35.h.(1)-(4)

· Memo from PDUSH on 06/27/06 "Cyber Security and Privacy"
	     

	G3
	Do research staff develop and implement plans for data use, storage, and security that are consistent with VA, VHA, and other Federal statues, regulations, and policies?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.1 § 5.e.
	     

	G4
	Does the IRB have written procedures that reflect the requirement for reporting unauthorized use, loss, or disclosure of individually-identifiable patient information to the VHA Facility PO?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.05 §7.d(12) 
	     

	G5
	Does the IRB have written procedures for reporting violations of VA information security requirements to the VHA facility ISO?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.05 §7.d(13)
	     

	G6
	Does the IRB use the expedited review process when identification of the subjects and/or their responses would reasonably place them at risk of criminal or civil liability; or be damaging to the subject’s financial standing, employability, insurability, and/or reputation; or be stigmatizing, unless reasonable and appropriate protections are implemented so that risks related to invasion of privacy and breach of confidentiality are minimal?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.05, Appendix B, 1b.
	     

	Section H.
Informed Consent

	H1
	Does informed consent contain a description of reasonably foreseeable risks or discomforts to the subject including, for example, privacy risks (legal, employment, and social)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.05, Appendix C 2a. 7
	     

	H2
	Do IRB records document the justification for a WAIVER of DOCUMENTATION of INFORMED CONSENT?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	· 38 CFR 16.117(c)(1)

· VHA Handbook 1200.05, Appendix C §3.f.(1)(a), 3.f.(2)
	     

	
	· If so, is the justification that the only record linking the subject and the research would be the consent document and the principal risk would be potential harm from a breach of confidentiality?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	H3
	Do IRB records document the justification for a WAIVER of INFORMED CONSENT or alteration of the elements of informed consent?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	· 38 CFR 16.116(d)(2)

· VHA Handbook 1200.5, Appendix C, 2.d.(2)(b)

	     

	
	· Does the IRB document that the waiver or alteration will not adversely affect the rights and welfare of the subjects?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	H4
	Does the Informed Consent include a statement describing the extent to which confidentiality of records identifying the subject will be maintained (e.g., describing disclosures to non- VA researchers and entities such as sponsors and study monitors)?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.05- Appendix C §2.a.(10)
	     

	H5
	If appropriate, does the Informed Consent include a statement that Federal agencies such as the Office for Human Research Protection (OHRP), Government Accountability Office (GAO) and Food and Drug Administration (FDA) will have access to the records?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1200.05- Appendix C §2.a.(10)
	     

	H6
	Do Informed Consent documents used after July 10, 2006, include information about how and where a research subject can obtain more information regarding the study, including verification of the validity of a study and authorized contacts?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Memo from PDUSH on 07/10/06 "Researcher Contacts with Veterans"
	     

	Section I.
HIPAA Authorization, Privacy and Release of Information

	I1
	Does the IRB document the findings on which it based its decision for granting a waiver or alteration of the HIPAA Authorization and include all the necessary elements:
	
	
	
	VHA Handbook 1200.05, Appendix E

	     

	
	a) Identification of the IRB.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) Date of IRB approval of waiver of authorization.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	c) Statement that the alteration or waiver of authorization satisfies the following criteria:
	
	
	
	
	

	
	(1) The use or disclosure of the requested information involves no more than a minimal risk to individuals’ privacy based on, at least, an adequate:
	
	
	
	
	

	
	(a) Plan to protect identifiers from improper use or disclosure;
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	(b) Plan to destroy the identifiers at the earliest opportunity consistent with the research, unless there is a health or research justification for retaining the identifiers or such retention is required by law; and
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	(c) Written assurance that the requested information will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of the information would be permitted by the Privacy Rule.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	(2) The research could not practicably be conducted without the waiver or alteration; and
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	(3) The research could not practicably be conducted without access to and use of the requested information.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	d) A brief description of the Protected Health Information (PHI) for which the IRB has determined use or disclosure to be necessary.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	e) Identification of the review procedure used to approve the waiver of authorization (full committee or expedited).
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	f) Signature of the Chair of the IRB, or member designated by the Chair, to approve the waiver of authorization.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	I2
	If protected health information is used to recruit subjects for research protocols has the IRB waived the requirement for HIPAA authorization?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	ORO guidance: VHA Policy is more Restrictive than NIH Guidance Regarding Recruitment of Study Subjects under the HIPAA Privacy Rule (9/5/07)
	     

	I3
	Is the HIPAA Privacy Rule Authorization written in plain language and does it include: 
	
	
	
	· 45 CFR Part 164.508(c)

· VHA Handbook 1200.5 §7.a.(4)(b)

· VHA Handbook 1605.1 §14.b
	     

	
	a) The identity of the individual to whom the information pertains (i.e., name and social security number). 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) A description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion. If HIV, sickle cell anemia, drug and/or alcohol abuse treatment information is to be disclosed this information must be specifically identified in the description.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	c) The name or other specific identification of the person(s), class of persons, or office designation(s) authorized to make the requested use or disclosure.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	d) The name or other specific identification of the person(s), class of persons, or office designation(s) to whom the agency may make the requested use or disclosure.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	e) A description of each purpose of the requested use or disclosure. The statement “at the request of the individual” is sufficient when an individual initiates the authorization and does not, or elects not to, provide a statement of the purpose.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	f) An expiration date or event that relates to the individual or the purpose of the use or disclosure. Examples of appropriate expiration date language are as follows:
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	i) The statement “end of the research study” or similar language is sufficient if the authorization is for use or disclosure of individually-identifiable health information for research.

ii) The statement “none” or similar language is sufficient if the authorization is for the agency to use or disclose individually-identifiable health information, including for the creation and maintenance of a research database or research repository.
	
	
	
	
	

	
	g) The signature of the individual, or someone with the authority to act on behalf of the individual, and date signed.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	h) A statement that the individual has the right to revoke the authorization in writing except to the extent that VHA has already acted in reliance on it, and a description of how the individual may revoke the authorization (e.g., to whom the revocation is provided). 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	i) A statement that VHA may not condition treatment, payment, enrollment, or eligibility for benefits based on the individual completing an authorization.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	j) A statement that individually-identifiable health information disclosed pursuant to the authorization may no longer be protected by Federal laws or regulations and may be subject to re-disclosure by the recipient.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	I4
	For reviews preparatory to research, has the Research Service obtained from the researcher representations that no protected health information is to be removed from the VA by the researcher in the course of the review?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	45 CFR §164.512(i)(1)(ii)(B)
	

	I5
	Do VHA investigators obtain prior written authorization from the subject or a waiver of authorization from IRB or privacy board for using individually-identifiable health information involving non-employee research subjects for research purposes?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1605.1 §13.a.(2)(b)1 and 2
	     

	I6
	Do VHA investigators use the requested data only in a manner consistent with the approved research protocol for which the information was requested?  
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1605.1, §13.a.(2)(d)
	     

	I7
	Is individually-identifiable information of subjects who are not VHA employees disclosed to non-VHA investigators only after: 
	
	
	
	VHA Handbook 1605.1 §13 b.(1)
	     

	
	a) Written authorization 
-OR-
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	b) Waiver of the authorization requirement by an IRB or Privacy Board and approval of the Under Secretary for Health or designee?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	
	· For disclosures to Non-Federal investigators, are the names and addresses of subjects excluded from the disclosure unless provided by the non-Federal investigator?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	I8
	Is Title 38 USC §7332-protected information disclosed without written authorization only when conditions listed in VHA Handbook 1605.1 §13.b.(1)(d) are met?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1605.1 §13 b.(1)(d)
	     

	I9
	If VHA employees are research subjects in their capacity as VHA employees, is their individually-identifiable information (excluding health information) disclosed to non-VHA investigators for research purposes without written authorization only in accordance with the Privacy Act and applicable VHA privacy policy?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	VHA Handbook 1605.1 §13 b.(2) (a)
	     

	Section J.
Contact with Veterans

	J1
	Is contact with veterans limited to reasons outlined in the IRB approved protocol or reasons that are clinically essential?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Memo from PDUSH on 07/10/06 "Researcher Contacts with Veterans"
	     

	J2
	During the recruitment process do researchers make initial contacts with veterans in person and/or by letter prior to any telephone contact?
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	Memo from PDUSH on 07/10/06 "Researcher Contacts with Veterans"
	     


ACOS/R&D
Associate Chief of Staff for Research and Development

AO/R&D 
Administrative Officer for Research & Development

CFR 
Code of Federal Regulations

CIO 
Chief Information Officer

CRADO 
Chief Research and Development Officer (VHA)
DHHS 
Department of Health and Human Services

DTA
Data Transfer Agreement

DUA
Data Use Agreement

DUSHOM
Deputy Under Secretary for Health for Operations and Management (VHA)
FDA 
Food and Drug Administration (DHHS)
FIPS
Federal Information Processing Standards

FISMA
Federal Information Security Management Act 

GAO
Government Accountability Office

HIPAA
Health Insurance Portability and Accountability Act of 1996

HRPP 
Human Research Protection Program

IRB 
Institutional Review Board

IRM
Information Resource Management

ISA
Interconnection Security Agreement (also known as SIA)
ISO
Information Security Officer

MOU 
Memorandum of Understanding


NIH 
National Institutes of Health (DHHS)
NIST
National Institute of Standards and Technology

NSOC
Network and Security Operations Center

OE
Other Equipment (e.g., non-VAGFE)

OHRP 
Office for Human Research Protections (DHHS)
OI&T
Office of Information and Technology (VA)
ORD
Office of Research and Development (VHA)

ORO
Office of Research Oversight (VHA)

PHS
Public Health Service (DHHS)

PI
Principal Investigator

PKI
Public Key Infrastructure

PO
Privacy Officer

R&DC
Research and Development Committee (VHA)

RCO 
Research Compliance Officer

RMS
Rights Management Services
SIA
System Interconnection Agreement (also known as ISA)
SOP 
Standard Operating Procedures

USC
United States Code

VA
Department of Veterans Affairs

VA CIO
VA Chief Information Officer; Assistant Secretary for Information and Technology 

VACO
VA Central Office

VAGFE
VA Government Furnished Equipment


VAMC 
Department of Veterans Affairs Medical Center
VASI
VA Sensitive Information
VHA
Veterans Health Administration (VA)
VISN
Veterans Integrated Service Network
VPN
Virtual Private Network

WOC
Without Compensation

DIRECTIONS: Check the Yes, No, or Not Applicable (N/A) box pertaining to each question; under the Notes column, cite the reference(s) to support your answer (e.g., R&DC SOP section), describe any features of exceptional merit, or explain any deficiencies.
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