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Introduction

This toolkit has been developed through a collaborative effort of VHA clinicians and administrators involved with delivering or overseeing the delivery of Home Telehealth services. The purpose of this toolkit is to provide standardized guidelines and procedures for the design and delivery of Home Telehealth services in VHA for the benefit of patients, their families, and clinicians. These standardized guidelines and procedures apply to:

1. Establishing a new Home Telehealth program

2. Revising or reviewing an existing program

Among the suggested benefits for Home Telehealth is that it can move the locus of care for patients with chronic diseases from hospitals into the home. Home Telehealth services have the potential to improve quality of life and satisfaction, while decreasing use of expensive services such as inpatient stays and emergency room visits.  Home Telehealth may be particularly beneficial for the frail elderly who have mobility limitations and diminished access to transportation.  Home Telehealth is neither a single health care intervention nor a simple vehicle to facilitate care delivery. Instead it is a “package of care” that can involve a range of health care interventions whose delivery is mediated via a number of different innovative information technologies. 

Use of Toolkit

Any VHA clinician or administrator who wants to provide or is already providing Home Telehealth services can use this toolkit. The toolkit content includes common requirements that should be considered when providing Home Telehealth services. Selected appendices that are examples of existing policies, procedures, protocols, and other helpful forms and information from current successful Home Telehealth programs supplement these requirements.

	Section 1.
	Needs Assessment for Home Telehealth and Patient Selection Criteria


Why Do a Needs Assessment?

It is important to target patient populations that are appropriate for the successful deployment of Home Telehealth services. Current Home Telehealth literature supports a variety of disease conditions that have been managed successfully. Conducting a needs assessment will help determine:

1. Sufficient patient-based need for Home Telehealth services

2. How and where the services will be integrated into the existing infrastructure or if new programs should be implemented

3. Whether there will be sufficient cost-savings/cost avoidance to sustain services

Performing Needs Assessment

Using available data sources such as DSS, KLF or others, generate a list of high-risk, high-use, high-cost patients and determine what diagnostic codes are most common in this population. Some of the most common patient populations that could benefit from Home Telehealth in VHA include patients with the following diagnoses:

1. Hypertension



8.  Stroke

2. Diabetes




9.  Arthritis

3. Heart failure



10.  Depression

4. Coronary artery disease


11. PTSD

5. COPD




12. Bipolar disorder

6. Dementia




13. Palliative Care

7. Pain management



14. Schizophrenia 

Data on the above population needs to be obtained for the VISN/medical center/satellite/CBOC for which the Home Telehealth program will be located. In reviewing data for the target population, numbers of hospitalizations, hospital bed days of care, ER visits, unscheduled clinic visits, nursing home admissions, nursing home bed days of care, and pharmacy prescriptions should be taken into account. 

In addition to doing a patient needs assessment it is also recommended that clinicians be surveyed to determine what services are currently being provided, where gaps in services exist, and the level of interest in augmenting current care with Home Telehealth services.
General Selection Criteria

To determine who may be appropriately referred for Home Telehealth services, commonly used VHA criteria include:

1. Eligible veterans with established high-use, high-cost consumption patterns.

2. Homebound veterans with chronic health conditions

General Exclusion Criteria

1. Home/residential environment that is unsafe for patient, staff or equipment

2. Documented violence/aggression

3. Active substance use

4. Patients who decline participation in the informed consent process

5. Patients without access to a telephone and electricity

Needs Assessment: Sample Forms (See Appendices)

Appendix 1.A: VHA’s Home Telehealth Needs Assessment Tool 1
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Assessment 1.doc...


Appendix 1.B: VHA’s Home Telehealth Needs Assessment Tool 2
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	Section 2.
	Program Guide


This guide was developed to serve as a suggested foundation for implementing a successful Home Telehealth program that incorporates all required elements for provision of services, competency, and accreditation. 

VHA Directive # 2002-042 The Credentialing and Privileging of VHA Health Care Providers Remotely Delivering Health Care to Patients at Home, In Vet Centers, and In Non-health Care Settings via Telemedicine and/or Telehealth.

This directive is a comprehensive statement on the requirements for VHA provision of remote services through Home Telehealth. Its criteria for providing remote telehealth services to patients in their homes must be followed in addition to any other accreditation requirements (e.g., Joint Commission on Accreditation of Healthcare Organizations (JCAHO)). The directive is available on line at http://www.va.gov/publ/direc/health/direct/12002042.pdf 

Management of Services
Before initiating a program decisions about care management need to be made. The following questions should be addressed before implementing any Home Telehealth program.

1. Who will be managed (based on the needs assessment)

2. How will they be managed (e.g., what services will be provided? Will these services replace existing care, augment existing care, or provide services not currently provided?)

3. When will they be managed (e.g., frequency of services)

4. Who will provide the services

The answers to these questions can be found in data obtained through the needs assessments and internal databases. Clinicians most likely to provide services include: nurses, social workers, dieticians, rehab therapists, pharmacists, and physicians. Once these questions have been answered then policies, procedures, informed consent, and protocols can be initiated.

Care Coordination

Assessment and monitoring of patients in their residential environment provides the appropriate information to providers and the healthcare system to assure the right care, at the right place, and at the right time. Care coordination reduces clinical complications and the use of resources that these complications can consume. Using care coordination as part of any Home Telehealth program can increase work efficiency and enhance management of chronic disease through collaboration between the Home Telehealth service providers and other healthcare team members.

Policies and Procedures (see Appendices)

Appendix 2.A: VHA’s Home Telehealth Policy Template
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Protocols (see Appendices)

Appendix 2.B: VHA’s Home Telehealth Equipment Maintenance Policy
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Appendix 2.C: VHA’s Home Telehealth & Disease Management Protocol 
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Appendix 2.D: VHA’s Home Telehealth Safety Considerations
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Informed Consent (see Appendices)

Appendix 2.E: VHA’s Home Telehealth Informed Consent/Fact Sheet


[image: image7.wmf]Generic Informed 

Consent.doc


	Section 3.
	Human Resources


The following examples are provided to help meet Human Resources and accreditation requirements when implementing a home telehealth program. Credentialing and privileging of home telehealth service providers is addressed in the VHA Directive #2002-042. Sample orientation guidelines and functional statements/competencies are provided in attached Appendices listed below.  For purposes of consistency, the term ‘care coordination’ and ‘care coordinator’ are used.  This does not preclude use of the term ‘case management’, ‘case manager’, or other similar positions and terminology.

Employee Orientation Checklist

Appendix 3.A: Care Coordinator Orientation Checklist
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Appendix 3.B: Equipment Skills Checklist for Employees
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Employee Functional Statement/Competencies and Position Description

Appendix 3.C:  Care Coordinator Functional Statement/Competencies
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Appendix 3.D: Program Assistant Competencies, Care Coordination Program 
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Appendix 3.E: Secretary Competencies, Care Coordination Program
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Appendix 3.F: Care Coordinator, Title V Position Description
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Credentialing and Privileging

VHA Directive # 2002-042 is available on-line at http://www.va.gov/publ/direc/health/direct/12002042.pdf  
	Section 4.
	Technology


Technical Requirements

After establishing the target population and Home Telehealth services to be provided, selection of technology needs to be made within existing technical support systems.

Home Telehealth Equipment
There are several vendors with products to deliver Home Telehealth services. It is recommended that whatever products are selected, they should be demonstrated by the vendor and pilot tested in the target patient population whenever possible before purchase to ensure appropriateness. Technology should be selected to meet the needs of the target population instead of making the target population fit within the scope of services provided by the technology. Once technology has been decided upon it is recommended that other customers of the vendor be contacted as a reference; the vendor should be able to provide contact information for other customers. This process is useful in identifying any problems or pitfalls with using the technology.

The following is a partial listing of website addresses for companies that sell Home Telehealth products and services:


www.amacalert.com



www.americantelecare.com

www.cybercare.net



www.cybernetmedical.com


www.healthhero.com



www.hommed.com



www.informedix.com



www.llmi.com




www.meridian-medical.com


www.neptec.com



www.panasonic.com



www.windcurrentstech.com
Back-up for Equipment Failure (See Appendices)

A process for providing services in the event of equipment failure should be outlined in the program policy and procedure. Customer support options provided by each vendor should also be included in the back-up procedure.

Appendix 4A: VHA’s Protocol for Disruption In Home Telehealth Service
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Appendix 4B: VHA’s Home Telehealth Technology Trouble-shooting Log
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Information Management and Security (See Appendices) 
All technologies selected for providing Home Telehealth services must comply with the requirements of the Health Information Portability and Accountability Act (HIPAA).

Appendix 4.C:  VHA Directive 6210 Automated Information System (AIS) Security
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Appendix 4.D: VHA Directive 0710 Personnel and National Information Security
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Appendix 4.E: VHA Directive 6214 Information Technology Security Certification & Accreditation Program
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Technology Assignment Algorithm (see Appendices)

Appendix 4.F: VHA’s Home Telehealth Technology Assignment Algorithm 
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Equipment Maintenance and Infection Control (see Appendix)
Home Telehealth equipment may or may not meet the JCAHO requirements for durable medical equipment (DME). If devices do meet requirements then the local medical center’s policy for maintenance of such equipment should be followed. These procedures should be incorporated into the program policy or stand alone as a separate policy. Vendor guidelines for equipment maintenance should also be followed to comply with warranties or other requirements.

Home Telehealth equipment must be sanitized between patient use to ensure compliance with DME, JCAHO standards, and local medical center policy and procedures. These procedures should be incorporated into the program policy or stand alone as a separate policy.

Appendix 4.G: VHA’s Home Telehealth Infection Control Policy 
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Technology Dos and Don’ts




	Dos
	Don’ts

	Know your patient population: literacy level, education level and socioeconomic status because these things often impact whether patients will accept the technology.
	Market your technology as computers. Older patients especially are often intimidated by computer technology and might not be accepting of the technology.

	Choose technology that is simple.
	Assume patients know about the Internet or other types of technologies-don’t take anything for granted.

	Choose technology for the right reasons, always put the patient’s needs first.
	Expect the veteran to be able to use the technology without coaching or repetition.

	As much upfront education on the technology as possible.
	Worry if you continually need to reinforce the use of the technology.


Inventory Tracking Tools (see Appendices)
Appendix 4.H: VHA’s Home Telehealth Equipment Tracking Tool Delivery Sheet
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	Section 5.
	Workload Credit and Budget


Workload Credit

The process by which DSS stop codes are attached to clinical activity for the purposes of recording numerical data on Home Telehealth related visits. Each local facility currently will assign appropriate codes to document encounters with patients using Home Telehealth. Currently a national task group is working to identify stop codes for Home Telehealth services. A document Telemedicine/Telehealth Coding, Billing, Workload Credit, and Reimbursement is currently in draft format.

Budget (See Appendix)

Appendix 5.A: VHA’s Home Telehealth Budget Template
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	Section 6.
	Patient Requirements


The following appendices are examples of tools used with patients who will be receiving home telehealth services.  Each tool may need to be revised to fit the specifics of the particular equipment used in the home.  Since the home telehealth services will be provided to patients with a variety of health care problems and diagnoses, patient education materials used locally should be appropriately provided to home telehealth patients.

Rights and Responsibilities (see Appendix)

Appendix 6.A:  VHA’s Home Telehealth Patient Rights and Responsibilities
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Equipment Safety (see Appendix)

Appendix 6.B: VHA’s Home Telehealth Equipment Safety Considerations
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Skills validation Checklists (see Appendix)

Appendix 6.C:  VHA’s Home Telehealth Patient Skill Validation Checklist
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Privacy and Confidentiality

Patient privacy in relation to audio-video visits will be maintained in accordance with VHA Directive # 2002-042 www.va.gov/publ/direc/health/direct/12002042.pdf and JCAHO standards http://www.jcaho.org. 

	Section 7.
	JCAHO/Documentation Requirements


Applicable Standards
Home Telehealth programs will have accreditation requirements found within the continuing care standards. This was recently confirmed by a visit of the care coordination leadership for VHA to the Joint Commission Headquarters in Chicago. A presentation and discussion cemented that programs would not be viewed as home care unless they were embedded in traditional home care models such as HBPC.  A careful review of applicable standards is important before developing program policies and procedures.

Documentation Templates (See Appendix)

Appendix 7.A: Network 1 Patient Education Template Note
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Initial Assessment (See Appendix)

Appendix 7.B: Network 8 TLC Template Progress Note
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Televisit Note (See Appendices)

Appendix 7.C: Network 1 Home Telehealth Progress Note
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Appendix 7.D: Network 8 HH Initial Assessment and Note


[image: image29.wmf]"Network 8 HH Initial 

Assessment and Notes template1.doc"


Monthly Note/ Quarterly Note (See Appendix)

Appendix 7.E: T-Care Monthly Note
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Discharge Note (See Appendix)  

Appendix 7.F: T-Care Dis-Enrollment Progress Note
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	Section 8.
	Performance Improvement and Outcome Evaluation


Data Collection Process

When designing an evaluation, one must select the 1) patient population of interest; 2) health care / telehealth service to be provided; and 3) appropriate measures.  The patient population can be defined in two ways.  First, the population can be defined by diagnosis, e.g., patients with diabetes or mental health problems.  The second way is to define common problems experienced by the target population, e.g., medication management, over utilization of certain services.  Section 1 of this toolkit describes the needs assessment process and patient selection criteria.

The health care or telehealth service to be provided can be defined along a continuum of care (e.g., from urgent/emergency care to routine to care delivered at home), by provider (e.g., MDs (specialty, primary); RN; allied health), by services offered (care, consultation, monitoring, and / or educational), or by telemedicine communication mode or delivery (e.g., store & forward, Web based consultation and teaching, e-mail, phone, or interactive video).

The third axis represents the important outcome measures selected for the particular population and service delivered.  Outcomes include utilization, patient and provider satisfaction, and clinical/functional/quality of life outcomes.  These outcomes are described in this section.

The last component of this section includes an example of service line quality measures for performance improvement.
Available Databases for Patient Data
1. KLF

2. DSS

3. VISTA/PTF

4. CPRS

Patient Demographics
1. Age

2. Race

3. Marital status

4. Eligibility status

5. State/county [can be used to estimate travel distance, rural vs. urban]

6. Service [Era; combat]

7. Education level

8. Insurance coverage

Utilization Data (See Appendix)
The following should be considered when tracking utilization outcomes in the target population.

1. Number of hospital admissions

2. Number of hospital bed days of care

3. Number of ER visits

4. Number of unscheduled/walk-in clinic visits

5. Number of pharmacy prescriptions

6. Number of lab tests

7. Number of outpatient procedures

8. Number or frequency of phone calls to providers/case managers

Patient / Provider Satisfaction

Patient satisfaction

A few telehealth specific patient satisfaction surveys have been developed.  Two examples are provided below.  A third survey can be found in the following reference:

Demiris, G., Speedie, S., & Finkelstein, S. (2000). A questionnaire for the assessment of patients’ impressions of the risks and benefits of home telecare. Journal of Telemedicine and Telecare, 6, 278-284.

Appendix 8.A: Patient Satisfaction Survey Example
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Appendix 8.B: VHA Telemedicine Patient Feedback Survey
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Provider satisfaction

Two examples of provider surveys are included below.  Also included is an “item bank” – items can be selected to create a provider survey tailored to a specific project.

Appendix 8.C: Provider Surveys
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Appendix 8.D: VHA Telehealth Provider Item Bank 
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Clinical / Functional / Quality of Life Outcomes 

Clinical outcomes will relate directly to the population receiving services.  For example, if the population is defined by diagnosis, e.g., patients with diabetes or hypertension, then important clinical outcomes include stabilization of HgbA1c and/or blood pressure.  If the population is defined by a health care problem, e.g., medication management, then the outcome measure relates to that problem.  For example, medication compliance can be assessed using pill counts, pharmacy refills, laboratory testing, and patient self-report.

Functional outcomes can address physical, social, or cognitive/psychological function.  Examples of physical function measures include the Katz Index of Activities of Daily Living (ADL) or Functional Independence Measure (FIM).    Social function can be assessed using scales such as the Social Support Questionnaire.  Cognitive/psychological function can be assessed using scales such as the Geriatric Depression Scale.

The most commonly used generic measure of quality of life is the SF-36 or SF-12.  Veteran specific versions are recommended (e.g., SF-36V).  Disease specific instruments are useful as well, for example the Minnesota Living with Heart Failure Questionnaire.

A full description of the functional status and quality of life tools listed above can be found in: McDowell, I. & Newell, C. (1996). Measuring health: a guide to rating scales and questionnaires, 2nd. ed. New York: Oxford University Press.

Performance Improvement / Quality Measures

Below is an example of service line quality measures for performance improvement.  Within the list are appropriate measures addressing compliance with VA Clinical Guidelines.

Appendix 8.E:  Example Service Performance Measures
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	Section 9.
	Marketing


Marketing the Home Telehealth program should begin during the planning phase and should include internal and external stakeholders. Sharing of information early on will also encourage buy-in from healthcare providers and other clinicians whose collaboration will be vital to the success of the program. Educational programs, technology fairs, luncheons or related events can be used to spread the word and build a base of support for the program. Press releases to the local media-newspapers, TV and radio stations should also be considered working through the local public affairs officer.

Marketing materials (see Appendices)  

Appendix 9A:  Virtual Learning Center – Home-Telemedicine Improves Access & Quality of Healthcare and Decreases Overall Costs
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Appendix 9B: Lesson of the Month – VA Connecticut Healthcare System home telemedicine program optimizes care to some of their homebound
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Appendix 9C:  VHA’s Home Telehealth Press Release
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	Section 10.
	Resources


Glossary of terms: This is a partial listing of the most commonly used words or phrases to describe Home Telehealth activities, equipment or requirements.

Analog – Information electronic or otherwise that is created and transmitted as a continuous stream. Compare this to digital information generated by computers. Most Home Telehealth devices require the use of analog (direct dial, not through the PBX) not digital phone lines to operate.


Bandwidth – The capacity of an electronic transmission to transmit data per unit of time. 
The higher the bandwidth, the more data can be transmitted. Typically measured in 
kilobits or megabits per second (Mbps). Standard telephones are low bandwidth devices 
with cable TV being high bandwidth.


Baud rate – Is the ring rate or line power of the telephone line providing service into a 
given structure (home). Most Home Telehealth devices require a minimum baud rate of 
14,000 to make successful video capture. However, the lower the Baud rate the likely 
disconnections will happen.


Component video – This type of video yields better image quality, higher lines of 
resolution, and better color.


Digital – Information coded in numerical values (bits). Digital data streams are less 
susceptible to interference like analog streams are. They can be more easily integrated 
with other data streams such as voice/video/data.


Digital camera – Captures images (still or motion) digitally and does not require analog 
to digital conversion before the image can be transmitted or stored in a computer. Most 
Home Telehealth equipment uses digital video cameras.


Encryption – A mathematical transposition of a file or data stream so that it cannot be 
deciphered at the receiving end without the proper key. Encryption is a security feature 
that assures only the appropriate parties participates in a video visit or data transfer.


Firewall – A computer connected both to the Internet and the local hospital network that 
prevents the passing of Internet traffic to the internal hospital network. Provides an added 
security layer.


Frame rate – Frames per second (fps) displayed on a video unit. A frame rate of 25-30 is 
considered full motion. Anything less than that is noticeably “jerky.” Slower frame rates 
may be inadequate for some assessments such as gait and balance activities.


HL7 – Health Level 7. A standard interface between hospital information systems.


Internet – A loose gathering of thousands of computer networks forming an enormous 
worldwide area network.


Intranet – A “private Internet”, or internal web that employs certain communication 
protocols used over the Internet. The Intranet may be linked to the public Internet through 
tightly managed gateways.


ISDN – Integrated Services Digital Network, a low-to-medium speed technology for 
digital telephone. Some Home Telehealth is ISDN based and can be used where available.


Local Area Network (LAN) – A computer network linking computers, printers, servers, 
and other equipment within a system. Can support audio, video, and data exchange.


Modem – Modulator/Demodulator. Enables transmission of digital data over standard 
analog phone lines and cable video systems.


Network – An assortment of electronic devices (computers, printers, scanners etc,) 
connected by wires or wireless for mutual exchange of digital information.

PBX – Private Branch Exchange (a.k.a. the switchboard) is a telephone system (i.e., switchboard, telephone lines, switching computer) within a VHA facility/campus that switches internal phone lines between VHA users, who actually share a certain number of external (outside) phone lines. Having a PBX saves money by reducing the number of lines required to connect all VHA facility telephones to the telephone company’s central office.

Peripheral devices – Attachments to videoconferencing systems to augment their 
communications or medical capabilities. Examples include electronic stethoscopes, blood 
pressure cuffs, glucometers, and weight scales.


Pixel – A picture cell with specific color or brightness. The more pixels an image has, the 
more detail or resolution it can display.


POTS – Plain Old telephone System. The analog, public-switched telephone network in 
common use throughout the world. Most Home Telehealth products rely on POTS. 


Real time – Sends and receives audio/video/data simultaneously, without more than a 
fraction of a second delay. 


Resolution – The level of detail that can be captured or displayed. For video displays 
resolution is measured in pixels X lines X bit depth.


Store-and-forward – captured audio clips, video clips, still images, or data that are 
transmitted or received at a later time (sometimes no more than a minute).


Telehealth – The electronic provision of health care and information services for the 
direct benefit of patients and their families.


Thumbnails – Miniature pictures of images using very small, low-resolution data files. 
These download for display very quickly.


Transmission rate – Amount of information/unit of time that a technology such as POTS 
or digital ISDN phone line, satellite or wireless technology, or local area network can 
transmit.


Wide area network (WAN) – Wider in geographic scope than a LAN. Provides digital 
communications (voice/video/data) over switched or un-switched networks.
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Contacts 

Websites for telehealth organizations and publications have been provided as well as VHA contacts to help answer any questions that might arise in the process of planning for and implementing a Home Telehealth program. Please take advantage of these expert sources.


Websites:

Federal Telemedicine Update


www.federaltelemedicine.com

VHA Telemedicine


www.va.gov/telemed

Telemedicine Center


www.telemed.org

Telemedicine Research Center


www.trc.telemed.org

Telemedicine Information Exchange


http://tie.telemed.org

Journals:

Journal of Telemedicine and Telecare


www.qub.ac.uk/telemed

Telemedicine Journal and e-Health


www.liebertpub.com

Technology and Health care


Technology in Practice


Technology in Society


Organizations:


American Telemedicine Association


www.atmeda.org

American Telemedicine Service Providers


www.atsp.org

Personal contacts:

Adam Darkins MD


Chief Consultant-Telemedicine


Department of Veterans Affairs


Denver, CO


adam.darkins@med.va.gov

John Peters


Program Analyst-Telemedicine


Department of Veterans Affairs


Washington, DC


john.peters@hq.med.va.gov

Pat Ryan RN, MS


Clinical Program Director


VISN 8 Community Care Coordination Service


Bay Pines, FL


patricia.ryan@med.va.gov

Sarita Figuero


Business Operations Director


VISN 8 Community Care Coordination Service


Bay Pines, FL


sarita.figueroa@med.va.gov

Rita Kobb MS, MN, ARNP


Lead Care Coordinator


Tech Care Coordination Program


Lake City, FL


rita.kobb@med.va.gov

Donna C. Vogel MSN, CCM


Program Director, Continuing Care & Case Management


Project Manager, Home Telehealth


West Haven, CT


donna.vogel@med.va.gov

Bonnie Wakefield, PhD, RN


HSR&D Research Scientist


Associate Chief, Nursing Research


Iowa City, IA


bonnie.wakefield@med.va.gov
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CARE COORDINATOR



ORIENTATION CHECKLIST


Employee Name ________________    Supervisor ______________________










Supervisor
Employee












Initials

Initials

Date

1. Introduction to:





__________
________
____



( ) Supervisory staff



( ) Service Chief/Product or Service Line Manager



( ) Clerical staff



( ) Service/Product line peers



( ) Interdisciplinary team members


2.  Review of:






__________
________
____



( ) Position description/Functional statement



( ) Performance standards/competencies



( ) Job responsibilities



( ) Productivity standards



( ) Supervisory expectations



( ) Clinical privileges/Scope of practice 



( ) Licensure requirements



( ) Mandatory training



( ) Continuing education requirements



( ) VHA Practice Guidelines



( ) VHA Nursing Qualification Standards(as appropriate)


( ) VA HQ “Windows to Primary Care SWS Field Guide”  (as appropriate)



( ) Policy manual/protocols


3. VA Organizational Overview:




__________
________
____



( ) Department of Veterans Affairs



( ) VHA Headquarters



( ) VISN structure



( ) Medical Center organization



( ) Community-Based Outpatient Clinics


4. Overview of:






__________
________
____



( ) Medical Center mission and vision



( ) Service/Program mission, vision and functions 



( ) Director’s Performance Measures



( ) Managed Care & VHA strategic initiatives


5.  Overview of Services:









( )  Medical Programs (as appropriate) :


__________
________
____




- Primary Care




- Ambulatory Care clinics/programs




- Inpatient care 




- Surgery programs





- Medicine programs




- Neurology




- Rehabilitation




- Emergency Department






- Persian Gulf Veterans




- Ex-POW Program




- SCI Unit/Coordinator




- Observation/lodger beds




- Other _________________


CASE MANAGER ORIENTATION (cont.)










Supervisor
Employee












Initials

Initials

Date


( )  Extended Care Programs (as appropriate) :

_________
_________
____




- Extended Care/Nursing Home Care Unit




- Geriatric Program/Clinics




- Domiciliary




- Respite Care





- Home-Based Primary Care (HBPC)




- Community Nursing Home Program (CNH)




- Homemaker/Home Health Aide (H/HHA) Program




- Contract Adult Day Health Care (ADHC)




- Other ____________________



( )  Mental Health Programs (as appropriate) :

__________
_________
____




- Psychiatry Primary Care




- Mental Health Clinic




- Trauma/PTSD Program




- Substance Abuse Treatment





- Inpatient Psychiatry




- Transitional living programs





- Other ____________________



6.  Overview of Other Programs/Services (as appropriate) :

__________
_________
____



( ) Emergency welfare fund for indigent veterans



( ) Home Telehealth 



( ) Hoptel or other overnight accommodations programs



( ) Advance directives



( ) Compensation & Pension (C&P) exams



( ) (Visual Impairment Services) VIST/Blind Rehab



( ) Women Veterans program/coordinator



( ) VA attorneys/Regional Counsel (guardianship)



( ) Public Affairs/Marketing Office



( ) Patient Representatives/Advocates



( ) Use of GSA vehicles



( ) After hours coverage



( ) VA Benefits and Eligibility:




- VA Enrollment System (7 enrollment groups)





- SC compensation and priority for services




- NSC status and pension





- Aid & Attendance, Housebound status




- CHAMPUS & CHAMPVA




- Prosthetics & Equipment (incl HISA grants)




- Home Oxygen




- Dental & Eye Clinics




- Fee Basis Care 




- Inpatient admissions/InterQual standards




- Beneficiary travel




- VA Regional Office (Veterans Benefits Counselors)




( ) Community Resources:




- Voluntary Service and volunteers




- Veterans Service Organizations (American Legion, DAV, VFW, VVA, PVA, etc.)




- State department of veterans affairs




- State department of human/social services




- State veterans homes/domiciliaries



- State psychiatric hospitals




- Public hospitals




- Private hospitals/clinics/services




- Affiliations with schools of medical/nursing/social work/other allied health 


· State, county and/or city offices of senior affairs/services


CASE MANAGER ORIENTATION (cont.)










Supervisor
Employee












Initials

Initials

Date


( ) Community Resources:




_________
_________
____






- Meals on Wheels




- Assisted living facilities




- Board and Care/Residential Care homes




- Rape crisis/domestic abuse resources/shelters




- Homeless services/shelters




- HUD & other subsidized housing




- Hospice programs/services


7.  Tour of Facility and Program Area:



_________
________
____


8.  Instructions:






__________
________
____



( ) Telephone system (local and FTS)



( ) Paging system



( ) Consulting other providers/programs


9.  Instructions on using VISTA:




__________
________
____



( ) Mailman & mail groups



( ) Electronic progress notes, CPRS, GUI



( ) Entering workload/Event Capture



( ) Accessing patient data    



( ) Electronic consults



( ) Electronic leave requests



( ) Use of printers



( ) FORUM



( ) MS Exchange/Outlook


10. Workload & Productivity:




__________
________
____



( ) CDR reports



( ) DSS labor mapping



( ) HCFA diagnostic & procedure codes



( ) Work units & RVUs



( ) Practitioner-specific workload reports



( ) Billing and MCCF


11. Applicable Medical Center Policies:



__________
________
____



( ) Performance appraisals/proficiencies



( ) Leave usage (incl Family Friendly Leave)



( ) Incentive awards program



( ) State laws on adult/children abuse and neglect reporting



( ) Medical Center patient abuse policy



( ) Breaks and lunch



( ) On-the-job injuries



( ) Documentation standards



( ) Ethics referrals 



( ) Confidentiality



( ) Employee health



( ) Smoking policy



( ) Program specific policies


12.  Review of meeting schedules:




__________
________
____



( ) Staff meetings



( ) Program area meetings (treatment/discharge rounds, patient conferences, etc.)



( ) Inservice training



( ) Journal club


CASE MANAGER ORIENTATION (cont.)










Supervisor
Employee












Initials

Initials

Date

 13. Committees:






__________
________
____



( ) Service/Product Line Committees









( ) Medical Center Committees


14.  Orientation to PerformanceImprovement


__________
________
____



( ) Mandatory PI training hours



( ) Medical Center PI Committee



( ) Chartering teams



( ) Practice evaluation



( ) Supervisory chart audits/Peer review



( ) JCAHO standards & surveys



( ) CARF standards & surveys


15.  Mandatory Training:





__________
________
____



( ) Fire and Safety



( ) Hazardous Communication



( ) Utility Management



( ) Disaster Plan



( ) Universal Precautions



( ) Security



( ) Patient Rights



( ) HIV/AIDS



( ) Customer Service



( ) Standards of Ethical Conduct Review



( ) EEO (including complaint process)



( ) Sexual Harassment



( ) Other


EMPLOYEE  SIGNATURE: _______________________________  Date:________


SUPERVISOR  SIGNATURE: _____________________________  Date:________
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Care Coordinator


Title V


Position Description


A.
Care Management is a process that increases the likelihood that a patient will receive easily accessible, coordinated, continuous, high quality health care across all settings, including home. Care Management uses evidence-based medicine and best practices, technology, health education materials, nursing and other clinical disciplines’ expertise, to manage the health care process and limit the inappropriate use of health care services.


B.
A Care Coordinator is a professional who coordinates care for a panel of patients


- throughout the continuum of care to assure that care is timely, appropriate, of high quality and cost effective. A Care Coordinator works closely with the primary care provider (or providers) and other healthcare professionals and team members, other clinics, internal or external services and community agencies. He/she provides professional assessment, coordination and planning of multiple health care services; acts on behalf of the veteran to assure that necessary clinical services are received and that progress is being made. In addition the Care Coordinator provides ongoing evaluation of care management services.


Major Duties:


1. The incumbent provides professional assessment to an adult population of predominantly older, male patients.


2. The individual must demonstrate the knowledge of age-related factors, changes associated with aging and possess the ability to provide care as noted in age-specific competencies described in network and station policies and procedures. The Care Coordinator especially focuses on the patient in the context of family, home and community by integrating an assessment of living conditions, individual, family dynamics, and cultural background into the patient s plan of care.


3. The Care Coordinator is responsible for coordinating the appropriate intensity of care management for his/her panel. It is recognized that manageable panel sizes will vary depending on the case-mix of the panel. Care management is focused primarily on providing more coordinated and higher quality care to complex clinical cases with a goal of reducing the cost.


4. The Care Coordinator provides and coordinates services by assessing the needs of the client and the clients family. When appropriate, arranges, coordinates, monitors, evaluates,, and advocates for a package of multiple services to meet the specific client’ s complex needs.


5. Care Management Services are carried out in full accordance with the broad program goals of the VA health care system. Within these broad categorizations, the Care Coordinator must assess and tailor patient care/support services. Through assessment of each veteran’s needs, he/she then facilitate the delivery of services that are most responsive to the concerns of individual patients to the extent possible.


6. The Care Coordinator establishes methods for tracking patients’ progress, evaluating effectiveness of care, and maintains appropriate documentation of each patient’s care and progress within the plan.


Factor 1. Knowledge required by the Position


A.
The employee must be able to demonstrate the knowledge and skills necessary to provide care appropriate to the age and complexity of the patients served in his/her assigned service area.


B.
The individual must demonstrate knowledge of the changes associated with aging and the principles of growth and development relevant to the adult and geriatric patient group. Incumbent must have knowledge and the ability to apply developmental theory and age specific issues.


C.
He or she must be able to access and interpret data about the patient’s social, emotional, mental health, medical needs and coordinate the care/services needed.


D.
The incumbent must have knowledge of the vast array of VA, federal, state and local community agencies and resources and how to access and coordinate those services.


E.
The incumbent must be able to demonstrate the knowledge and skills as identified in the Competency Assessment Checklist developed for this position.


F.
The incumbent must demonstrate knowledge and skills in interpersonal relations. This includes the ability to appropriately, professionally and courteously relate to internal and external customers.


G.
The incumbent must demonstrate the knowledge and skills to complete job assignments and safely and correctly operate equipment necessary to complete


the duties of the position.


H.
The incumbent is required to meet minimum OPM Qualification Standards for General Schedule Positions and/or VA Qualification Standards, MP-5, Part 1, Chapter 338.


I.
The incumbent has knowledge of population characteristics including cultural, ethnic, gender, and religious diversity. He/she must have knowledge of family dynamics, psychotherapy, developmental theory and interpersonal relationships and systems approach to clinical care.


J.
Incumbent maintain knowledge about disease processes, disabilities, medications and their clinical sequalae.


K.
Incumbent participates in regular peer review and performance improvement activities.


L.
Incumbent may serve as a preceptor or field instructor for students at the undergraduate, graduate or doctoral level.


M.
Incumbent must have knowledge of current VA and non-VA entitlements and benefits. Must have knowledge of terminal illness and end of life planning processes.


N.
Incumbent must have knowledge of medical, legal and ethical issues.


Factor 2. Supervisory Controls


A.   Supervision is of a consultative nature and is usually arranged at the Care Coordinator s request to seek assistance with unusually complicated direct service work and for clarification of administrative issues. In the performance of the majority of activities, the incumbent exercises independent professional judgment working in the context of a multidisciplinary or interdisciplinary team. This ability is required to make independent decisions when working with the primary care team/provider while remaining an advocate for the patient/family.


B. The Care Coordinator is programmatically responsible to the designated program oversight for the local medical center in accordance with station level assignment.


C. Annual performance evaluation will be a collaborative effort between the employee and the station level supervisor with additional input from the VISN Care Coordination Program Manager as appropriate.


Factor 3. Guidelines


A.  Incumbent is guided by VA Headquarters’ directives, centralized network product line policies, bulletins, procedures, and supervisory instructions.


B.   Highly developed professional skills, flexibility, mature professional judgment, and knowledge of a variety of advanced treatment modalities are required to make assessments and to intervene in complex and emergent case situations.


Factor 4. Complexity



In performing his/her duties, the incumbent works with clients whose socioeconomic and health-related problems vary in complexity. Because the level of difficulty frequently cannot be determined prior to the Care Coordinators involvement in individual cases, the incumbent must independently make sound treatment decisions based on assessments, sometimes utilizing standardized assessment tools, and skillfully execute interventions for the most difficult cases.



In all cases, the Care Coordinator must make accurate and ongoing assessments of the patient’ s clinical and social problems and needs, and be aware of procedures to support the veteran physically and financially in the community. The incumbent must be i~ble to effectively work with clients and families. The Care Coordinator provides assistance, information and support to patients/families in coping with emotional, practical and lifestyle issues, which accompany advancing age and physical, sensory, and cognitive impairments. He/she assists with development of processes to coordinate care along the continuum encouraging exploration of creative alternatives for care, enhancing communication with others, and helps to screen for problems that should be brought to the attention of the primary care provider. Assessment skills are appropriately utilized while articulating to members of the primary care team the needs of the patient. Initiative is taken to monitor appropriate level of care and length of stay in acute care to ensure cost effective care. While cost is a consideration, the overall goal of the Care Coordinator is to assure that the patient has the appropriate level of care and services to meet the social and health care needs. ‘The incumbent may also perform a variety of mediating roles in promoting effective and efficient use of treatment services and the health care system.


Factor 5. Scope and Effect



The Care Coordinator is responsible for coordinating the development and implementing of the biopsychosocial treatment plan in collaboration with the primary care team/provider, across all settings, including the home. This responsibility requires considerable expertise and skill, as well as maintenance of an effective balance between the needs of the patients and families and the priorities of the Medical Center, the Sunshine Network and the VA health care system. The challenge of this assignment lies in skillfully developing an effective biopsychosocial treatment plan for patients who are seriously compromised by chronic illness, mental health, social, financial and other related conditions. The consequences of the actions taken may be serious because the veteran may be in an especially vulnerable position due to cognitive, sensory and functional impairments.


Factor 6. Personal Contacts



The incumbent must continually relate in a professional manner to primary care providers, members of the interdisciplinary team, as well as to patients, family members, students in training, representatives of various community agencies, and other medical center administrators and employees. In those contacts and in every-day decisions, the incumbent is expected to perform effectively in the absence of immediate access to a supervisor.


Factor 7. Purpose of Contacts



The Care Coordinator must assess the provision of individual, family and group treatment; consult and plan with the interdisciplinary team; provide information to community agencies and inform supervisory staff of patient care activities. He/she also supervises/evaluates aspects of care provided by non-VA providers.


Factor 8. Physical Demands



The work requires some walking, standing, bending, and carrying of light items such as books, papers and laptop computers. Community visits will require the ability to drive a vehicle.


Factor 9. Work Environment



The incumbent will see veterans in a variety of treatment settings, such as group therapy rooms, inpatient wards, outpatient treatment rooms, and patients’ ownhomes. The Incumbent abides by VA safety rules and regulations, and promotes safe behavior within the work environment and among co-workers. Position will require travel outside the Medical Center.


1

1
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Audio-video 
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1. Use equipment only after checking it to be sure wires were not damaged in transit.


2. [image: image3.wmf]Only connect equipment to electrical outlets with a grounding feature.  Use an adaptor plug for outlets without a grounding feature.


3. [image: image4.wmf]Be sure to bundle wires and stow them where they are not easily tripped over or run over by wheelchairs.  


[image: image5.wmf][image: image6.wmf]

4. Take care not to eat or drink beverages when using equipment.  


    Do not set beverages down beside equipment as damage may 


    result from inadvertent spills.
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5. [image: image8.wmf]Protect equipment from accidents by keeping pets and 


    small children out of the area where it is located.


[image: image9.wmf]

6. Do not use during electrical storms.


7. If any incidental damage should occur, discontinue use and contact the 



office at
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HOME TELEHEALTH: PROVIDER SATISFACTION SURVEY

Please answer the following questions to help identify strengths and weaknesses in the Home Telehealth Program using the Panasonic Home Units.  


1. Have patients reported or complained to you about difficulty using the Panasonic Home Units?







Yes
No


2. Are you having difficulty accessing the secure web site?
 
Yes
No


3. Are you satisfied with the physiologic data ‘reporting’ feature?   
Yes
No


4. Have you been able to use the ‘Advice’ and/or ‘Schedule’ features?
Yes
No


5. Do you feel that you have been able to monitor your patient’s health status more closely because the home telehealth unit was in place?  

  
Yes  
No


6. Have you been able to avoid scheduling a routine follow up appointment because the Panasonic home telehealth device was in place?  


Yes     No


Comments:


Please return to __________________________________


Thank you.
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		SERVICE LINE MEASURE		SERVICE LINE STANDARD		MET		NOT MET		ACTUAL FY 2001

										Q1		Q2		Q3		Q4

		Increase the number of providers referring to SL		N X 30%  N=167						24		33		21		21

		Increase the number of enrolled patients to the SL		1500

		Decrease BDOC for FY 2001 by 25% from FY 2000		N - 25%

		Reduce the cost per patient by operational budget per site		X = X

		# of enrollees receiving flu vaccines		78%						70%		86%		90%		90%

		# of enrollees receiving pneumonia vaccines		78%						88%		85%		81%		94%

		# of enrollees with HTN										63/63		69/6		135/17

		# of enrollees taking all doses of HTN medications		78%								100%		100%		100%

		# of providers report via survey that contacts with								9/24		6/33		8/21		3/21

		care coordinators are timely and appropriate		85%						37.5%		18%		38%		14%

		updated: 01/07/02

		4rd Quarter

		Flu- 127 pts out of 135

		Pneumo- 122 out of 135

		Provider's Surveys- (0) out of 21

		HTN- 17 new pts enrolled in 4th quarter with HTN
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Provider Satisfaction Survey


The Chronic pain Coordination Project is a new clinical demonstration pilot that uses telecommunication technology to improve chronic pain perception and management for those veterans with chronic non-malignant pain diagnoses. As part of our performance improvement plan, we want your input as to how we may serve you and your patient’s better through this project. Please answer the questions below and provide comments on how you think the technology/project has helped your participating patients.


1. Do you think you have a good understanding of how the project augments patient care?


YES


NO, if no – why not?


2. Do you or would you refer patients to this project?


           

YES


NO, if no – why not?


3. Do you get timely CPRS notes, phone calls, etc … about changes in your patient’s condition?


YES


NO, if no – why not?


4. Do your feel that the project has positively influenced care management of your patient’s chronic pain?


YES

No, if no – why not?


5. Do you feel that phone calls are decreased due to the monitoring and care coordination?


YES

NO, if no – why not?


6.  Do you think this project has made a difference in the pain management of your patient(s)?


YES

NO, if no – why not?


ANY ADDITIONAL COMMENTS ARE APPRECIATED


Thanks for your participation.  Please return survey to _____________
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Home Telehealth 


Patient Satisfaction Survey using PanAsonic Tele Homecare Unit


Patient Name:_________________________________


Reason for Home Telemedicine:

1. Management of Congestive Heart Failure  __


2. Management of Diabetes Mellitus
__


3. Management of Chronic Obstructive Pulmonary Disease   ___   


4. Management of or follow‑up for Spinal Cord Injury or Dysfunction ___


5. Management of other chronic disease state  ____


6. Follow-up for post-operative procedure  ___


7. Follow‑up care for skin integrity  ____


8. None of the above; other   ____


Please rate the following statement as I (strongly agree), 2 (agree), 3 (neutral) and 4 (disagree), 5 (strongly disagree)


The home telemedicine unit worked well.  


           1
2
3
4

5


Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree


The home telemedicine unit was easy to use.


           1
2
3
4

5


Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree


The technology saved me from having to travel to the VA Medical Center for a visit


          1
2
3
4
5


Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree


I think the providers have a better understanding of my care issues than they would have with a regular telephone call.


          1
2
3
4
5


Strongly Agree
Agree
Neutral
Disagree 
Strongly Disagree


I am glad this technology is available for consultation between clinicians involved with my care and myself.


          1
2
3
4

5


Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree


I would rather use this technology than come in for a visit.


          1                                  2
3
4
5


Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree


If there were problems with the home telemedicine units the problems were resolved in a timely manner (less than 48 hours)


          1                                  2
3
4
5


Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree


Thank you for completing this survey. 
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Home Telehealth: Patient Responsibilities 


Prior to deploying a [insert name of equipment] to a patient’s home, an assessment for home telemedicine has been made by an RN.  The assessment includes a review of diagnoses, patients’ ability and willingness to use home telemedicine equipment, utilization of resources and a home evaluation.  Patients with [diagnoses or other eligibility criteria] are eligible to receive the [equipment].   Additional criteria includes [examples: high resource use including multiple inpatient admissions and/or frequent ER or unscheduled clinic visits, and/or patients at high risk for decompensation, a home safety evaluation], and approval from the patient’s primary care provider. 


To obtain a [equipment] the patient (or when appropriate a designated care giver) agrees to and verbalizes understanding of the following:


· The  [equipment] will not be used as an emergency response device; it will be used to monitor vital signs and review vital sign data, respond to questionnaires and surveys, access educational material, get reminders and receive messages from VA clinicians. 


· The  [equipment] is the property of the Veterans Administration and is on loan to me to assist in meeting my healthcare needs and may be called back to the Veterans Administration for repair, software upgrade and/or discontinuation of use.  Serial numbers have been logged for tracking equipment including sensors that have been issued to perform specific vital sign measurements. 


· Training must be completed before using the  [equipment] and all users will log on the  [equipment] using an access code created by the System Manager and a password.     


· After information security and confidentiality concerns and risks are explained to patients and/or designated caregivers a Computer Access Agreement is signed and returned to the System Manager and ISO.

· The  [equipment] will be used by the designated patient and caregiver only and will be used to maintain or improve patients’ health; other family members or friends will not use it. 


· Access codes and password will not be shared with anyone. 


· To prevent calls from being blocked and allow data to be received, the  [equipment] will only be connected to the telephone number that has been registered with the System Manager. 


· Any damage, theft or tampering of the  [equipment]will be reported immediately to the System Manager.


· Security measures will be taken in accordance with state and federal guidelines to protect the availability and confidentiality of patient data however  [equipment]users understand that there is a risk that data may be lost or compromised.
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		Care Coordination Program Skills Validation Tool



		Patient name:                                                      SS#:

		



		Competency Elements-Health Buddy

		Date Met



		1. Understands power and phone connections.

                         (need for continuous power)

		

		



		2. Checks phone for dial tone after connection.

                         (understands connection to answering machine)

		

		



		3. Presses the button below the word “continue” on the Health Buddy screen.

		

		



		4. Is able to go through tutorial.

		

		



		5. Understands and demonstrates which buttons to push to answer questions appropriately.

		

		



		6. Understands how information is sent to icaredesktop software program.

		

		



		7.         States the procedure for contacting technical support  staff for                 any equipment or power failures.

		

		





Date:


       


Patient:








		Care Coordination Program Skills Validation Tool



		Patient:                                                      SS#:

		



		Competency Elements Patient Home Unit

		Not Met

		Date Met



		1. Explains power and phone connections.

		

		



		2. Explains buttons: green to answer the phone and blue to send the blood pressure readings back to care coordinator.

		

		



		3. Demonstrates how to answer phone: Presses green button when phone rings.

		

		



		4. Demonstrates how to take his/her blood pressure.  Demonstrates appropriate cuff placement.  

		

		



		5. Using the stethoscope placement card, demonstrates where to place and how to hold stethoscope.

		

		



		6. Verbalizes understanding of the following concepts:  


             

When the care coordinator disconnects from the visit, the green light may stay on.  If the light stays on for longer than one minute, the patient should disconnect manually.  Understands that if the green light is on the phone line is tied up.


             

If the first time the care coordinator calls the connection is not made, the patient needs to turn the green light off on their unit so the phone line will be open for the case manager to try again.

		

		



		8. Patient and/or caregiver verbalize process for calling program office for problems and to medical center phone advice line after administrative hours.

		

		



		9. Verbalizes care of equipment-no picking up in case of dropping, no cleansers on equipment, ensures all connections are in place.

		

		





Date:



                                     

Patient:
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Name: ______________________________________   Period covered: ________________


HPDM Job- Specific Competency Criteria: 


Program Support Assistant, Care Coordination Program


The following statements are intended to describe the major elements and requirements of the position and should not be taken as an exhaustive list of all responsibilities, duties, and skills required of individuals assigned to this position.


I.   OVERVIEW :


The Program Support Assistant is a staff member who provides administrative support to the Care Coordination Program.  He/she works closely with the Care Coordinators, facility administrators and VISN Program staff.  Often may act as point of contact for the local project office staff, answering basic questions for patients and stakeholders and coordinating communication and actions with project staff.


II.  COMPETENCY CRITERIA/ JOB PERFORMANCE STANDARDS:  

Competency Ratings levels as follows: 1= education/training required


2= No additional education/training required, continue development


3=no additional education/training or improvement required


Rating Validation codes:

DO – Direct Observation; CF – Customer Feedback; ER – Educational Records; SCL – Skills Checklist; 




V – Verbalization; RD – Return Demonstration; 
S—Simulation; O—Other (please specify)


ADMINISTRATIVE SUPPORT

General Description:


		Competency

		Performance Standards

		Rating/


Validation Code

		Comments/date



		Provides clerical/ administrative support to the Care Coordination Program Team.

		Is sensitive to and utilizes knowledge of the age-related needs of patients and staff throughout the life span and through the continuum of care: from early adulthood (18-44), through middle adulthood (45-59), and late adulthood (60+) to perform duties and attain excellent communication in all activities.

		

		



		

		Attains and maintains computer skills (e.g. word processing, file management, VISTA programs, EXCEL spreadsheets) and communication tools such as MS Outlook (e-mail).

		

		



		

		Accurately enters and manages data – including both patient data and program data. 

		

		



		

		Acts as consultant to VA staff in regard to administrative matters.

		

		



		

		Maintains “threshold” competencies by attaining satisfactory behaviors for: attendance, completion of mandatory training, adhering to dress code, wearing ID badge, maintaining confidentiality of the medical record, practicing infection control and safety, improving organizational performance and promoting a desirable image of the VA to all customers and contacts.

		

		





Behavioral Examples:


· Performs activities safely, using safe and ergonomic techniques for daily work and handling electronic equipment.


· Adheres to all infection control guidelines and policies in handling telehealth equipment and patients.


· Manages program responsibilities accordingly using the VISTA programs including the computerized patient record system (CPRS).


· Sets up clinic profiles and manages appointments for home visits, telemedicine visits, screening clinics, telephone contacts, and/or walk-in patients.


· Accurately and tactfully communicates with team and customers.  


· Expresses thoughts, ideas, and concerns clearly when interacting with patients, community agencies and professional staff.


· Collects data and manages data transfer as determined by project staff/ VISN leaders (e.g. customer satisfaction data, insurance information). 


· Markets the program to patients and healthcare providers with excellent communication skills.


QUALITY AND CUSTOMER SERVICE

General Description:

		Competency

		Performance Standards 

		Rating/


Validation Code

		Comments/date



		Provides input toward improving the quality and effectiveness of patient care.

		Takes initiative to seek and suggest improvements toward improvement of patient care as related to the program or collaborative relationships within the facility.

		

		



		

		Participates in performance improvement activities related to the service line quality improvement process. Offers performance improvement advice to project staff.

		

		



		

		Collects and tracks patient/customer satisfaction data and acts as catalyst to facilitate improvements in customer service.

		

		



		

		Tracks and trends issues related to program effectiveness and role implementation.

		

		





Behavioral Examples:


· Recognizes impediments to health care delivery and utilizes performance improvement principles in problem-solving approaches with the project team.


· Relates job performance to the intent of the mission, vision, and values of the VISN and the facility in which care is delivered.


· Recognizes own role in achieving JCAHO Home Care Standards in daily practice.


· Initiates behavioral changes and seeks training opportunities to achieve improvements in quality and service when indicated. 


· Conducts self reviews of current practice and seeks constructive feedback from peers.


TECHNICAL SKILLS AND RESOURCE MANAGEMENT

General Description

		Competency

		Performance Standards 

		Rating/


Validation Code

		Comments/date



		Implements standards and procedures to meet SOPs, regulations and standards of accrediting bodies.

		Manages program resources to facilitate safe, effective, and efficient care.

		

		



		

		Advocates fiscal responsibility in the management of patient care through effective utilization of resources.

		

		



		

		Attains basic competencies in operation of the telehealth equipment to assist in troubleshooting problems, answering questions for patients/customers, and supporting the telehealth team.

		

		





Behavioral Examples:


· Develops and implements procedures to manage project expenses.


· Suggests ways to improve quality while remaining fiscally responsible.


· Meets project deadlines.


· Able to operate web-based software for telehealth project and to trouble shoot problems with telehealth hardware in patients’ home and at central station in the facility.


· Takes accountability for management of project expenses, credit cards, and/or project budget.


EDUCATION

General Description:

		Competency

		Performance Standards

		Rating/


Validation Code

		Comments/date



		Implements an educational plan to meet changing program needs; maintains current knowledge.

		Identifies personal learning needs and assumes responsibility for own professional growth.

		

		



		

		Develops and implements an educational plan to enhance program development and personal performance.

		

		



		

		Seeks out needed information from resource staff within the facility and/or parent facility or VISN office staff.

		

		



		

		Provides patient health education information and materials as directed or requested.

		

		





Behavioral Examples:


· Attends or achieves all mandatory educational topics as required by the organization.


· Seeks opportunities for learning and participating in educational programs that will support improvement in performance and personal development.


· Demonstrates competency in setting up and using the equipment for the tele-health project (see individual equipment competencies).


· Supports the development of patient health education materials for home care patient use.


COLLEGIALITY

General Description:

		Competency

		Performance Standards 

		Rating/


Validation Code

		Comments/date



		Works collaboratively with interdisciplinary groups.

		Facilitates open dialogue among peers, supervisors and staff.

		

		



		

		Communicates effectively with patients, families/significant others and the health team members.

		

		



		

		Demonstrates flexibility in responding to unexpected changes in work volume or complexity.

		

		





Behavioral Examples:


· Acts as communicator and teacher to interdisciplinary staff and patients to enhance knowledge of the project.


· Assists in policy formation/review/revision of procedures or development/evaluation of standards of care and practice.


· Speaks favorably of the organization and its people, both in the work environment and in community relationships.


ETHICS

General Description:

		Competency

		Performance Standards 

		Rating/


Validation Code

		Comments/date



		Assists in handling of ethical matters.

		Conducts self in a professional manner in many clinical and administrative settings.

		

		



		

		Maintains the privacy, confidentiality and security of the patients’ medical records and employee data.

		

		



		

		Adheres to procedures for acquiring informed consents for patients participating in the home tele-health project.

		

		





Behavioral Examples:


· Builds an atmosphere of trust with patients and caregivers in the home; is an advocate for patient rights.


· Actions on behalf of patients and employees are made in an ethical manner.


· Obtains/maintains informed consent from the patient to permit the tele-health equipment in the home.


RESEARCH

General Description

		Competency

		Performance Standards 

		Rating/


Validation Code

		Comments/date



		Collaborates with others in research activities 

		Manages data for evaluation of patient care outcomes and utilization review as related to the project.

		

		



		

		Participates in interdisciplinary research-related activities to improve patient care as part of the project.

		

		





Behavioral Examples:


· Reviews the literature pertinent to role in project. 


· Collaborates with project staff to implement changes in activities as a result of information gained during the project.


· Makes contributions to the organization by supporting publication efforts, being a member of a task force or committee, consulting, developing educational media, scientific inquiry, or using creative approaches to enhance the quality of tele-care.


COLLABORATION

General Description

		Competency

		Performance Standards 

		Rating/


Validation Code

		Comments/date



		Builds positive relationships with team members.

		Participates in interdisciplinary groups as appropriate to achieving project goals.

		

		



		

		Establishes ongoing relationships with professional/health related groups within the facility and community.

		

		



		

		Fosters good public relations when interpreting philosophy, policies/procedures, goals and objectives to staff, patients and the public.

		

		





Behavioral Examples:


· Initiates appropriate referrals and consultations to other clinical services.


· Develops relationships with other home care professionals in the community and within VA.


· Presents accurate information about the Home Care project in interdisciplinary and public forums, without violating patient confidentiality. 


IV.  Evaluation and Supervision:  


a) The Program Support Assistant is technically and programmatically responsible to the Care Coordination Program Manager.  Operational Supervision will be the responsibility of the medical center in accordance with station level assignment.


b) He/She participates regularly in peer review activities.


c) Annual performance evaluation will be a collaborative effort between the Clinical Program Manager and the station level supervisor.


CONCUR:


____________________________________________



_______________________________


Clinical Manager Care Coordination Program


Date


APPROVED:


____________________________________________



_______________________________


Director Care Coordination Program




Date


PAGE  

6

Functional Statement, Program Support Assistant, Home Care Demonstration Project


Rating Validation codes:  DO – Direct Observation;  CF – Customer Feedback;  ER – Educational Records;  SCL – Skills Checklist; V – Verbalization;  RD – Return Demonstration; 



S—Simulation;  O—Other (please specify)
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VA Competency: Secretary



Care Coordination Program 


Facility:  ______________________

COMPETENCE ASSESSMENT


[date]

Name: 

                                                                                               
Position/Grade:

              


HIGH PERFORMANCE DEVELOPMENT MODEL ‑ CORE COMPETENCIES



Position‑Specific Competencies including TECHNICAL SKILLS


Initial Assessment
Ongoing Assessment
(Check One)


VALIDATION: MR‑Medical Record; DO‑ Direct Observation; T‑ Test; SCL‑Skills Check List; S‑ Simulation; PS‑ Patient Survey; R Rounds 


EF‑ Employee Feedback; V‑ Verbalize; D‑Demonstration; PR‑Peer Review; RD‑ Return Demonstration


NOTE: Include equipment competencies (if applicable), safety, infection control, etc. Use competencies which are high risk, problem prone, and/or low volume.


COMPETENCY LEVEL: E=Education/Training Required; S=Competent ‑ Self‑Directed Education/Training may be desired; C= Competent Through Education/Training/Exp


		

		

		  SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments/



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and 


ability to


perform these 


functions

		I request


additional


education 


and/or


experience

		E

		S

		C

		Supervisor's Initials & Date



		Infection Control 

		Understands/applies proper standard precautions

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		Environment of Care

		1.Understands/applies proper Safety Management

		

		

		

		

		

		



		

		2. Understands/applies Life Safety management/fire protection procedures

		

		

		

		

		

		



		

		3. Understands/applies Hazardous material/MSDS/Waste management

		

		

		

		

		

		



		

		4. Understands/applies Emergency preparedness

		

		

		

		

		

		



		

		5. Understands/applies Security management


6. Understands/applies Utility systems failure response

		

		

		

		

		

		



		Emergency Response 

		Understands/applies Emergency Codes

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		Information


Management

		1. Understands/applies proper Use of VISTA and/or PC software


2. Understands/applies proper ADP Security


3. Understands/applies Confidentiality of patient & employee information

		

		

		

		

		

		






VA Competency: Secretary



e-Care Coordination Service


NAME:  _____________________________
COMPETENCE ASSESSMENT


Facility:  _____________________________
October 1, 2001 – September 30, 2002

HIGH PERFORMANCE DEVELOPMENT MODEL ‑ CORE COMPETENCIES



Position‑Specific Competencies including TECHNICAL SKILLS


(Continued)

		

		

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


and/or 


experience

		E

		S

		C

		Supervisors initials & Date



		ADMINISTRATIVE SUPPORT:


Provides clerical Administrative Support to theCare Coordnation Program Team

		Accurately collects, enters and manages data- including both patient data and program data.

		

		

		

		

		

		



		

		Manages travel forCare Coordination Program Director.




		

		

		

		

		

		



		

		.Handles all incoming mail and correspondence including being e-mail surrogate for the Care Coordination Program Director.




		

		

		

		

		

		





		COMPETENCY

		BEHAVIORS

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		

		

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


11   


and/or  


experience

		E

		S

		C

		Supervisors initials & Date



		QUALITY AND CUSTOMER SERVICE:


Provides input toward improving the quality 

		Takes initiative to seek and suggest improvements as related to the workflow in the program or collaborative relationships within the facility.




		

		

		

		

		

		



		and effectiveness of patient care.

		Is often the first phone contact for Care Coordination Program Director and maintains good phone skills with internal and external customers.




		

		

		

		

		

		



		

		Recognizes own role in achieving JCAHO Standards in daily practice.




		

		

		

		

		

		



		TECHNICAL SKILLS AND RESOURCE MANAGEMENT

		Attains and maintains computer skills (e.g. word processing, file management, VISTA programs, EXCEL spreadsheets) and communication tools such as MS Outlook  (e-mail).




		

		

		

		

		

		



		Implements standards and procedures to meet SOPs, regulations and 

		Understands web-based software and other technologies used by Care Coordination Program.

		

		

		

		

		

		



		standards of accrediting bodies.

		

		

		

		

		

		

		





		

		

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


and/or  


experience

		E

		S

		C

		Supervisors initials & Date



		PERSONAL MASTERY


EDUCATION


Implements an 

		Identifies personal learning needs and assumes responsibility for own professional growth.




		

		

		

		

		

		



		educational plan to meet changing program needs;  maintains current 

		Seeks out needed information from resource staff within the facility and /or parent facility or VISN office staff.

		

		

		

		

		

		



		knowledge

		Provides information and materials as directed or requested about the Care Coordination Program.




		

		

		

		

		

		



		COLLEGIALITY/


INTERPERSONAL


EFFECTIVENESS

		Facilitates open dialogue among peers, supervisors and staff.

		

		

		

		

		

		



		Works collaboratively with interdisciplinary groups

		Communicates effectively with patients, families/significant others and the business office members. 




		

		

		

		

		

		



		

		Demonstrates flexibility in responding to unexpected changes in work volume or complexity.




		

		

		

		

		

		



		ETHICS

		Conducts self in a professional manner in many clinical and administrative settings.

		

		

		

		

		

		



		Assists in handling of ethical matters

		Maintains the privacy, confidentiality and security of the patients’ medical records and employee data.




		

		

		

		

		

		





		

		

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


11   


and/or  


experience

		E

		S

		C

		Supervisors initials & Date



		COLLABORATION/


TEAMWORK

		Participates in interdisciplinary groups as appropriate to achieving goals.

		

		

		

		

		

		



		Builds positive relationships with team members

		Establishes ongoing relationships with professional/health related groups within the facility and community.

		

		

		

		

		

		



		

		Fosters good public relations when interpreting philosophy, policies/procedures, goals and objectives to staff, patients, and the public.

		

		

		

		

		

		






VA Competency: Secretary



Care Coordination Program



Appendix A      Level 1

COMPETENCE ASSESSMENT


[date]

HIGH PERFORMANCE DEVELOPMENT MODEL ‑ CORE COMPETENCIES



Position‑Specific Competencies including TECHNICAL SKILLS


AGE SPECIFIC COMPETENCIES 


Initial Assessment ____________                                Ongoing Assessment___________
(Check One)


NAME:




Facility: 

Position/Grade:



The following VALIDATION method codes may be used: T‑Training Session; A‑Article Reviewed; H‑Handout Read; MR‑Mandatory Review; 


P‑Policy Review;  D‑Demonstration; RD Return Demonstration; I‑Inservice; F‑Feedback;  


OR‑Orientation; PR‑Peer Review;OB Observation; O‑Other (specify)

COMPETENCY LEVEL: E= Education/Training Required; S=Competent – Self-Directed Education/Training may be desired; C= Competent Through Education/Training/Experience


		

		

		

		COMP

		



		COMPETENCY/

		BEHAVIORS

		SELF ASSESSMENT

		LEVEL

		Comments & Supervisor's



		OUTCOME

		

		I feel I have the

		I request

		

		

		

		Initials



		

		

		knowledge and

		additional

		

		

		

		



		

		

		ability to

		education

		E

		S

		C

		



		(Age Specific

		*If not applicable note "N/A" in Comments Section

		perform these 

		and/or

		

		

		

		



		Considerations)

		

		functions

		experience

		

		

		

		



		1. Communication

		a. Interacts in a respectful manner, considerate of age and physical abilities (i.e., sight and hearing needs).


b. Provides assistance to individuals in a manner that takes into


account their special needs or age related needs.

		

		

		

		

		

		



		2. Diagnostic

		

		

		

		

		

		

		



		3. Equipment

		

		

		

		

		

		

		



		4. Psycho-social

		

		

		

		

		

		

		



		5. Growth & Devel.

		

		

		

		

		

		

		



		6. Food/nutrition

		

		

		

		

		

		

		



		7. Assessment

		

		

		

		

		

		

		



		Position Specific:


Note:  Age ranges covered include early adulthood (18-44), through middle adulthood (45-59) and late adulthood(60+).

		Is sensitive to and utilizes knowledge of age-related needs of patients and staff in accomplishing telehealth program goals.
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_1116335049.doc
		Equipment Skills Validation Tool


Health Buddy



		Employee name:                                                      SS#:

		



		Competency Elements  

		Date Met



		1. Understands power and phone connections.

                         (need for continuous power)

		

		



		2. Checks phone for dial tone after connection.

                         (understands connection to answering machine)

		

		



		3. Presses the button below the word “continue” on the Health Buddy screen.

		

		



		4. Is able to go through tutorial with patient.

		

		



		5. Understands and demonstrates which buttons to push to answer questions appropriately.

		

		



		6. Understands how information is sent to iCare desktop software program.

		

		



		7.         States the procedure for contacting technical support  staff for                 any equipment or power failures.

		

		





Date:


       


Employee:






Title:





                                                                                   


		VA Telehealth Equipment Training Skills Validation Tool



		Employee:                                                      SS#:

		



		Competency Elements Patient Unit

		Not Met

		Date Met



		1. Explains power and phone connections.

		

		



		2. Explains buttons: green to answer the phone and blue to send the blood pressure readings back to care coordinator.

		

		



		3. Demonstrates how to answer phone: Presses green button when phone rings.

		

		



		4. Demonstrates how to take his/her blood pressure.  Demonstrates appropriate cuff placement.  

		

		



		5. Using the stethoscope placement card, demonstrates where to place and how to hold stethoscope.

		

		



		6. Verbalizes understanding of the following concepts:  


             

When the care coordinator disconnects from the visit, the green light may stay on.  If the light stays on for longer than one minute, the patient should disconnect manually.  Understands that if the green light is on the phone line is tied up.


             

If the first time the care coordinator calls the connection is not made, the patient needs to turn the green light off on their unit so the phone line will be open for the case manager to try again.

		

		



		8. Instructs patient and/or caregiver on process for calling program office for problems and to medical center phone advice line after administrative hours.

		

		



		9. Verbalizes care of equipment-no picking up in case of dropping, no cleansers on equipment, ensures all connections are in place.

		

		





Date:



                                     

Employee:





      
Title:





                                                                             


Preceptor:





                                                                                   


		VA Telehealth Equipment Training Skills Validation Tool



		Employee:                                                        SS#:

		STAFF



		Competency Elements Aviva Base Station Unit

		Not Met

		Date Met



		1.
Explains power and phone connections.

(Turns on computer)

		

		



		2. Opens Aviva Central Icon, enters password (user, user).

		

		



		3. Clicks on patient or demonstrates how to add a new patient.


(Adds phone number -- 8, area code + number to video     phone section)

		

		



		4. Once patient is selected, clicks on "Make a Call", enables speaker phone or picks up receiver.

		

		



		5. Reminds patient it will take 30 seconds or so to connect and during this time there will be no audio or visual link.

		

		



		6. Demonstrates how to take a snap shot, use high resolution and quarter frame size shots.

		

		



		7. Remembers to let the patient know it is time to disconnect.  Reminds the patient that if green light remains on after 1 minute to push it again to disconnect system.  Hangs up speaker phone.

		

		



		8. Exits program appropriately and documents encounter in CPRS.

		

		





Date:



                                     

Employee:





Title:





                                                                                   


Preceptor:
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VA Competency: Care Coordinator



Community Care Coordination Service 




COMPETENCE ASSESSMENT


Facility:  ______________________ 
[date]

HIGH PERFORMANCE DEVELOPMENT MODEL ‑ CORE COMPETENCIES



Position‑Specific Competencies including TECHNICAL SKILLS


Initial Assessment
Ongoing Assessment
(Check One)


Name:





Service/Section:

Position/Grade:



VALIDATION: MR‑Medical Record; DO‑ Direct Observation; T‑ Test; SCL‑Skills Check List; S‑ Simulation; PS‑ Patient Survey; R Rounds 


EF‑ Employee Feedback; V‑ Verbalize; D‑Demonstration; PR‑Peer Review; RD‑ Return Demonstration


NOTE: Include equipment competencies (if applicable), safety, infection control, etc. Use competencies which are high risk, problem prone, and/or low volume.


COMPETENCY LEVEL: E=Education/Training Required; S=Competent ‑ Self‑Directed Education/Training may be desired; C= Competent Through Education/Training/Exp


		

		

		  SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments/



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and 


ability to


perform these 


functions

		I request


additional


education 


and/or


experience

		E

		S

		C

		Supervisor's Initials & Date



		Infection Control 

		Understands/applies proper standard precautions

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		Environment of Care

		1.Understands/applies proper Safety Management

		

		

		

		

		

		



		

		2. Understands/applies Life Safety management/fire protection procedures

		

		

		

		

		

		



		

		3. Understands/applies Hazardous material/MSDS/Waste management

		

		

		

		

		

		



		

		4. Understands/applies Emergency preparedness

		

		

		

		

		

		



		

		5. Understands/applies Security management


6. Understands/applies Utility systems failure response

		

		

		

		

		

		



		Emergency Response 

		Understands/applies Emergency Codes

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		Information


Management

		1. Understands/applies proper Use of VISTA and/or PC software


2. Understands/applies proper ADP Security


3. Understands/applies Confidentiality of patient & employee information

		

		

		

		

		

		






VA Competency: Care Coordinator



Community Care Coordination Service 




COMPETENCE ASSESSMENT


Facility:  ______________________ 


HIGH PERFORMANCE DEVELOPMENT MODEL ‑ CORE COMPETENCIES



Position‑Specific Competencies including TECHNICAL SKILLS


(Continued)

		

		

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


and/or  


experience

		E

		S

		C

		Supervisors initials & Date



		CLINICAL PRACTICE:




		Provides leadership in the assessment, planning, intervention, evaluation and revision of a plan of care for patients integrating appropriate technologies.

		

		

		

		

		

		



		Uses a systematic process to assess patients and facilitate care.

		Provides initial and ongoing assessment of patients to identify needs issues, care goals and appropriate resources necessary for care management.

		

		

		

		

		

		



		

		Assesses and adjusts communication techniques to maximize the clinician-patient relationship.

		

		

		

		

		

		



		

		Identifies resources and critical factors for achieving desired outcomes for discharge, post hospitalization recovery and health maintenance/improvement.

		

		

		

		

		

		



		

		Sets clinical care goals, short and long term, in collaboration with patient, provider(s), and family members.

		

		

		

		

		

		



		

		Functions as a systems coordinator for the plan of care; monitors progress through the expected hospital course and intervenes as appropriate to facilitate achieving patient outcomes within anticipated timeframes. Coordinates care and discharge planning with the patient's primary care provider and team.

		

		

		

		

		

		





		

		

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


and/or


experience

		E

		S

		C

		Supervisors initials & Date



		CLINICAL PRACTICE (con’t)

		Collaborates with patient and care providers in any and all settings where care is being provided to evaluate and update changes in the therapeutic plan of care.




		

		

		

		

		

		



		

		Recognizes complex situations that impact patient care and intervenes, using sound judgment, professional attitude and appropriate channels.

		

		

		

		

		

		



		

		Maintains a working knowledge of resources available in the community.  Seeks out information from community resources toward improvement in patient outcomes.

		

		

		

		

		

		



		

		Appropriately documents own interventions and reviews appropriate health team documentation of patient treatment plans. Involves the primary care provider when indicated to treat changes in the patient’s condition

		

		

		

		

		

		



		

		Maintains “threshold” competencies by attaining satisfactory behaviors for: attendance, completion of mandatory training, adhering to dress code, wearing ID badge, practicing infection control and safety.

		

		

		

		

		

		



		QUALITY OF CARE:


Provides leadership in improving the quality and effectiveness of patient care.

		Develops and leads interdisciplinary teams to improve organizational performance. Recognizes impediments to health care delivery and uses problem-solving/ performance improvement approaches to improve outcomes.

		

		

		

		

		

		



		

		Participates in performance improvement activities related to the service line quality improvement process.

		

		

		

		

		

		



		

		Evaluates need and initiates interdisciplinary ad hoc committees/process action teams for constructive problem solving.

		

		

		

		

		

		





		

		

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


11   


and/or  


experience

		E

		S

		C

		Supervisors initials & Date



		QUALITY OF CARE (cont.)

		Tracks and trends issues related to care delivery and role implementation.




		

		

		

		

		

		



		PERFORMANCE

		Develops and implements interdisciplinary standards of practice and care at the station level for the Care Coordinator role.

		

		

		

		

		

		



		Implements standards of professional practice to meet regulations and standards of accrediting bodies.

		Participates in VISN-wide standards development for the role. Conducts self-reviews of current practice and seeks constructive feedback from peers.

		

		

		

		

		

		



		

		Takes accountability for exchange of ideas to help others in the VISN learn more about care coordination and the use of technology for home care.

		

		

		

		

		

		



		EDUCATION

		Identifies personal learning needs and assumes responsibility for own professional growth.

		

		

		

		

		

		



		Implements an educational plan to meet changing program needs; maintains current knowledge.

		Develops and implements an educational plan to enhance program development and professional performance.  Attends all mandatory training.

		

		

		

		

		

		



		

		Develops, coordinates and presents educational programs toward improving productivity, patient outcomes and treatment modalities.

		

		

		

		

		

		



		

		Demonstrates equipment competencies in setting up, using, and troubleshooting technology equipment used in the telehealth project.  Provides training for ancillary staff or others in the facility to learn about telehealth.

		

		

		

		

		

		



		

		

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


11   


and/or  


experience

		E

		S

		C

		Supervisors initials & Date



		EDUCATION (cont.)

		Serves as a preceptor for students seeking learning experiences on both the undergraduate and graduate level and evaluates outcomes.

		

		

		

		

		

		



		COLLEGIALITY/


Coaches colleagues in

		Leads and works collaboratively with interdisciplinary groups in a cohesive manner.

		

		

		

		

		

		



		team building; shares expertise.

		Facilitates open dialogue among peers, supervisors and staff. 

		

		

		

		

		

		



		

		Communicates effectively with patients, families/significant others and the health team members.




		

		

		

		

		

		



		ETHICS

		Conducts self in a professional manner in many clinical and administrative settings.

		

		

		

		

		

		



		Teaches and assists others in ethical matters.

		Provides leadership to the interdisciplinary team in identification and addressing of ethical issues surrounding care management and professional practice.

		

		

		

		

		

		



		

		Maintains the privacy, confidentiality, and security of the patient’s medical records.

		

		

		

		

		

		



		

		Builds an atmosphere of trust with patients and caregivers; is an advocate for patient rights, developing an ongoing relationship toward improved outcomes of care.

		

		

		

		

		

		



		

		Ensures patients are informed of their choices regarding use of telehealth.

		

		

		

		

		

		



		

		Obtains informed consent from the patient to permit the telehealth equipment in the home and collect data to assess outcomes of care.

		

		

		

		

		

		



		COLLABORATION




		Develops and leads interdisciplinary groups as appropriate.

		

		

		

		

		

		



		Uses the group process to identify, analyze, and resolve care problems.

		Establishes ongoing relationships with professional/health related groups within the community.

		

		

		

		

		

		



		

		Initiates appropriate referrals and consultations to other clinical services.

		

		

		

		

		

		



		

		

		SELF ASSESSMENT

		COMP


LEVEL

		Validation Methods/Comments



		COMPETENCY

		BEHAVIORS

		I feel I have the


knowledge and


ability to


perform these


functions

		I request 


additional


education


and/or


experience

		E

		S

		C

		Supervisors initials & Date



		COLLABORATION (cont.)

		Presents accurate information about the Telehealth project in interdisciplinary and public forums, without violating patient confidentiality.

		

		

		

		

		

		



		

		Fosters good public relations when interpreting philosophy, policies/procedures, goals and objectives to staff, patients and the public.

		

		

		

		

		

		



		RESEARCH

		Bases practice on current knowledge/ trends/ technological advances and/or research findings (Review of the Literature).

		

		

		

		

		

		



		Collaborates with others in research activities to improve care

		Uses systematic inquiry for problem-solving and uses results of evaluations to improve patient care.

		

		

		

		

		

		



		

		Participates in interdisciplinary research-related activities as appropriate.

		

		

		

		

		

		



		RESEARCH (con’t)

		Manages data for evaluation of patient care outcomes and utilization review as related to the project.

		

		

		

		

		

		



		

		Makes contributions to the profession by publishing, being a member of a task force or committee, consulting, developing educational media, scientific inquiry, or using creative approaches to enhance the quality of tele-care.

		

		

		

		

		

		



		RESOURCE UTILIZATION

		Advocates fiscal responsibility in the management of patient care through effective utilization of resources.

		

		

		

		

		

		



		Manages program resources to facilitate safe, effective, and efficient care.

		Demonstrates effective program resource management skills (including documenting and reporting).

		

		

		

		

		

		



		

		Suggests ways to improve quality while remaining fiscally responsible.

		

		

		

		

		

		



		

		Ensures that a safe environment is maintained for patients and staff.

		

		

		

		

		

		



		

		Manages the home placement of available telehealth equipment for the best utilization by the patients enrolled in the Care Coordinator’s panel

		

		

		

		

		

		






VA Competency: Care Coordinator



Community Care Coordination Service 


COMPETENCE ASSESSMENT


HIGH PERFORMANCE DEVELOPMENT MODEL ‑ CORE COMPETENCIES



Position‑Specific Competencies including TECHNICAL SKILLS


AGE SPECIFIC COMPETENCIES 


Initial Assessment ____________                                Ongoing Assessment___________
(Check One)


NAME:

Service/Section: 
 Grade:  ______________


The following VALIDATION method codes may be used: T‑Training Session; A‑Article Reviewed; H‑Handout Read; MR‑Mandatory Review; 


P‑Policy Review;  D‑Demonstration; RD Return Demonstration; I‑Inservice; F‑Feedback;  


OR‑Orientation; PR‑Peer Review;OB Observation; O‑Other (specify)

COMPETENCY LEVEL: E= Education/Training Required; S=Competent – Self-Directed Education/Training may be desired; C= Competent Through Education/Training/Experience


		

		

		

		COMP

		



		COMPETENCY/

		BEHAVIORS

		SELF ASSESSMENT

		LEVEL

		Comments & Supervisor's



		OUTCOME

		

		I feel I have the

		I request

		

		

		

		Initials



		

		

		knowledge and

		additional

		

		

		

		



		

		

		ability to

		education

		E

		S

		C

		



		(Age Specific

		*If not applicable note "N/A" in Comments Section

		perform these 

		and/or

		

		

		

		



		Considerations)

		

		functions

		experience

		

		

		

		



		1. Communication

		a. Interacts in a respectful manner, considerate of age and physical abilities (i.e., sight and hearing needs).


b. Provides assistance to individuals in a manner that takes into account their special needs or age related needs.

		

		

		

		

		

		



		2. Diagnostic

		

		

		

		

		

		

		



		3. Medication Equipment

		

		

		

		

		

		

		



		4. Psycho-social

		

		

		

		

		

		

		



		5. Growth and Devel.

		

		

		

		

		

		

		



		6.Food/nutrition

		

		

		

		

		

		

		



		7. Assessment

		

		

		

		

		

		

		



		Position Specific: Uses knowledge of age-related needs of patients throughout the life span through the continuum of care: from early adulthood(18-44), through middle adulthood(45-59) and late adulthood(60+)

		Recognizes impact of age-specific care needs and incorporates this into the assessment process. Also incorporates these age-specific needs into care as reflected by modification of treatment plans and attainment of excellent communication in all activities, especially in patient education and obtaining informed consent for telehealth in the home.
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TLC and T-Care Template


Referral source


Project Diagnosis:


Other Diagnosis:


Allergies: 


Current Medication Profile (active list)


OTC & Alternative Medications


Medication review:



Given and taken correctly 


YES

NO



Knows reordering process


YES

NO



Knows side effects to report


YES

NO



Knows storage and disposal


YES

NO

Knows what to do for missed doses

YES

NO



Instruction given:


Psychosocial Data


Marital Status:


Religion:


Competency Status:



Competent:



Incompetent:



VA Rated Incomp.:



VA Fiduciary:



SS Payee:



Unknown:


Financial Status:



VA:



SS:



Spouse:



Other:



Health Insurance:


Guardian:


Power of Attorney:


Advance Directives:


Living Arrangements:


Type of Residence:


Caregiver Information:



Relationship to patient:



How many years care giving:



Sources of support:



Caregiver health status:



Community/VA resources used:


ADL’s: Katz score


IADL’s: Lawton’s score


Environmental barriers:


**** SPECIAL NEEDS/TEACHING BARRIERS ****


None identified              : 


Memory deficit               : 


Unable to concentrate        : 


Overwhelmed                  : 


State of denial              : 


Cultural/religious beliefs   : 


Anxious                      : 


Angry                        : 


Language                     : 


Literacy                     : 


Not motivated at this time   : 


Homeless                     :


Visually impared             : 


Hearing impared              : 


Communication impared        : 


Lack of family support       : 


 **** SPECIAL ACTIONS ****


Include caregiver 


  in education               : 


Defer teaching at this time  : 


Refer to patient ed. classes : 


 **** SPECIAL PRINT MATERIALS ****


Low literacy                 : 


Spanish language             : 


Age specific                 : 


Large print                  : 


Comments/other               : 

Contact person to remove technology:


Care Coordination Plan:


Assessment:


Goals:


Interventions:



Instructed on technology and caregiver resources information



Instructed on project/contact numbers



Frequency of contacts:
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HOME TELEHEALTH CONSENT- PATIENT EDUCATION NOTE 


S:
Use of home telehealth was discussed and the patient is receptive to receiving home telehealth services for education, disease management information and/or monitoring of vital signs including pain and video conferencing.   


.


O:
Patient was assessed for appropriateness to participate in home telehealth and has verbalized willingness to learn home telehealth technology.  Patient has no special aids and there were no barriers identified that would impact participation on home telehealth. The patient’s home has a grounded/tested/safe 3-prong electrical outlet that can be used for the home telehealth vital sign monitoring units. Patient has signed home telehealth consent, photo release and Information Security agreements and understands this is not an emergency response system or device and needs to follow 911 procedures in case of medical emergency.  Patient understands he /she cannot use phone while machine is transmitting data.  The patient's primary care provider is aware and a schedule for using the equipment was reviewed.   Questions were addressed and answered to patient’s satisfaction.  The patient was also educated about available community resources including Meals-on-Wheels, home care services, senior citizen centers and support groups. Patient has been educated about available Medicare/Medicaid licensed JCAHO accredited home care and community based agencies.


A:
Patient will be placed on home telehealth and has verbalized understanding that the home telehealth technology is not an Emergency Response System, understands and verbalizes how to obtain urgent and emergent care and the need to promptly report changes in health condition to their health care provider. Questions have been discussed and answered satisfactorily.


P:
The primary care provider has been notified and agrees to the patient’s participation in home telehealth. A plan for scheduling home telehealth activities and out-of-range parameters for vital signs has been established.  Disease specific patient education and disease management surveys will be made available.
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Department of Veterans Affairs


Telemedicine Provider Satisfaction Survey Data Bank


Instructions:


This item bank contains a selection of questions to be used when evaluating provider perceptions of telemedicine encounters.  Items are categorized as appropriate to general system/equipment for all modalities; videoconferencing; store-and-forward applications; and home care.  In addition, open-ended items are included along with suggested demographic data the evaluator should consider collecting.  


For the items included in the general system/equipment for all modalities, videoconferencing, store-and-forward, and home care categories, two response scales are included at the end of the document.  An agree/disagree response scale can be used with all of the questions.  However, some of the statements may be more meaningful when they are answered in comparison with in-person consultations or patient visits. For these items, the Worse/Better scale may be chosen.  These items have an * following them.  

General System/Equipment Questions  (all modalities)


1. The system is easy to use.  


2. The image quality is good.  

3. The training I received adequately prepared me for using the system.  


4. I am able to increase my productivity with telemedicine.  


5. Telemedicine adds to my workload.  


6. Telemedicine consultation is a good use of my time.  


7. Telemedicine consultation is a good use of my skills.  


8. I am able to respond to a consultation request in a timely manner.*


9. I am able to develop a diagnosis.*


10. I am able to identify a patient problem.*


11. I am able to develop a treatment plan.*


12. I am able to meet my patient’s needs.*


13. I like telemedicine as a way to deliver care.*


14. Telemedicine helps me resolve my patients’ health problems in a timely manner.*


15. Telemedicine helps me to monitor my patients’ conditions.*


16. Telemedicine improves patients’ compliance with therapy.*


17. I am able to develop patient care plans using telemedicine.*


18. I am able to implement patient care plans using telemedicine.*


Videoconferencing


1. Outside interruptions at my location interfere with the appointment (e.g., equipment is located in high traffic areas).  


2. Outside interruptions at the patient’s location interfere with the appointment.  


3. Using the system limits the amount of information I can obtain from the patient/family members.


4. I feel comfortable using the system to talk with patients/family members.  


5. Using the system limits my access to family members.  


6. Equipment/system limitations (e.g., limited view; static; transmission delay) interfere with the patient-provider interaction.  

7. The equipment interferes with my interaction with other staff who are present with the patient.

8. The technician operating the equipment at the other end interferes with the consultation process.  


9. The technician/patient at the other end is skillful in operating the equipment.  


10. The technician at this end is skillful in operating the equipment.  


11. Use of telemedicine disrupts the flow of work in my clinic.  

12. It is difficult to schedule a videoconference appointment.  


13. I am able to keep the length of the visit to a reasonable time frame.*


14. I am able to establish rapport with the patient.*


Store-and-Forward (including Web-based systems, imaging and pathology systems)


1. Data are displayed in a meaningful format.  


Home Care


1. The heart/lung sounds are easy to distinguish with the stethoscope.  


2. The [name peripheral device] is easy to use.  


3. I feel that the results from the [name peripheral device] are accurate.


4. Patients need frequent instruction from me on how to use the equipment during our visits.


Open Ended Questions (all modalities)


1. What telemedicine equipment are you using?


2. What do you like about the system?


3. What do you not like about the system


4. What difficulties have you experienced?


5. What causes you the most problems?


(1) Peripherals?


(2) Connectivity?


(3) Image quality?


(4) Audio quality?


(5) Scheduling visits?


(6) Additional workload?


(7) Operation of the equipment?


· By provider


· By patient


6. How could the system be improved?


7. Did you receive training on the system?  Yes   No


If yes, 


Did you receive the appropriate level of training?  Yes   No


Did you receive high quality training?  Yes   No


If no, do you feel a need to receive training?  Yes   No


8. Are there specific patients or diagnostic groups for which telemedicine is not appropriate? 


9. Are there specific patients or diagnostic groups for which telemedicine is particularly useful?


10. Do you also need to see patients in-person if using telemedicine?


If yes, 


When/why? (e.g., first encounter with patient, during acute episodes or exacerbations) 


11. What were your expectations for telemedicine before using the current system?  Were your expectations met?


Demographics


1. Age


2. Gender


3. Years experience as a clinician


4. Years in VA


5. How long have you been using telemedicine as a way to deliver care?


6. On average, how many patients per week do you see via telemedicine?

7. On average, how many hours per week do you spend on patient care activities via telemedicine?


8. Do you receive workload credit for telemedicine visits?


9. Provider type (circle only one)


a) Physician


b) Nurse practitioner


c) Registered nurse


d) Licensed practical nurse


e) Physical therapist


f) Occupational therapist


g) Social Worker


h) Dietitian


i) Pharmacist


j) Psychologist


k) Other __________________


10. Type of specialty (circle only one)


a) Primary Care


b) Medical



c) Surgical



d) Psychiatry/Mental Health 


e) Home care


f) Spinal cord injury


g) Other __________________


Response Scales


Agree/Disagree.  An agree/disagree response scale can be used with all of the questions.  The instructions for using this scale are as follows:


Please circle the number that best reflects the extent to which you agree with the following statements about telemedicine as a way to deliver care:  (1) Strongly Disagree, (2) Somewhat Disagree, (3) Neither Disagree nor Agree, (4) Somewhat Agree, (5) Strongly Agree, (6) Not Applicable.


*Worse/Better.  Some of the statements may be more meaningful when they are answered in comparison with in-person consultations, patient visits, or telephone consultations.  These statements are noted with an asterisk (*).  The instructions for using a worse/better scale are as follows:


Please respond to the following items indicating whether telemedicine is (1) Much Worse, (2) Somewhat Worse, (3) The Same, (4) Somewhat Better, or (5) Much Better than in-person consultations or patient visits.
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Initial Assessment Template


Reason for project inclusion:


Technology:           Audio/video              Health Buddy


Primary Care Provider/team:


Project Diagnoses:


Other Diagnoses:


Mental Status:


Allergies: 


Special Diet:


 () At Risk


 () Not at Risk


Current Medication Profile: 


Active Outpatient Medications (including Supplies):


                                                            Issue Date


                                               Status       Last Fill


     Active Outpatient Medications             Refills      Expiration


CPRS adds active list here automatically


===========================================================


OTC & Alternative Medications:


Medication Review:


Given and Taken Correctly:


Knows reordering process:


Knows side effects to report:


Knows storage and disposal procedures:


Instructions given:


Knows what to do if dose is missed:  () Yes   ()No


Education:


Able to read and write:


Cultural/Spiritual needs observed:


Barriers to learning:


Demonstrated understanding by:


Living situation:


Current community/VA services:


Expectations of care r/t technology:


Patient's perceived limitations:


Caregiver's perceived limitations:


Patient's goals:


Caregiver's goals:


ADLs:


Can do:


Needs help with:


Unable to do:


IADLs:


Can do:


Needs help with:


Unable to do:


Education/literacy level:


Primary language spoken/written:


Religious/Cultural background:


Environmental/equipment safety:


Disaster Planning:


 Flood


 Fire


 Tornado


 Hurricane preparedness


 Aware of evacuation route and shelter


Finances:


Total monthly income:


VA status:


Transportation Issues:


Emergency Contact:


Care Corodination Plan:


Assessment:


Goals:


Interventions:


Instructed on technology


Instructed on project purpose/phone numbers


Educational packet with disaster, safety and disease related materials


 given


Review of plan with primary provider


Frequency of televisits:


Call Telcare VISN 8 - 1-877-741-3400 for after hours and weekend problems


Call 911 for emergencies                      


Monthly Note


Months enrolled:


Technology:


Living situation:


Symptom management:


Plan/Follow-up:


Quarterly Note


Months enrolled:


Technology:


Living situation:


Hospitalizations past 90 days:


Clinic/Walk-in visits past 90 days:


Medication compliance past 90 days:


Meds given and taken correctly:


Taken independently:


Knows side effects/drug actions:


Knows drug/food interactions:


Knows what to do for missed doses:


Knows reordering/storage/disposal procedures:


Symptom management:


Goals met:


Plan/follow-up:
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Quarterly Note


COPD


T-Care Quarterly Note:


Technology: Health Buddy, COPD Module


Living Situation: No Changes


T-Care Program continues to monitor pt for dx of COPD.  Pt uses Health Buddy appliance regularly.  Review of pt trend report via Health Hero indicates pt has not responded with high-risk answers in the last 15 days. Health Buddy sessions include questions on SOB, energy level, cough, and medication compliance.  Education on disease management is provided via sessions.  


Assessment: No new medical or psychosocial issues identified at this time.  


Plan/Follow Up: Pt is encouraged to contact T-Care team as needed.  Will continue to monitor HB responses; coordinate care with Primary Care team as needed.



CHF


T-Care Quarterly Note:


Technology: Health Buddy, CHF Module


Living Situation: No Changes


T-Care Program continues to monitor pt for dx of CHF.  Pt uses Health Buddy appliance regularly. Review of pt trend report via Health Hero indicates pt has not responded with high-risk answers in the last 15 days.  Health Buddy sessions include questions on weight changes, edema, orthopnea and dyspnea. Education on disease management is provided via sessions. 


Assessment: No new medical or psychosocial issues identified at this time.  


Plan/Follow-up: Pt is encouraged to contact T-Care team as needed.  Will continue to monitor HB responses; coordinate care with Primary Care team as needed.  


T-CARE Quarterly Note


Technology: Health Buddy, CHF and DM Module


Living Situation: No Changes


T-Care Program continues to monitor pt for dx of CHF and DM.  Pt uses Health Buddy appliance regularly. Review of pt trend report via Health Hero indicates pt has not responded with high-risk answers in the last 15 days.  Health Buddy sessions include questions on weight changes, edema, orthopnea and dyspnea; DM questions on fasting or non -fasting glucose, changes in pt’s feet, and medication compliance. Education on disease management is provided via sessions. 


Assessment: No new medical or psychosocial issues identified at this time.  


Plan/Follow-up: Pt is encouraged to contact T-Care team as needed.  Will continue to monitor HB responses; coordinate care with Primary Care team as needed.  


T-Care Quarterly Note:


Technology: Health Buddy, DM Module


Living Situation: No Changes


T-Care Program continues to monitor pt for dx of DM.  Pt uses Health Buddy appliance regularly. Review of pt trend report via Health Hero indicates pt has not responded with high-risk answers in the last 15 days. Health Buddy sessions include questions on fasting or non-fasting glucose, changes in pt’s feet, and medication compliance. Education on disease management is provided via sessions.  


Assessment: No new medical or psychosocial issues identified at his time.  


Plan/Follow-up: Pt is encouraged to contact T-Care team as needed.  Will continue to monitor HB responses; coordinate care with Primary Care team as needed. 


T-Care Quarterly Note:


Technology: Health Buddy, HTN and DM Module


Living Situation: No Changes


T-Care Program continues to monitor pt for dx of HTN and DM.  Pt uses Health Buddy appliance regularly. Review of pt trend report via Health Hero indicates pt has not responded with high-risk answers in the last 15 days.  Health Buddy HTN sessions include questions on systolic blood pressure, diastolic blood pressure, activity tolerance, weight changes, medication compliance and low salt diet; DM questions include fasting or non-fasting glucose, changes in pt's feet, and medication compliance. Education on disease management is provided via sessions. 


Assessment: No new medical or psychosocial issues identified at this time.  


Plan/Follow-up: Pt is encouraged to contact T-Care team as needed.  Will continue to monitor HB responses; coordinate care with Primary Care team as needed.  


HTN


T-Care Quarterly Note:


Technology: Health Buddy, HTN Module


Living Situation: No Changes


T-Care Program continues to monitor pt for dx of HTN.  Pt uses Health Buddy appliance regularly. Review of pt trend report via Health Hero indicates pt has not responded with high-risk answers in the last 15 days. Health Buddy sessions include questions on systolic blood pressure, diastolic blood pressure, activity tolerance, weight changes, medication compliance and low salt diet compliance. Education on disease management is provided via sessions.  


Assessment: No new medical or psychosocial issues identified at this time.  


Plan/Follow-up: Pt is encouraged to contact T-Care team as needed.   Will continue to monitor HB responses; coordinate care with Primary Care team as needed. 


T-Care Quarterly Note:


Technology: Health Buddy, COPD and HTN Module


Living Situation: No Changes


T-Care Program continues to monitor pt for dx of COPD and HTN.  Pt uses Health Buddy appliance regularly.  Review of pt trend report via Health Hero indicates pt has not responded with high-risk answers in the last 15 days. Health Buddy COPD sessions include questions on SOB, energy level, cough, and medication compliance; HTN questions include systolic blood pressure, diastolic blood pressure, activity tolerance, weight changes, medication compliance and low salt diet compliance.  Education on disease management is provided via sessions.  


Assessment: No new medical or psychosocial issues identified at this time.  


Plan/Follow Up: Pt is encouraged to contact T-Care team as needed.  Will continue to monitor HB responses; coordinate care with Primary Care team as needed.



T-Care Quarterly Note:


Technology: Health Buddy, CAD Module


Living Situation: No Changes


T-Care Program continues to follow responses to CAD modules via Health Buddy device. Pt uses Health Buddy appliance regularly. Review of pt trend report via Health Hero indicates pt has not responded with high-risk answers in the last 15 days. 


Health Buddy sessions include questions on medication compliance, dyspnea, chest pain and stress level. 


Assessment: No new medical or psychosocial issues identified at this time. 


Plan/Follow-up: Pt is encouraged to contact T-Care team as needed.   Will 


continue to monitor HB responses; coordinate care with Primary Care team 


as needed. 
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Date: 


Re.: T-Care Program Enrollment


Dear Veteran,


This letter is to inform you that you have been disenrolled from the T-Care Program due to one of the following reasons:


__ Moved from the Dade and Broward area


__ No telephone service


__ Unable to contact


__  No longer receiving primary care at the Miami VAMC or satellite clinics


__  No longer in need of care coordination services 


__ Patient/caregiver no longer desires to use Health Buddy technology or videophone   


___ Enrolled in hospice program


You will continue to receive primary care from your assigned team.  If you have any questions, please call us at 305-325-7150.


Sincerely,


T-Care Team
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VHA DIRECTIVE XXXX

(Date)




Department of Veterans Affairs
VHA DIRECTIVE 6210


Veterans Health Administration
Transmittal Sheet


Washington, DC 20420 
March 7, 2000


AUTOMATED INFORMATION SYSTEMS (AIS) SECURITY


1.   REASON FOR ISSUE:  This Veterans Health Administration (VHA) Directive revises automated information systems (AIS) security policy.

2.  SUMMARY OF MAJOR CHANGES:  This directive sets forth policies and responsibilities for the establishment, maintenance and oversight of the automated information systems (AIS) security program within the VHA.  It incorporates additional requirements mandated by the Office of Management & Budget (OMB) Circular A-130, Appendix III, and provides additional technical security policy and requirements.


3.  RELATED HANDBOOK:  VHA Handbook 6210.1 (to be published), Automated Information Systems Security, will contain the mandatory procedures for implementing appropriate AIS security.


4.  RESPONSIBLE OFFICE:  The Director, Medical Information Security Service (MISS) (193C) is responsible for the contents of this VHA Directive.  Questions may be referred to Medical Information Security Service at (304) 262-7300.


5.  RESCISSIONS:  VHA Manual M-11, Chapter 16, is rescinded.

6.  RECERTIFICATION:  The document is scheduled for recertification on or before the last working day of March 2005.


		

		S/ Frances Murphy, M.D. for



		

		Thomas L. Garthwaite, M.D.



		

		Deputy Under Secretary for Health





Distribution:  RPC:  0005


FD




Printing Date: 3/2000


AUTOMATED INFORMATION SYSTEMS (AIS) SECURITY


1.   PURPOSE.  This Veterans Health Administration (VHA) Directive defines policies and responsibilities for the establishment, implementation, maintenance and oversight of the automated information systems (AIS) security program within VHA.  NOTE:  This policy extends to any new VHA AIS resources acquired, developed, or used on behalf of VHA after the effective date of this Directive.


2.  BACKGROUND



a.  The “Paperwork Reduction Act, as amended, Title 44 United States Code (U.S.C.) Chapter 35, the Computer Security Act of 1987, Public Law 100-237, and Office of Management and Budget (OMB) Circular A-130, Appendix III, require all Federal agencies to plan for the security of all sensitive AIS resources throughout their life cycle.  



b.  Department of Veterans Affairs (VA) Directive 6210 provides department-wide policy on complying with applicable legal requirements.  AIS security policy development and adherence by VHA components will help ensure that:



(1)  AIS resources operate effectively and accurately;



(2)  There are appropriate technical, personnel, administrative, physical, environmental, and telecommunications safeguards for each system; and 



(3)  The continuity of these systems is maintained and preserved.  


NOTE:  Throughout this policy the term “facility” will be used to refer to all VHA operations that fall under VHA control, including, but not limited to, facilities, offices, clinics, etc.


3.  POLICY  



a.  Each VHA facility must establish, maintain, and enforce a comprehensive security program, as detailed in this policy, to assure an adequate level of security protection for all AIS, whether maintained in-house or by a non-VA entity.



b.  Specifically, each facility must ensure:



(1)  AIS operates effectively and accurately, using appropriate technical, personnel, administrative, environmental, and telecommunications safeguards.



(2)  That a full-time position be established to manage this program effectively.



c.  This policy is divided into three AIS security elements: (1) System Security Management (Management Controls); (2) Program Security Management (Operational Controls); and (3) Technical Security (Technical Controls).



(1)  System Security Management (Management Controls)


(a)  System Identification.  All AIS resources are to be identified.  NOTE:  OMB A-130, Appendix III and the National Institute for Standards and Technology (NIST’s) Guide for Developing System Security Plans for Information Technology Systems provides guidance in this area.


(b)  Security Plan.  A security plan must be prepared for each identified system.  The purpose of the system security plan is to provide an overview of the controls and rules of behavior for securing the system, to delineate responsibilities, and to promote communication between managers of different systems. Medical Information Security Service’s (MISS) “System Security Plan” Guidance Document provides the necessary instructions and the required format for completion of the System Security Plan document.



(c)  Risk Management


1.  Risk Analysis.  All VHA facilities must establish and implement a risk analysis process for each identified AIS resource to ensure that the balance of risks, vulnerabilities, threats, and countermeasures achieve a residual level of risk that is acceptable based on the sensitivity or criticality of individual systems.  A risk analysis must be conducted on each identified system to ensure that appropriate and cost effective safeguards are incorporated.  A risk analysis is to be performed prior to the approval of design specifications for new systems, whenever a significant change occurs to a system, or at least every 3 years.



2.  Contingency Planning


a.  The VHA mission is dependent upon automated information systems for the support of essential healthcare delivery functions. All facilities are responsible for the development, maintenance, and annual testing of individual AIS contingency plans for these functions.  The contingency planning process must address:



(1)  Backup and retention of data and software.



(2)  Selection of a backup or alternate operations strategy.



(3)  Emergency response actions to be taken to protect life and property and minimize the impact of the emergency.



(4)  Actions to be accomplished to initiate and effect backup or alternate site.



(5)  Resumption of normal operations in the most timely, efficient, and cost-effective manner.



b.  Copies of the plan are to be communicated to all users, updated as needed, and a copy maintained off-site.  NOTE:  VA Handbook 6210 outlines mandatory operational requirements for all VA contingency plans.


(d)  Certification.  Certification of the system is based on the documented results of the design reviews, system tests, and the recommendations of the testing teams.  Certification is a requirement for all systems. 



1.  New AIS resources, or those not fully operational, must complete all certification requirements and be accredited (approved for processing) prior to full implementation.  Prior to accreditation, each AIS resource must undergo appropriate technical certification evaluations to ensure that:



a.  It meets all Federal, VA, and VHA policies, regulations, and standards.



b.  All installed security safeguards are adequate and appropriate for the protection requirements of the system.



2.  Systems will be re-certified when substantial changes are made or at least every 3 years.



(e)  Accreditation (Authorization for Processing).  Accreditation is required for all systems.  New AIS, or those not fully operational, must complete all requirements and be accredited prior to full implementation.



1.  The designated management official reviews the accreditation support documentation (i.e., security plan, risk analysis, certification results, contingency plan, rules of behavior) and either concurs, thereby declaring that a satisfactory level of operational security is present; or does not concur, indicating that the level of risk either has not been adequately defined or reduced to an acceptable level for operational requirements.  



2.  The approving official signs a formal accreditation statement declaring that the system appears to be operating at an acceptable level of risk, or specifies any conditions or constraints that are required for appropriate system protection.  Systems will be re-accredited when major changes occur to the system or every 3 years, whichever occurs first.



(2)  Security Program Management (Operational Controls)


(a)  Personnel Security.  Each VHA facility will establish personnel security policies that ensure:


1.  All AIS related positions are evaluated and assigned a sensitivity level as defined in Title 5, Code of Federal Regulations (CFR) Section 731.202, Suitability Determinations, and Sections 736.201 and 732.201, Investigative Requirements.  The appropriate investigation will be requested to ensure the screening of all individuals (including non-VHA individuals, (e.g., contractors, volunteers, work-study, Compensated Work Therapy (CWT)) before they are granted access to sensitive data or are allowed to participate in the design, operation or maintenance of sensitive systems.  The level of screening required may vary from minimal checks to a full background investigation depending on the sensitivity of the information to be handled or the risk and magnitude of loss or harm that could be caused by the position.  NOTE:  The Emergency Preparedness and Administration Security Office (07C) has issued a “Security and Risk Designation, Appendix A,” that establishes guidelines with regard to position sensitivity designation, risk levels and corresponding security investigation requirements.


2.  All position descriptions are written or annotated to reflect specific AIS security responsibilities.  Within this context, “specific security responsibilities” refer to employee obligations to protect sensitive data and the use of such data and information derived from it only in the execution of official duties.  NOTE:  When an employee in a sensitive position transfers or is terminated from the facility, Human Resources Management must notify the appropriate staff at VA Central Office.


3.  Separation of duties for individuals in sensitive positions is assured.  This precludes any one individual from gaining the opportunity of adversely affecting the system.  Procedural checks and balances must be defined and enforced so that accountability is established and security violations are detectable.



4.  A process is established for individual accountability for the proper use and security of the information systems being accessed.  This process must ensure that all users are provided with periodic security awareness briefings, copies of system rules, and training to fulfill their AIS security responsibilities.



5.  A process is established to grant access privileges based on a legitimate and demonstrated need to have system access.  Individuals will be granted access only to that information which is necessary for the job assignment.  All user access and privilege must be reviewed at least every 90 days for appropriate level of access or continued need.



6.  VHA facility management, or designee(s), are assigned responsibility for approving access to VHA AIS functions upon receipt of a written and/or electronic request from an office or unit supervisor.  At a minimum, this request must include the name, service, purpose for access, and the specific access requirements.  All approved requests must be routed through the VHA facility ISO.



7.  Requests for access to or from remote systems and networks not under the VHA facility management control (e.g., Austin Automation Center, VA-Wide Area Network ) are routed through the ISO prior to approval.



8.  Procedures are established that require all users to sign an “Access Notice” before actual access is granted.  The “Access Notice” must state at a minimum that the user has reviewed and will abide by the facility’s security policies and procedures.  The signed access notices will be maintained centrally by the System Administrator, Chief, Information Resources Management (IRM) Service, or the ISO.



9.  Guidance and policy for access to sensitive data is in place for all non-VHA employees (volunteer, work-study, contractors, etc.).  In the absence of specific program guidance, each facility is to seek guidance from the Privacy Act Officer and the Regional Counsel prior to allowing access to this class of individuals.  NOTE:  Access shall be no less stringent than for VHA employees.


10.  Programmer access to Veterans Information Systems Technology and Architecture (VISTA), is approved by VHA facility management, or their designee(s).



11.  There is a process to revoke access privileges in a timely manner when the requirement for access ceases (e.g., transfer, resignation, retirement, change of job description, etc.).



12.  There is a process to immediately revoke access privileges for individuals being separated for adverse reasons on or just prior to notifying them of the pending action. 



(b)  Incident Reporting.  VHA facilities are to establish and implement a process to minimize the risk associated with violations of AIS security and ensure timely detection and reporting of actual or suspected incidents.  An AIS security incident is any event, suspected event, or vulnerability that could pose a threat to the integrity, availability, or confidentiality of VHA information systems’ applications or data.  Incidents may result in the possession of unauthorized knowledge, the wrongful disclosure of information, denial of service, the unauthorized alteration or destruction of data or systems and violation of Federal or state laws.  NOTE:  If such events are detected or suspected, the procedures outlined in VA Handbook 6210 must be followed.


(c)  Education, Training, and Awareness.  VHA facilities are to establish AIS security awareness and training programs to ensure that all individuals involved in the management, operation, programming, maintenance, or use of the systems are aware of their security responsibilities and are adequately trained prior to being granted access to AIS resources. Any individuals given access to a Federal system, or a system being operated on behalf of the Federal government, must receive a security awareness briefing as part of their orientation training and must be provided with refresher awareness material or briefings at least annually.  NOTE:  VA Handbook 6210 outlines approved computer security training procedures.


(d)  Software and Data Security.  An application that processes sensitive data, or requires protection because of the risk and magnitude of loss or harm that could result from improper operation, manipulation, or disclosure must be provided protection appropriate to its sensitivity.  



1.  Software applications created by VHA developers are required to meet specific security criteria and be accredited by management prior to release.  Security criteria and requirements for certification and accreditation of in-house developed application software, operating system software, and other general purpose software must be in accordance with current NIST and other applicable requirements (e.g., Health Insurance Portability and Accounting Act).



2.  All executable software used on sensitive VHA AIS resources must be obtained through authorized procurement channels.  The use of software acquired by any other means (e.g., public domain software, bulletin board services, personally owned software) is to be evaluated and approved by facility management (i.e., the officially designated individual or team) before it is downloaded or installed on any system.



3.  Safeguards must be in place to detect and minimize inadvertent or malicious modification or destruction, or attempts to do so, of AIS application software, operating system software, and critical data files.  These safeguards are to be documented in the facility AIS security plan.



4.  Executable software authorized to run on VHA AIS resources must be identified in the AIS security plan.



5.  At a minimum, essential data must be backed-up and stored in a location physically separate from the AIS.  Appropriate physical and environmental controls must be in place to ensure viability of such back-ups.  NOTE:  The actual location of backed-up data must be determined by analysis of local risk.


6.  Virus (malicious code software) prevention and control measures must be employed to protect the integrity of the software and data in VHA AIS.  NOTE:  VA virus control procedures are outlined in VA Handbook 6210.


7.  VHA organizations are to ensure that all software used complies with copyright laws and license agreements.  NOTE:  Copyright security procedures are outlined in VA Handbook 6210.


8.  In order to maintain software integrity, VHA facilities must use proper configuration management and controls to monitor installation and updates of software.  This process is to provide a historical record of software and operating system changes, to ensure that software functions as expected and that only authorized software is permitted on VHA AIS resources.



9.  Policies and procedures must be established to protect sensitive information from either accidental, unauthorized, or intentional modification, destruction, or disclosure during input, processing, or output operations. 



(e)  Hardware Security


1.  VHA facilities must ensure that appropriate technical security requirements are included in specifications for the acquisition or operation of new information technology equipment intended to process sensitive information.  These specifications are to be reviewed by the Information Security Officer (ISO) prior to the acquisition.



2.  Facilities must develop local policy regarding the use of government-owned equipment based on current VA level policies. 



3.  Security measures must be taken to protect against theft and unauthorized use of AIS peripheral and communications devices, microcomputers, laptops, and related items such as printers, floppy disks, and software.



4.  Remote off-site (e.g., dial-in) access to computer systems must be controlled and locally authorized.  The removal of peripheral or communication devices from a facility for use off-site must be controlled.  Property passes, or other Acquisition and Materiel Management (A&MM) Service approved procedures, are to be issued and a record maintained for all AIS equipment and software removed from the facility, including the individual responsible for the equipment and the date(s) the equipment was removed from, and returned to, the facility.



(f)  Technical Support and Maintenance.  Technical support and maintenance activities for VHA AIS resources must ensure that:



1.  Hardware and software maintenance activities do not affect the integrity of AIS resources and data, particularly existing safeguards or permit the introduction of security exposure into an automated information system (e.g., computer viruses, Trojan horses, logic bombs, etc.).



2.  Sensitive VHA AIS electronic storage and memory devices are not released from VHA control without proper clearing procedures to remove residual data.  Software that effectively wipes all residue data from systems and hard drives must be used.  NOTE:  Procedures for safeguarding sensitive information stored on AIS resources during disposal are outlined in VA Handbook, 6210.


3.  Automated (i.e., computer-connected) dial-up diagnostic maintenance of sensitive VHA systems via remote communications between vendors and VHA AIS resources is prohibited unless authorized by management in the system’s accreditation (authorization for processing) document.  The accreditation should reference an approved contract, Memorandum of Understanding (MOU), or other agreement when such a service is included.



4.  AIS technical support and maintenance work performed at VHA facilities (on-site) must be supervised by or under the control of VHA personnel knowledgeable in appropriate AIS operations.



(g)  Facility Security.  Physical access to AIS resources must be based upon legitimate and demonstrated need.  Individuals are only to be granted the access authority and/or system privileges necessary to accomplish their assigned duties.



1.  Physical Security.  Controlled and restricted areas are to be protected by physical security as appropriate for the sensitivity or criticality of the system.  NOTE:  System sensitivity and criticality are determined by the results of a risk analysis and as defined in the System Security Plan for the system.  



a.  At a minimum, access to controlled areas is to be limited to those individuals having an official need to be in the area.  



b.  Contract maintenance personnel, and others not authorized unrestricted access, but who are required to be in the controlled area, will be escorted by an authorized person at all times when they are within the controlled area.  



c.  All access to these areas are to be logged, and the logs reviewed monthly to determine if access is still required.  



d.  Media used to record and store sensitive software or data is to be externally identified, protected, controlled, and secured when not in actual use.  NOTE:  There will be no signs informing the public that an information system is located in any particular building or area.


2.  Environmental Security.  Adequate environmental safeguards are to be installed and implemented to protect AIS resources as deemed appropriate for the sensitivity or criticality of the system as determined by the results of a risk analysis and as defined in the System Security Plan for the system.  At a minimum, the following environmental safeguards must be implemented in dedicated computer rooms:



a.  Fire prevention, detection, and suppression;



b.  Water hazard prevention and detection;



c.  Electric power supply protection;



d.  Temperature control;



e.  Humidity control;



f.  Magnetism protection; and



g.  Good housekeeping procedures for protection against dust, dirt and fire hazards.



(h)  Contractor and or Procurement Security


1.  Security requirements and specifications for contractors involved in all aspects of the VHA information infrastructure (e.g., system development, system management, software development, system analysis, data input, hardware disposition, data storage, back-up) must be defined in the statement of work and contract.  Procurement officials are to ensure negotiated contracts include a separate section dealing with security issues.  This section must specify the level of trust required and the contractor’s responsibility in complying with established requirements.  These documents are approved by the responsible ISO and IRM management prior to signing of a contractual agreement.



2.  VHA facilities that utilize contractor assistance in managing, deploying, or operating information systems which process sensitive data must establish all requirements in local policy.



3.  Contractor personnel performing work under contract must satisfy all requirements for security eligibility.  Contractor personnel who access VHA AIS resources or data shall have a background investigation.  Contracts are to stipulate that the contractor will be held responsible for the cost of background investigations, if appropriate.  Contractors must submit evidence of prior background investigations to the VA Security Office (07C) for review to ensure that the investigation is of an acceptable level.



(i)  AIS Sharing Agreements


1.  All non-VHA users having access to VHA AIS resources through a negotiated sharing agreement are to satisfy all requirements for security eligibility prior to the effective date of the agreement.  The VHA entity that is party to the sharing agreement is to bear the responsibility for ensuring that security requirements are included in the written agreement and that they are met.



2.  Procurement officials are to ensure that all AIS sharing agreements pertaining to AIS hardware and software are reviewed for security implications.  They are responsible for the inclusion of a separate section in the contract dealing with AIS security issues, where appropriate.



3.  All security requirements of OMB A-130, Appendix III, must be implemented.



(3)  Technical Security (Technical Controls)


(a)  System Security.  The design of AIS resources that process, store, or transmit sensitive data must include, at a minimum, the automated security features discussed in this paragraph.  Security safeguards must in place to ensure those persons having access to an AIS resource are individually accountable for their actions while on the system.



1.  User Identification. User access will be controlled and limited based on positive user identification and authentication mechanisms that support the minimum requirements of access control, least privilege, and system integrity for all platforms.  



a.  To ensure accountability, individual access codes (passwords) are mandatory for all sensitive VHA information systems.



b.  Controls must be implemented to require passwords that meet Departmental standards and complexity.  NOTE:  These controls must be tested quarterly to ensure compliance.



c.  Passwords must be changed at least once every 90 days.



d.  Passwords that are inactive for 90 days are to be disabled.



e.  Operating systems are sometimes installed with a standard set of default user accounts and associated standard security passwords.  This access route must be protected by either disabling the standard user account or by changing the passwords.



2.  Authentication.  The AIS resource must ensure that each user is authenticated prior to access. 



3.  Access Control.  AIS resources must employ additional discretionary access control measures such as file passwords, access control lists, disk encryption, or other techniques, as identified and required by the approved system security plan.  In addition, the following automated security processes are required:



a.  Warning Banner.  A warning banner must be displayed to users as part of the logon dialogue, followed by a pause requiring manual intervention to continue.



b.  Automatic Interactive-session Time-out (logoff).  The automatic interactive-session timeout must be implemented for all VHA AIS.  This time-out period is to be determined by system and/or data criticality as defined in the risk analysis.



4.  Audit Records.  AIS transactions are subject to recording and are to be reviewed at least weekly for adverse activity.  Audit trail records must be sufficient in detail to facilitate reconstruction of events if compromise or malfunction occurs, or is suspected. Audit trail records must be reviewed as specified in the facility system security plan.  Audit trails should be maintained for a minimum of 6 months.



5.  Object Reuse.  Automated information systems must clear memory and/or data storage areas prior to reallocation of the area to a different user.  NOTE: This prevents one user from obtaining residual data of another user.



(b)  Network and Communication Security.  Network and communication security deals specifically with the safeguarding of sensitive information from unauthorized access while it exists in its electronic form during transmission.  Sensitive information must be protected while traveling across networks (e.g., Wide Area Networks (WANs), Internet).  NOTE:  VA is currently seeking solutions to incorporate global encryption technology and standards for the WAN.  If individual sites encrypt local area networks and databases, existing Federal and VA standards must be applied.  Sensitive data must be secured when using mediums such as facsimile (FAX), Public Branch Exchange (PBX), and voice mail systems. Local area network (LAN) security procedures are located in VA Handbook 6210.



1.  Protection of Network Infrastructure


a.  Routers, bridges, hubs, concentrators, gateways, digital termination equipment, communication controllers, communication servers, wiring closets, premise wiring, backbone network cabling and any other types of communication equipment are components of the network infrastructure.  Physical and electronic access to network infrastructure components must be controlled with access limited to only those support personnel with a demonstrated need.  Network infrastructure components must be stored in secured facilities or locked inside containers to prevent unauthorized access.



b.  Facilities are to incorporate physical labeling of infrastructure components (e.g., servers, routers, and firewalls) to assist in proper identification.  Facilities must inventory all components at regular intervals for asset management, physical protection, and proper functionality.



2.  VHA Connections to External Networks


a.  Security precautions need to be taken when connecting VHA networks with external “untrusted” networks such as the Internet, universities, and vendors.  The primary objective is to provide legitimate users adequate access to sensitive data while preventing unauthorized individuals access to sensitive information or resources.  Security (e.g., firewall, encryption, authentication) solutions must be put in place between external “untrusted” networks and internal, “trusted” networks.



b.  Established interconnections are to be documented in the system security plan and accredited by the approving official at the facility.



c.  Facilities establishing “independent gateways” to networks external to the VHA network must obtain official VHA approval.  The gateways must meet VHA specified technical and security criteria and be accredited prior to operation.  



d.  Audit trail monitoring is to be activated on all gateways.  All access attempts, both successful and unsuccessful, from the external networks to VHA systems are to be logged and reviewed regularly.  Auditing will be activated 7 days a week, 24 hours a day.



e.  Facilities planning to create interconnections with systems operated by state, commercial, or other government organizations shall review and resolve security and privacy implications prior to activating the connection.



f.  VHA organizations that provide access to the general public via Internet web pages, etc. are to establish policies and procedures for doing so securely.  NOTE:  Documentation of this process must be included as part of a system security plan.


3.  Modem Communications


a.  Data communication connections via modems are to be limited and tightly controlled as they pose a serious risk that can circumvent security controls intended to protect VHA networks from external, “untrusted” networks.  



b.  Reliable and confidential hardware and software authentication systems are to be incorporated into the asynchronous communication servers.  Positive authentication is to be established prior to granting access to network resources.  Event logging functions are to be provided to enable a review of suspicious activities.



c.  Controls are required for remote access to VHA systems.  A log will be maintained and reviewed quarterly of individuals granted remote access to ensure accountability is maintained.



4.  Electronic Mail (E-Mail).  Electronic mail and information messaging applications and systems are to be used as outlined in VA level and locally developed policy.  They must contain only non-sensitive information unless the data, and accompanying passwords or other authentication mechanisms are appropriately secured.  NOTE:  VA Directive 6301, Electronic Mail Records establishes the policies and responsibilities for managing the creation, maintenance, use, and disposition of Federal records created or received in electronic mail applications.

4.  ACTION


a.  VHA Chief Information Officer (CIO)


(1)  The CIO has overall program responsibility for the VHA AIS Security Program and ensures that development and implementation of the AIS Security Program meets all Federal, Departmental, and VHA standards, policies and guidelines.



(2)  The CIO, or designee, must authorize, in writing, that the security of information systems and major applications procured, developed, and deployed by the Information Office (IO) meet current security standards and include the explicit acceptance of any risks deemed uncontrollable.



b.  Associate Chief Information Officer (ACIO) for Customer Services.  The ACIO is responsible for:


(1)  Ensuring that information security is incorporated into the overall VHA IRM plan.



(2)  Selecting the Director, MISS, to manage the VHA AIS Security Program.



c.  Director, MISS.  The position of Director, MISS, serves as VHA ISO, and is responsible for the following functions:



(1)  Developing and disseminating AIS security policy and guidelines to support the implementation of an effective national information security program in all VHA offices and facilities that use computing resources.



(2)  Advising the VHA CIO on strategies for addressing information security deficiencies identified in VHA information systems



(3)  Providing external reviews of VHA AIS resources at least every 3 years.



(4)  Providing oversight of the VHA AIS security incident response program including incident reports as required.



(5)  Providing technical security expertise and consultation to VHA facilities.



(6)  Reviewing and disseminating information and implements procedures on:



(a)  New laws, regulations, VA, and VHA policies concerning information security.



(b)  New technology and techniques to improve information security measures.



(c)  Investigation of potentially criminal information security breaches.



(d)  Security awareness activities and training as set forth in the Office of Personnel Management (OPM) Computer Security Training guidance.



(e)  Criteria for certifying and accrediting (authorization for processing) information systems that process sensitive information.



d.  VHA Developers, Information Technology (IT) Support Personnel and Procurement Staff.  These individuals are responsible for:



(1)  Ensuring that all controls required to comply with applicable information security policies and standards are incorporated and operating in applications as specified.



(2)  Ensuring system security plans, as required by applicable information security policies and standards, are incorporated into all development cycles and procurement documents.



(3)  Ensuring an information system security review is performed on systems processing sensitive information before being placed into service.



(4)  Ensuring all required information about systems developed, maintained, or procured is made available to persons responsible for authorizing the use of information systems that process sensitive information.



(5)  Addressing information security deficiencies identified on the systems being developed, maintained, or procured, including deficiencies identified by either internal or external reviews.



e.  Veterans Integrated Service Network (VISN) Directors.  VISN Directors must provide management and resource support for security programs within their VISN.  The VISN program must implements policies, standards, and procedures that are consistent with VHA, VA, and other Federal governing authorities (i.e., OMB, OPM, NIST).



f.  Medical Center Directors.  The Director of each medical facility is responsible for the implementation of the facility’s information security program and the AIS resources within their facility.  Each facility Director designates an ISO whose responsibility will be to develop, implement, and monitor station-specific information security policy and procedures.  



(1)  The ISO responsibility is to be assigned to an individual knowledgeable in information technology and security matters.  



(2)  The ISO position is a full-time position in larger and consolidated facilities and, at a minimum, the primary responsibility for ISOs in smaller facilities.  NOTE:  From a security standpoint, key positions shall be separated so that the duties of any one person will not adversely affect the AIS resources due to conflict of interest or malicious intent.


g.  ISO and the Alternate Information Security Officer (AISO).  The facility ISO is the principal officer at a VHA facility responsible for:



(1)  Ensuring that policies and procedures related to the availability, confidentiality and integrity of all sensitive data in all information systems at the facility are adhered to and in place. 



(2)  Managing and coordinating an information security program that is in compliance with this directive and with other official documents that address the specific organizational structure, physical environment, and computing resources of the facility. 



(3)  Ensuring that the security of each VHA AIS under the facility’s responsibility is documented with a System Security Plan and its related documentation (risk analysis, contingency plan, rules of behavior, certification, and accreditation).



(4)  Ensuring that an information system security review is performed on all AIS at least every 3 years or when changes or modifications having security significance are made to the systems or environment.



(5)  Providing required security training for facility staff.



h.  Facility Chief, IRM, CIO, or System Managers.  The Chief IRM, CIO, or System Manager is responsible for:



(1)  Ensuring all applicable security controls are addressed in information systems that are managed by the Chief IRM, CIO, or System Manager.



(2)  Ensuring all technical controls required to comply with applicable information security policies and standards are incorporated into those systems processing sensitive information under their control and that these systems are operating as designed.



(3)  Ensuring that an information system security review is performed on all AIS resources under their control at least every 3 years, or when changes or modifications having security significance are made to the systems or environment.



(4)  Ensuring all required information is made available to persons responsible for accrediting the AIS resources under their control.



(5)  Documenting the security on all AIS resources under their control with a System Security Plan and its related documentation (risk analysis, contingency plan, rules of behavior, certification and accreditation).



(6)  Ensuring that information security deficiencies identified on the systems under their control are addressed, including deficiencies identified through security review of systems performed by themselves, ISOs, AISOs, MISS, or other other applicable reviewing organizations (e.g., Inspector General (IG) and Joint Commission on Accreditation of Health Care Organizations (JCAHO)).



i.  Individual users.  Individual users are responsible for:



(1)  Protecting AIS resources within their control or possession.



(2)  Applying the security controls required by AIS security policies and standards.



(3)  Attending AIS security training.



(4)  Notifying supervisors of security violations.



(5)  Accessing only the AIS applications and data necessary to perform their duties.


5.  REFERENCES


a.  Title 44 U.S.C. Chapter 35.



b.  Public Law 100-237.



c.  Title 5 CFR Section 731.202, 736.201 and 732.201.



d.  OMB Circular A-130, Appendix III.



e.  VA Directive 6210.



f.  VA Handbook 6210.



g.  VA Directive 6301.
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HOME TELEHEALTH CONSENT- PATIENT EDUCATION NOTE 


S:
Use of home telehealth was discussed and the patient is receptive to receiving home telehealth services for education, disease management information and/or monitoring of vital signs including pain and video conferencing.   


.


O:
Patient was assessed for appropriateness to participate in home telehealth and has verbalized willingness to learn home telehealth technology.  Patient has no special aids and there were no barriers identified that would impact participation on home telehealth. The patient’s home has a grounded/tested/safe 3-prong electrical outlet that can be used for the home telehealth vital sign monitoring units. Patient has signed home telehealth consent, photo release and Information Security agreements and understands this is not an emergency response system or device and needs to follow 911 procedures in case of medical emergency.  Patient understands he /she cannot use phone while machine is transmitting data.  The patient's primary care provider is aware and a schedule for using the equipment was reviewed.   Questions were addressed and answered to patient’s satisfaction.  The patient was also educated about available community resources including Meals-on-Wheels, home care services, senior citizen centers and support groups. Patient has been educated about available Medicare/Medicaid licensed JCAHO accredited home care and community based agencies.


A:
Patient will be placed on home telehealth and has verbalized understanding that the home telehealth technology is not an Emergency Response System, understands and verbalizes how to obtain urgent and emergent care and the need to promptly report changes in health condition to their health care provider. Questions have been discussed and answered satisfactorily.


P:
The primary care provider has been notified and agrees to the patient’s participation in home telehealth. A plan for scheduling home telehealth activities and out-of-range parameters for vital signs has been established.  Disease specific patient education and disease management surveys will be made available.



_1098275034.unknown

_1101201111.doc
[image: image1.wmf]EQUIPMENT SAFETY


Audio-video 
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1. Use equipment only after checking it to be sure wires were not damaged in transit.


2. [image: image3.wmf]Only connect equipment to electrical outlets with a grounding feature.  Use an adaptor plug for outlets without a grounding feature.


3. [image: image4.wmf]Be sure to bundle wires and stow them where they are not easily tripped over or run over by wheelchairs.  
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4. Take care not to eat or drink beverages when using equipment.  


    Do not set beverages down beside equipment as damage may 


    result from inadvertent spills.
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5. [image: image8.wmf]Protect equipment from accidents by keeping pets and 


    small children out of the area where it is located.
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6. Do not use during electrical storms.


7. If any incidental damage should occur, discontinue use and contact the 



office at




.
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