SAFEGUARDING INFORMATION

Proprietary information is a valuable concept that helps your company stay competitive.  If you’re working with confidential information, here’s how to keep it out of the wrong hands:

CLEARLY mark all classified material as confidential.
LOG OFF your computer when you leave your work area and lock your office, if you can.  Never leave your computer unattended when you’re logged on.

CREATE a hard-to-guess password.  Craft a long password that contains numbers, letters and punctuation characters.  Don’t share your password with anyone, and don’t write it down or program your computer for automatic log-on.

SHRED sensitive documents instead of throwing them away.

DON’T send confidential material via e-mail; it isn’t secure.  Your messaged may travel across many networks as it makes its way to the intended recipient.

FOLLOW company guidelines when speaking with the media.  Don’t share sensitive information.

The bottom line:  A simple breakdown in your company’s protection of it’s proprietary information, whether deliberate or not, can cost jobs.  If you’re unsure whether or not certain company information is confidential, don’t pass it on.

