Transcript for VeHU 2007 Session #220

The My HealtheVet Approach: Secure Messaging
Thank you all for coming to the VeHU session 220, Secure Messaging and My HealtheVet.  This afternoon we're going to talk a little bit about a functionality that is still in development, and we're going to be very interested in getting your feedback, and we're going to talk a little bit about secure messaging in general, some of the literature that's looked at, some of the suggestions for guidelines, policy, and etiquette, and talk about where the My HealtheVet development team is at.  
So there's a lot of interest in secure messaging.  The interest seems to be strongest on the part of patients more so than providers.  There are a lot of sort of anecdotes floating around that probably half the population of the United States is online, and of those people when you poll online users, almost half of them say that they would like to be able to communicate with a healthcare provider online, and 20% of those individuals say that they'd even be willing to switch to a provider that would communicate with them through electronic means.  So there's a lot of interest in this.  If you look at every other form of communication, it's increasingly electronic.  And healthcare is one of those areas that has lagged behind somewhat in that, but there are a lot of notable programs that have really made some progress.

I wanted to just talk a little bit about the evolution of I guess electronic communication between patients and providers, and some of the characteristics so we kind of have a foundation when we're talking about secure messaging.  So the first electronic communication was the telephone, and I think that when the telephone was first available physicians thought that it would be terribly disruptive to the physician/patient relationship, and there were real concerns about using the telephone for communication.  So not unlike the situation right now when we talk about secure messaging between patients and providers.  Telephone requires that both individuals be available at the same time, so it's a synchronous form of communication and as anyone who's tried to either call a patient back and leave messages or have a patient tell you that they called multiple times and couldn't get in touch, you know that that synchronous form of communication is sometimes difficult.  But as you can see it's almost universally accessible, you can hear the nuances in somebody's voice.  It's good for urgent communication.  Telephone notes aren't always documented, and the messages potentially can be overhead by others.  And we don't get reimbursed for it.  There's a lot of interest in conventional e-mail.  How many of you have gotten e-mails from a patient?  So a fair number.  How many of you actually routinely converse with patients over e-mail?  One rebel in the crowd.  The official VA policy right now is to not use e-mail for a variety of reasons.  It is asynchronous, so both patient and provider can do it when it's convenient to them.  It's pretty accessible at this point.  But it's not good for urgent communication because you don't really know when your e-mail is going to be read.  It can be self-documenting if you keep copies of your e-mails.  But it is susceptible to interception and messages can be routed to others.  So there is a real concern, and the reason that the VA discourages the use of routine e-mail is for the privacy issues.  Interestingly, it's beginning to be reimbursed by some payers.  That was a big barrier to using electronic communications in the past, still is to a large extent, but there are some areas that it's being reimbursed.  Now we've talked about secure messaging, and secure messaging like e-mail is asynchronous, but not yet widely available.  It requires logging on to a secure site, and the communications occur within that secure site so that it can be much more private and when you log onto the site you can have rules about how those messages get forwarded, so you can set up mail groups and things like that so that you can handle the messages in a more rigorous way.  It also can be a platform for reminders, questionnaires, medication refills, appointments, test results, educational materials.  One of our hopes is that we can send a message to a patient about an abnormal lab result and then link that to something in Healthwise or on the My HealtheVet website that would allow them to learn more about that rather than having to type that out for each individual patient every time.  It's also one medium for letting patients know that certain things are due for them in terms of evidence-based care.  I like this slide because it talks about future evolution, and I think one of the important things is integrated with the patient controlled personal health record, so My HealtheVet provides that and that's one of the important points.  There are a number of secure messaging systems that are more or less stand alone, they're not associated with an electronic medical record, that's just a method of communication.  Patient access to notes and reports, automated access to medical glossaries, connectivity to multiple data sources, incorporation of multimedia educational material, data from home-based diagnostic technology sent to clinicians.  So we have talked about some of those things in the context of My HealtheVet.  For instance, we would like patients to be able to send blood pressures or home glucose monitoring at some point.  A lot of that's done through our home telemonitoring program at the present time.  So some of the things that they talked about in this article from the New England Journal a few years ago about kind of the future evolution, we're already moving toward.

So I just want to probably belabor this a little bit, but the secure messaging versus e-mail, because we really want to focus on creating a secure site and discouraging the use of e-mail.  And so obviously secure messaging doesn't require an e-mail service, but you have to be signed up someplace where you're recognized and know what the URL is to get onto the secure site.  Messages for the most part have an expiration period, and the sender can know whether the message has been read or not.  You can limit who the messages go to, and messages are nonrepudiable.  It means you can't say oh no, I didn't send that.  And as you can see, e-mail for the most part is kind of just the opposite.  You have to have e-mail service, messages can sit indefinitely, you're not really sure if they've been read at all, and they can be sent to anybody and forwarded anywhere.

So secure messaging as we talked about is point-to-point messaging in a secure environment, whereas e-mail is open via the Internet.  The other thing about secure messaging is it can be integrated with patient records, and that's one of the things that we're going to want to talk about, is how do we do that, what needs to go into the record.  And at least in our system it will be part of My HealtheVet and CPRS.  If you're doing e-mail in Outlook with the patient, you can maybe cut and paste that into a note in CPRS, but right now it's pretty much separate.

I want to just talk a little bit about what we find in the literature and talk about a few of the articles that are out there.  In general patients are generally positive about e-mail messaging for most types of communication.  They're much more willing to use it and although we have great concerns over their privacy, many of them are not as concerned about that when you ask them.  And they prefer messaging over telephone calls or written communication.  So most of those patients who are online and using the computer would rather get their information that way.  And then as you might guess, provider responses are more variable.  And provider responses are more variable because of concerns over workload, because of concerns over reimbursement, because of concerns over potential liability, and as with any new technology, those who are most concerned are those who know the least about it.  In general as people become more familiar with it, they're more accepting.

Kaiser recently came out with a study of secure messaging, and actually did two different studies for this.  In one they looked at 4,686 patients and they found that there was a 7 to 10% drop in outpatient visits and a 14% drop in telephone contacts as a result of secure messaging.  What they didn't say in that article, and what I couldn't really find, is exactly how many secure messages each clinician got and how much time they spent answering it.  But at least the anecdotal comments in the article suggested that the clinicians all felt that they could respond to a message more quickly than they could contact somebody by telephone and discuss it over the phone.  As most of you who are providers know, when you call a patient about one topic almost inevitably there are two or three other things on their mind, and there's a med that needs to be refilled, and a relative who has a problem.  So it can turn into a much longer conversation.  The PatientSite is a secure messaging system that is set up by the care group which is at Beth Israel Deaconess in Boston.  This is one that a fellow named Danny Sands was involved with.  Dr. Sands is one of those enthusiastic champions of the use of e-mail between patients and providers, and has been doing it for years, and has a whole long list of kind of rules that you might want to follow, and I found it interesting that when they decided to set this up they set up a secure messaging system.  But they again made the same observation that many of their patients wanted to have access to a secure messaging.  In an article in JAMIA a few years ago, again they found with web messaging a high patient satisfaction and demand, and that correlated with how quickly the providers responded, and importantly and a recurring theme in most of the literature, that despite the initial concerns that clinicians had, they ended up not being overwhelmed with messages.  And I think that's something that has been repeated in a number of different settings, that people actually don't get overwhelmed, although that is always an initial concern.  And then patient experience and attitudes, again another JAMIA article that they're positive about web messaging, that only a minority were really concerned about the confidentiality issues.  Again, preferred over telephone or written communication, and if there were treatment instructions that were needed they'd rather get those face to face, but many other kinds of communication actually preferred the messaging.  And remember for patients messaging, particularly if it takes the place of a visit, it means they don't have to drive in traffic, they don't have to find a place to park, if you think about when we have a 15 to 30 minute interaction with the patient, most of them spent 3, 4 or more hours out of their day getting to that.  So it's certainly a much bigger demand.  And again the providers were less enthusiastic and preferred phone calls or written communications in that study.

This just breaks out in a little bit more detail the kinds of issues that were brought up and who likes what the most.  I think again you can see that for many of these, the patients really favor e-mail online for many things, where physicians would want to talk by telephone or do it in person.  And that's also a recurring theme in most of the studies that you look at.  So there's a demand out there, and there's a concern on the provider end of things.

The other concern is well, I'm going to get inappropriate e-mail, and this article in JAMIA looked at what are people sending, are they appropriate.  Again, most systems that have a specific e-mail capability set up have very clear guidelines to their patients.  That is a very important part of setting up secure messaging, and so they make it very clear that it should not be used for urgent emergent types of topics, and they make it clear that they should be concise.  But what they found is that most addressed a single issue, an update, prescription renewal, health question, or request for test results.  That the messages were concise, formal, and medically relevant.  They did a good job in educating their users ahead of time because they didn't get any urgent messages, and only 5% included some sensitive content, and less than 45% required a physician response.  So it's very important how you set up your system, and we're going to talk a little bit about some of the systems that we've looked at in other healthcare organizations.

Speaking of which, Group Health Cooperative is a healthcare organization that is owned by the patients in the Puget Sound area.  So it's sort of a self-contained system and has a lot of similarities to the VA in terms of employing its physicians and having somewhat sort of quote-unquote captive audience.  They have done a lot with messaging.  They use the Epic electronic record and their electronic messaging is really part of a web portal into their organizational system.  So it's integrated with their electronic record, and it provides patient-provider messaging.  They can view lab tests, they can change their schedules, they can put some metrics, blood pressure, weight, things like that in, and it has very strong provider support.  So Group Health, when they implemented their patient web portal, really had a huge internal public relations campaign and so all of their physicians ask whether or not a patient is using My Group Health, that's what they call it, My Group Health, and encourage them to do so.  About 40 to 45% of their patients are sending messages to their providers.  

And the feedback from patients is that it's convenient, gives them timely access to information, takes the place of phone calls and face-to-face visits, results in prompt evaluation follow-up, and it improves continuity.  Group Health does something they call an after visit summary, which I'm kind of intrigued by, where when a patient leaves after a primary care visit they either print out or print out and e-mail them a summary of that visit, and it may include the lab that they did, the vital signs, all pulled from the computer, any new medications that they were put on.  So they actually have something that they leave with.  It may tell them that in three months you need this lab test to be done or this kind of follow-up.  So the after visit summary is sort of like the discharge instructions after an inpatient stay, and it's facilitated by the fact that they have electronic records, so they don't have to do a lot to create that summary.  It's created by pulling information that's already part of that visit.  They've also done a lot, they use Healthwise and have done a lot with referring patients education materials, and they have a pretty high level of patient satisfaction.  So Puget Sound medical center is in Seattle, and we actually work closely with a number of people in Group Health, and a lot of our employees use Group Health.  So I actually canvassed a number of them to try to get a sense of is this really true, and they're pretty uniform.  I asked them the main advantages and they pretty much came up with a list like this.  Granted, these people work in the VA, so they're exposed to computers all the time and they may be more computer savvy and a higher education level than our patient population, but they were quite enthusiastic about it and I asked them whether they ever got a sense from their providers that it was an annoyance or that they didn't like the secure messaging, and I didn't get any flavor of that.  Now they've been doing it for several years now, three or four years, and so it's pretty well entrenched in their culture.  I think that probably they had a few more differences of opinion when they first started out.

Another group that we've worked with is the folks down at Vanderbilt, and we've looked at their program.  And interestingly again it was a locally developed program, and it's based on a provider-provider messaging system that they already had in place.  So they had created an internal communication mechanism, they did not have to put everybody as an additional signer on their note to communicate.  I don't know how many of you do that, but we've kind of used the tools that we have in CPRS to communicate with people, but they actually had a system, it was provider-provider, but it also allowed messages to be sent to a team, so it would go into a basket for a team, it'd figure out who on the team needed to take care of it.  They have a template tool so that they can create templates for different kinds of messages to kind of help people through, if they want to ask a question to the nurse or request a refill, they can create templates for that.  And they obviously have very strong IT environment.  

And this is just an example of their main messaging screen, it looked fairly busy to me, but they definitely seem to like it.  You can sign drafts, it has new results, get to the patient's chart, and there are already active message concerning this patient, so this is sort of integrated into their workflow and the way that they do business.

So I want to at this point I actually have a special treat, especially for me, we have Shane Elliott from the Loma Linda VA medical center with us in the audience, and I'm going to ask him to come up and talk about the system that they have in place at Loma Linda.  This is of interest because as far as I know this is the only VA that's doing secure messaging, and they have several years experience with it.  So I'm going to let Shane walk us through this.

Shane:  Alright, so back in I think about '99, Loma Linda VA started doing prescription refill very early on.  We started out with a small website and we actually did prescription refill.  And that kind of led to some experiences that you were talking about about security and what do we do, so we built a more robust system.  We said you know the security we had in the prescription refill just wasn't there, so let's build something that we can improve the security and maybe also offer some other stuff.  So I'm going to jump around in slides real quick.

So what we did was we built what we called the portal at the time, a web portal, and also provided very similar things to My HealtheVet.  It provided demographics, medication, appointment lists, allergies, preventive care was actually clinical reminders, we translated the clinical reminders.  And then after we got all that we said well what else can we do, and we have a couple of providers, one of them still today e-mails his patients, he uses Outlook and he says he's going to continue doing that.  We figured we'd try to address that and try to encourage him to use something different.  Of those two, one has switched.  

So what we did was we developed a web-based system, or secure messaging system, and we knew that we didn't want to use SMTP messages because we didn't want the patients to be able to forward messages to the provider, we didn't want the provider's e-mail address out there, so we looked at different systems and everybody that's used online banking like you were talking about, a secure web-based system, we set up a secure web-based messaging system, it's not SMTP, it's not a mail system.  It's really just a back end database with a web front end that's SSL, that allows the patient to e-mail the provider.  When we get some other screenshots I hope are there we can look at that.  But one of the things that we talked about early on was how do we want to do this.  There was the concerns about the providers getting overwhelmed, and actually we found out really just like all the other research, they really didn't get overwhelmed but that was one of the concerns.  Another concern that we had was well if the provider is not available should we be requiring the provider to address all of them.  So some of the other studies we looked at looked at the group e-mail type of idea.  So what we do is we actually have a triage group and that includes the provider, usually his or her LVN, and maybe even the pharmacist, and we include them in a group, they all get the e-mail at the same time, or the message at the same time, and then they can assign an address and we'll see if those are there, those slides are there hopefully.  So what happens is the e-mail is sent to the group, the provider receives a notification in Outlook.  They don't get the message in Outlook, they get a notification you have a secure message, go to the website, log in and – actually go to the interface, and we'll show you that, log in and read your message.  We had to designate a focal point, and that really was just who in that group was going to take responsibility for ensuring the messages were responded to.  We have a system that we can assign the messages, oh this is a pharmacy thing, we assign it to the pharmacist.  Oh I can take care of this, I'm an LVN, I can address that.  Oh that actually needs to go to the provider.  So they can actually have a way of assigning the messages to a member of the group.  That's really what they're doing when they're forwarding is actually assigning it.  Okay, and some of the things that I just talked about right here, so if it's a health question the physician, the nurse addresses it, we send them to the scheduler or the pharmacist.  One of the things that we built in early on is some of the providers wanted to see all the messages, they said well you know, I want my LVN to see it just in case I don't get to it, but I also want to be able to directly communicate with the patient.  So the provider actually can see the messages as well, and if he goes in there and decides hey, I'm going to respond to this message, he can.  We actually have some providers who do that, one provider I know actually responds to about 90% of the messages.  He said he even schedules appointments because it's quicker and easier than having someone else do it.  There are some other providers who say I don't want to see any of the messages, I want someone else to do it.  We even have someone that prints the messages out and hands them to the provider, the provider says oh do this, and then the LVN goes back and addresses it.  So the way they get into it is portal mail there.  We do have an agreement that the user sign, in addition to the security agreement we had for the portal, we added another agreement that they had to agree to, it was based on one of the articles and pretty much it says what they can use the mail system for, what they shouldn't use the mail system for, and what they should expect for like a 72 hour response time.  

When the patient sends the e-mail, we also send an e-mail back to the patient, not with the information, but saying if this is an emergency don't count on a response, if this is an emergency call 911 or come directly to the hospital.  In the "to box" they can't actually type an address, we actually enable different addresses for them.  Every patient has the webmaster address, and then depending on what groups we add them to, they can also select from other groups.  We have a group of pharmacists, the controlled substance pharmacists, they handle some patients with controlled substances so some people have that.  And then other patients have their provider in there as well. So then they send the message, this talks about all the messages are actually available for the team leader that we talked about, and we committed to doing 72 hours, and in our interface it actually changes the color of the message after 72 hours so the provider and the LVN actually knows they need to address it.  So this agreement that we talked about, when they click on portal mail the first time it will display the agreement and they say yes I agree to it.

So this is what the patient sees, the patient sees pretty much a messaging interface, they can click on compose and they compose a new message, if they have a new message it sits right there in the in box.  We never delete a message, even though they have a deleted box and there's a way they can empty the deleted box out, we never delete a message.  We actually started some work on looking at uploading those as notes, but right about that time is when My HealtheVet got really sped up a little bit and we committed to My HealtheVet to support them, so we kind of slowed down the development on a lot of things we were doing.  This one kind of slowed down as well, so we never got to the notes part.  It's definitely being used, it's used by a lot of people, but we haven't really added a lot of features recently.  So the other interface that would be nice to show you is the provider interface, and it's a C application but it runs on the desktop.  They start it and they go to tools and they go to e-mail messaging, and they can actually launch that as assign groups.  So I guess I'll answer other questions at the end.

The AMA came out with guidelines for provider-patient electronic communication a few years ago, and I just wanted to go over these briefly because these are the kinds of things that are going to need to be in place to be sure that everyone understands the appropriate use of secure messaging.  So the turnaround time for messages and where they say exercise caution using e-mail for urgent matters, and I think within the VA we're going to ask that it not be used for urgent matters, that that's not the appropriate way to communicate.  Obviously patients need to know about privacy issues upfront, and they should know who besides the addressee processes the message.  So it needs to be clear if you're going to send it to a triage group, then it goes to a triage group, that this is not a private communication with one individual.  Whenever possible and appropriate, physicians should retain electronic and/or paper copies of e-mail communication with patients.  That's a big issue for us, we are going to have to have policies about what stays in CPRS and obviously the patients can keep copies of their e-mails, and we have a HIMS expert with us who will address that.  

Actually, speaking of etiquette I guess that I'm remiss, I just kind of launched into this without introducing myself.  I'm Paul Nichol, I'm the Associate Chief of Staff for Information Management at VA Puget Sound, and I also serve part-time as National Director for Medical Informatics for Patient Care Services, which is a recent assignment to try to help articulate the IT needs of our clinical programs.  Doug Rosendale is to my left, Doug is the acting enterprise system Manager for Health Provider Systems.  For those of you who know Hank Rappaport, Doug has stepped into fill Hank's role.  And then Lois Hall is a Health Information Management Specialist, and she's going to be talking to us in a few minutes about some provider issues.  And in the front row here, another plant, Curtis Anderson is the Program Manager for Secure Messaging in My HealtheVet, and we will all be available for questions.  So I apologize for that breach of etiquette.
Again, other things, be very clear about the types of transactions that you're going to have, and have a way of triaging those, so you don't want the provider to get every request for a prescription refill, so you need to have some way of appropriately routing them.  They suggest putting the category of transaction in the subject line, that's partly for ease of triaging.  And have patients put their identification in the body of the message, that makes it somewhat more private.  Configure an automatic reply to acknowledge receipt of messages, or to perhaps send a message back if there's difficulty in accepting it.  And then get back to the patient so they know their request is completed.

You can also request patients use auto reply to acknowledge when they've read their clinician's message.  Have clear policies for archiving and retrieving.  And you can maintain a mailing list of patients, but again, the addressees should not be visible to other people in that mail group for the most part.  And then it probably goes without saying, avoid anger, sarcasm, harsh criticism, and libelous references to third parties in your messages.  You would hope that that would not be necessary, but certainly any of you who have been in an academic teaching center and have looked at some of the progress notes in CPRS know that it's probably worth mentioning that.

Now some of these really apply more to an e-mail, so a block of text in the e-mail with this information, you can see at Loma Linda they did have this reminder about the security and the importance and the appropriate use.  Explain to patients their messages should be concise and try to focus on a single topic.  And you may have to do some counseling, educating, reminding patients if they don't adhere to the guidelines, and have a policy for patients for whom e-mail just isn't working out, and that will hopefully be needed only rarely, but it should help address some of the provider concerns.

So some of the policies that we have talked about in My HealtheVet, that participants must explicitly say yes, I want to do this, they have to opt into it.  All veterans in our system would have to go through the in-person authentication process prior to being allowed to participate, so they would have to go through the two-stage My HealtheVet sign-on.  Any veteran can sign up to get a lot of the features of My HealtheVet, but if they want to get features that communicate directly with the medical center or with VistA, they need to go through the in-person authentication.  So that's true to get a list of your medications by name, that will be true to get lab results, or the new complete medication view.  Collaboration should be done only between the opted in clinicians, and I don't know in our setting whether it's as important to have ID codes to preserve anonymity since it's a secure messaging environment.

When they're sent they're encrypted, and participating clinicians must either get the messages or have a delegate.  At least in our medical center we have to assign a surrogate in CPRS if we're gone for more than 48 hours from the primary care clinic, so if you're not reading e-mail or if you're not signing onto CPRS and looking at your alerts, somebody needs to be doing that.  Again, administrative staff or others can be involved in triage, an explicit clinician-patient relationship must be established before message can be exchanged.  A real point of discussion is the concern that a patient may just start sending messages to specialists or consultants or others on the staff who they've never seen before.  As you can see with Loma Linda, they were very specific.  They could send to that provider team, and then it would get triaged to other places, but they had a very specific funnel.  So those are the kinds of things that we need to sort through.  A message can be initiated by either party.

So I mean obviously it's a way to communicate easily with the clinician, for the most part it's a quicker response time without playing phone tag, and it allows clinicians to send appropriate information and communicate effectively.  Hopefully it would reduce office visits as it has in other settings, and potentially reduce errors and critical delays.  Others can see what you've asked the patient to do, so there's a better record of it.

Lois:  Thank you.  This will be of interest to those HIM people and privacy officers that I see in the audience.  Are secure messages part of the medical record?  There is a couple of schools of thought on that, that first every message is part of the medical record and has to be contained in the medical record.  However, as I'm sure you'll all agree if you've looked in CPRS, that would make for a very cluttered CPRS.  So our current thinking is that there would be an option for providers to save to TIU as a progress note specific secure messages that deal with treatment, and other messages would be retained in a separate database if you will, but they still would be retained.  So how long do these messages have to be retained?  The messages have to meet the record control system for medical records, just like any other medical record, even though not every secure message may be part of our electronic health record, they are considered medical information and will have to meet the record retention schedule.  You've heard both Jane and Dr. Nichol talk about who can access secure messaging, the provider, the patient, and a triage group, or perhaps a delegate for the provider.  However, for TORT cases there has to be a way for either the privacy officer, the HIM specialist, the security officer, whoever the delegate is, to access those messages and pull all those messages out and make them available to counsel on both sides of any lawsuit.

Speaking of lawsuits, and you have already heard about the content of the medical record, but it may be helpful to consider developing templates for standard replies.  We all e-mail constantly, both in a professional and personal capacity, and it's very easy for those lines to become blurred, especially if we're e-mailing to a patient constantly, or routinely is perhaps a better way to say it, it's very, very easy to blur the lines between professional content and social content or personal content.  So limit the content to professional communications only.  One way to potentially do that is to have templates, to have standard drop-down menus, to limit the amount of free text that can be included in a message.  And remember, every message, every secure message is discoverable and could end up in court.  So any message you send to a patient or that a patient sends to you is discoverable, is part of the legal medical record, and can, if we're required to, be produced and presented.  While not tested in healthcare currently, there have been two very major multi-million dollar lawsuits that have been lost simply because the defendant could not produce e-mails and the plaintiff had them, and the judge didn't like that.  So again, not to stress the point too much, but all secure messages should only be secure professional communications, limit your content, and remember, what you say today is discoverable tomorrow.  Thank you.

I wanted to talk a little bit about sort of the proposed timeline within VA to make secure messaging available, and there is a secure messaging workgroup that is headed up by Dr. _____, who is the chief consultant for primary care, Neil Evans who I think I saw in the audience is a primary care doc from the Washington VA medical center, who is on that, and several others.  They're working very closely with the technical team that's developing My HealtheVet.  We're still gathering input and requirements, and we're going to talk about that in a minute, and then the hope is that a lot of the development will be done during the last quarter of 07 with the goal of having a Beta testable version probably in January, and I expect we'll have several iterations and we may have modifications based on that initial Beta testing.  And then the current timeline calls for deploying this in May of 2008.  So not right around the corner, but pretty close in current IT time.  So it's coming along.  

One of the things that's been proposed is that we put a flag in CPRS to let providers know that the patient is a My HealtheVet user.  It was interesting, I've talked to my counterpart at Group Health, and they have something similar in the Group Health record.  If it says it's a My Group Health user then he talks to them about how they're going to communicate and what resources they can use, and kind of orients them to My Group Health.  If there's no flag there, he asks them why they're aren't a user and encourages them to be there.  So it's useful if it's there, if it's not there, and that's something that again we're going to look at rolling out.  Not sure whether we would use that as a way of letting people know whether there's a message waiting or not.  We have to ask Curtis that kind of a question.  But there will be increasing integration with CPRS.  

In putting together an application like this sometimes you hear about functional requirements .  This is a list of some of the functional requirements that went before the workgroup.  They were asked to rate the requirements on a scale of 1 to 5, 1 being highly desirable, 5 being not worth the effort.  Again you can see some things rated pretty highly, the message archiving and unarchiving, storage and retrieval of sent items, flagging unread messages as new, sorting messages by date received, open status under name, all those rated pretty highly.  Adding hyperlinks or view increased text size, things like that, didn't really rate as highly.  But the highest rated was being able to send on behalf of another person, so the ability to triage messages.  So this is the kind of list that that workgroup is looking at, and the more complete these lists are and the more they have a chance to kind of prioritize, the better the final product is going to be.

Another technique that's used is the development of a use case.  And use cases are a way of trying to help communicate to the developers what happens during an interaction, or in this case during the use of a secure message system.  And so if you're going to edit a message, what are all the things that need to happen?  You need to be able to create a new message, select a recipient, remove the recipient if you don't want them, select a template, be able to save a draft or edit it, attach a file, send a message, potentially if the message doesn't go through get an alert about that.  So trying to think through all things, because several times it's been suggested that clinical staff and the highly technical programming staff can talk with each other and think that they have communicated, and each leave with a completely different understanding of what just took place.  And so a use case is one way of trying to kind of articulate and spell out what's going to happen so that everybody has some agreement.
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