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FOREWORD

This Concept of Operations comprises the following material:

	Section
	Description

	
	Foreword
	Summarizes the content of this document.

	
	Acronyms and Abbreviations
	Provides glossary of acronyms and abbreviations used in this document.

	1
	Product
	Defines the objective, customer, interfacing systems, and functional characteristics of the Laboratory Data Sharing Project, as well as life-cycle data and benefits versus projected cost.

	2
	Hardware
	This is a placeholder that is not applicable to this project.

	3
	Infrastructure
	This is a placeholder that is not applicable to this project.

	4
	Software
	Includes procurement, security, risks, life-cycle maintenance, requirements, testing, deployment, installation, and documentation.

	5
	Summary of Impacts
	Defines new procedures, staffing, and the user training plan.

	6
	Ongoing Support
	Defines the role of the Tri-Service Medical System Support Center (TMSSC)

	7
	Primavera Schedule Dates
	Sets dates as a function of weeks from date of contract award.


ACRONYMS AND ABBREVIATIONS

	CA
	Contract Award

	CBA
	Clinical Business Area

	CBT
	Computer-Based Training

	CHCS
	Composite Health Care System

	CONOPS
	Concept of Operations

	COOP
	Continuity of Operations Plan

	COR
	Contracting Office Representative

	COTS
	Commercial Off-the-Shelf

	CRSP
	CHCS Regional Scheduling Project

	DBA
	Database Administration

	DES
	Data Encryption Standard

	DIT
	Development Integration Testing

	DOD
	Department of Defense

	DVA
	Department of Veterans Affairs

	DT&E
	Developmental Test and Evaluation

	FMP
	Family Member Prefix

	FST
	Formal System Test

	GIAT
	Government Installation Acceptance Test

	GIS
	Generic Interface System

	GPIAT
	Government Product Installation Acceptance Test

	HA
	Health Affairs

	HL7
	Health Level Seven

	LCCE
	Life-Cycle Cost Estimate

	LJWG
	Laboratory Joint Working Group

	LOINC
	Logical Observation Identifier Name and Code

	MEPRS
	Medical Expense and Performance Reporting System

	MHS
	Military Health System

	MTF
	Medical Treatment Facility

	NCA
	National Capitol Area

	OSD
	Office of the Secretary of Defense

	OT& E
	Operational Test and Evaluation

	PDR
	Preliminary Design Review

	PO
	Program Office

	ROI
	Return on Investment

	ROM
	Rough Order of Magnitude

	SAIC
	Science Applications International Corporation

	SCCB
	Software Configuration Control Board

	SCM
	Software Configuration Management

	SDO
	Software Deployment Office

	SINF
	Software Installation Notification Form

	SOP
	Standard Operating Procedure

	SRR
	System Requirements Review

	SSN
	Social Security Number

	TAT
	Turnaround Time

	TMSSC
	Tri-Service Medical System Support Center

	VA
	Veterans Administration

	VistA
	Veterans Information System and Technology Architecture

	WAM
	Workload Assignment Module


Clinical Business Area (CBA)/
Composite Health Care System (CHCS II) Program Office
Concept of Operations
Laboratory Data Sharing Project

1. PRODUCT

1.1. Objective

This Concept of Operations (CONOPS) is intended to develop and implement an interface for the Composite Health Care System (CHCS) Version 4.6. This project replaces current manual procedures which require duplicate entry of patient medical data and the transfer of paper copies of medical information between Government medical treatment facilities (MTFs).  In addition to the short-term benefits of increased efficiency in the transfer of patient information, this effort provides the framework for the electronic transfer and sharing of clinical laboratory data (including all CHCS lab subscripts) and associated administrative and workload data (i.e., clinical laboratory and administrative data) across agencies and systems to promote quality health care and reduce costs.

The goal of this joint venture is to achieve global interoperability and sharing of laboratory data between the following:

a. Department of Defense (DOD) sites that run CHCS and the Veterans Integrated System and Technology Architecture Information Systems (VistA) of the Veterans Administration (VA)

b. CHCS(s) that do not reside on the same platform

c. CHCS and commercial reference laboratory systems.  

This task effort for the Laboratory Joint Working Group (LJWG) is being conducted in close coordination with the VA/DOD Laboratory Data Sharing Project (sponsored by the VA/DOD IRM Sharing Office.

1.2. Customer

The end users are laboratory technicians working at the following sites:

a. DOD CHCS/DOD CHCS sites

b. DOD CHCS/VA VistA sites

c. DOD CHCS/Commercial reference clinical laboratory sites

Funding is from Health Affairs, Office of the Secretary of Defense (HA OSD).

1.3. Interfacing Systems

a. VA VistA 

b. Commercial reference clinical laboratories

c. DOD CHCS

1.4. Functional Characteristics

1.4.1. Description

Currently, Government facilities share patient medical data and information through manual methods. The facilities manually transfer laboratory data (e.g., requests for and results of laboratory tests) as printed copies. The data is then reentered into the respective VistA or CHCS.

Refer to Figure 1. Schematic.
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Figure 1. Schematic

The software needs the following revisions:

a. Order Entry/Accessioning

A submitting laboratory electronically sends orders (with all pertinent order and accession information) and prints a shipping list to accompany specimens sent to a performing commercial laboratory, VA VistA site, or another MTF. This action is similar to Transmittal List function in CHCS. The performing laboratory logs in the specimens once they are received; again, the action is similar to Transmittal List function in CHCS. The system sends an automatic acknowledgment or notification to the submitting laboratory users, mail groups, and/or devices that the accession information has been accepted or rejected by performing laboratory.  

b. Testing/Analysis

A performing laboratory analyzes the specimen and enters results in accordance with its automated information system protocols.  Once results are certified, the system transmits results electronically through a Health Level Seven (HL7) message back to the submitting laboratory.  Additionally, if the performing laboratory has amended the results, the amended results are also transmitted electronically through an HL7 message back to the submitting laboratory. 

c. Results Receipt

The submitting laboratory users, mail groups, and/or devices receive notification that results or amended results have been received from the performing commercial laboratory, VA VistA site, or another DOD MTF, and that the results are awaiting verification.  Results received from a performing laboratory consist of enough order and accession information to link with the original order placed at the submitting laboratory. This includes, as a minimum, performing laboratory identification data, results, panic/normal value flags, units, comments, interpretations, identity of the person who certified the results and the date/time of certification. 

d. Verification of Results

The submitting laboratory technicians/technologists review the results on the screen for completeness and clinical believability. If the results are acceptable, these submitting laboratory personnel certify them into their automated information system. This action is similar to current TAR function on CHCS. The personnel are not allowed to edit the results from the performing commercial laboratory, VA VistA site, or other DOD MTF. They may, however, amend laboratory results with an appropriate audit trail. Upon verification/certification, any critical or priority results received from the performing commercial laboratory, VA VistA site, or other DOD MTF  automatically trigger the appropriate notification algorithms/protocols existing in the CHCS software. CHCS needs added capacity to report the results through an HL7 message, mail message, facsimile, or printed copy.

As the performing laboratory, CHCS must perform the following tasks:

· Record the origin, date, time, and provider of orders and results.

· Maintain security for transmitted patient information.

· Support Logical Observation Identifier Names and Codes (LOINC).

· Generate and edit a shipping list.

· Track status and condition of specimens sent and received.

· Receive and display the normal range of the performing laboratory for individual records and track appropriate workload information for Workload Assignment Module (WAM) use.

As the submitting laboratory, CHCS must perform the following tasks:

· Define tests for specific performing laboratories or address an individual accession as an exception.

· Manage specimens by tracking new statuses: 

· Waiting to be accessioned

· Awaiting shipment

· In shipping transit

· At the reference laboratory

· Pending local certification.

· Electronically certify results before performing laboratory results are reported.

· Prevent performing laboratory results from being edited.

· Amend laboratory results from the performing laboratory with the appropriate audit trail.

· Automatically notify users, mail groups, and /or devices that results have arrived and are awaiting verification.

· Provide file accession and results information.

Finally, CHCS must provide data encryption to safeguard the medical information electronically transferred.

1.4.2. Performance Requirements 
All participants must provide adequate disk space to store HL7 messages, ensure reasonable response time for message processing, and minimize system downtime.
1.4.3. Data Standards Requirements
The interlaboratory interface uses the HL7 standard to exchange data between the participating systems.
1.4.4. Security Requirements
All participating systems must maintain their own C2 certifications as required by their governing security, privacy act, and data protection regulations and laws. 


1.4.5. Year 2000 Compliance

The Year 2000 problem in automated information systems refers to the ability of the computerized system to accurately handle date data and algorithms for calendar activities in and beyond the Year 2000. All participating systems must be Year 2000 compliant.
1.4.6. Readiness

a. Deployability
Deployability to theater is addressed once the product has been implemented and measured in the peacetime managed care health care system.  Functionality of this product is then reviewed for use in the theater.

b. Disaster Preparedness
Each CHCS site has its own Continuity of Operations Plan (COOP).  In almost all cases, the site COOP is a collection of  COOPs for the system components.  Offsite storage of regular system backups is standard operating procedure (SOP).  A true COOP, including a remote backup cluster, is proposed as part of the CHCS Regional Scheduling Project (CRSP) in the National Capitol Area (NCA).  This configuration could provide a pattern for other MTFs and participating systems. 

1.5. Life-Cycle Data

1.5.1. Life-Cycle Period

D/SIDDOMS Contract DASW01-95-D-0025 (effective date 17 Mar 1995) identifies a base year and four optional years during which design, development, operations, and maintenance for CHCS may be set forth under individual delivery/task orders.

Life cycle for this project is estimated at 4 years.

· Timeline

· Inclusion in CHCS Version 4.6 as special release

· Estimated completion 1 year after award of contract

· Provides product ready to deploy to all MTFs

1.5.2. Life-Cycle Cost Estimate (LCCE) Functional Economic Analysis for Interoperative Laboratory Data Sharing

a. Costs

A cost of $2.5M is projected for development based on:

· Rough order of magnitude (ROM) from SAIC software modification

· Implementation and training guidance

· Alpha testing at three sites.

At least 45% of this project is estimated to be applicable to other interconnectivity efforts (e.g., pharmacy, radiology, computerized patient record).

b. Projected Savings

A savings of 7% to 15% is possible through consolidation efforts. The percentage of savings differs according to the level of consolidation possible. A savings of $21M is possible based on 7% of FY96 laboratory direct costs of $300M.

c. Non-CHCS Barriers to Maximum Consolidation

· Readiness requirement

· Geography

· Lead agent inability to control system-wide resources.

d. Intangible Benefits

· Regional laboratories operate as a unified system

· Improved DOD/VA resource sharing

· Building block for interconnectivity of other medical applications

· Reduction of manhours for transcription of lab results

· Reduction of error rate due to transcription of results.

1.5.3. Risk and Mitigation Plans

a. Interconnectivity Sustainability (High Risk)

Interconnectivity melds the following types of sites into a single system:

· CHCS to CHCS

· CHCS to VA VistA
· CHCS to commercial reference laboratory.

Mitigation of this risk requires ongoing coordination between software developers for CHCS, VistA, and commercial laboratory management systems. Every software revision or maintenance upgrade should be examined for potential impact on this interconnectivity solution. 

b. System Integrator (Moderate)

Project development requires the efforts of multiple agencies and vendors working in unison.  Therefore, obstacles to coordination or communication among representatives for all of the participating systems pose a special challenge.  This project uses the DOD Core Integrated Project Team as the system integration OPR to mitigate this risk.

c. Multiple Platform Testing (Moderate Risk)

Availability of participating systems for testing may be an issue.
d. Lab CHCS Files

1.
LOINC (High Risk)

This CONOPS assumes LOINC field development in addition to CHCS Lab Test or Lab Method files for chemistry-subscripted tests, whichever is appropriate.  The LOINC codes must be integrated into the Lab CHCS file structure. Any delay in the incorporation of these codes or in the delivery of the GFI standard CHCS Lab test structure to the vendor may delay interface activation.  LOINC is absolutely critical for the interconnectivity project to work.  Every effort must be made to keep the LOINC (data standardization project) on schedule and at least concurrent with the interconnectivity project to mitigate this risk.

2.
File/Table Build (High Risk)

Onsite or remote file/table build assistance mitigates this risk and is essential for proper file naming and population.  Since these files form the translation base, they must be consistent and accurate.  Currently, most CHCS sites are not manned with personnel who have received extensive file/table build training; if these personnel are left on their own, errors are inevitable. 

e. New Functionality Request (High Risk)

An essential part of the requirements for this project does not relate to lab-to-lab interconnectivity, but rather to improved business practices. This project provides for results to be directly faxed from CHCS to civilian doctors through a new menu option in CHCS.  Because this is a new functionality with cost factors and possible development delays, it should be evaluated separately, even though it was included in the original requirements document.

1.6. Benefits

1.6.1. Business Process Improvements

a. Reduce the labor required for duplicate patient registration, lab order entry, accessioning, result entry, and reporting.

b. Eliminate possible data transcription errors during patient registration, lab test ordering, and result entry.

c. Improve turnaround-time (TAT) by up to 48 hours

1.6.2. Projected Savings

a. Probable savings of $21M based on 7% of FY96 laboratory direct cost of $300M

b. Increased labor utilization from 48% to 85% based on 1.26M tests sent to referral laboratories, with a 4-minute time savings per referral

c. Return on investment (ROI)

1) Regional laboratories operate as a unified system.

2) Information sharing opportunities are identified and developed between DOD and VA.

3) Project provides building block for data standardization for interconnectivity of other medical applications.

4) Project provides the complete record of Military Health System (MHS) care to the Department of Veterans Affairs (DVA).

5) Project provides access to timely, high-quality laboratory information at a reasonable cost.

1.7. Benefits Measures

Refer to Table 1. Benefits Measures.

Table 1. Benefits Measures

	Measures
	Related Goals

	Resource Utilization
	Cost-effectiveness

	Turnaround-time (TAT)
	Timeliness

	Customer Satisfaction
	Quality


1.8. Alternatives and Tradeoffs Considered

Research information on related projects can be found in:

· Department of Veterans Affairs/Department of Defense, Laboratory Data Sharing Studies and Analysis for Veterans Administration, Information Resources Management, Data Sharing Requirements; under Prime Contract No. V101(3) P-1422, Delivery Order (DO) 007, February 28, 1997.

Alternatives can be found in:

· Data Sharing Mechanism Alternatives white paper, Birch & Davis, 11 Feb 1997, VA/DOD Laboratory Data Sharing Project.

1.9. Funding Profile

Available through CBA office.

1.10. Delivery Order Summary

Pending

2. HARDWARE

a. Procurement: N/A

b. Testing: N/A

c. Deployment: N/A

d. Installation: N/A

3. INFRASTRUCTURE

N/A

4. SOFTWARE

4.1. Procurement

This project includes the transmission of faxes from CHCS. Laboratory reports can be retransmitted to one or more members of a health care provider network using commercial-off-the-shelf (COTS) products. However, candidate systems have not been investigated, and therefore, no procurement plans have been drafted. COTS procurement will be addressed if this capability is required and COTS are available to accomplish the issues of security, life-cycle maintenance, etc.

4.2. Security
Transmitted patient information must be encrypted. Data encryption and decryption are processed at different levels. To encrypt and decrypt the data at the application level, the originating application (e.g., CHCS Generic Interface System (GIS)) encrypts the outbound data before the data is transmitted over the network.  Encrypted inbound data is received over the network, then decrypted by the receiving application before further processing.

Different encryption algorithms also encrypt or decrypt data being exchanged between systems.  The Data Encryption Standard (DES) algorithm, adopted by the U.S. Government in 1977, is a block cipher that transforms 64-bit data blocks under a 56-bit secret key, by means of permutation and substitution.  It is officially described in FIPS PUB 46.  The DES algorithm is widely used and is still considered reasonably secure.
All participating systems use the DES to encrypt outgoing and decrypt incoming messages.
4.3. Risks

4.4. Life-Cycle Maintenance

All participating systems will provide support to the Tier I Product Support Center for analysis of site questions and issues relevant to deployed CHCS software, interfaces, system software, and COTS products by functional and technical application development teams.  Similar services are provided by other contractors for VistA and reference laboratory systems. All participating systems resolve issues, and upon Government approval, develop Quick Fix software changes and modifications. 
4.5. Requirements

Software requirements developed by the LJWG are provided to the contractors, who derive detailed project requirements for the application areas and present them for approval by the DOD CHCS Program Office (PO) and the VA. 

4.6. Testing

All participating systems develop test plans and procedures for system integration and regression testing to ensure product compliance with requirements and operational capability.  All participating systems document the results of testing events and resolve test discrepancies during each phase of testing.  Following the successful completion of testing and Government approval, all participating systems support Government Product Installation Acceptance Test (GPIAT) by Development Test and Evaluation (DT&E) during Formal System Test (FST).  Following completion of GPIAT and resolution of any CHCS PO-designated critical discrepancies, the software is prepared for release to the Alpha site. All participating systems provide onsite support and remote support to resolve problems identified during a 14-calendar day GIAT.

4.7. Deployment

The Software Development Library forwards the Software Configuration Management (SCM)-controlled software to the Software Deployment Office (SDO) for deployment to alpha test and/or operational sites upon CHCS II PO approval at the Software Configuration Control Board (SCCB).  The SDO ensures the timely delivery of all approved software to the appropriate CHCS sites with the assurance that the software, along with all pertinent documents, is ready to be loaded onto the MTF computer system.  This entails reviewing installation documents to ensure that they are correct, interfacing with site personnel prior to and after installation to discuss possible issues, and reviewing results for lessons learned, recommendations, action items, etc.

The established CHCS CPET process deploys the software. 
4.8. Installation

A Software Installation Notification Form (SINF) is sent to each site receiving the software.  When the software is installed at a site, site personnel reply to the SINF, indicating installation date, installer name, and any issues. The SDO receives this information and enters it into a database for tracking.
4.9. Documentation

Each contractor maintains requirements documents, plans, and status reports. The CHCS Contracting Office Representative (COR) maintains all contractor deliverables.  User training and alpha test plans are sent to each site for review by operators and end users.

5. SUMMARY OF IMPACTS

5.1. New Procedures

The following procedures need be be developed or modified from existing procedures:

· Activate a reference lab. 

Consistent, positive patient identification must be maintained regardless of the manner in which the information system, orders, and results are maintained. Positive patient identification must be maintained regardless of changes of status (marriage, retirement, dual registration) and for as long as the patient’s record remains active.  This is necessary since not all systems use the family member prefix/Social Security number (FMP/SSN) concept. This lack allows possible patient misidentification when the FMP is stripped off in the other clinical information systems. In addition, the duplicate patient merge function in CHCS may not have a counterpart in the other systems; this could result in the creation of multiple records or misidentifications.  

(The procedure should include steps if CHCS is unavailable.)

· Receive mail-in specimens. 

(The procedure should include steps if CHCS is unavailable.)

· Transfer specimens to reference laboratories. 

The procedure should include the shipping list functionality provided by this project. (The procedure should also include steps if CHCS is unavailable.)

· Define the data retention requirements of the HL7 messages received on CHCS from the reference laboratories. 

· Define the process for resolving interface exceptions and retransmitting HL7 messages. 

· Define the recovery process for the CHCS sites if CHCS is unavailable. 

· Provide staff training on maintaining and troubleshooting this interface. 

5.2. Staffing

Dedicated staff is needed to monitor the interface for exceptions.

5.3. User Training Plan

5.3.1. CHCS Lab Functions and File/Table Build

The plan should address how a user logs in a shipping list and copes with outstanding specimens.

If CHCS is the submitting lab, user training should focus on sending the shipping list.

File/table build depends on the design and integration with the Medical Expense and Performance Reporting System (MEPRS) and WAM so that workload is collected appropriately.  It is likely to require basic file/table build in the following areas:

a. Lab work element following database administration (DBA) hospital location

b. Accession area

c. Lab test

d. Lab method.

5.3.2. File /Table Build and LOINC Training

This training is reserved for the CHCS “super user.” The target course attendees are clinical laboratory technicians (bench technicians) and established CHCS “super users.”  Training duration is two to three days.  MTF site users are asked to complete a training critique on the training material, the training environment, and the trainer.  An electronic evaluation is provided for computer-based training (CBT).  E-mail or traditional mail is provided for teleconferencing or video training. 

6. ONGOING SUPPORT

Tri-Service Medical System Support Center (TMSSC) provides support and sustainment services for all CHCS I and CHCS II applications.  Support calls continue to be directed through the Application Help Desk at TMSSC, triaged, and passed to the appropriate tier level.

TMSSC shall support training development as approved by the Clinical Business Area (CBA) in the system training plan.

PRIMAVERA SCHEDULE DATES

These dates should be applied as applicable. Refer to Table 2. Schedule Dates.

Table 2. Schedule Dates

	Description
	Dates

	Contract Award (CA)
	T

	System Requirements Review (SRR)
	T + 15 weeks

	Preliminary Design Review (PDR)
	T + 30 weeks

	Implementation Review
	T + 45 weeks

	Start of Integration and Testing
	T + 46 weeks

	Start of Developmental Testing and Evaluation (DT&E)
	T + 50 weeks

	Alpha Installation
	T + 52 weeks

	Completion of Government Installation Acceptance Test (GIAT)
	T + 54 weeks

	Completion of Operational Testing and Evaluation (OT&E)
	T + 66 weeks

	Estimated Start of Deployment (“Go Live”)
	T + 68 weeks

	Anticipated Completion of Deployment
	T + 80 weeks
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