Department of Veterans Affairs VHA DIRECTIVE 2007-003
Veterans Health Administration
Washington, DC 20420 January 16, 2007

APPLICATION OF VETERANS HEALTH INFORMATION SYSTEMS AND
TECHNOLOGY ARCHITECTURE (VISTA) MAILMAN

1. PURPOSE: This Veterans Health Administration (VHA) Directive defines policy for using
electronic communications, including e-mail, within the Veterans Health Information Systems
and Technology Architecture (VistA) Legacy Systems.

2. BACKGROUND

a. Department of Veterans Affairs (VA) and Veterans Health Administration (VHA)
policies, including VHA Handbook 1907.01, Health Information Management and Health
Records, require the encryption of sensitive information transported over VA’s wide area
network, including through e-mail in the VistA Legacy Systems. Due to the limitations within
VistA Legacy Systems and the need for VHA to continue business operations, VHA requested
and was granted a 6-month waiver to allow for the continued transmission of sensitive
information unencrypted within VistA. The waiver was approved on December 13, 2006 by the
Assistant Secretary for Information and Technology (005). The waiver is not intended as a
workaround for personally-identifiable information exchanged via Outlook messaging which can
be protected using Public Key Infrastructure (PKI) certificates.

b. The waiver, which applies to electronic communications within the VistA Legacy
Systems only, enables VHA facilities to exchange sensitive information including personally-
identifiable information in clear text across VA’s internal network. For HL7 transmissions and
VistA messages that are auto-generated, there is no action that needs to be taken by facilities.

c. The approved waiver will be revisited at the end of the 6-month period to determine
continued need if a Department-wide solution has not been identified to address VA policy
requirements for secure communication of personally-identifiable information across VA’s
internal networks. Current guidance is maintained on the VHA Privacy website at:
http://vaww.vhaco.va.gov/privacy.

3. POLICY: Itis VHA policy that personally-identified information is not transmitted via the
VistA Legacy Systems, unless governed by the waiver (see Att. A).

4. ACTION

a. Facility Director. For VistA messages generated by employees, volunteers, and other
users of VistA systems, the facility Director is responsible for ensuring that the:

(1) Full name and full Social Security Number (SSN) are never used in the Subject Line of a
VistA Mailman message with the exception of those messages generated automatically by the
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VistA systems. First initial of last name and the last four numbers of the SSN may be used in the
Subject Line of a VistA Mailman message to identify the patient and track the message.

(2) Full name and full SSN are only used in the body of a VistA Mailman message when
needed for unique identification of a patient for purposes of providing care and treatment or for
patient safety issues including notification of erroneous notes. Treatment purposes include the
coordination of care between providers or within the multidisciplinary team, consultations,
patient alerts, discharge planning, transferring the patient to another care team, etc.

(3) VistA Mailman messages containing personally-identifiable information are not
forwarded, automatically by the system or manually, to MS Outlook or any other email
messaging system.

b. Other

(1) The last name, last four numbers of the SSN, date of birth, other account numbers (e.g.,
bill number), and/or other identifying information may be used in the body of a VistA Mailman
message for unique identification of a patient for all other payment and health care operation
purposes, as defined in VHA Handbook 1605.1. Such purposes include coding, billing,
insurance verification, registration, eligibility, peer review, quality assurance, and patient
complaint resolution.

(2) The first initial of the last name and the last four numbers of the SSN may be used in the
body of a VistA Mailman message for identification of a patient for purposes of law
enforcement, public health reporting, and any other purpose authorized by law.

(3) Any other information related to the patient including demographics, diagnoses, and
medical information may be used in the body of a VistA Mailman message for purposes of
treatment, payment and/or health care operations.

5. REFERENCES: Memorandum on Risk-based Decision Regarding Transmission of
Sensitive Data in Clear Text, dated December 13, 2006 (see Att. A).

6. FOLLOW-UP RESPONSIBILITY: The Office of Information (19) is responsible for the
contents of this Directive. Questions may be directed to (727) 320-1839 or (518) 449-0604.

7. RESCISSIONS: None. This VHA Directive expires December 31, 2011.

Michael J. Kussman, MD, MS, MACP
Acting Under Secretary for Health
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ATTACHMENT A

MEMORANDUM ON RISK-BASED DECISION REGARDING TRANSMISSION OF
SENSITIVE DATA IN CLEAR TEXT

Memo Risk-based
Decision Regarding Ti

A-1



Department of MEMORANDUM

Veterans Affairs

Date: DEC 1 9 2006
From: VHA Chief Information Officer (19)

Subj:  Risk-based Decision Regarding Transmission of Sensitive Data in Clear Text

To:

[WebCIMS 368027]

Assistant Secretary for Information and Technology (005)

THRU:  Acting Under Secretary for Health (10)

1.

Veterans Health Information Systems and Technology Architecture (VistA)} Legacy
systems operating in the Veterans Health Administration (VHA) facility environment
cannot meet current Department of Veterans Affairs (VA) and VHA policy (VHA Handbook
1907.01, Health Information Management and Health Records) requiring the encryption of
sensitive information transported over the VA’s wide area network (WAN) using a NIST-
approved encryption method. The issue of the need to encrypt VistA Legacy Systems
email has recently surfaced as a result of the Department-wide initiative to strengthen
security controls as well as the change to the IT infrastructure that requires VistA email
containing sensitive data to be transmitted across the VA network in clear text in the
RDPC co-located VistA systems model. Prior to co-location of these systems, VistA users
within a facility could exchange sensitive data via VistA email, which would remain on the
facility’s VistA system, thus leaving it less exposed to possible unintentional disclosures.

There are numerous auto-generated messages sent by VistA Legacy systems that
currently contain unencrypted personally identifiable information transmitted over the VA
WAN on a daily basis. These VistA messages facilitate the delivery of vital health care
benefits to our veteran population through various automated processes. Examples
include, but are not limited to, Health Level 7 (HL7) messaging, transmission of data
between medical devices and VistA systems, Fee Basis data transmitted to the Austin
Automation Center's (AAC) Central Fee system; Accounts Receivable data transmitted to
AAC,; Integrated Billing data transmitted to insurance companies; Employee Time and
Attendance (ETA) data sent to the Personnel and Accounting Integrated Data (PAID)
system at AAC,; Integrated Funds, Distribution, Control Point Activity, Accounting And
Procurement (IFCAP) data sent to AAC, Decision Support System, and the Allocation
Resource Center; and Pharmacy data sent to the Consolidated Mail Out Pharmacies
(CMOPs) for filling of prescriptions. Similarly, the communication of personally identifiable
information from the VA’s Health Eligibility Center to all VHA facilities provides automated
notification of a veteran’s eligibility for care. In addition to the auto-generated messages,
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all VHA facilities use VistA's electronic mail capabilities to exchange patient data among
health care and benefits providers supporting health care delivery. While it is felt that the
risk of interception of personally identifiable data transmitted across the certified and
accredited VA network is low, compliance with VA policy requires encryption of sensitive
data transmitted across the VA network.

3. While Public Key Infrastructure (PKI) is being deployed and used more frequently to
transmit sensitive data in Outlook messages, it is not a methodology that can be applied
to VistA Legacy systems. Using VHA's VistA Legacy systems to exchange personally
identifiable information to treat and deliver services to veteran’s population is central and
critical to VA business operations, and must continue unencrypted until a compatible
Department-wide solution is identified for secure transmission of data. The following
recommendations are made after a thorough inspection of the clinical requirements and
strategies for mitigating the identified risk in to continue transmitting sensitive data
unencrypted across the VA network.

a. That OI&T grant a waiver for six months to allow for a safe transition to compliant
business practices for all methods of electronic communication of personally
identifiable data via VistA systems (e.g., HL7, email, auto-generated messages).
Abrupt prohibition of unencrypted communication of personally identifiable
information could have severe implications for daily operations as well as harm
patients, as current processes communicate critical information for follow up (e.g.,
suspicious lung nodules, positive fecal occult blood tests).

b. Set interim policy to allow full name and full social security numbers to be used in
the body of VistA mailman communications or in attachments to ensure unique
identification of a patient to provide care and treatment, for patient safety issues
including consults, transfers, patient alerts, care coordination, death case reports,
and notification of erroneous notes. VHA will issue specific guidance on proper
protocols for communicating personally identifiable information.

c. Allow local VistA processes to continue without limiting the number of individuals
that can be included in the electronic communication to eliminate the need for an
immediate re-engineering of the data transmission processes that fransmit multiple
personal identifiers in a single message.

4. VHA recognizes this is an interim authority founded on a risk-based decision that enables
VHA facilities to continue to conduct vital healthcare delivery operations through VistA
Legacy Systems in the current VA internal systems environment while the Department
examines the feasibility of encryption of the VA’s wide area network (WAN) circuits. At the
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end of the six-month period, OI&T will have examined the feasibility of encrypting Wide Area
Network circuits and will make a recommendation for further action, including possible
extension of the waiver. VHA further recognizes that all sensitive data intended for
transmission outside of the VA's WAN, e.g., to contractor or affiliate email accounts, must be
encrypted or secured in a fashion that prohibits unauthorized access or disclosure.

Phasey, Gy dutrnam_

Craig B. Luigart
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Michael J. Kussman, MD, MS, MACP Date
Acting Under Secretary for Health (10)
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Assistant Secretary for Information & Technology (005)





 Double click to open
File Attachment
Memo Risk-based Decision Regarding Transmission of Sensitive Data in Clear Text.pdf


	Department of Veterans Affairs VHA DIRECTIVE 2007-003

