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NOTICE OF PRIVACY PRACTICES

1. PURPOSE. This Veterans Health Administration (VHA) Handbook establishes the
procedures for maintaining and distributing the VHA Notice of Privacy Practices.

2. SUMMARY OF MAJOR CHANGES. This is a new Handbook which describes the
content, dissemination, and revision requirements of the notice in compliance with the provisions
of the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, Title 45 Code
of Federal Regulations (CFR) Parts 160 and 164.

3. RELATED ISSUES. VHA Directive 1605.

4. FOLLOW-UP RESPONSIBILITY. The Office of Health Information (19) is responsible
for the contents of this Handbook. Questions may be referred to the VHA Privacy Officer at
704-245-2492.

5. RESCISSIONS. None.

6. RECERTIFICATION. This VHA Handbook is scheduled for recertification on or before
the last working day of October 2015.

Robert A. Petzel, M.D.
Under Secretary for Health

DISTRIBUTION: E-mailed to the VHA Publications Distribution List 10/15/2010
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NOTICE OF PRIVACY PRACTICES
1. PURPOSE

This Veterans Health Administration (VHA) Handbook establishes procedures for
maintaining and distributing VHA'’s Notice of Privacy Practices.

2. BACKGROUND

By the provisions of the Standards for Privacy of Individually-Identifiable Health
Information (11HI), under the Health Insurance Portability and Accountability Act (HIPAA)
Privacy Rule (see title 45 Code of Federal Regulations (CFR) Parts 160 and 164), VHA as a
covered entity, is required to provide a VHA Notice of Privacy Practices to all VVeterans, other
beneficiaries who receive health care benefits from VHA, and non-Veteran patients who receive
care at a VHA health care facility.

3. SCOPE

This Handbook describes the content, dissemination, and revision requirements of the Notice
of Privacy in compliance with HIPAA. The goal of the notice is to inform Veterans,
beneficiaries, and non-Veteran patients the ways in which VHA may: use and disclose their
health information with or without their authorization; notify Veterans, beneficiaries, and non-
Veteran patients of their rights to access and restrict their health information; and inform
Veterans, beneficiaries, and non-Veteran patients of VHA’s legal duties to maintain the privacy
of their health information.

4. DEFINITIONS

a. Beneficiary. A beneficiary is a dependent or survivor of a Veteran receiving health care
benefits through one of the following programs administered by VHA: the Civilian Health and
Medical Program of the Department of Veterans Affairs (CHAMPVA), the Spina Bifida
Program, or the Program for Children of Women Vietnam Veterans.

b. Disclosure. Disclosure is the release, transfer, provision of, access to, or divulging in any
other manner of information outside VHA.

c. Episode of Care. An episode of care refers to all treatment rendered in a specified
timeframe for a specific condition or disease (i.e., admission, outpatient care visit).

d. Health Care Operations. Health care operations include any of the following activities
of the covered entity, to the extent that the activities are related to covered functions:

(1) Conducting quality assessment and improvement activities;

(2) Populations-based activities relating to improving health or reducing health care costs,
protocol development, and case management, etc.;
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(3) Reviewing competence or qualifications of health care professionals, to include
evaluating practitioner performance, health plan performance, conducting training programs,
certification, licensing, or credentialing activities;

(4) Underwriting, premium rating, and other activities relating to the creation, renewal, or
replacement of a contract of health insurance or health benefits, and ceding, securing, or placing
a contract for reinsurance of risk relating to claims for health care (including stop-loss insurance
and excess of loss insurance), provided that the requirements of 45 CFR § 164.514(g) are met, if
applicable;

(5) Conducting medical reviews, legal services, and auditing functions;

(6) Business planning and development; and

(7) Business management and general administrative activities, including management,
customer service, and resolution of internal grievances.

e. Health Information

(1) Health information is any information in any form or medium, created or received by a
health care provider or health plan relating to the:

(a) Past, present, or future physical or mental health or condition of an individual;
(b) Provision of health care to an individual; or
(c) Past, present, or future payment for the provision of health care to an individual.

(2) This encompasses information pertaining to: examination, medical history, diagnosis,
and findings or treatment, including such information as laboratory examinations, X-rays,
microscopic slides, photographs, prescriptions, etc.

f. Individuals. For the purpose of this Handbook, individual includes Veterans,
beneficiaries, and non-Veteran patients.

g. Individually-ldentifiable Health Information (11H1). IIHI is a subset of health
information, including demographic information collected from an individual, that is created or
received by a health care provider, health plan, or health care clearinghouse. This information
relates to the past, present, or future condition of an individual and the provision or payment of
health care; and it identifies the individual or, a reasonable basis exists to believe the
information can be used to identify the individual. NOTE: IIHI does not have to be retrieved
by name or other unique identifier to be covered by this Handbook.
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h. Non-Veteran Patient. A non-Veteran patient is an individual seeking medical care or
treatment at a VHA medical facility who is not enrolled in VHA health care program, such as
active duty Servicemembers or anyone provided with medical care for humanitarian purposes
(e.g., in a medical emergency).

i. Payment. Payment consists of activities undertaken by a health plan to obtain premiums,
to determine its responsibility for coverage, or to provide reimbursement for the provision of
health care. This includes activities undertaken by a health care provider to obtain
reimbursement for the provision of health care.

J. Personnel. For the purpose of this Handbook, the term personnel includes Department of
Veterans Affairs (VA) officers, employees, consultants, without compensation (WOC) workers,
contractors, medical students and other trainees, and uncompensated services volunteer workers
(excluding patient volunteers) providing a service at the direction of VA staff.

k. Protected Health Information (PHI). PHI is IIHI (see subpar. 4g), that is transmitted
by electronic media, maintained in electronic media, or transmitted or maintained in any other
form or medium by VHA or a VHA business associate.

. Record

(1) A record is any item, collection, or grouping of information about an individual that is
maintained by VHA, including, but not limited to: education; financial transactions; medical
history; treatment; and criminal or employment history that contains the name, or an identifying
number, symbol, or other identifying particular assigned to the individual, such as finger or
voice print or a photograph.

(2) Records include information that is stored in paper records or in electronic format; on
computers, minicomputers, personal computers, or word processors. NOTE: Tissue samples
are not considered a record.

m. Treatment. Treatment is the provision, coordination, or management of health care, or
related services, by one or more health care provider. This includes:

(1) The coordination of health care by a health care provider with a third party;
(2) Consultation between providers relating to a patient; and
(3) The referral of a patient for health care from one health care provider to another.

n. Use. Use is the sharing, employment, application, utilization, examination, or analysis of
information within VHA.
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0. VHA Health Care Facility. For the purpose of this Handbook, the term a VHA health
care facility is a facility organization within VHA that provides health care or treatment directly
to an individual. This includes medical centers, community-based outpatient clinics (CBOCSs),
Readjustment Counseling Centers (i.e., Vet Centers), and Community Living Centers (CLC).

5. RESPONSIBILITIES OF THE UNDER SECRETARY FOR HEALTH
The Under Secretary for Health, or designee, is responsible for ensuring:

a. A VHA Notice of Privacy Practices compliant with the content requirements of the
HIPAA Privacy Rule is created and maintained (see par. 6).

b. A Notice of Privacy Practices, as outlined in this Handbook, is provided to Veterans, other
beneficiaries who receive health care benefits from VHA, and non-Veteran patients who receive
care at a VHA health care facility.

c. VHA personnel only use PHI contained in Veteran records, or non-Veteran patient
records, maintained by VHA for purposes covered by VHA Notice of Privacy Practices in
Appendix A.

d. VHA personnel only disclose PHI contained in Veteran records, or non-Veteran patient
records, maintained by VHA for purposes covered by VHA Notice of Privacy Practices in
Appendix A.

e. VHA personnel only disclose PHI contained in records maintained by VHA about
Veterans, beneficiaries, or non-Veteran patients for purposes covered by VHA Notice of Privacy
Practices when appropriate legal authority exists.

f. Veterans, beneficiaries, or non-Veteran patients are informed of their rights to exercise
any of the privacy rights as outlined in the VHA Notice of Privacy Practices related to their PHI
maintained in VHA records.

6. RESPONSIBILITIES OF THE VHA PRIVACY OFFICE

The VHA Privacy Office owns the VHA Notice of Privacy Practices (see App. A) and
ensures its compliance with content requirements.

a. The goal of the VHA Notice of Privacy Practices is to:
(1) Inform individuals of the ways in which VHA may use and disclose their health
information with or without their authorization, and that other uses require the individual’s

written authorization;

(2) Notify individuals of their rights to access, inspect, amend, and restrict their health
information; and
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(3) Inform individuals of VHA'’s legal obligations to maintain the privacy of their health
information.

b. The VHA Notice of Privacy Practices needs to effectively communicate to the recipients
VHA'’s legal requirements to:

(1) Ensure the privacy of PHI;

(2) Provide notice of VHA'’s legal obligations and privacy practices with respect to their
PHI; and

(3) Communicate VHA'’s responsibility to follow the terms of the VHA Notice of Privacy
Practices that is currently in effect.

7. RESPONSIBILITES OF THE FACILITY PRIVACY OFFICER
The facility Privacy Officer has responsibility to:

(1) Communicate to the administrative clerks or the Principle Investigator for the research
study the process for obtaining the acknowledgement form as outlined in this handbook.

(2) Perform a quarterly review using the encrypted emails received from the administrative
clerks or the Principle Investigator for the research study to validate that the signed
acknowledgement form of non-Veterans were scanned into the non-Veteran’s CPRS record or an
appropriate progress note was entered into the non-Veteran’s CPRS record.

8. NOTICE OF PRIVACY PRACTICES CONTENT

The VHA Notice of Privacy Practices must meet the content requirements of the HIPAA
Privacy Rule as described in the following paragraphs.

a. General Requirements. This notice must contain:

(1) A paragraph, either as a header or otherwise prominently displayed, stating:

“THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.”

(2) A statement that VHA is required by law to maintain the privacy of PHI and to provide
individuals with notice of VHA'’s legal obligations and privacy practices with respect to PHI.

(3) A statement that VHA is required to abide by the terms of the notice.

(4) The title and telephone number of a person or office to contact for further information.
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(5) The date when the notice is first in effect. This date may not be earlier than the date on
which the notice is printed or otherwise published.

b. Use and Disclosure of Health Information

(1) The notice must state that an individual’s health information can be used and disclosed
for the purposes of treatment, payment, and health care operations without their authorization.
Examples must be included in each of the descriptions.

(2) The notice must describe all the other purposes in which VHA is permitted or required to
use or disclose an individual’s PHI without the individual’s authorization. Descriptions must
contain sufficient detail so that the individual reading the notice understands the permitted uses
and disclosures of their information.

(3) If ause ordisclosure described in the notice is limited by other applicable law, the
description of such use or disclosure must reflect the more stringent law.

(4) The notice must contain a statement that all other uses and disclosures of PHI are to be
made only with the individual’s written authorization, and that the individual may revoke such
authorization.

(5) If VHA intends to engage in any of the following activities, a description of the use and
disclosure is required in the notice:

(a) Contact the individual to provide appointment reminders or information about treatment
alternatives or other health-related benefits and services that may be of interest to the individual;

(b) Contact an individual to raise funds for VHA,; or

(c) Disclose PHI to the sponsor of the plan when the individual is a member of a group
health plan, a Health Maintenance Organization (HMO) or a health insurance issuer for payment
purposes.

c. Individual’s Rights. The notice must contain a statement of the individual’s rights with
respect to PHI and a brief description of how the individual may exercise these rights. The
following rights must be described in the notice:

(1) The right to review and receive a copy of their PHI;

(2) The right to receive confidential communications of PHI;

(3) The right to request an amendment to their PHI;

(4) The right to receive an accounting of disclosures of their PHI;

(5) The right to request restrictions on certain uses and disclosures of their PHI, including a
statement that VHA is not required to agree to a requested restriction; and
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(6) The right to receive a printed copy of the VHA Notice of Privacy Practices, upon
request, even if the individual has agreed to receive the notice electronically.

d. Changes to the Notice. The notice must contain a statement that VHA reserves the right
to change the terms of the notice and to make the new notice provisions effective for all PHI
VHA maintains. A description of how the revised notice is to be disseminated and
communicated to the individual must also be outlined in the notice.

e. Complaints. The notice must contain a statement that the individual may file a complaint
with the facility Privacy Officer, VHA Privacy Office, the Secretary of the Department of Health
and Human Services, or to the Office of Inspector General if they feel their privacy rights have
been violated. The statement must include a brief description on how the individual may file a
complaint and with whom, and that the individual will not be retaliated against for filing a
complaint.

f. Optional Elements. The following are optional elements that may be included in the
notice:

(1) If VHA elects to limit the uses or disclosures that it is permitted to make under the
HIPAA Privacy Rule, 45 CFR Parts 160 and 164, VHA may describe its more limited uses or
disclosures in the notice, provided that VHA may not include in its notice a limitation affecting
its right to make a use or disclosure that is required by law.

(2) To apply a change to a more limited use and disclosure of PHI, VHA must state in the
VHA Notice of Privacy Practices that they reserve the right to change their privacy practices.

g. Language and Style of Notice. Language and style of the notice must be organized so
that the reader can easily understand it, and it needs to contain short sentences that use an active
voice such as “you.”

h. Retention. VHA must document compliance with the notice requirements specified in
the HIPAA Privacy Rule, 45 CFR 8164.520, by retaining copies of the notices issued by VHA
for a minimum of 6 years, or until a new notice has been written. Upon the new effective date,
the previous notice may be destroyed by appropriate means.

9. DISSEMINATION OF NOTICE

a. The VHA Notice of Privacy Practices is available on VA’s Web site at:
http://www1.va.gov/vhapublications/viewpublication.asp?pub_id=1089. Facility personnel can
provide a printed copy of this notice or, a “large print’ copy of the notice, in response to an
individual’s request. NOTE: The large print copy needs to be in a pitch size of 20.

b. VHA health care facilities are required to post the current VHA Notice of Privacy
Practices in effect in a clear prominent location where it is reasonable to expect that individuals
seeking service will be able to read the notice (e.g., Release of Information (ROI) Office,
Eligibility Office).


http://www1.va.gov/vhapublications/viewpublication.asp?pub_id=1089�
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c. The VHA Notice of Privacy Practices can be provided to a individual by e-mail if the
individual requests it, however, if the e-mail transmission fails, a paper copy of the notice must
be provided instead. Therefore, it is recommended that most notices be provided to the
individual through the Web site or by a printed copy.

d. The VHA Notice of Privacy Practices must be made available by the VHA health care
facility upon request of a Veteran or other non-Veteran patient. All written requests for a copy
of the notice need to be referred to the facility Privacy Officer, or Health Information
Management Service (HIMS). Otherwise, VHA personnel need to provide a copy of the notice
upon verbal request from the individual. Copies of the notice are available to all VHA health
care facilities in one, or both, of the following ways:

(1) VHA must provide a copy of the VHA Notice of Privacy Practices to all of the facilities,
thereafter it is the responsibility of the facility to keep copies available for distribution in
response to an individual’s request.

(2) Facilities may re-stock their copies of the notice by submitting VA Form 7700c, Stock
Replenishment Request, to the appropriate Publications Officer.

10. VHA NOTICE OF PRIVACY PRACTICES TO VETERANS AND BENEFICIARIES

a. VHA must provide a copy of its VHA Notice of Privacy Practices to all Veterans enrolled
in VHA health care and all Veterans who receive care or treatment from VHA, but are not
required to enroll.

(1) A VHA Notice of Privacy Practices must be included with other enrollment information
sent to newly enrolled Veterans by the Health Eligibility Center (HEC).

(2) A VHA Notice of Privacy Practices must be provided to any Veteran who requests
medical treatment or care at the time they apply for enroliment in person at a VHA health care
facility.

b. VHA must provide a copy of its Notice of Privacy Practices to any beneficiary of a VHA
program that provides health care benefits to individuals other than Veterans (e.g., CHAMPVA,
Spina Bifida, Children of Women Vietnam Veterans). The Health Administration Center (HAC)
must ensure that beneficiaries of those programs receive a Notice of Privacy Practices upon
enrollment.

c. VHA must notify currently enrolled Veterans and beneficiaries of the availability of the
VHA Notice of Privacy Practices and directions on how to obtain a copy no less than once every
3 years.

d. No less than once every 3 years, VHA must prominently post its Notice of Privacy
Practices on its public Web site, and make the notice available electronically through the Web
site. This includes the Web site for any programs that provide health care benefits to individuals
other than Veterans.
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11. VHA NOTICE OF PRIVACY PRACTICES TO NON-VETERAN PATIENTS

a. VHA must provide a copy of its VHA Notice of Privacy Practices to all non-Veteran
patients (e.g., active duty personnel or those seeking care in humanitarian circumstances)
receiving care or treatment at a VHA health care facility or non-Veteran research subjects
enrolled in an approved VHA research study with clinical trials.

(1) VHA health care facilities must provide the VHA Notice of Privacy Practices at the
episode of care when the non-Veteran patient checks in for their treatment or care (with or
without an appointment), attends their first research visit, or when the non-Veteran patient is
admitted to the medical facility. If the non-Veteran patient is seen in the Emergency
Department, the VHA Notice of Privacy Practices needs to be provided prior to the completion
of the episode of care or a note is to be written in the Computerized Patient Record System
(CPRS) documenting the reason the VHA Notice of Privacy Practices was not given.

(2) Pharmacy and laboratory appointments are not considered episodes of care; therefore, a
VHA Notice of Privacy Practices is not required to be provided to the non-Veteran patient or
non-Veteran research subject during these appointments.

b. The non-Veteran patient must acknowledge receipt of the VHA Notice of Privacy
Practices.

(1) VHA must make a good faith effort to obtain a written acknowledgment of receipt of the
VHA Notice of Privacy Practices as described in subparagraph 10c(3). This acknowledgement is
only required to be obtained at the first episode of care.

(2) If an acknowledgement of VHA Notice of Privacy Practices is not received from the non-
Veteran patient, an administrative note must be entered into CPRS indicating the good faith
efforts made to obtain the written acknowledgement and the reason(s) why the acknowledgment
was not received. The CPRS note needs to be written by the administrative clerk responsible for
registering the non-Veteran patient or by a member of the research team who obtains the non-
Veteran research subject’s informed consent.

(3) In situations where the non-Veteran has a personal representative, the VHA Notice of
Privacy Practices may be given to, and the written acknowledgment obtained from, the personal
representative.

c. The process for obtaining an acknowledgement for the receipt of the VHA Notice of
Privacy Practices is as follows:

(1) Acknowledgement of receipt of the VHA Notice of Privacy Practices is accomplished
when a non-Veteran patient is admitted or checked in for an appointment. In an emergency
treatment situation, the VHA Notice of Privacy Practices is given and the acknowledgement of
receipt obtained as soon as reasonably practical after the emergency treatment situation has
ended. NOTE: Subparagraph 10c does not apply to Veterans as they have already received
their copy of the VHA Notice of Privacy Practices in the mail according to subparagraph 10b.



VHA HANDBOOK 1605.04 October 14, 2010

(2) The administrative clerk for the area where they work or the Principal Investigator for
the research study is responsible for having the acknowledgement page signed and dated by the
non-Veteran patient or non-Veteran research subject (see App. B).

(3) The non-Veteran patient or non-Veteran research subject is given the VHA Notice of
Privacy Practice to take with them (see App. A).

(4) After the non-Veteran has signed the ackowledgement the adminstrative clerk or the
Prinicpal Investigator for the research study will send an encrypted email to the facility Privacy
Officer with the full name of the non-Veteran and the non-Veteran’s last four of the social
security number.

(5) The signed acknowledgment page must be sent to the scanning department HIMS.
HIMS scans the acknowledgment into the non-Veteran CPRS record as “Notice of Privacy
Practices Acknowledgment” under the administrative tab.

(6) In a research situation, the Principal Investigator must maintain a copy of the
acknowledgement in the subject’s research record.

12. REVISION OF NOTICE

a. The VHA Notice of Privacy Practices must be promptly revised and re-distributed
whenever there is a material change to:

(1) VHA’s use or disclosure of PHI;

(2) The individual’s privacy rights;

(3) VHA’s legal duties with regards to protecting the privacy of health information; or
(4) To other privacy practices stated in the notice.

NOTE: Except when required by law, a material change to any term of the notice may not be
implemented prior to the effective date of the notice in which such material change is reflected.

b. Within 60 days of a material revision, the VHA Notice of Privacy Practices must be
distributed to all VVeterans and their beneficiaries who are enrolled for VHA services, through the
United States Postal Service, or other VHA-approved process. Either on or after the effective
date of the revised notice, the new notice must be made available upon request of an individual
and must be posted where it is reasonable to expect individuals seeking service from a VHA
health care facility will be able to read the notice.

13. REFERENCES
a. VHA Directive 1605.

b. HIPAA Privacy Rule, Title 45, Code of Federal Regulations (CFR) Parts 160 and 164.

10
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APPENDIX A

INFORMATION BULLETIN (IB) 10-163, NOTICE OF PRIVACY PRACTICES

i
IB 10-163 Notice of
Privacy Practices. pdf
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DEPARTMENT OF VETERANS AFFAIRS

VETERANS HEALTH ADMINISTRATION
WasHiNGTON DC 20420

ErrecTIVE DATE APRIL 14, 2009

NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED OR DISCLOSED
AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.

PLEASE REVIEW IT CAREFULLY.

The Department of Veterans Affairs (VA) Veterans Health Administration (VHA) is required by law to maintain the
privacy of your protected health information and to provide you with notice of its legal duties and privacy practices. VHA
is also required to abide by the terms of this notice and its privacy policies.

How VHA May Use or Disclose Your Health Information
Federal law allows us to use or disclose your health information without your permission for the following purposes:

Treatment (e.g., giving information
to VHA and other doctors and
nurses caring for you)

Eligibility and Enrollment for VA
Benefits (e.g., giving information to
officials who decide benefits)

Public Health Activities (e.g., giving

information about certain diseases
to government agencies)

Research Activities (e.g., giving
information to a researcher to
prepare a research protocol)
Abuse Reporting

(e.g., giving information about
suspected abuse of elders or
children to government agencies)
Assisting Family Members or
Designated Individuals Involved in
Your Care

Payment (e.g., giving information
to non-VHA facilities that provide
care or services)

Patient Directories (e.g., publishing
basic information about patients)
Law Enforcement

Judicial or Administrative
Proceedings

National Security Matters
Correctional Facilities and/or
Parole Officers

Workers” Compensation Cases
(e.g., giving information to
officials who decide payments for
workplace injuries)

 Services (e.g., giving information to

contractors or business associates
performing services for VHA)

Health Care Operations (e.g.,
giving information to individuals
conducting Quality of Care
reviews)

Coroner or Funeral Activities
When Required by Law

Health Care Oversight (e.g.,
giving information to the

Office of Inspector General or a
Congressional Committee)
Health or Safety Activities
Military Activities (e.g., giving
information to the Department of
Defense)

Academic Affiliates (e.g., giving
information to assist in training
medical students)

Responding to Court Orders

Note: VHA will make no other uses or disclosures of your bealth information without your prior written authorization.
In addition, you may revoke that authorization, in writing, at any time.

Your Privacy Rights
You have the right to:

(]

Review your health information

Obtain a copy of your health information
Request your health information be amended

or corrected

Request that we not use or disclose your

health information

 Request that we provide your health information to you

in an alternative way or at an alternative location in a
confidential manner

« Receive an accounting or list of disclosures of your

health information; and

o Receive a paper copy of VHA’s Notice of Privacy Practices

upon request
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Complaints
If you are concerned that your privacy rights have been violated, you may file a complaint with:

o The VHA health care facility’s Privacy Officer, where you are receiving care. Visit this Website for VHA facility
telephone numbers http://wwwl.va.gov/directory/guide/division flsh.asp?dnum=1.

e VA via the Internet through “Contact the VA” at http://www.va.gov; by dialing 1-800-983-0936 or by contacting
the VHA Privacy Office (19F2) at 810 Vermont Avenue, NW, Washington, DC 20420.

o The U.S. Department of Health and Human Services, Office for Civil Rights or the Office of Inspector General.

o Complaints do not have to be in writing, though it is reccommended.

Changes. We reserve the right to change this VHA Notice of Privacy Practices. The revised privacy practices will
pertain to all health information we already have about you, as well as, health information we receive in the future.
We will send and make available to you a copy of the revised Notice within 60 days of any change.

Contact Information. You may contact your VHA health care facility’s Privacy Officer if you have questions
regarding the privacy of your health information or would like further explanation of this Notice. The VHA
Privacy Office may be reached by mail at VHA Privacy Office, Office of Information (19F2), 810 Vermont Avenue,
NW, Washington, DC 20420 or via telephone at 1-877-461-5038.

NoTe: A large print version of this Notice is available upon request from the facility where you are receiving care.

When We May Use or Disclose Your Health Information

Treatment. We may use and disclose your health information for treatment or to provide health care services.
Treatment may include:

o Emergency and routine health care or services, e Prescriptions for medications, supplies, and equipment
including but not limited to, labs and x-rays; o Coordination of care, including care from
clinic visits; inpatient admissions non-VHA providers

+ Contacting you to provide appointment reminders or o Coordination of care with the Department of Defense
information about treatment alternatives (DoD), including electronic information exchange

Nort€: If you are an active duty service member, Reservist or National Guard member, your health information is
available to DoD providers with whom you have a treatment relationship through an electronic database that is shared
between VHA and DoD. VHA does not have the ability to restrict DoD’s access to your information in this database,
even if you ask us to do so.

Examples: 1) A Veteran sees a VHA doctor who prescribes medication based on the Veteran’s health information. The
VHA pharmacy uses this information to fill the prescription. 2) A Veteran is taken to a community hospital emergency
room. Upon request from the emergency room, VHA discloses health information to the non-VHA hospital that needs the
information to treat this Veteran. 3) A National Guard member seeks mental health care from VHA. VHA discloses this
information to DoD by entering the information into a database that may be accessed by DoD providers at some future date.

Payment. We may use and disclose your health information for payment purposes or to receive reimbursement for
care provided, including;:

o Determining eligibility for health care services  Pre-certifying benefits

o Paying for non-VHA care and services, including but « Billing and collecting for health care services provided
not limited to, CHAMPVA and fee basis  Providing personal information to consumer reporting

o Coordinating benefits with other insurance payers agencies regarding delinquent debt owed to VHA

 Finding or verifying coverage under a health insurance
plan or policy
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Examples: 1) A Veteran is seeking care at a VHA health care facility. VA uses the Veteran’s health information to
determine eligibility for health care services. 2) The VHA health care facility discloses a Veteran’s health information to a
private health insurance company to seek and receive payment for the care and services provided to the Veteran.

Health Care Operations. We may use or disclose your health information to support the activities related to health
care, including:

 Improving quality of care or services ¢ Conducting health care o Legal services
o Conducting Veteran and beneficiary training programs o Conducting accreditation activities
satisfaction surveys * Managing, budgeting and planning o Certifying, licensing, or credentialing
o Reviewing competence or activities and reports of health care professionals
qualifications of health care o Improving health care processes, o Conducting audits and compliance
professionals reducing health care costs and programs, including fraud, waste and
 Providing information about assessing organizational performance  abuse investigations
treatment alternatives or other  Developing, maintaining and
health-related benefits and services supporting computer systems

Examples: 1) Medical Service, within a VHA health care facility, uses the health information of diabetic Veterans as part
of a quality of care review process to determine if the care was provided in accordance with the established best clinical
practices. 2) A VHA health care facility discloses a Veteran’s health information to the Department of Justice (DOJ)
attorneys assigned to VA for defense of VHA in litigation.

Eligibility and Enrollment for Federal Benefits. We may use or disclose your health information to other
programs within VA or other Federal agencies, such as the Veterans Benefits Administration and Social Security
Administration, to determine your eligibility for Federal benefits.

Abuse Reporting. We may use or disclose your health information to report suspected child or elder abuse or
neglect; or domestic violence to appropriate Federal, State, local, or tribal authorities. This reporting is for the
health and safety of the suspected victim.

Health and Safety Activities. We may use or disclose your health information when necessary to prevent or lessen
a serious threat to the health and safety of the public, yourself, or another person. Any disclosure would only be to
someone able to help prevent or lessen the harm, such as a law enforcement agency or the person threatened. You
will be notified in writing if any such disclosure has been made by a VHA health care facility.

Public Health Activities. We may disclose your health information to public health and regulatory authorities,
including the Food and Drug Administration (FDA) and Centers for Disease Control (CDC), for public health
activities. Public health activities may include:

» Controlling and preventing disease, ¢ Reporting communicable diseases ¢ Reporting adverse events and

injury, or disability such as hepatitis, tuberculosis, product defects or problems
« Reporting vital events such as births ~ sexually transmitted diseases & HIV « Enabling product recalls, repairs
and deaths o Tracking FDA-regulated products or replacements

Judicial or Administrative Proceedings. We may disclose your health information for judicial or
administrative proceedings:

o We receive an order of a court, such as a subpoena o To defend VA in judicial and administrative proceedings
signed by a judge, or administrative tribunal,
requiring the disclosure
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Law Enforcement. We may disclose your health information to law enforcement agencies for law enforcement
purposes when applicable legal requirements are met. These law enforcement purposes may include:

» Responding to a court order o Identifying or apprehending an  Routine reporting to law

» Responding to a specific individual who has admitted to enforcement agencies, such as
request when in pursuit of a participating in a violent crime gunshot wounds
focused civil or criminal law » Reporting a death where there is a e Providing certain information to
enforcement investigation suspicion that death has occurred as a identify or locate a suspect, fugitive,

 Reporting crimes occurring at a result of a crime material witness, or missing person
VHA site » Reporting Fugitive Felons

Health Care Oversight. We may disclose your health information to a governmental health care oversight agency
(e.g., Inspector General (IG); House Veterans Affairs Committee) for activities authorized by law, such as audits,
investigations, and inspections. Health care oversight agencies include government agencies that oversee the health
care system, government benefit programs, other government regulatory programs, and agencies that enforce civil
rights laws.

Cadaveric Organ, Eye, or Tissue Donation. When you are an organ donor and death is imminent, we may use or
disclose your relevant health information to an Organ Procurement Organization (OPO), or other entity designated
by the OPO, for the purpose of determining suitability of your organs or tissues for organ donation. If you have not
specified your donation preferences and can no longer do so, your family may make the determination regarding
organ donation on your behalf.

Coroner or Funeral Services. Upon your death, we may disclose your health information to a funeral director
for burial purposes, as authorized by law. We may also disclose your health information to a coroner or medical
examiner for identification purposes, determining cause of death, or performing other duties authorized by law.

Services. We may provide your health information to individuals, companies and others who need to see the
information to perform a function or service for or on behalf of VHA. An appropriately executed contract and
business associate agreement must be in place.

National Security Matters. We may use and disclose your health information to authorized Federal officials for the
purpose of conducting national security and intelligence activities. These activities may include protective services
for the President and others.

Workers’ Compensation. We may use or disclose your health information to comply with workers” compensation
laws and other similar programs.

Correctional Facilities. We may disclose your health information to a correctional facility if you are an inmate and
disclosure is necessary to provide you with health care; to protect the health and safety of you or others; or for the
safety of the facility.

Required by Law. We may use or disclose your health information for other purposes to the extent required or
mandated by Federal law (e.g., to comply with the Americans with Disabilities Act; to comply with a Health
Insurance Portability and Accountability Act (HIPAA) privacy or security rule complaint investigation or review by
the Department of Health and Human Services).

Research Activities. Before we may use health information for research, all research projects must go through a
special VHA approval process. This process requires the Institutional Review Board (IRB) to evaluate the project and
its use of health information based on, among other things, the level of risk to you and to your privacy. If you will

be seen or provided care as part of the research project, you will be asked to sign a consent form to participate in the
project that includes an authorization for use and possibly disclosure of your information. However, there are times
when we may use your health information without an authorization, such as, when:
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A researcher is preparing a plan for a research project. For example, a researcher needs to examine patient medical
records to identify patients with specific medical needs. The researcher must agree to use this information only to
prepare a plan for a research study; the researcher may not use it to contact you or actually conduct the study. The
researcher also must agree not to remove that information from the VHA health care facility. These activities are
considered preparatory to research.

o A researcher conducts an IRB approved project reviewing health information without personally seeing or
contacting you.

Military Activities. We may use or disclose your health information if you are a member of the Armed Forces, for
activities deemed necessary by appropriate military command authorities to assure the proper execution of the military
mission, when applicable legal requirements are met. Members of the Armed Forces include Active Duty Service
members and in some cases Reservist and National Guard members. An example of a military activity includes the
disclosure of your health information to determine fitness for duty or deployment to your Base Commander.

When We Offer You the Opportunity to Decline Use or Disclosure of Your Health Information

Patient Directories. Unless you object, when you are a patient at a VHA health care facility, we may list in the
VHA Medical Center Patient Directory your general condition, religious affiliation and the location where you are
receiving care. This information may be disclosed to people who ask for you by name. Your religious affiliation will
only be disclosed to members of the clergy who ask for you by name. If you do object to being listed in the Patient
Directory, no information will be given out about you unless there is other legal authority. This means your family
and friends will not be able to find what room you are in while you are in the hospital. It also means you will not
be able to receive flowers or mail, including Federal benefits checks, while you are an inpatient in the hospital or
nursing home. All flowers and mail will be returned to the sender.

Family Members or Others Involved in Your Care

General Information Disclosures. We may disclose general information about you to your family and friends. These
disclosures will be made only as necessary and on a need-to-know basis consistent with good medical and ethical
practices. General information is limited to:

e Verification of identity * Your condition described in general ¢ Your location in a VHA health care
terms (e.g., critical, stable, good, facility (e.g., building, floor,
prognosis poor) or room number)

Disclosures to others while you are present. When you are present, or otherwise available, we may disclose your
health information to your next-of- kin, family or other individuals that you identify. For example, your doctor may
talk to your spouse about your condition while at your bedside. Before we make such a disclosure, we will ask you
if you object. We will not make the disclosure if you object.

Disclosures to others when you are not present. When you are not present, or are unavailable, we may disclose
your health information to your next-of-kin, family, and others with a significant relationship to you without your
authorization if, in the exercise of professional judgment, we determine the disclosure is in your best interests. We
will limit the disclosure to information directly relevant to the other person’s involvement with your health care or
payment for your health care. Examples of this type of disclosure may include questions or discussions concerning:

e Medical care e Home-based care
o Medical supplies (e.g., wheelchair) and filled prescriptions

NotE: We may provide a copy of your medical records to family, next-of-kin, or other individuals involved in your care
only if we have your signed, written authorization or if the individual has your power of attorney.

Other Uses and Disclosures with Your Authorization. We may use or disclose your health information for any
purpose based on a written authorization you provide us. We will review the authorization to determine it is valid,
and then disclose your health information as requested by you in the authorization.
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Revocation of Authorization. If you provide us a written authorization or permission to use or disclose your
health information, you may revoke that permission, in writing, at any time. If you revoke your authorization,
we will no longer use or disclose your health information for the reasons covered by your written authorization.
Please understand that we are unable to take back any uses or disclosures we have already made based on

your authorization.

Your Privacy Rights

Right to Request Restriction. You may request that we not use or disclose all or part of your health information,
including use or disclosure for a particular purpose or to a particular person. However, we are not required to agree
to such restriction. To request a restriction, you must submit a written request that identifies the information you
want restricted, when you want it to be restricted, and the extent of the restrictions. All requests to restrict use or
disclosure should be submitted to the facility Privacy Officer at the VHA health care facility that provided or paid
for your care. If we agree to your request, we will honor the restriction until you no longer make the restriction
request valid or you revoke it.

Note: We are not able to honor requests to remove all or part of your health information from the electronic database
of health information that is shared between VHA and DoD, or to restrict access to your health information by DoD
providers with whom you have a treatment relationship.

Right to Review and Obtain a Copy of Health Information. You have the right to review and obtain a copy of your
health information in our records. You must submit a written request to the facility Privacy Officer at the VHA
health care facility that provided or paid for your care. Under very limited situations, you may not be allowed to
review or obtain a copy of parts of your health information. If your request is denied, you will be notified of this
decision in writing and you may appeal this decision to the VA Office of General Counsel.

Right to Request Amendment of Health Information. You have the right to request an amendment (correction) to
your health information in our records if you believe it is incomplete, inaccurate, untimely, or unrelated to your care.
You must submit your request in writing, specify the information that you want corrected, and provide a reason to
support your request for amendment. All amendment requests should be submitted to the facility Privacy Officer at
the VHA health care facility that maintains your information. If your request for amendment is denied, you will be
notified of this decision in writing and provided appeal rights. In response, you may do any of the following:

« File an appeal « File a “Statement of Disagreement” e Ask that your initial request for amendment accompany
all future disclosures of the disputed health information

Right to Request Receipt of Communications in a Confidential Manner. You have the right to request that we
provide your health information to you by alternative means or at an alternative location. We will accommodate
reasonable requests, as determined by VA/VHA policy, from you to receive communications containing your health
information:

o At a mailing address (i.e., confidential communications e In person, under certain circumstances
address) other than your permanent address

Right to Receive an Accounting of Disclosures. You have the right to know and request a copy of what disclosures
of your health information have been made to you and to other individuals outside of VHA. To exercise this right,
you must submit a written request to the facility Privacy Officer at the VHA health care facility that maintains your
health information.

Right to a Printed Copy of the Privacy Notice. You have the right to obtain an additional paper copy of this
Notice from your VHA health care facility. You can obtain this Notice from the facility Privacy Officer

at your local VHA health care facility. You may also obtain a copy of this Notice at our website,
http://www1.va.gov/vhapublications/viewpublication.asp?pub _id=1089.

IB 10-163 P96272
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APPENDIX B

VA FORM 10-0483, ACKNOWLEGEMENT OF THE NOTICE OF PRIVACY
PRACTICES

A copy of Department of Veterans Affairs (VA) Form 10-0483, Acknowledgement of the
Notice of Privacy Practices, is found below. This form can also be found on the VA Forms web
site at: http://vaww.va.gov/vaforms .

VA Form
10-0483-fill. pdf

B-1


http://vaww.va.gov/vaforms�

AN S Ayl Acknowledgement of the Notice of Privacy Practices

Acknowledgement of Department of Veterans Affairs, Veterans Health Administration (VHA)
Notice of Privacy Practices

The signature below only acknowledges receipt of the VHA Notice of Privacy Practices, effective date 14 April 2009.

Signature of Patient/Patient Representative

Date

Name of Patient/Representative

Relationship to patient (if applicable)

Last four SSN

VAN soi 10-0483

Adobe Forms Designer






VA Form 10-0483
VA Form 10-0483
10-0483-fill.pdf
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