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1. Transmitted is revised Department of VeterAfiairs, Veterans Health Services and Research Attnation
Manual M-1, "Operations,” Part |, "Medical Administion Activities," Chapter 9, "Release of Meditaformation."
Because of the extensive revision, brackets havbe®n used to identify changes.

2. The purpose of this revision, other than editpis to consolidate all previous instructiona celease of
information, and to:

a. Provide instructions for complying with praeiss of the Privacy Act.
b. Provide instructions for complying with prawiss of the Freedom of Information Act.

c. Provide revision of the instructions on thiease of information from drug and alcohol abusédtion with the
human immunodeficiency virus, and sickle cell areemedical records.

3. Filing Instructions
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4. RESCISSIONS: M-1, Part I, Chapter 9, dated March 15, 1974, Brrdta; Circular 10-88-134 and Supp. No. 1
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CHAPTER 9. RELEASE OF MEDICAL INFORMATION
SECTION I. FOIA (FREEDOM OF INFORMATION ACT)
9.01 GENERAL

The FOIA requires disclosure of VA records, or aegsonably segregable portion of a record, topagngon upon
written request. A FOIA request may be made bymergon (including foreign citizens), partnershigsporations,
associations and foreign, state or local governsefHS&RA (Veterans Health Services and ReseawmmiAistration)
administrative records will be made available ® gineatest extent possible in keeping with thatsgd intent of the
FOIA. Before releasing records in response to BAR®quest, the record will be reviewed to detemriirall or only
parts of it can be released. For example, a réguery ask for copies of correspondence on agoéati subject. If VA
has one or more letters that are applicable andbearleased, but the letters contain names ofithgils and other
personal information, the personal identifying mmfiation can be withheld. The remaining parts efl#iter(s), with the
personal information deleted, cannot be withh&dnsequently, VA will release the letters, but pleesonal information
will be deleted. This process of editing or deletis referred to as "segregation” or "redaction.”

9.02 DEFINITIONS

a. Health care facility. For the purpose of this chapter, the term hezlthk facility includes all offices and facilities
under the jurisdiction of VHS&RA.

b. Official Records. These are records which are obtained, createdhaittained by VA. The term "record”
includes paper documents, photographs, microfilovienfilm, audio tapes, magnetic computer tape,&adtronic
impulses stored in a computer memory which canlttailmed by an existing computer program or printout

c. Non-official Records. These are records which are maintained and udgdyp the individual who wrote them.
Their maintenance should remain separate fromialffiecords. They must not be shown to anyonebearequired by
or under the control of VA so that the individudlavmaintains the records could destroy them atiamg. These
records are not subject to the FOIA.

d. FOIA Officer. Normally, the Chief, Medical Administration Sesgiis designated as the facility FOIA Officer.
9.03 ACCESS

a. Records or information customarily furnishedhe public in the regular course of the perforoeaof official
duties may be furnished without a written requéstequest for access to official records underfiB¢A must be in
writing over the signature of the requester andarably describe the records so that they maydagdd; 38 CFR 1.553
provides that FOIA requests must be in writing.isTgrocedure should not be waived for reasons blipinterest,
simplicity or speed. Written requests provide si®#o support a possible appeal. Generally,éqaest does not have
to be designated a FOIA request and the individoak not have to explain why access to officiabrés is desired.
Requests from individuals for information aboutrtiselves should be processed
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under the FOIA and the Privacy Act. The recordgsbunust be reasonably described so that it cdodaged with a
reasonable amount of effort by an employee whanslfar with the subject area of the request.héf tequest does not
give enough information to identify the record, thguester should be contacted for additional m&dion. The fact
that a request involves searching a large numbexaoirds does not, in and of itself, entitle alfgcio deny the request
on the basis that the records are not reasonabbyided.

b. VA s not required to create or to analyzeeord. VA has no legal obligation to write, reyissassemble,
catalogue or to obtain or produce new documenta feiquester. If an individual requests anothexn&g's records
which are in VA's possession, the individual wi#l &dvised that the request has been referredttadgkacy or that
additional time will be required for VA to consulith such other agency before a determination eaprbvided.

9.04 FEES AND FEE REDUCTIONS AND WAIVERS

a. There are four categories of FOIA requestecsnmercial use requesters; educational and nomrenamel
scientific institutions requesters; requesters at@representatives of news media; and all otlgpregiers. Specific
levels of fees will be charged for each of thedegaries in accordance with 38 CFR 1.555. Wheardscare requested
for commercial use the fee shall be limited to omable standard charges for document search, dtiplic and review.
When records are requested by an educational @onumercial scientific institution for a scholarly scientific
research purpose and not for commercial use, arrepresentative of the news media, the fee wiliroiged to the
reasonable standard charges for document dupiicai other requesters will be charged fees whigtover the full
reasonable direct cost of searching for and remiodiuthe records. Fees will not be charged foffiisetwo hours of
search time or for the first one hundred pageapfidation, except when the requester is seekiagehords for
commercial use. Requesters seeking records fotaathor research purposes, or requests from septatives of the
news media, will be charged only for document digtlon after the first 100 pages. Requestersaafros for
commercial uses will be charged for all searchdunglication, regardless of the amount of time sgeatching or the
number of pages duplicated.

(1) Commercial Use Requesters

(&) A commercial use request means a requestdramn behalf of one who seeks information for @ aspurpose
that furthers the commercial, trade or profit iet#s of the requester or the person on whose bilealéquest is made.
To determine whether a request properly belongisisncategory, consideration must be given to geeta which a
requester will put the documents requested. Wihereise of the records sought is not clear ineélgeest or where there
is reasonable cause to doubt the use to whicletheester will put the records sought, additiontdrimation will be
obtained from the requester before assigning theest to a specific category.

(b) The full direct costs of searching for, ravieg for release, and duplicating the records lélicharged to a
commercial use requester. Such requesters aentitiéd to two hours of free search time nor 1@@ fpages of
reproduced documents. Moreover, the commerciatecpgester will be charged the cost of searchingrfia reviewing
records even if there is ultimately no disclosureegords. Review is the process of examining duemnts located in
response to a commercial use request to determine
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whether the documents must be disclosed under E@#Afor the purposes of withholding any portionsregt from
disclosure under FOIA. Review costs may not ineltithe spent resolving general legal or policyésstegarding the
application of exemptions.

(2) Educational and Non-commercial Scientific Instituton Requesters

(8) An educational institution is a preschogbudlic or private elementary or secondary schaolinatitution of
graduate higher education, an institution of undetgate higher education, an institution of prafess education, and
an institution of vocational education, which ogesaa program or programs of scholarly researahdéfermine
whether a request properly belongs in this categheyrequest must be evaluated to ensure ttmajiparent from the
nature of the request that it serves a scholaslgaech goal of the institution, rather than anviaial goal of the
requester or a commercial goal of the institutidis institutional versus individual test appliesequests from
students as well. For example, a student who makegquest in furtherance of the completion of @s® of instruction
is carrying out an individual research goal andrédgest does not qualify under this category.

(b) A non-commercial scientific institution is@that is not operated on a commercial basis égehm is
referenced under commercial use request) and vidigperated solely for the purpose of conductingrgific research,
the results of which are not intended to promoteparticular product or industry.

(c) These requesters will be charged only forctbst of reproduction, excluding charges for thet 100 pages. In
order to be considered a member of this categamgaester must show that the request is being amdethorized by
and under the auspices of a qualifying instituiod that the records are not sought for a comniars@a If the request
is from an educational institution, the requestesnshow that the records sought are in furtherahseholarly
research. If the request is from a non-commesdi@ntific institution, the requester has to shbat the records are
sought in furtherance of scientific research. imfation necessary to support a claim of being caiegd as an
educational or non-commercial scientific instituti@quester will be provided by the requester.

(3) Representative of the news mediaA representative of the news media is any peastinely gathering news for
an entity that is organized and operated to puldiidiroadcast news to the public. The term "nawsans information
that is about current events or that would be ofent interest to the public. Examples of news imedtities include
television or radio stations broadcasting to thielipwat large, and publishers of periodicals (bnityon those instances
when they can qualify as disseminators of "newsip wake their products available for purchase bsatiption by the
general public. Freelance journalists may be @grhas working for a news organization if they damonstrate a solid
basis for expecting publication through that orgation, even though not actually employed by itpublication
contract would be the clearest proof, but the retprts past publication history can be considelsal arhese requesters
will be charged for the cost of reproduction omycluding charges for the first 100 pages. Tonstuded in this
category, a requester must meet the criteria destiabove, and the request must not be made faneccial use. A
request for records supporting the news dissemindtinction of the requester will not be consideiete a request that
is for commercial use.
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(4) All other requesters. Any requester that does not fit into any of taéegories described above will be charged
fees which recover the full reasonable direct obsearching for and reproducing records that @spansive to the
request, except that the first 100 pages of remtimluand the first two hours of search time wal farnished without
charge.

b.  Any FOIA requester may ask for a waiver or it of the fees for processing a request. Recaili be
furnished without any charge or at a reduced chafrgésclosure of the information is in the pubiliterest because it is
likely to contribute significantly to public undéasiding of the operations or activities of the goweent and is not
primarily in the commercial interest of the reqeestRequests for reduction or waiver of the feiishe considered in
view of the criteria established in 38 CFR 1.555ges will not be charged if the costs of routinblection and
processing of the fees are likely to equal or eddbe amount of the fees. If it is determined thatfees are likely to
exceed $25, the requester will be notified of thngated amount of fees, unless the requestendasated in advance a
willingness to pay fees as high as those anticibaferequester may be requested to make an adypayoeent of fees
when the allowable charges to be assessed arg fikekceed $250, or when a requester has preyitaigd to pay a
fee charged in a timely fashion (i.e., within 3¢/slaf the date of the billing). Where the requekes a history of
prompt payment of FOIA fees and the charges tosbessed are likely to exceed $250, the requedtdrenmotified of
the likely charge and asked to provide satisfackssurance of full payment. Where allowable chaege likely to
exceed $250, a requester with no history of payméhbe required to make payment of an amountathé full
estimated charges.

9.05 TIME LIMITS FOR COMPLIANCE WITH A FOIA REQUEST

a. Arequest for records received at a healté faility will be promptly referred for action the facility's FOIA
Officer. The requester must be notified withint@rkdays after receipt of the request whether ¢ggiest will be
granted or denied. The 10 day time limitation begipon receipt of the request by the office wisatesponsible for
replying. Once the requester has been notifieldgtermination to comply with the request, theudaent(s) will be
made available promptly. A response which deniesjaest for information must include the statutmuyhority
(exemption) which provides for the withholding (¢85 U.S.C. 552(b)(6) disclosure would constitutdearly
unwarranted invasion of personal privacy) as welhee identification of the data being withheld @odhe explanation
of why the records or information involved qualify the exemption being taken. The requesteraisib be advised of
the right to appeal an adverse determination t@teeral Counsel (02), Department of Veterans Affad10 Vermont
Avenue, N.W., Washington, DC 20420. When FOIA epgans are invoked, the exempted portions of ticene: will
be deleted and the segregable nonexempt portidhnisenieleased.

b. In unusual circumstances, extensions of naertitan 10 workdays may be granted in advisingjaester whether
VA will grant or deny the request when one of thkofwing conditions exist:

(1) There is a need to search for and collecteheested records from field facilities that a¥pagate from the office
processing the request;

(2) There is a need to search for, collect aradrése a voluminous amount of separate and distaoctrds which are
demanded in a single request; or
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(3) There is a need for consultation with anotiggncy having substantial interest in the detaatian of the request
or among two or more components of VA having suiigihsubject-matter interest therein.

c. If an extension of time is required to resptmd request, the requester must be advised imgvof the extension,
the reasons for the extension, and the date orhvehdetermination is to be provided.

9.06 EXHAUSTION OF REMEDIES

The requester must comply with the administragikecedures established by the FOIA regarding thialinas well as
the appellate request. Any person who makes a FéldAest is deemed to have exhausted all othemégtrative
remedies if VA fails to comply with the time limttans for response to an initial or appellate resjué\ requester may
file a lawsuit in a Federal district court when \dAes not meet the time limitations imposed by tG&A-

9.07 EXEMPTIONS FROM PUBLIC ACCESS TO VA RECORDS

a. Under subparagraph (b) of the FOIA, 5 U.S82, $here are nine exemptions which permit withimgjf certain
information from disclosure (see 38 CFR 1.554(&)he nine exemptions are discretionary, that sones or
information are not required to be withheld if a®mption applies except where one or more confiditytstatutes,
some of which are discussed in this Chapter, requiithholding of a record or information. It ieetgeneral policy of
VA to disclose information from Department recotdthe maximum extent permitted by law. Theredcireumstances,
however, when a record should not or cannot bédadied in response to a FOIA request. When sudteasion arises,
the FOIA permits records or information, or segtdgaortions thereof, to be withheld under one oravof the
exemptions. These exemptions should be invokel@mying a request only after careful review andsaeration of all
factors surrounding the request. The exemptioas ar

(1) Exemption (1)

(a) This exemption allows VA to exempt from matadg release national defense or foreign policgiinfation
which has been properly classified pursuant topgomapriate Executive Order. As stated in MP-1t RaChapter 5,
which includes VA policy on the handling of clagsif information, VA does not have original clagsition authority.
"Original classification” is the initial determiriah that information requires protection againstwthorized disclosure
in the interest of national security, and a dedignaof the level of classification. Requestsifecords that were
originated and originally classified by another@geshould be referred to the originating agencypfocessing and the
requester notified of the referral.

(b) Requests for information that was previousassified by an original classification authotityat is incorporated,
paraphrased, restated, or generated in new foem\/ih document and has received a derivative claasion (a
determination that information is in substancestme as information that is currently classified a designation of the
level of classification) will be processed as falto The classified information will be deleted ahd FOIA Officer and
the office that generated the document will makietgrmination as to the extent any or all of thmeaieder of the
information can be disclosed. The information Wl redacted and/or disclosed accordingly. A
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redacted version of the disclosed document whicludes the classified information will be refertedhe originating
agency for processing and the requester will b#iedtof the referral. Also, the requester will dgvised of all
withholding of information, the exemption(s) whiphovides for such withholdings, and that the demial/ be appealed
to the General Counsel.

(2) Exemption (2). This exemption has been interpreted to encompasdistinct categories of information;
internal matters of a relatively trivial nature tes@al which is so mundane or trivial that the palsbould not have
legitimate interest in the information), and moubstantial internal matters the disclosure of whictuld allow
circumvention of a statute or agency regulatiog.(enanuals and documents relating to law enforoémeestigations,
instructions, procedures and techniques).

(3) Exemption (3). This exemption directly involves the applicatmiother statutes which, by their terms, require
that certain information must be withheld, or refey particular types of matters to be withhelcarfaples of statutes
which may be cited under this exemption are 38@.3301 (VA claimant name and address informatialg)p 3305
(medical quality assurance information), and 4182d abuse, alcoholism or alcohol abuse, infeatith the human
immunodeficiency virus, or sickle cell anemia medliiceatment information). (See par. 9.08.)

(4) Exemption (4). This exemption concerns privileged or confiddritede secrets and commercial or financial
information obtained from parties outside the Gawgent. For such information to be subject to wetding under this
exemption, it must be shown that (1) disclosutéédy to impair the Government's ability to obtaiacessary
information in the future; or (2) there is likelibd that release will cause the submitter of thermftion substantial
competitive harm. Paragraph 9.09 provides proetiar be followed when responding to FOIA requistbusiness
information.

(5) Exemption (5). This exemption provides that VA records and doentisi need not be disclosed if they are
"interagency or intra-agency memorandums or lettdish would not be available by law to a partyestthan an agency
in litigation with the agency."” The words "memadams” and "letters” are interpreted quite broadly mclude
virtually any document VA produces, including refspaudits, records, contract reports, forms, etc.

(a) Protected by this exemption is material whscbovered by the litigation attorney-client plége, the attorney
work-product privilege, and the deliberative pracpsvilege. The last privilege protects predexisi VA records and
documents created as part of the deliberative id@emaking process. If a document constitutestiects a VA
decision or final opinion, it is clearly not predgonal and so not exempt under this privilege e phedecisional
character of a document is not lost simply becaLiggal decision has been made on the matter.rrivdtion may be
deleted from documents which are created as péaineadeliberative decision-making process whicleotfan
employee's advice, recommendations, opinions,@pggals so long as such advice, recommendatioimspng or
proposals remain predecisional and are not "inaatpd by reference” into final Department decisiofiéncorporated
by reference"” means that the document which reflgwe final decision on the matter makes speatfierence to the
predecisional document as the source or basiséodecision, or that the final decision is recordedctly on the
predecisional document.) Predecisional documeanislase their exempt status under this exemptidAithooses
expressly to adopt or to incorporate by referemod slocuments in a final
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decision or opinion, in statements of policy oenprretations adopted by VA, or instructions tofdtat affect a member
of the public.

(b) In general, it is very difficult to apply thexemption to protect predecisional factual infation; ordinarily,
factual material must be disclosed if the only Wiilding basis for consideration is the deliberafivecess privilege.
However, factual information may be protected whehas been selected out of a larger group ofitddéhformation
and this selecting out is deliberative in natutanay also be withheld under this privilege where factual material is
so inextricably connected to the deliberative pssdbat revealing the factual material would béataount to revealing
the Department's deliberations. In actual appticadf this exemption, the requested document tneiseviewed and the
releasable factual information segregated by biarhkiut the exempt information. (Facts which arensertwined with
exempt portions may be exempted from release whir@ot possible, following the editing of withldable material, to
leave in meaningful portions of factual informatipn

(6) Exemption (6). This exemption allows for the withholding of pensl information that may be contained in any
Department record including personnel, medicatfdad similar files, where the disclosure wouldstitute a clearly
unwarranted invasion of personal privacy. Thisnepon should be considered for information of aspeal nature
regardless of what type of file it is located in, @ven if it exists in a tangible form but notariile.

(a) Application of this exemption requires a Ibaiag between an individual's right to privacy ahd public interest
in the material requested. An employee's job, tiftade and salary are open to public review, winlme address
information generally is not. The first step i tBxemption 6 balancing process requires an aseassfthe privacy
interests at issue. In some instances, the diselax information may involve little or no invasiof privacy because no
expectation of privacy exists. Once it has bedardened that a privacy interest is threatenedibglalsure, the second
step in the balancing process requires an assessirte public interest in disclosure. The measfrthe public
interest is whether the disclosure of the infororain question sheds light directly on the Departisegperformance of
its statutory duties. Information that revealdibr nothing about the Department's own condoetschot meet this
public interest standard. If the information meahis standard then, for purposes of Exemption Buist be disclosed
unless such disclosure would constitute a clearlyauranted invasion of personal privacy. Intimgkesonal details of
an individual's life, for example, have been witllable even when there is some public intereshetype discussed
above, in that information. Individuals who seekards for their own benefit are not acting toHarta public interest.

(b) Where personal information, such as namgeemsonal identifiers, is contained in records thatild otherwise be
releasable, such individual names, other idensifeard information which would reasonably tend &ntify them, may
be blocked out, citing this exemption, where thisneot an overriding public interest in disclosgwrh names or
identifiers. For application of this exemptionrézords protected by the PA, see paragraph 9.08d.

(7) Exemption (7). This exemption provides that VA may refrain frdimclosing investigatory records and
documents which are prepared for law enforcemerggses
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but only to the extent that disclosure of the rdsar information:
(a) Could reasonably be expected to interferk itforcement proceedings;
(b) Would deprive a person of a right to a faaltor an impartial adjudication;
(c) Could reasonably be expected to constituteravarranted invasion of personal privacy;

(d) Could reasonably be expected to disclosedbetity of a confidential source (including a Stabeal, or
foreign agency or authority or any private instaotwhich furnished information on a confidentialsis);

(e) Would disclose techniques and proceduresafsrenforcement investigations or prosecutions, aylévdisclose
guidelines for law enforcement investigations argecutions if such disclosure could reasonablyxpeaed to risk
circumvention of the law, or

() Could reasonably be expected to endangeiifthed physical safety of any individual.

(8) Exemption (8). This exemption concerns Federal agencies invdlvéloe regulation of financial institutions and
is not applicable to VA operations.

(9) Exemption (9). This exemption concerns geological and geophlsit@mation and has no direct application to
VA.

b. All requested records must be reviewed, anealdy line basis, prior to disclosure. Appropziatithholding
and/or deletion (redacting) of information will beade in accordance with the exemptions. All seaskgportions of a
record will be provided to any person who requést#é request for records will not be denied spleh the basis that a
request concerns a large amount of documents wiiicantail a burdensome search or time-consumawemw of
material for appropriate withholding of information

c. A copy will be retained of any redacted resondhich are disclosed. This copy, and a copy eiuthredacted
records, will be made available for review in thver® of an appeal of the decision to withhold infation from
disclosure.

9.08 FOIA EXEMPTION STATUTES

The following statutes, with the exception of BWL. 552a (the Privacy Act), must be consideretdktermining
whether requested information must be withheld uedemption (3) or released.

a. Title 38, United States Code, Section 33@pplies to all claimants' records and lists thecid circumstances in
which identifying information on claimants may ledaased. The only claimant or patient informatigthholdable from
a FOIA request under exemption 3 are the namesddicesses of veterans and dependents.

b. Title 38, United States Code, Section 33@fenerally prohibits disclosure of certain medupadlity assurance
records which are identified in 38 CFR 17.500 asitbiving.
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c. Title 38, United States Code, Section 413#2ohibits disclosure of medical record informatmaintained by VA
on individuals who have applied for, been offermdhave participated in any program or activityatielg to drug and
alcohol abuse, infection with the human immunodeficy virus, or sickle cell anemia. The disclospirevisions for
these records are found in 42 CFR 2.1-2.67 (52 FR@, June 9, 1987) and Section IV of this chapter.

d. Title 5, United States Code, Section 552a, The Pawgy Act. This statute controls disclosures from records
which pertain to individuals which are filed andri®ved by an individual identifier, such as a namn&aocial Security
number. This statute may not be cited under exemgt however, as the basis for withholding infation. When the
disclosure of personal PA record information wottastitute a clearly unwarranted invasion of peaspnivacy, under
the balancing test described in paragraph 9.07B@®I@\ exemption 6 should be cited as the basisvititholding the
information from disclosure. Similarly, under ts&me balancing test, when disclosure would nottitotesan invasion
of personal privacy, PA information must be diselbsinder FOIA.

9.09 FOIA REQUESTS FOR RECORDS CONTAINING BUSINESSINFORMATION

a. During the conduct of its business, VA acqipeoprietary information and trade secrets frositesses,
corporations, or entities. The information is ulsugiven freely by businesses so that VA can aquiésh its mission.
For example, business information will be providedesponse to an Agency Request for Proposakimces,
equipment, or other goods and services. Once WA has a responsibility to protect sensitiusibess
information. It may do so by withholding busin@s®rmation under FOIA exemption number 4 (5 U.$562(b)(4)).

b. When documents provided by a business subirttitae include confidential commercial informatiare requested
under the FOIA, and it is determined that the egdire facility may be required to disclose therds, the FOIA
Officer will so notify the record submitter. Thetification will be sent by certified mail, returaceipt requested, and
will describe the exact nature of the record(spested or will provide to the submitter copiesha tecord(s) or
portions thereof that contain the requested confidecommercial information. The notification Wédvise that the
submitter or its designee may object to the disck®f any specified portion of the record andt&tesall grounds upon
which disclosure is opposed. The submitter wilgbeen 10 working days in which to submit a writi@sjection to the
disclosure. The submitter or designee may obgetti¢ disclosure of any specified portion of theore and must
identify the specific record or portion of the red® that should not be disclosed, state the groupde which disclosure
is opposed, and explain in detail why disclosuréhefspecified records could reasonably be expdoteduse
substantial competitive harm.

c. At the same time the submitter is providedfication, the FOIA Officer will notify the FOIA rguester that the
submitter has been offered an opportunity to comim&he requester will be notified of the anticgéidate on which a
decision on disclosure will be made.

d. Prior to making a determination on the disatesf the information or records, careful consadien will be given

to all grounds for nondisclosure that are presefdedonsideration by the submitter. Because efabmmercially-
sensitive information which may be involved, whevere is any difference of opinion about disclosueeveen
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the information submitter and VA personnel, thadare to be discussed with District Counsel pooaiaking further
action on the request.

e. When a determination is made that disclosfiteeoconfidential commercial information would sausubstantial
competitive harm, the requester will be advisethefdecision to withhold the harmful portions frdmclosure. The
requester must be provided with a copy of any eor portion of a record that is requested andishaot
commercially sensitive or otherwise exempt frormuieeg disclosure under any of the other FOIA exéomst 5 U.S.C.
552, Sections (b)(1) through (9). The confidert@nmercial information will be withheld under FO&emption
(b)(4), 5 U.S.C. 552(b)(4). If any record requeslienied or partially denied, the requester wélldalvised that the
denial may be appealed to the General Counsel.

f. In all instances where the submitter has esg@d objections to the disclosure of the recordtlamdletermination is
made by VA personnel that disclosure will take plabe FOIA Officer will provide the submitter wighwritten
statement explaining why the submitter's objectangsnot sustained, a description or copy of tfarination or records
that will be disclosed, and the specified disclesimte. The disclosure date will not be less fltaworking days from
the date the notice is mailed. This notice wilbaithe submitter the opportunity to take an appeab consider any
judicial action that might be taken to prevent aske of the records. Notification of the final cémi will also be sent to
the requester.

g. In any case where a FOIA requester bringsseeiking to compel disclosure of confidential conmuiag
information, the FOIA Officer will promptly notifthe submitter.

9.10 COORDINATION OF RELEASES WITH DISTRICT COUNSEL

In any case where a FOIA request involves mattessibjects involved in ongoing or anticipatedyhtiion, health
care facility personnel will coordinate the requegh the District Counsel. If a request involveatters pertaining to
ongoing litigation, the District Counsel must béimed of the request to ensure coordination oMAks position in the
litigation with any release of documents. If nigktion is pending, but can be reasonably antieghén the future, the
FOIA request should be reviewed with the Distrioug@sel in light of that likelihood. In all suchsess, records should
be maintained that identify the documents rele@seguant to the request. Discretionary disclossiesild be
coordinated with the District Counsel rather thalying solely on the existing FOIA release procedur

9.11 ANNUAL REPORT OF COMPLIANCE WITH FOIA

The FOIA requires each agency to submit to theg@ess a report on or before March 1 of each yed#s afctivities
and efforts to administer the FOIA during the pding calendar year. Each facility is requireddbrsit an annual
report on VA Form 70-4943, Annual Report of Comptia With FOIA, to the Director, Office of Informati Resources
Policies (72) for use in compiling the Departmexgort. The information will be reported for thepeding calendar
year no later than the 15th workday of Januarye ifstructions for the preparation of the healtte dacility annual
FOIA report are contained in MP-1, part Il, chaf86r

9.12-9.14 (Reserved.)
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SECTION Il. PA (PRIVACY ACT) OF 1974
9.15 GENERAL

a. The PA provides that the collection of infotima about individuals will be limited to that wiids legally
authorized, relevant, and necessary. All infororatvill be maintained in a manner which precludewarranted
intrusion upon individual privacy. Information Wide collected directly from the subject individwalthe extent
possible. At the time information is collectedg fthdividual will be informed in writing of the audrity for collecting the
information, whether providing the information isnadatory or voluntary, the purposes for which tifermation will be
used, and the consequences of not providing tlenation. (The information collection requiremeotshe Paperwork
Reduction Act will also be met.) Information in \fAcords which are used by the Department in makiryg
determination about any individual will be maintihwith such accuracy, relevance, timeliness, antpteteness as is
reasonably necessary to assure fairness to thedodl in the determination. Prior to disclosimfpoirmation from an
individual's record, reasonable efforts will be ma&d assure that the records or information toibelased meet these
requirements.

b. Each health care facility Director will ensthat appropriate administrative, technical, angsptal safeguards are
established to ensure the security and confidégtiafl PA information and records and to proteciiagt any anticipated
threats or hazards to their security or integribjolt would result in substantial harm, embarrassnieconvenience, or
unfairness to any individual on whom informatiomviaintained. All health care facility employeesgdtved in the
design, development, operation, or maintenanceybgstem of records, or in maintaining any recuuitl,review the
provisions of the PA, the FOIA, and sections 33805, and 4132 of Title 38 as well as 38 CFR 1.5@27, 1.550-
1.559, 1.575-1.584, 17.500 and following and 42 @QFR2.67 (52 FR 21796). Each health care faanitypublish a
facility policy governing the release of recordamhation to include the identification of each BAtem of records that
is maintained at the facility and the facility pram official who is responsible for the recordsheTpolicy will be
distributed to all employees who have access tinfokmation or records. All employees who haveesscto these
records will be instructed on an ongoing basishenrequirements of the PA, VA confidentiality stagj and the
regulations that implement these statutes. Atramum, instruction will be provided at the timeesfiployment and on
an annual basis thereafter. All employees shaltloot themselves in accordance with the rules nélaot concerning
the disclosure or misuse of information in the Viar&lards of Ethical Conduct and Related Respditigibiof
Employees, 38 CFR 0.735-15.

c. All groups of VA records from which informatias retrieved by the name of an individual or sqraesonal
identifier, such as Social Security number, mustiéscribed and published in the Federal RegistarVA Privacy Act
System of Records. VA Manual MP-1, part Il, chaf@#, appendix B, "Notice of Systems of Records An inventory
listing of the systems of VA records that have bielemtified as subject to the Privacy Act of 19 ach system notice
includes the title of the individual (System Manggeho is responsible for the records. Appendigfahat manual sets
forth the reporting requirements that must be olesewhenever a new system of VA records is to bebéished or an
existing system altered. Information about indirts that is retrieved by a personal identifier maybe collected or
maintained until proper notifications are giverthe Congress, the Office of Budget and Managenagit,announced
for public comment in the Federal Reqister
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9.16 DEFINITIONS

a. Individual. For the purpose of this section, a citizen oflimted States or an alien lawfully admitted for
permanent residence. The term includes pareritggamt behalf of minors and court appointed guarsliar individuals
who have been declared to be incompetent. Thed@A& dot apply to records concerning deceased fgrson

b. Legal Guardian. A person appointed by a court of competent juetgsh to maintain and care for an individual
(and not just guardian of the estate or properthefindividual) who has been declared to be incetent due to
physical or mental incapacity or age. A VA feddidliciary is not a "legal guardian” for PrivacytAmurposes.

c. Maintain. For the purpose of this chapter, "maintain” idelst maintain, collect, use, and disseminate.

d. Personnel. For the purpose of this chapter, the term VA pengl includes those officers and employees of the
Department; consultants and attendings; WOC (withompensation); contractors, others employed f@e &asis;
medical students and other trainees; and uncomgehsarvices rendered by volunteer workers, exatugatient
volunteers, providing a service at the directioiVéfstaff.

e. Privacy Act Officer. Normally, the Chief, Medical Administration Sesgiis designated as the facility Privacy
Act Officer.

f. Record. Any item, collection, or grouping of informati@out an individual that is maintained by VA, irgilg
but not limited to education, financial transacipmedical history, and criminal or employmentdngtthat contains the
name, or an identifying number, symbol, or othentifying particular assigned to the individualclsas finger or voice
print or a photograph. "Records" include inforraatthat is stored in paper records, computers,cmmputers, personal
computers, or word processors.

g. Routine Use. A properly promulgated Privacy Act "routine ugermits the disclosure of information from a
record without the individual's written consent,entthe disclosure is compatible with the reasomfach the
information was collected. The routine use prariss a discretionary authority and does not cordfssllosure. A
routine use must be published in the Federal Ragitteast 30 days before a disclosure is made anrsa the routine
use. Each system of records listed in the redorgmtory includes a "routine use" section (see Mart Il, chapter
21, appendix B.)

h. System Manager. The individual designated responsibility for ateyn of records as identified in the system
description and published in MP-1, part Il, chaf@g&r appendix B. The health care facility officrth the program
assignment is responsible for the maintenanceeofdbords at the facility.

i. System of Records.A group of records from which information is ietred by the name of the individual or by
some identifying number, symbol, or other identifyparticular assigned to an individual. A record system of
records must contain two elements, a personalifterdnd at least one item of personal informatidia retrieval of
personal information is possible, but not actudtiye, or if it depends on memory, the collectionezords is not a
system of records. However, creating a retrievaross index, arranged by personal identifieré&mdomly filed
records, makes
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that record collection a system subject to the igsions of the PA. Further, when information intfacretrieved by a
personal identifier, a system of records subjethéoPrivacy Act comes into existence (assuminglready properly
established system covers the new retrieval agtiviVithout prior publication of a system notiseich a system would
be an illegal system of records and personnel ¢tipgrit would be exposed to criminal penalties.

9.17 ACCESS

a. Individuals may request in writing to havees=to, to correct or amend, or to obtain a copheif PA record.
Individuals do not have to state a reason or peojudtification for wanting to see or to obtainapy of the records. All
such requests will be promptly delivered to therappate System Manager. In addition to requestsived from
individuals by way of direct mail or in person, vests may be received by mail referral from anosigemcy or VA
office. When a request is for records that haventieansferred to another VA facility, the requetitbe forwarded to
the receiving facility for appropriate action ame requester will be notified of the referral. Theguests will be
time/date stamped upon receipt and a control wikkstablished to assure compliance with the 1Qtideystandard
provision contained in MP-1, part Il, chapter 2&rggraph 5a. VA Form 70-5572, Accounting of Resfirdormation
Disclosure under Privacy Act, may be used for phigpose.

b. The time standard policy provides that faetitwill normally conclude all actions on requesithin 10 days of
receipt (excluding Saturdays, Sundays and legédés). If unable to do so, an acknowledgment ailed requests will
be sent within 10 days of receipt. VA Form Leff@r17, Postal Card Acknowledgment of Request Uttt Privacy
Act, may be used for this purpose except when gistances in a particular case warrant a speciaittew letter. When
a request for access to a record is being grantedhealth care facility, all action will normalye completed within 30
working days from the date the request was injtisdceived. When, for good cause shown, a fadgitynable to
provide access to a record within the 30-day petiogl individual will be informed in writing as the reasons why
access cannot be provided within 30 days and witieranticipated that the record will be made al#é for review.

c. When individuals appear in person at a VA thegdre facility and request in writing accesseirtrecords and
provide the required information and verificatidridentity, they will be advised at that time whetltaccess can be
granted. When immediate access cannot be grafiotesuch reasons that the record may contain semgiformation
requiring review by a physician to ascertain tiede¢ase will not adversely affect the individuatygical or mental
health, the need to retrieve the record from a NAR&ords Center, time needed to make the recorgratransible to
an individual, e.g., reproducing magnetic tape résan a hard copy form readable by the individuadcessary
arrangements will be made for a later personakwevor if acceptable to the individual, the furmighof copies by mail.

d. Mailed requests for access to individual rdsawill be referred to the System Manager who deéllermine
whether access will be granted. If additional infation is required before a request can be predesise individual
will be so advised. If it is determined that auest for access to records will be granted, thiviithdal will be advised
by mail that access will be given at a designabedtion in the facility or a copy of the requestedord will be provided
by mail if the individual indicated that a copy wasceptable.
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e. In granting access to an individual's rectitd,System Manager shall take such steps as aeesay to prevent
the unauthorized disclosure at the same time oftimdition pertaining to individuals other than tleegon making the
request or of other information that does not petiathe individual.

f. Policy contained in 38 CFR 1.577(a) indicatest, except as otherwise provided by law or régnaindividuals
upon request may gain access to their VA recottd any information pertaining to them which is @ned in any
system of records maintained by VA. In view ofthblicy, access will be granted except under extiiaary
circumstances. When a request for access to edrexcdenied, the health care facility Directorlygiltomptly notify the
individual of the decision as provided in paragr8plo.

g. Title 38, Code of Federal Regulations, sectidgv7(a) and MP-1, part Il, chapter 21, paragrpprovide that a
person of the individual's own choosing may accamgghe individual to review a record. A writteratgment is
required from the individual authorizing discussadtthe record in the accompanying person's preselé Form 07-
5571, Authorization to Disclose a Record in thesBnee of a Third Party, should be used for obtgittie required
signed statement. If the record includes inforarathat pertains to treatment for drug or alcoliis, infection with
the human immunodeficiency virus or sickle cellrarg a written authorization is also required whichets the
requirements of paragraph 9.80.

h. A VA employee will be present at all timesidgrany personal review of a record to ensurentegrity of the
record.

9.18 VERIFICATION OF IDENTITY

a. Individuals who request information from thieik records must provide sufficient informationverify their
identity and to provide assurance that they arémptoperly given access to records pertainingptneone else. These
requirements should be kept to a minimum so lonip@® is reasonable assurance that a personiispiaperly given
access to, or information from, another persorerce When an individual appears in person, theirements should
be limited to various identification forms which emlividual is likely to have available, such adraver's license or
employee identification card. When individualsuest by mail copies of information from their redsyverification of
identities may consist of providing social securitynbers and the signatures and addresses conwaisingtie record
information. These minimum requirements may beeesled when processing requests pertaining to sensit
information of the type described in paragraph 9.19

b. Individuals who cannot provide suitable idécaition to substantiate their identity, may beuested to provide
signed statements asserting their identity andilstijpg that they are aware of the criminal peeralfor seeking access to
another person's record under false pretenseS88s€&R 1.576(c)(3)).

9.19 SENSITIVE MEDICAL AND OTHER INFORMATION
a. Sensitive information is information which ntegve a serious adverse effect on the individuadstal or physical
health if disclosed to the individual. Such infation may contain implications requiring explanatar interpretation

by an intermediary, to assist in its acceptanceaasinilation in order to preclude an adverse impaan individual's
mental or physical health.
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b. When individuals request access to their @arhich are maintained at a VA health care faoilihich includes
medical, social, and/or psychological informatiasing guidelines established in accordance witagraph 9.37c., the
System Manager or designee will review the recordetermine whether the medical and/or psycholbgiéarmation
could cause harm to the individual. If, upon rewi the record, the System Manager or designeeledes that the
information could cause harm, the request ande@letcord will be referred to a designated physiciapsychologist, as
appropriate, to determine if the record shouldiseldsed directly to the individual or if a physinishould discuss the
record/information with the individual. If it issiermined that a physician does not need to digbes®cord with the
individual, then the individual will be permitted teview the record or have copies made.

c. If the designated facility physician who revgea record believes that disclosure of the medindlor
psychological information directly to an individuaduld have an adverse effect on that individued,3ystem Manager
will advise the individual that the information mbg disclosed to a private physician or professipaeson selected by
the individual, and arrange for the individual éport to a designated location in the facility discussion of the record
with a designated VA physician. Inthose extramady cases where a careful and conscientious extpbanof the
information considered harmful in the record hasrbmade by a VA physician and where it is still pihgsician's
professional medical opinion that physical accedbé information could be physically or mentalrimful to the
individual, physical access may be denied. Sudérdal situation should be an unusual, very infegfjuccurrence.
Where denial of a request for physical access tdemihe justification for making the denial will hély documented by
the physician in the record specifically stating thtionale for considering the information medicaijurious. The
physician's opinion that physical access shoulddrged will be reviewed by the health care faciiiyector. If the
Director, upon the advice of the Chief of Stafftedmines that physical access will not be grarttesjndividual making
the request will be promptly advised of the decisihe reasons for the denial of the request, laaidthe denial may be
appealed to the General Counsel (02), Departmevietafrans Affairs, 810 Vermont Avenue, N.W., Wasfim, DC
20420, as provided in 38 CFR 1.577(d). The indigidvill be furnished a copy of any requested porof the record
that is nonsensitive.

d. When a VA regional office receives a requdsttvinvolves medical information in a claims foldand the
responsible regional office personnel believe thatinformation is sensitive, the request and eela&cord will be
referred to the appropriate VA health care faciiity decision concerning the appropriate methodistlosure. The
health care facility is responsible for completafrthe medically indicated disclosure action.

e. When a request is referred to a private playsior other professional for disclosure in accaodawith paragraph
c. above, the physician will be sent a coverintgtandicating in general terms the sensitive reatfrthe information.
The physician or other professional will also beréged of the medical-legal rationale behind reicefghe information
so that any safeguards can be taken which arevbdli® be necessary to protect the individual'sjgay or mental
health.

9.20 REQUEST FOR AMENDMENT OF RECORDS

a. An individual may request amendment of anpir@cetrieved by his or her name contained in asystem of
records as provided in 38 CFR 1.579. The riglsetek
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amendment of records under the PA is a persortal eigthe individual to whom the record pertaiffthe request should
be mailed or delivered to the facility that maintathe record.

b. The request must be in writing and adequatesgribe the specific information the individualiéees to be
inaccurate, incomplete, irrelevant, or untimelyd éime reason for this belief. The individual vii# requested to clarify a
request which lacks specificity in describing theormation for which amendment is requested in ptidat a responsive
decision may be reached.

c. A request for amendment of records will beveeéd to the System Manager for the concerne@sysf records
where it will be time/date stamped and placed ukdetrol. In reviewing requests to amend or cdrrecords, the
System Manager will be guided by the criteria sethfin 38 CFR 1.578. That is, VA will maintainiis records only
such information about an individual as is relevaamd necessary to accomplish a statutory purposépés required by
statute or executive order of the President, aatisiich information also is accurate, completeglimand relevant for
VA purposes. These criteria will be applied whetihe request is to add material to a record alefete information
from a record. When an individual requests amemdimieclinical information in a medical record migimed at a health
care facility, the System Manager will refer thgquest and related record to a physician(s) desigriaf the health care
facility Director to determine if the record sholdd amended.

d. Arequest to amend a record will be acknowdedig writing within 10 workdays of receipt. Ifd@termination has
not been made within this time period, the Systeamdjjer will advise the individual when to expedbéoadvised of the
action taken on the request. The review will bepleted as soon as possible, normally within 3Ckdays from receipt
of the request. If the anticipated completion datkcated in the acknowledgment cannot be metjritlividual will be
advised in writing of the reasons for the delay tedate action is expected to be completed.

e. When a request to amend a record is approyvétethealth care facility Director, the System ldger will take
the following actions:

(1) Any information to be deleted will be madedgiible. Any new material will be recorded on tirginal
document. The words "Amended-Privacy Act" willlegorded on the original document. The new amenehiaterial
may be recorded as an addendum if there is inguffispace on the original document. The origitmdument must
clearly reflect that there is an addendum and cargt be taken to insure that a copy of the adderataompanies the
copy of the original document whenever it is usaddisclosure purposes. The amendment will beemtittated with the
date, signature, and title of the person makingathendment.

(2) The individual making the request for amendnvell be advised that the record has been ameadddgrovided
with a copy of the amended record. VA Form Lefi@+18 may be used for this purpose.

(3) If the record has been disclosed prior toraingent, the recipient will be informed of the catren and provided
with a copy of the amended record. VA Form Lefi@+19 may be used for this purpose.

f. When a request to amend a record is deniedhehlth care facility Director will promptly natithe individual
making the request of the decision. The written
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notification will state the reasons for the dengalyise the individual that the denial may be afgukt the General
Counsel, and include the procedures for such aeapf he written appeal should be mailed or dedigi¢o the Office
of the General Counsel, Department of Veteransiiff810 Vermont Avenue, N.W., Washington, DC 2047 he
letter of appeal should state clearly the reasdnstie denial should be reversed and include aditiadal pertinent
information.

9.21 APPEAL OF INITIAL ADVERSE DEPARTMENT DETERMINA TION ON CORRECTION OR
AMENDMENT

a. Any person notified of a denied request, iml&tor in part, for correction or amendment of peed records may
appeal the adverse determination to the Generatgabun accordance with the authorities containé2B CFR
1.579(c).

b. When an individual appeals the initial advetseision and the General Counsel or Deputy Ge@rahsel finds
that the adverse determination should be revetsedndividual and the health care facility will betified of the
decision. Upon receipt of the notification, theste&yn Manager will amend the record as instructetémotification.
The procedures established in paragraph 9.20de&vibllowed.

c. If the General Counsel or Deputy General Celusisstains the adverse decision, the individuklbgiadvised in
the appeal decision letter of the right to fileomcise statement of disagreement with the heatthfeaility that made the
initial decision.

d. A statement of disagreement shall conciseliedhe basis for the individual's disagreemergnegally, a
statement should be no more than two pages inHengtept where an individual may submit a longateshent if it is
necessary to set forth the disagreement effectivelyduly lengthy materials will be returned to thdividual by the
System Manager for appropriate revisions beforg leeome a permanent part of the individual's mcétowever, if
the individual insists upon the information becognpart of the record, the information will be addedhe record.

e. When an individual files a statement of dieagnent, the record about which the statement pertéll be clearly
annotated to note which part of the record is deghu When disclosures are made of the disputestdea copy of the
statement of disagreement will be provided. i$ iletermined appropriate, a copy of a concisestamt of the VA's
reasons for not making the amendments requestédlsdl be provided.

9.22 DISCLOSURE OF AN INDIVIDUAL'S PA RECORD TO TH IRD PARTIES

a. The Department conditions on disclosures fadPA record to other than the subject of the recodkr the
exceptions to the PA, 5 U.S.C. 552a(b)(1) to (b)(ate contained in 38 CFR 1.576(b)(1)-(11). (Afisclosure of
records or information from VA beneficiary recom@so must be authorized under the provisions ofi®@e8301, Title
38, United States Code, before disclosure is pedhitThe application of Section 3301 is discuggsterally
throughout this chapter.) Additionally, to theent that a contemplated disclosure involves infaiongprotected by 38
U.S.C. Section 4132 (treatment or other activitgtesl to drug or alcohol abuse, sickle cell anesmid AIDS or HIV
testing) authority in addition to the PA and Sect3301 must be present for a lawful disclosurethisregard see
Section IV. Information will not be disclosed from
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any record in a system of records except by the#emrrequest of or prior written consent of theivitlal by whose
name or personal identifier the record is retriewek®ss the disclosure is:

(1) To VA employees who have a need for the mition in the performance of their duties.
(2) Required under the Freedom of Information, Adt).S.C. 552.

(3) For aroutine use. This allows for releakmimrmation when such a release is compatiblé wie purpose for
which the information was collected. A routine seeves to provide notice to individuals on whoifeiimation is
maintained of how such information may be usede piblic is given notice of the routine use by jrdilon in the

Federal Register

(4) To the Bureau of the Census for purposedasfriing or carrying out a census or survey or eelatctivity
pursuant to Title 13, United States Code;

(5) To arecipient who has provided VA with adearmadequate written assurance that the recordbavilised solely
as a statistical research or reporting record th@decord is to be transferred in a form thaboisindividually
identifiable (the request must state the purposesiguesting the records and certify that they avilly be used as
statistical records);

(6) To the National Archives of the United Statissa record which has sufficient historical oreottalue to warrant
its continued preservation by the U.S. Governmanfpr evaluation by the administrator of the NadbArchives and
Records Administration or designee to determinetidrethe record has such value;

(7) To another agency or to an instrumentalitarof governmental jurisdiction within or under ttantrol of the
United States for a civil or criminal law enforcemhactivity if the activity is authorized by lawna if the head of the
agency or instrumentality has made a written reigioegA specifying the particular portion of thecoed desired and the
law enforcement activity for which the record isight. A request may be signed by an official othan the head of the
agency provided that individual has been speclficlegated authority to make requests for infaromaunder the
authority of 5 U.S.C. 552a(b)(7). A general detegaof authority is not sufficient to authorize ewividual to make
requests for information under this disclosure arith. The delegation may only be to an officidkafficient rank to
ensure that the request for the records has beesutiject of a high level evaluation of the in\gestiory need for the
information versus the invasion of personal privaewplved. The requester must supply a copy ofatiten delegation
of authority or provide a reference to the delesatiuch as a CFR number. Questions as to whetleguaster qualifies
as the "head of an agency" will be referred toappropriate District Counsel for resolution. Untteés disclosure
provision, information may be disclosed from Prigdct records for law enforcement purposes to Stasanty and
local police departments and such Federal ageasi#i®e Federal Bureau of Investigation and the SeSret Service.
Written requests for information to be used inrarestigation from such law enforcement entitiestrstete the law
enforcement purpose for which the record is soaghwell as identify the particular record requesté&gnerally, a
blanket request for all records pertaining to ativiidual would not qualify for release under thieyision. A request
for records pertaining to an individual or a graipndividuals must be specific as to the
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type of records sought, i.e., records for certgies$ of injuries, for certain time periods, etc.;

(8) To a person pursuant to a showing of compeeltircumstances affecting the health or safegnohdividual.
The individual whose PA records are involved neetdnecessarily be the individual whose health &etgas in danger.
A notification of the disclosure must be mailedhe last known address of the subject of the record

(9) To either House of Congress, or, to the ebx@&ématter within its jurisdiction, any committee subcommittee
thereof, any joint committee of Congress or subc@tamof any such joint committee (see par. 9.23);

(10) To the Comptroller General, or any authatizepresentatives, in the course of the performahtee duties of
the General Accounting Office;

(11) Pursuant to the order of a court of compgtersdiction (Subpoenas signed by anyone othen the judge of a
court do not provide authority for disclosure unttés PA exception.); or

(12) To a consumer reporting agency in accordaitesection 3711(f) of Title 31.

b. Under the provisions cited above, disclossiggeirmitted without the signed consent of the iiddial. Disclosure
is not mandatory under these provisions, and istiugable situations, the signed consent of thevididal should be
obtained.

c. The notification and time standards provisiohparagraph 9.17 apply to requests from thirdigsr

d. With the signed consent of the individualpimiation will be disclosed only to the extent auwibed by the written
consent. Information that is disclosed under tteeptions described in subparagraph a will be éichib the information
that is needed to satisfy the purpose of the requreswhich is authorized by the exception.

e. Adisclosure may be either the providing abpy of a record, or part thereof, or the grantihgccess to a record.
Normally, information from a record will be disckdto an authorized third party by abstractingrédevant information
or providing a copy of the document that contalresrelevant information. When granting accessriecard to a third
party, access must be limited to that informatiotharized by the individual's written request onsent, or that
information which is authorized under the excepgidascribed above.

9.23 DISCLOSURE OF AN INDIVIDUAL'S PA RECORD TO ME MBERS OF CONGRESS

a. Processing Requests for Information From a MemberfoCongress, Acting in an Individual Capacity on
Behalf of, and at the Request of the PA Record Subgt

(1) Information may be disclosed from an indivatlsi PA record to a Congressional office when radpg to an
inquiry from the Congressional office that is made¢he request of the individual.

(2) If information being disclosed is considepatentially medically or psychologically harmfuldfsclosed to the
individual, the Member will be advised of the medic
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determination and that under 38 CFR 1.577(d) tfanmation is releasable to the individual only tigb a physician or
other professional of the individual's choice affaphysician. For this purpose, the individual glibcontact the
appropriate System Manager of the health caretfagihere the individual's records are maintained.

(3) If the Member requests information from dargalcohol abuse, infection with the human immuriietEncy
virus, or sickle cell anemia treatment records thiedndividual's specific written consent to rekedss information has
not been obtained (see par. 9.80), the Member dhimmibdvised that the request concerns subjectnthé disclosure
of which is prohibited by Federal statute and tfegeeis not provided. The Member will not be advighat a special
written consent for disclosure of the informatisrrequired or that 38 U.S.C. 4132 prohibits diaslef the
information. When appropriate, the patient willdmntacted for the special consent.

b. Processing Requests for PA Record Information Frora Member of an Oversight Committee or
Subcommittee

(1) Information may be disclosed from a PA rectord Member of the Veterans' Affairs Committeesabcommittee
of the House of Representatives or the United Staémate (or Chairman or Member of a Congressoalmittee or
Subcommittee having oversight jurisdiction extegdio that information provided the Chairman or Memis making
the request on behalf of the Committee or Subcotamie.g., House Government Operations Commit&Esgts or
House Appropriations Committees, Senate GovernrhAffiErs Committee) without the individual's recgieor consent
when the request for information is made as patti@f Committee oversight functions. When PA redaformation is
provided, the Member should be advised that thenfgkmation is being released for official purposedy and that
given its private, confidential nature, the infotraa should be handled with appropriate sensitivifythe request does
not involve Committee or Subcommittee oversightroately "casework” of the Member, it should be psed in
accordance with the guidance provided in paraggapsa.

(2) Ifitis determined that information aboutiadividual being released for oversight purpogea Member of the
House or Senate Veterans' Affairs Committee (orit@tem or Member of another oversight committeeutrcommittee)
is sensitive under 38 CFR 1.577(d) (see par. 9th8)Member will be advised that it has been méigidetermined that
information being disclosed to him or her couldnaemful to the individual and therefore should betreleased directly
to the individual.

(3) If the information being released for overhgigurposes to a Member of the House or SenataafeteAffairs
Committee (or Chairman or Member of another ovéitsipmmittee or subcommittee) contains medicatineat
information related to drug or alcohol abuse, itilecwith the human immunodeficiency virus, or $&ckell anemia, the
Member should be advised that the information leshldisclosed to them as a Member of the (HouSzoate)
Veterans' Affairs Committee (or other oversight adaittee or subcommittee) for an official committeaegram
evaluation purpose from records whose confidetyiaispecially protected by Federal Law (38 U.&€xtion 4132).
Because this statute prohibits any further disclsid the information without the specific writteansent of the person
to whom it pertains, the Member should be advibadt the regulations VA is following prohibit furthdisclosure
without the prior written consent of the recordjech (See sec. 1V)
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c. Processing Requests for PA Record Information Froma Member of Congress Acting on Behalf of a Third
Party. When an inquiry from a Member of Congress is naaéehalf of a person other than the individuabsehPA
record is to be disclosed (i.e., spouse, family tremnfriend, etc.), the Member should be advised the written
consent of the individual is required in order &pit disclosure of the information that is reqeesand, therefore,
cannot be provided.

9.24 NOTIFICATION TO INDIVIDUAL OF DISCLOSURES UNDE R COMPULSORY LEGAL PROCESS

a. When information is disclosed from an indidlsirecord in response to a court order, andstigaince of that
court order is made public by the court which issitereasonable efforts must be made to notifyitikdévidual of the
disclosure.

b. At the time an order for the disclosure oéeard is served at a health care facility, effaitsbe made to
determine whether the issuance of the order haadrbeen made a matter of public record. If tdemhas not been
made a matter of public record, a request will lzelento the court that the facility be notified whielbecomes public.

c. Notification of the disclosure will be acconspled by notifying the individual to whom the redquertains, by
mail, at the last known address. The letter wélffited in the record if returned as undeliverdiyehe U.S. Postal
Service.

9.25 ACCOUNTING OF DISCLOSURES FROM RECORDS

a. An individual may request to be notified dfdisclosures of information, both written and ofabm records
pertaining to the individual, subject to the promis of 38 CFR 1.576(c). Facilities are requiredtéep an accurate
accounting for each disclosure of a record to arggn or to another agency. An accounting is emqaired when
disclosure is to VA employees who have a needneiirtformation in the performance of their officihlties or when
disclosure is made under the FOIA. The accountilignclude the date, nature and purpose of eastiasure and the
name and address of the person or Agency to wherdiiclosure is made.

b. The accounting will be retained for 5 yeatsrathe date of disclosure or for the life of teeard (see RCS 10-1),
whichever is longer.

c. The accounting record may be maintained orFéAn 70-5572, Accounting of Records/Informationdasure
under Privacy Act, or by creation of extra copiéshe written transaction. The accounting recoiltllve maintained in
the record from which the disclosure was made. grbeedures established for maintaining an accogmf disclosures
will also provide for the maintenance of appro@iegcords to collect disclosure data to be uséldeipreparation of the
Biennial Privacy Act Report (see par. 9.31.)

d. The accounting records of disclosures wilhise available upon request to the individual towthe record
pertains, except for disclosures made for law esfiment purposes as authorized by 38 CFR 1.576(bj&&e par. 9.22
a(7).) The individual will be provided informati@onsisting of the date, nature, and purpose df daclosure, and the
name and address of the person or agency to whendigblosure is made.

9-21



M-1, Part 1 November 30, 1990
Chapter 9

9.26 COMPUTER MATCHING PROGRAM

a. The Privacy Act (as amended by Pub. L. 100-883Computer Matching and Privacy Protection @fct988,
hereinafter referred to as the Computer Matching icludes requirements for conducting computetciriag
programs. To be covered the records must exatiiomated form and the matching of the records st
computerized. The OMB has published guidelinesfB45818 dated June 19, 1989) which must be feltbwhen
conducting computer matching programs.

b. The following terms apply to computer matchomggrams:

(1) Computer Matching Program. A computer matching program is the computerizedgarison of two or more
automated Federal systems of records or a Fedggatg's automated system of records and automatedds
maintained by a non-Federal (State or local goventjragency for the purposes described in paragtapfhe records
must themselves exist in automated form. Manualparisons of printouts of two automated data basesiot included
in this definition. A matching program include$@flthe steps associated with the match, includibining the records
to be matched, actual use of a computer, admitiisgtrand investigative follow-up of the individuatgtched, and
disposition of the personal records maintainedimection with the match.

(2) Recipient Agency. Recipient agencies are Federal agencies (or¢hatractors) that receive records from
Privacy Act systems of records of other Federaheigs or from State and local governments to bd irsenatching
programs.

(3) Source Agency.A source agency is a Federal agency that disslesmrds from a system of records to another
Federal agency or to a State or local governmagghcy to be used in a matching program. It  alState or local
governmental agency that discloses records to arkedgency to be used in a matching program.

(4) Non-Federal Agency. A non-Federal agency is a State or local govemah@gency that receives records
contained in a system of records from a Federal@g® be used in a matching program.

(5) Federal Benefit Program. Any program funded or administered by the Fed@&mlernment or by any agent or
State on behalf of the Federal Government thatigesvcash or in-kind assistance in the form of pays) grants, loans,
or loan guarantees to U.S. citizens or aliens liyadmitted for permanent residence.

c.  The Computer Matching Act covers the compugglicomparison of records from:

(1) Two or more automated systems of recorde€sys of records maintained by Federal agenciesateatubject to
the PA); or

(2) A Federal agency's automated system of recand automated records maintained by a non-Fe(&iedé or
local government) agency or agent thereof.

d. The Computer Matching Act covers matching parots that involve Federal benefit programs and hesteising
records from Federal personnel or payroll systefmscords.
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(1) Federal Benefit Program

(&) Only Federal benefit programs providing cashmeind assistance to individuals are coveredi-ederal
benefits matching program covers only the followiiadegories of record subjects:

1. Applicants for Federal benefit programs (indials initially applying for benefits);

2. Program beneficiaries (individual program jggsaints who are currently receiving or formerlge&ed benefits);
and

3. Providers of services to support such progr@hose who are not the primary beneficiaries afdfal benefit
programs, but may derive income from them - headite providers, for example).

(b) The match must have as its real purpose on®ce of the following:

1. Establishing or verifying initial or contingreligibility for Federal benefit programs;

2. Verifying compliance with the statutory or véggfory requirements of such programs; or

3. Recouping payments or delinquent debts unasr Bederal benefit programs.

(c) All four elements (i.e., computerized compari of data, categories of subjects covered, Fedengfit program,
and matching purpose) must be present before ad&dunefit matching program is covered under tlowipions of the
Computer Matching Act.

(2) Federal Personnel or Payroll Records MatchesThe Computer Matching Act also includes matclwagaring
records from automated Federal personnel or pagystems of records, or such records with automatesrds of State
and local governments. The comparison must be dpnsing a computer, manual comparisons are nared. The
Computer Matching Act does not cover routine adstiative matches provided the purpose of the miatobt to take
any adverse action against Federal personnel.

e. The following are not included under the d&éin of matching programs and such programs ateewuired to
comply with the provisions of the Computer Matchigf. However, such matches must be reviewed apdozed by
the VA Data Integrity Board.

(1) Statistical matches whose purpose is sotefyroduce aggregate data stripped of personalifigest

(2) Statistical matches whose purpose is in sdpg@ny research or statistical project, the #medata of which
may not be used to make decisions that affectigiis; benefits or privileges of specific individsia

(3) Pilot matches, i.e., small scale matchespatehes whose purpose is to gather benefit/céatatewhich to

premise a decision about engaging in a full-fledgedching program. A pilot match may not be conedainless it is
approved by the VA Data Integrity Board.
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(4) Law enforcement investigative matches bygamay or component whose principle statutory fuarcinvolves
the enforcement of criminal laws, the purpose oitiviis to gather evidence against a named perspersons in an
existing investigation. The match must flow fromiil or criminal law enforcement investigatiomeddy underway.

(5) Certain tax administration and debt collectiia tax refund intercept matches.

(6) Routine administrative matches using predamiity Federal personnel records, provided the memd the
match is not to take any adverse action againgfaégersonnel, as defined in the Privacy Act, S.0. 552a(a)(13).

(7) Internal matches using only records fromBlepartment's systems of records. However, annatenatch whose
purpose is to take any adverse financial, persodisdiplinary or other action against Federal perel is covered by
the requirements of the Computer Matching Act.

(8) Background investigations and foreign couintézlligence matches.

f. Health care facilities will not participate acomputer matching programs with other Federal eigsror non-
Federal agencies as a "recipient agency" or a ¢ecagency” unless the program is approved by tiggoRal Director,
appropriate VA Central Office staff, the Chief Meali Director and the VA Data Integrity Board anahdocted in
compliance with the Privacy Act (as amended byGbenputer Matching Act), the OMB guidelines (54 F5828, June
19, 1989) and applicable Department guidance. d¥alp by health care facilities to participate @tching programs
will be submitted to the Regional Director (1B61B) for review and approval. If approved, thegosal will be
submitted for further review by appropriate VA QahOffice staff and the approval/disapproval af ¥A Data
Integrity Board.

9.27 APPLICATION OF THE PA TO VA CONTRACTORS

All contracts that provide for the maintenance afystem of records on behalf of the VA to accoshpéi Department
function, or provide for the disclosure of infornaat from a VA PA system of records to the contractoust include
wording that makes the provisions of the PA applthe contractor. Such notifications and clauséisanform to those
prescribed by Federal Acquisition Regulations, Fadaformation Resources Management Regulatioms \éA
Acquisition Regulations and health care facilitigd comply with these requirements. When a cotttrgrovides for
access to, or maintenance of, information protebtedther confidentiality statutes, (e.g., 38 U.S3805 and 4132) the
contract will provide notification to the contracthat the records are protected by these confal@ntprovisions which
restricts the disclosure of the information andpgheposes for which the information may be used.

9.28 ESTABLISHING NEW SYSTEMS OF RECORDS

a. The Privacy Act requires agencies to publitices in the Federal Regisescribing new or altered systems of
records, and to submit reports on these systetet®@MB (Office of Management and Budget) and so@ongress
(see 38 CFR 1.578).

b. Information concerning an individual will nio¢ collected or maintained in such a manner tHatrimation is
retrieved by an individual identifier unless a systof records
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notice is published in the Federal Regist€his requirement applies to information aboutrafividual that is
maintained in any record or storage medium inclggtiaper records or documents, personal computéng;amputers,
word processors, computers, etc.

c. Appendix B to MP-1, part Il, chapter 21, cansaa copy of VA systems of records notices puklisim the
Federal ReqisterPrior to collecting or maintaining informationrerning an individual in a system of records that
not published in the Federal Registiie health care facility Director will submit eport to the Regional Director
(13 /161B) which includes the justification and legatteority for the proposed maintenance of the sysierecords.
Such records will not be established and infornmatiollected until the system of records is apprdwgthe Secretary,
published for public comment in the Federal Registad appropriate reports are submitted to the Gi@to the
Congress.

9.29 FEES

a. Photocopying Charges.A fee will not be charged for any search or remgd a record. Upon request the
individual to whom a record pertains will be prositiwith one free copy of their record. When charge made for
additional copies of records, the fee as stat@BiG@FR 1.577(f) will be charged.

b. Certification of Papers and Documents.A health care facility employee, normally the €hMedical
Information Section of Medical Administration Sarej will be delegated authority on VA Form 450%itfication
Card, Delegation of Authority, by the health caaeility Director to certify information releasedfn records. When
requested, the following certification will be fished:

"Certification - 38 CFR 2.2, | certify that this
is a true copy of the original document in Vi§.

Name of iloyee (Typed), Date Signed
Authorit)/A Form 4505"

9.30 PENALTIES

a. A VA employee who knowingly and willfully viates the provisions of 5 U.S.C. 552a(i) shall bi#ygaf a
misdemeanor and fined not more than $5,000, wheeitfiiployee:

(1) Knows that disclosure of records which camandividually identifiable information is prohtieid and willfully
discloses the information in any manner to anyqres agency not entitled to receive it;

(2) Willfully maintains records concerning iddi@ble individuals that have not met the PA notieguirements (see
par. 9.28); or

(3) Knowingly and willfully requests or obtainsyarecord concerning an individual from VA undelséapretenses.
(This provision also applies to persons who areengployees.)

b. In addition to the criminal penalties for thielations described above, administrative actiondisciplinary or
other adverse actions (e.g., admonishment,
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reprimand, termination) may be taken against eng@ewho violate the statutory provisions.

c. Inthe event a health care facility employefound criminally liable of a PA violation, a wigh report of the
incident will be provided to the Regional Direc{@B /161B).

9.31 BIENNIAL PRIVACY ACT REPORT

a. The PA requires VA to submit to the OMB infation for inclusion in the President's BienniaMady Act Report
to Congress. OMB has not standardized the reporidt and biennially prescribes the proceduresidibmission and
preparation of the report. Biennially, health calities are provided with the procedures fa thport.

b. Health care facilities will maintain approgeaecords to insure that adequate data are cadidot the preparation
of the biennial report. At a minimum, health caeilities should collect and be prepared to anlguabort the

following data:

(1) The number of requests from individuals focess to records about themselves in systems afdethat cited
the PA in support of their requests.

(2) The number of requests for access that titedPA that were:
(a) granted in whole or part,

(b) denied in whole, and

(c) for which no record was found.

(3) The number of amendment requests from indad&lto amend records about them in systems ofdsdbat cited
the PA in support of their requests.

(4) The number of amendment requests that ditedPA that were:

(a) granted in whole or part,

(b) denied in whole, and

(c) for which no record was found.
9.32-9.34 (Reserved.)
SECTION Ill. RELEASE OF MEDICAL INFORMATION
UNLESS OTHERWI SE INDICATED, THE PROVISIONS OF THISSECTION DO NOT APPLY TO THE RELEASE OF
DRUG ABUSE, ALCOHOLISM OR ALCOHOL ABUSE, HIV (INFECTION WITH THE HUMAN
IMMUNODEFICIENCY VIRUS), OR SICKLE CELL ANEMIA INFORMATION (SEE SEC. 1V).

9.35 GENERAL

The four statutes which govern the collection,ntexiance and release of information from VA patmaatical
records are:

a. The FOIA (Freedom of Information Act), 5 U.S852 and implemented by 38 CFR 1.550-1.559 (set&dsd of
this chapter). The FOIA compels disclosure of oeably
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described VA records to any person unless one oe wionine exemptions apply to the records (se€ERBR 1.554(a)(1)-
(9) and par. 9.07).

b. The PA (Privacy Act), 5 U.S.C. 552a and impteted by 38 CFR 1.575-1.584 (see Section Il ofdhapter).
Generally, the PA provides for the confidentiatifyinformation that is maintained in a PA systenmesfords and permits
disclosure of PA-protected records only when spedli authorized by the statute.

c. The VA Claims Confidentiality Statute, 38 UCS3301 and implemented by 38 CFR 1.500-1.527 s $taitute
provides for the confidentiality of all VA patieahd claimant names and addresses and permitsdliselof the
information only when specifically authorized bgtstatute. Title 38, Code of Federal Regulati@egtions 1.500-
1.527 are not to be used in releasing informatiomfpatient medical records when in conflict wiliGFR 1.575-1.584
or 42 CFR 2.1-2.67 (52 FR 21796, June 9, 1987).

d. Confidentiality of Drug Abuse, Alcoholism aAdtohol Abuse, Infection With the HIV (Human
Immunodeficiency Virus), and Sickle Cell Anemia Meal Records, 38 U.S.C. 4132 and implemented bgBR 2.1-
2.67 (52 FR 21796, June 9, 1987). This statuteiges for the confidentiality of certain patient diwal record
information related to drug and alcohol abuse dtiée with the HIV, and sickle cell anemia and pisrdisclosure of
the protected information only when specificallytarized by the statute.

9.36 DEFINITIONS

a. Accredited Representative. Representatives of organizations recognized &ystcretary in the presentation of
claims under the laws administered by VA, meetirgrequirements of 38 CFR 14.629 and accreditdtidbseneral
Counsel of VA, and who holds a veteran's powelttofaey.

b. CHR (Consolidated Health Record). The patient medical record is a consolidatednioball health care
activity information about that patient (inpatieatitpatient, nursing home, and domiciliary, inchglall clinics and sub-
specialty clinics). See subparagraph h.

c. Court Leave. For the purpose of this chapter, court leavaésauthorized absence from official duty of an
employee, without charge to leave or loss of salarpresent records in court or to appear asresd in the employee's
official capacity.

d. Drug and Alcohol Abuse, Infection With the HIV, and Sickle Cell Anemia Medical Records

(1) These are records which:

(a) identify the existence of drug abuse, alcisholor alcohol abuse, infection with the HIV, oclde cell anemia;

(b) identify the patient; and

(c) were created in the seeking of or for purpagfgoroviding treatment (including education, iiag, rehabilitation
or research) for one or more of these conditions.

(2) All three factors must be present for a patiedical record to be protected from disclosy8®U.S.C. 4132.
However, a disclosure of patient information thmfiudes
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two of the three factors, when it is reasonablyicteat the missing factor is known or can be igddgiown, should be
handled as though the information included alléhigectors necessary for protection.

e. Duly Authorized Representative. An individual authorized in writing by a competdxeneficiary or legally
appointed guardian to act for the patient.

f. Medical Information. Information pertaining to examination, medicathry, diagnosis, findings or treatment,
including such information as laboratory examioasi, X-rays, microscopic slides, photographs, pijgtsans, etc.

g. Patient. Any person receiving care in a VA medical centerrsing home care unit, community nursing home,
domiciliary, or outpatient clinic; any person rageg medical care authorized by VA.

h. Patient Medical Record. An official record documenting examination, diagrs, treatment, and/or care of a
patient including the medical as well as admintateafolder of the consolidated health record agwbrds obtained from
non-VA sources that are filed in the CHR; any sdiasy records, i.e., Agent Orange registry, tunemistry, laboratory
records, radiology records, perpetual medical ioetc.

i. Routine Use. (See par. 9.169.) The routine uses for the Ratiedical Records PA system of records (24VA136)
are published in MP-1, part Il, chapter 21, appeti A routine use is a discretionary authorityp&rmit disclosure
from a record without the patient's signed condamiever, it does not compel disclosure. A routise permits release
of drug or alcohol abuse, HIV, or sickle cell anamiedical information only when the disclosurels® authorized by
38 U.S.C. 4132.

j- Subpoena. A document issued by or under the auspices ofia ¢o cause an individual to appear and give
testimony before a court of law.

k. Subpoena Duces TecumA subpoena requiring an individual to producewfoents, records, papers or other
evidence to be brought to a judicial court for ixsiion. A subpoena is not sufficient authorityatdhorize the
disclosure of PA records unless the subpoenarnedigy the judge of a court.

9.37 MANAGEMENT OF RELEASE OF MEDICAL INFORMATION

a. The health care facility Director will publighfacility policy governing the access to, usel exlease of patient
medical information and assure distribution tocathcerned employees.

b. The Chief, Medical Administration Service ssthnated the health care facility System Managethie Privacy
Act Patient Medical Records (24VA136) system obrels. The System Manager is responsible for tlease of
information from the patient medical record.

(1) Release of information from the medical relcisra complex function, requiring trained and diga employees
and expert guidance. The Chief, Medical AdmintstraService will normally assign this functionttee Medical
Information Section. When feasible, the releasaformation activity will be located in proximityp inactive records
and reproduction equipment.

(2) The Chief, Medical Administration Service hgtovide for the prompt identification and indegiof incoming
requests for medical record information. To
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ensure timely and informed release of informatalhrequests will be processed through a centradtpo

(3) The Chief, Medical Administration Service labnduct a comprehensive systematic review ofétease of
information activity not less frequently than oreeery 12 months.

(4) Such factors as workload, processing time, should be reviewed periodically to identify klags and expedite
responses to requests for information.

c. The Chief of Staff of a health care facilitifestablish guidelines for personnel in reviewmedical records to
determine if such records contain sensitive infairoma Sensitive medical record information will deased in
accordance with the provisions of paragraph 9.19.

d. The District Counsel at the appropriate regiaffice will resolve legal questions concernihg telease of
information as provided in 38 CFR 1.500(c).

9.38 POLICY

a. Appropriate controls will be established tfegaard the patient's medical record from lossackrhent and
tampering and to insure the confidentiality of mfiation. Access to medical record information W&l limited to those
VA employees with a need for the information in geeformance of their official duties. Employekatthave access to
patient medical information will be instructed am@ngoing basis on the safeguarding and releagimjosmation from
medical records. At a minimum, instructions wil provided at the time of employment and on an ahipasis
thereafter. Normally, all patient medical recantbrmation will be released by Medical AdministaatiService.

b. Release of information will be from the offitpatient medical record. Generally, no releaidoe made of
highly confidential information or social data erning to the patient's family or a third partyfdrmation from the
medical record will be released only with the sidjeensent of the patient or the legal guardiamdhaompetent
patient, except as stated in this chapter.

c. The provisions of section Il of this chaptpply to the release of information from medicalaets unless
otherwise specified in this section.

d. Accredited representatives who hold a sigreedep of attorney will be given access to the pdtienedical record
except when the records contain information relédedrug or alcohol abuse, tests for or infectiatihhe HIV, or sickle
cell anemia (which requires the patient's speuifitten consent, which can be included in a poweattrney). The
record will be examined for medically harmful (siéime) information prior to review by the authorizeervice
organization representative. The representatilidbeicautioned about sensitive information to easuis not conveyed
to the patient. In any case where there is a guestgarding the existence of a valid Power obAiey, or an
individual's status as an authorized service omgdiain representative, health care facility persbmill verify both of
these matters with the Regional Office that man#tahe individual's claims folder before a disclaesis made.

e. An accounting of disclosures of informatioonfr patient medical records will be maintained agiired by
paragraph 9.25 and 38 CFR 1.576(c).

9-29



M-1, Part 1 November 30, 1990
Chapter 9

9.39 TIME STANDARDS FOR RELEASE OF INFORMATION

a. Requests for release of information from #&ep#s medical record will be answered within 1Qrkaays from the
date of receipt. When it becomes apparent thatettpgested material cannot be provided withintiigframe, an
acknowledgment of written requests will be senhinitLO workdays of receipt. The requester wilkowised that the
information will be sent as soon as it becomeslabkE. VA Form Letters 30, 47 and 70-17, as appatg, are available
for this purpose.

b. When, for good cause shown, the informatiomo&be provided within 30 workdays from the déke tequest
was initially received, the requester will be inferd in writing as to the reason the informationncarbe provided and
the anticipated date the information will be avaliéa

9.40 REQUEST FOR AND CONSENT TO RELEASE INFORMATION

a. When consent of the patient is required teas# medical information, the request will be iitiag and include
the following information:

(1) Name and address of organization, agencydividual to whom information is to be released,;

(2) Type and extent of information requested;

(3) Periods of treatment involved;

(4) Purpose for which information is to be usedt (fequired when patients request a copy of their record);
(5) Signature of patient or other person auttearito consent to release; and,

(6) Date signed.

b. Consent may be given on VA Form 70-3288, Regier and Consent To Release of Information Fréam@nt's
Records, in correspondence requesting releasedsignine patient or person authorized to act ferghtient, or on
stationery or forms of the individuals, agenciesanizations to whom the information is to beaskd, signed by the
patient. The written consent or request for reezthe information must be clear as to the faat VA is specifically
named by the individual as being authorized toldsginformation. Information will not be disclakbased on a
blanket consent. Photocopies of authorizationsraqdests to release medical information are aabépt

c. Information concerning treatment which is fpgent to the date of the consent will not be dssd. However,
when specifically consented to by the patient itimg for such purposes as medical care cost regawemedical
indemnity insurance, information from a continu@asiod of care may be released periodically tosagiated recipient
on the basis of the patient's initial consent. &tesent must be specific as to the type of inftionao be disclosed, the
purpose of the disclosure, and the date, evempmdition upon which the consent will expire if mevoked before. The
date, event, or condition must insure that the eonhwill last no longer than reasonably necessasgetve the purpose
for which it is given.
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d. Written authorization for release of infornoatiis valid when obtained from:

(1) The patient.

(2) A court appointed legal guardian.

(3) Anindividual authorized in writing by the fEent (or the patient's legal guardian) to actia patient's behalf.

e. The PA provides for substituted consent fecldisure of information by the legal guardian of ardividual who
has been declared by a court of competent jurisditd be incompetent due to physical or mentadjacity or age.
The PA does not provide for substituted consettténcase of a nonjudicially declared incompetetiepa In the case
of a patient who does not have a court appointeddian, but is unable to give informed consenttease information
due to a physical or mental condition, disclosues/ime made only pursuant to an appropriate roussecfor the Patient
Medical Records PA system of records (24VA136).,, &kgutine Use No. 20, or other PA exception (2€BR
1.576(b) and par. 9.22). A VA Federal fiduciaryrawistratively appointed by the Veterans Benefithrnistration to
administer a beneficiary's VA monetary benefitasas empowered to exercise PA rights of the VA bieieafy who is the
subject of that appointment.

f. Unless otherwise specifically limited, a comstor release of information is valid for 6 monfihem the date
signed.

9.41 TRANSMITTAL OF MEDICAL INFORMATION

Medical information will be transmitted with theémilation that it is privileged and confidentiaformation which
should be handled with appropriate sensitivity gaderally should not be redisclosed without theseahof the patient.

9.42 REQUESTS FOR INFORMATION FROM RETIRED RECORDS

Requests for information from records which hagerbretired for storage to a Federal record cevitelbe processed
by the facility which retired the record, as follew

a. When appropriate, the information will be fehed from pertinent documents in the PMR (pergetealical
records) envelope which is maintained at the médesater.

b. When the requested information is not in thRRenvelope or the available information is noffisignt to
respond to a request, the retired record will loalted from the Federal records center and thernmdition furnished.
Recall requests to the records center must costdifitient information to identify the requestedoeds as well as the
purpose for retrieval. Patients and individualsngcon behalf of patients will not be advised eéguest information
directly from the Federal Records Center.

9.43 REQUESTS FOR INFORMATION REQUIRING REFERRAL T O DISTRICT COUNSEL

The following types of requests for informatiorilveie reviewed with the District Counsel and anigase of
information will be made only in compliance witrethinstructions:

a. Requests for medical information that is taibed in suits against the U.S. Government orgroaecution against
a patient that has been instituted or which isdpeontemplated.
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b. Subpoenas for medical records issued by oernuthe auspices of a court or quasijudicial bodyarcompanied by
a consent from the patient.

c. Requests for information which indicate potesitability for the cost of hospitalization and dieal services (such
as tort feasor, worker's compensation, or othed hérty cases), as categorized in M-1, Part Ipthal5.

9.44 RELEASE INCIDENT TO RECOVERY OF COSTS OF MEDICAL CARE

a. With Assignment of Claim. The patient's signature and assignment of clairdA Form 10-2381, Power of
Attorney and Agreement, constitutes proper authdoitrelease information from the medical recordhi extent
required to effect recovery of the costs for meldieme provided to patients in cases of tort feasorker's
compensation, automobile accident reparation ims,aand crimes of personal violence. The conm@MA Form 10-
2381 is sufficient to disclose information relatedreatment for drug or alcohol abuse, HIV, arakisi cell anemia.

b. Without Assignment of Claim

(1) In order to recover or collect the cost ofdial care from third-party health plan contradsied by patients,
medical record information that is required by tiealth plan contract may be disclosed to the ima@a&arrier on the
basis of Routine Use No. 14 of the Patient MedRedords PA system of records (24VA136). If theordaontains
drug or alcohol abuse, HIV, or sickle cell anemedinal information, the patient's written conseiit pe obtained on
VA Form 10-5345 to permit disclosure of the infotioa to the insurance carrier. Medical care cesbwery action will
not be initiated if the patient's written consenhot obtained to permit the disclosure of drugloohol abuse, HIV, or
sickle cell anemia information. However, in cagé®re a substantial bill is involved (i.e., $25,@d0nore)
consideration may be given to seeking a court of@#1J.S.C. 4132(b)(2)(D)) to permit disclosureuch cases will be
discussed with the District Counsel.

(2) For the purpose of collecting the cost of imaldcare, patient medical record information maydisclosed to the
Federal agency or non-VA health care institutiopmmvider that referred the patient when the mediaee is rendered
by VA under the provisions of a contract, shariggeament, or individual authorization. Such disales may be made
without the written consent of the patient under phovisions of Routine Use No. 34 of the PatieetiMal Records PA
system of records. The patient's written conséhbe obtained on VA Form 10-5345 to disclose mfiation related to
treatment for drug or alcohol abuse, human immuficidacy virus, or sickle sell anemia.

9.45 DISCLOSURES FROM RECORDS OF DECEASED PATIENTS
a. While under the Privacy Act, written authotiaa for release of information from a deceasedep#s medical
record is not required legally, as a matter of@glsuch an authorization should be obtained fioereidministrator or

executor of the patient's estate or from the fathgw{with preference given in the order listed):

(1) Surviving spouse (including spouse of comi@anmarriage where recognized by the State) ortathildren.
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(2) Parents, grandparents, or adult sibling.

(3) Aunts or uncles.

(4) Nieces or nephews.

(5) Others - cousins, etc. (in-laws not includetess there is no living blood relative).

b. The written authorization will include the mlents of a written consent described in paragrafde

c. The confidentiality provisions of the Privatgt do not apply to the records of deceased indiisl The
disclosure of particularly sensitive personal infation about a deceased person may, however, ¢éhréat privacy
interests of surviving family members or close agstes and should be protected from disclosurérrimation
concerning the deceased individual cannot be widhinem disclosure on the basis that disclosureld/gonstitute an
unwarranted invasion of the decedent's persong@yiunder the FOIA "invasion of personal privaexémption
provided in 38 CFR 1.554(a)(6). However, the privaf others named or identified in the medicabrds may be
protected under this exemption when it has beesriohirted that the information to be released reflecfavorably or
embarrassingly upon the others named so as toitthest clearly unwarranted invasion of their paeedqrivacy. The
record of a deceased individual is subject to theclaims confidentiality statute, 38 U.S.C 3301¢ &hne confidentiality
provisions of 38 U.S.C. 4132 concerning medicabrds related to drug abuse, alcoholism or alcobuoka, infection
with the HIV, and sickle cell anemia.

d. Title 38, United States Code, Section 3301quts from disclosure the deceased individual'senand address.
Information that would be injurious to the physiocalmental health of the surviving spouse, childpext of kin, and
information that would cause repugnance or resemtiogvard the decedent also may be protected; henyéha request
for such information has been made under the Fraexfdnformation Act it is questionable whether cem for the
reputation or memory of the decedent (as oppos#utetpersonal privacy of a survivor or other livipgrson) would
support withholding (see subparagraph c).

e. Title 38, United States Code, Section 4132qgts from disclosure, information which identifee$iving or
deceased individual and the existence and treatofi@htig abuse, alcoholism, infection with the HbBY,sickle cell
anemia. Records of a deceased individual thatidigcthis type of information can be released omittie purpose of
survivorship benefits for the deceased individualiwivor(s). (See par. 9.84.)

f. Information concerning a deceased patientl(ebieg information related to drug or alcohol ahuests for or
infection with the HIV, or sickle cell anemia tcetlextent that it is not included on the death fieatie) may be disclosed
to a funeral director for the purpose of proceeditty burial arrangements.

g. When the local coroner or medical examinémfisrmed of, or requests information in connectdth, the death

of a patient or former patient, all necessary imation that is required in order to conduct an ingimto the cause of
death will be released without the consent of & of kin.
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9.46 RELEASE OF AUTOPSY FINDINGS

a. Information from autopsy protocols may beaséal to a private physician when specifically rstpekin writing
by the next of kin. Normally, a copy of the autppfinical finding summary and the listing of claail-pathological
diagnoses on SF 503, Medical Record-Autopsy Pratedlb be disclosed. A copy of the autopsy praibwill not be
released for this purpose routinely.

b. When the next of kin requests a report ofatlpsy findings, a letter containing pathologuialgnosis in lay
terminology will be prepared by the primary phyaitior in case of absence, by a designee of thef 6hihe Bed
Service where the patient expired. The Chief, katuwy Service will assure the expeditious completf the autopsy
protocol and promptly provide the concerned Chfghe Bed Service with the gross autopsy findinghe Chief,
Medical Administration Service or designee will @gsthat a copy of the letter to the next of kifiled in the patient
medical record.

c. If the next of kin subsequently requests ayagfigthe autopsy protocol, the autopsy protocol ipayeleased if the
Chief of Bed Service or designee determines it camt€ontain information which could be injurioasthe physical or
mental health of the person in whose behalf therimétion is sought or cause repugnance or resehtmeard the
decedent. If the reviewing physician determinesahtopsy protocol does contain such informatio® autopsy protocol
will not be disclosed directly to the next of ki@n the advice of the reviewing physician, the Ehedical
Administration Service or designee will take ondhaf following actions:

(1) Arrange for the next of kin to discuss théoagy protocol with the primary physician or desigrat a time and
date mutually agreeable, or,

(2) Send a copy of the autopsy protocol to a joiays selected by the next of kin. The physicialh lve advised of
the reason for the referral.

d. If there is any indication that the requestédrmation will be used in a lawsuit, the Districounsel will be
informed promptly of the circumstances. No furthetions will be taken without guidance from thetict Counsel.

e. In all cases where the autopsy protocol revealg abuse, alcoholism or alcohol abuse, infaatith the HIV, or
sickle cell anemia information which is subjecatiditional disclosure restrictions, the autopsytquol will not be
disclosed to the next of kin unless the facilitydator determines that such disclosure is nece$satlye survivor to
receive benefits. These records may be releasexdter than survivorship benefit purposes if thpsgions relating to
drug or alcohol abuse, infection with the HIV, arkée cell anemia information can be appropriatijeted. Under the
survivorship benefit provision, sickle cell anerm#ormation may be released to a blood relativthefdeceased veteran
for medical follow-up or family planning purposes.

9.47 RELEASE TO NON-VA PHYSICIANS, HOSPITALS AND CLINICS
a. When a patient is referred to a VA facilitydyprivate physician and intends to return to #rees physician for

followup care, the patient will be encouraged tmsVA Form 70-3288 (or VA Form 10-5345) prior tdease from care
requesting that medical information be forwardeth®physician.
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b. When the individual received inpatient card arfiormation is needed before the hospital summaliypbe
available, SF 544, Statement of Patient's Treatnneay be prepared from the information in the maldiecord and
forwarded. Information provided on the SF 544 witllude discharge medications, followup recomménda, and a
notification that a copy of the complete hospitahsnary will follow. Copies of pertinent medicatmrd documents
may be sent in lieu of an SF 544. VA Form 70-32880-5345 will be retained in a suspense file panthe receipt
and dispatch of the final summary.

c. Other requests for release of pertinent médié@mation for treatment purposes to non-VA phigns and other
providers of health care, will be processed prompi/hen the individual has received inpatient card the summary is
not available, the procedure described in subpapdgb may be followed.

d. Health care facilities will develop local peatures for the prompt release of information to-W@énphysicians and
facilities for the purpose of treatment in emerggntations. These procedures will include thegiegion of
professional personnel and/or administrative perebwho will assist the outside caller. While cemisof the patient is
not required to release information under emergenditions, the medical record will be annotateéhthcate the
information released, the person to whom the infdrom was released, and the date. A notificatiothe disclosure will
be mailed to the patient at the last known address.

9.48 RELEASE OF INFORMATION FROM NON-VA MEDICAL RE CORDS

a. Private hospital or physician records thaehasen incorporated into the patient medical rexard subject to the
disclosure prov