PRIVACY DOS AND DON’TS

	E-Mails

Message Machines
	· Do use VistA within VHA to send and receive Protected Health Information (PHI).

· Do remind patients that e-mail systems are not secure if patients contact you by e-mail.  Request that patients call for information.

· Don’t send PHI through Outlook unless it is de-identified or secured in some manner, such as encryption.  More information on the use of Outlook will be forthcoming from VHACO.

· Don’t send VistA or Outlook messages containing PHI outside of VHA.

· Do leave a message for the patient to call back for the information.

· Don’t leave PHI on answering machines or voicemail systems.

· Do verify that phone number is correct. 
	Disposal

Congress

Minimum Necessary
	· Do de-identify any documents or other items before disposal in trash.

· Do shred (or place in shredder disposal boxes) any documents containing PHI.

· Don’t toss prescription bottles, IV bags, or any other item that contains PHI in regular trash unless you de-identify.

· If Congressman is acting on behalf of the government or a subcommittee, information may be released.

· VHA may release patient information if the patient’s letter demonstrates intent for intervention by Congressman.   

· Always only release the minimum necessary information to suit the request. 

	Faxes
	· Do fax PHI only when necessary to provide information in reasonable time.

· Do verify that fax numbers are correct.

· Do make certain that faxes containing PHI are not sent to public areas.

· Do include confidentiality statement on cover sheet in event of error.

· Don’t let received faxes with PHI sit in machines in public areas.  

· Don’t fax PHI unless you are certain someone is there to receive the fax.


	Phone Calls
	· Nurses, physicians and other providers may discuss a patient’s condition over the phone with the patient, a provider, or a family member, if it is in the best interest of the patient.  

· Providers may coordinate care with nursing homes, board and care, community hospitals and other facilities caring for our veteran patients.

· Do take reasonable precautions to minimize the chance of disclosures to others nearby.

· Don’t confuse phone discussions with the patient, family, or providers with the Opt Out preference.

	Oral Comms.
	· Do use curtains, cubicles, offices, or other private areas when possible to safeguard discussions.
· Do speak in a low voice when discussing patient health information in public areas.
· Don't discuss patient issues with friends, co-workers, or others who do not have a need to know.

· Don’t discuss patient health information in elevators, cafeterias, or other public areas where information cannot be safeguarded. 
	Facility Directory Opt Out
	· Do check patient Opt Out preference before providing patient name, location or condition information to visitors and callers, including deliveries and mail.

· Opt Out preference does not apply to other issues or discussions related to treatment, payment or healthcare operations.

· Don’t disclose any information about an Opted Out patient to anyone including Non-VA clergy, colleagues, family, or friends. 


For more information, contact your Privacy Officer, ________________________________________.
