Department of Veterans Affairs                     Network Memorandum 10N2-147-04

VA Healthcare Network                                                                      July 2, 2004

Upstate New York  


NETWORK 2 INFORMATION SYSTEMS SECURITY INCIDENT REPORTING POLICY

1.  PURPOSE:  This memorandum establishes policy and procedures for the reporting and handling of computer security incidents as required by the VA Office of Cyber and Information Security (OCIS).  

2.  POLICY:  It is the policy of the VA Healthcare Network Upstate New York that computer security incidents will be reported and investigated in accordance with the Office of Cyber and Information Security policy, the VA Computer Incident Response Capability (VA-CIRC) Rules of Engagement for response to incidents/events and VISN 2 policy and procedures.  A computer security incident is any event, suspected event or vulnerability that could pose a threat to the integrity, availability or confidentiality of VA information systems, applications or data.  Computer security incidents could have a negative impact on information technology resources, violate security policies, circumvent security mechanisms and require immediate action to prevent further negative impact.  Computer security incidents will be triaged and controlled in the following order based on priority: 1) Protect human life and safety; 2) Protect data; 3) Prevent damage to other categories of information resources; and 4) Minimize denial of service.  

3.  RESPONSIBILITY
     a.  It is the responsibility of all staff to adhere to local and national security policy and promptly report computer security incidents as defined in this policy.  

     b.  Local and Network Care Line Managers are responsible for ensuring that incident reporting policy and procedures are communicated to and understood by all staff under their authority.

     c.  Information Systems Managers and staff are responsible for immediately reporting all incidents including unexplained system downtime, drastic changes in system performance, suspicious probes and browsing and denials of service to the facility or VISN Information Security Officer as appropriate, and provide details describing the incident.

     d.  Information Security Officers (ISO) are responsible for promptly reporting, investigating and documenting incidents in accordance with national and VISN 2 policy.  This includes reporting incidents to appropriate Network 2 management, VA Police when necessary, and to the VA Computer Incident Response Capability (VA-CIRC) as defined by VA-CIRC Rules of Engagement.  

4.  PROCEDURES:

     a.  Any incident or suspected violation of information security policy should be reported immediately to the employee’s supervisor and the facility or VISN Information Security Officer as appropriate.   Following the initial notification, the individual reporting the incident is also required to submit an electronic report of contact, VA Form 119, to the Information Security Officer and include the known details, such as the date and time of the incident, location of the incident and specific details of the incident (i.e. who, what, when, where, how and why).

     b.  The ISO will report the incident to the VA-CIRC through the Remedy Ticketing System and notify the appropriate management staff.  For any incident that involves a breach of confidentiality, the ISO and HIMS Manager will work in partnership to assess the incident and ensure compliance with HIPAA reporting requirements.  ISO’s will also adhere to any additional incident reporting requirements as defined by the VISN and/or national policy. 

     c.  VA Police will be notified if the incident warrants a criminal investigation.  This includes, but is not limited to, theft of computer equipment or software, destruction of or tampering with government equipment, illegal Internet activity, electronic mail that poses a threat to patients or staff and falsifying or stealing information contained in VA systems.  Police investigative procedures will be followed to determine if criminal activity occurred.  Pending preliminary investigation results, the Chief of Police or designee will work with the ISO to meet VA-CIRC reporting requirements.    

     d.  A debriefing team will be assembled by the ISO to conduct a focused review for unscheduled system downtime occurrences.  Following the review, an unscheduled downtime report will be completed (Attachment B).  If corrective action is required, the debriefing team will develop a plan that outlines responsibility and timelines.  Action plans, reports and other documentation related to the downtime incident will be provided to the ISO and appropriate management, and stored in a secure location for access by authorized staff.
     e. All incidents will be carefully assessed to determine appropriate action and ensure necessary reporting requirements are met.  As a general rule, reporting to VA-CIRC will be required if the incident expands into an official investigation or there is a need to counsel an individual through Human Resources Management Service.  Examples of reportable incidents are listed in Attachment A.  Computer security incidents that fall under the below categories will be reported to the VA-CIRC within one business day of the first observation.  Based on the nature and scope of the incident, technical staff and the ISO shall decide whether the incident can be resolved locally or whether additional help is required from VA-CIRC or other outside sources.  In any event, a final report that includes a complete explanation of the incident and the resolution shall be submitted to VA-CIRC through the Remedy Ticketing System within five business days after the incident is closed.

1. Circumvention of computer security controls, safeguards, or procedures;

2. Unauthorized access, use, disclosure, alteration, manipulation, destruction, or other misuse of data and information technology resources;

3. Theft, fraud, or other criminal activity committed with the aide of information technology resources;

4. Theft, loss, or vandalism of hardware, software, or firmware;

5. Issues affecting confidentiality, integrity, and availability of data and information technology resources; and,

6. Unauthorized downloading or copying of VA information.

   f.  For incidents requiring an administrative investigation, procedures contained in Network Memorandum 10N2-12, Administrative Investigations will be followed.  

5.  REFERENCES:  

VHA Directive 6210

VA Computer Incident Response Capability Operating Guidelines and Procedures (VA-CIRC)

OMB Circular A-130, Appendix III

6.  RESCSISSIONS:  Network Information Systems Security Incident Reported Policy, 10N2-147-01, dated July 24, 2001.

7.  FOLLOW-UP RESPONSIBILITY:  VISN 2 ISO, v02visniso@med.va.gov Author: Chafica Angeli, OCIS EII ISO, VISN 2, 315-425-4373

8.  AUTOMATIC RESCISSION DATE:  July 2, 2007.








Signed 9/7/04//

WILLIAM F. FEELEY








Network Director

ATTACHMENTS:  A, B

DISTRIBUTION:   
Network 2 Staff




Network 2 Medical Centers




Care Line Managers




VISN 2 Network Web Site

REPORTABLE INCIDENTS – VA-CIRC

	
	Reportable Incidents
	Local Reporting Thresholds
	VA Reporting Thresholds

	1. 
	Using another person’s individual password and/or account information 
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual

	2. 
	Failure to protect passwords and/or access codes (i.e. sharing individual codes; taping to equipment to avoid memorizing) 
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual

	3. 
	Accessing a patient record for other than a “need to know” reason
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual

	4. 
	Asking unauthorized personnel to access your personal record/data 
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual

	5. 
	Unauthorized personnel accessing a co-workers record in response to their request
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual

	6. 
	Leaving a workstation signed on/unattended; Failure to log off
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual

	7. 
	Unscheduled System Downtime
	If the unscheduled downtime exceeds 2 hours or affects patient care.
	If the unscheduled downtime requires the assistance of the support teams.  

	8. 
	Unauthorized use of external computer connections (i.e. modems)
	If reported by a user or management or as a result of an internal audit
	If the use of external connections expands into an investigation or the need to counsel an individual

	9. 
	Installation of unauthorized software (screensavers, games, etc.)
	If reported by a user or management or as a result of an internal audit.
	If reported by a user/management or detected as a result of an audit. 

	10. 
	Indication of computer virus
	If reported by a user or management or detected by IT. 
	All initial detection of a virus must be reported with additional incidents in a follow-up e-mail to vacirc@vacirc.va.gov.  Also, if the virus causes the system to be taken down, 2 hours of manpower or the sensitive information is altered, damaged or destroyed or if the virus expands into an investigation or the need to counsel an individual.

	11. 
	Illegal reproduction of patient data
	If reported by a user or management, or as a result of an internal audit
	If this incident expands into an investigation or the need to counsel an individual.

	12. 
	Inappropriate disposal of patient data
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual.

	13. 
	Falsifying data (patient, financial, employee, mission critical, etc.)
	If reported by a user or management or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual.

	14. 
	Disclosing patient information with unauthorized personnel; failure to safeguard confidential data
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual.

	15. 
	Theft of computer equipment or software
	If reported by a user or management, or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual.

	16. 
	Inappropriate use of software, such as illegal copying of licensed computer software, intentional introduction of computer viruses, etc.
	If reported by a user or management or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual.

	17. 
	Inappropriate use of the Internet
	If reported by a user or management or as a result of an internal audit.
	If this incident involves pornography, expands into an investigation or the need to counsel an individual.

	18. 
	Inappropriate use of Electronic Mail
	If reported by a user or management or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual.

	19. 
	Misuse or defacing government equipment
	If reported by a user or management or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual.

	20. 
	Destruction or tampering with government equipment
	If reported by a user or management or as a result of an internal audit.
	If this incident expands into an investigation or the need to counsel an individual.
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	VA HEALTHCARE NETWORK UPSTATE NEW YORK

VISN 2 SYSTEM EVENTS DOCUMENTATION

Security Statement: 

The information solicited is necessary to document systems downtime, in accordance with Department of Veterans Affairs and VISN 2 Policy. Send this report in an Outlook Mail Message to: VISN 2 ISO, VISN CIO, and the local facility Operations Mangers and the facility ISO.                                                                         


 Instructions:  This form is to be used by facility Information Security Officers and Systems Managers to document loss of systems services and contingency plan testing.  All questions related to the event must be answered.  This form contains drop down boxes marked with the symbol (.

	Name of person completing this report:
	 FORMTEXT 

     
	Date:   FORMTEXT 

     

	Title(:  FORMDROPDOWN 

	Station (:   FORMDROPDOWN 

	Telephone #:  FORMTEXT 

     

	System Information(:
	 FORMDROPDOWN 


	System Administrators Name:
	 FORMTEXT 

     
	Telephone Number:  FORMTEXT 

     

	System Name: 
	 FORMTEXT 

     
	Latest Service Pack Installed:  FORMTEXT 

     

	Location of System(:
	 FORMDROPDOWN 
     FORMTEXT 

     
	

	Type of Event(:
	 FORMDROPDOWN 

	Was this event scheduled?

 FORMCHECKBOX 
 YES    FORMCHECKBOX 
 NO

	Who scheduled this event?
	 FORMTEXT 

     
	

	Who was involved in the scheduling of this event:
	 FORMTEXT 

     

	Start Date/Time of Event:
	     
	

	Ending Date/Time of Event:
	     
	Duration of Event days/hrs/mins:  FORMTEXT 

     

	Has a VA-CIRC Incident Report been completed?   FORMCHECKBOX 
 YES    FORMCHECKBOX 
 NO
	VA-CIRC Incident Number:  FORMTEXT 

     

	Who completed the VA-CIRC report?      
	Date VA-CIRC was filed:  FORMTEXT 

      

	Outside agencies contacted(:
Select more then one if needed
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	
	 FORMDROPDOWN 

	 FORMDROPDOWN 


	Evaluation

	Describe in general the event that occurred that generated this report:      

	Describe in general the basic activities which were performed manually:  FORMTEXT 

     

	List in general the basic activities that were stopped or eliminated for the period of downtime:      

	List areas where the system contingency plan broke down and failed the intended purpose:      

	List areas where the contingency plan of other services broke down or failed to provide for the continuation of necessary activity:      

	Document plans for improvement of the Contingency Plan for the system that this report references:      

	Describe briefly the type and numbers of customer complaints due to inaccessibility to service. Evaluate whether the complaints were a direct result of inaccessibility or were due to a lack of staff education on the contingency plan:      

	Indicate other remarks/recommendations discovered as a result of this event:      

	Estimate total number of hours required for data

 re-entry into the application due to downtime:
	 FORMTEXT 

     
	Could this event have been prevented:

 FORMCHECKBOX 
 YES    FORMCHECKBOX 
 NO

	Estimate overtime hours:
	 FORMTEXT 

     
	

	Estimated hours or period (e.g., 2 days, 2 weeks) required for service to reach similar level of service or activity that existed prior to the downtime by utilizing existing staff:  FORMTEXT 

     

	Additional remarks or comments:      
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