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NETWORK 2 SENSITIVE RECORD ACCESS AND TRACKING POLICY

1.  PURPOSE:  The VA is required by Law to protect sensitive information from being accessed inappropriately.  The purpose of this policy is to establish procedures for sensitizing electronic medical records, tracking of requests to these sensitized records and disclosure of such information. 

2.  POLICY:  Sensitive data includes, but is not limited to, patient identifying information such as patient name, social security number (SSN) and all health information.  All requests for information from the electronic medical record and access to sensitized records will be processed in accordance with policy, i.e. Privacy Act, Health Information Portability and Accountability Act (HIPPA), and Office of Cyber and Information Security (OCIS) and VISN 2 policy.  


a.  Employee medical records, whether paper or electronic, are sensitive and must be afforded the same protection as veterans’ records.  VA employees are entitled to review the information contained in their own medical record only upon written request.


b.  Access to sensitive data is restricted to those with a need to know in the performance of assigned duties.  Any individual’s access to the electronic medical record, that is not required in the performance of their official duties, is an information security violation.  Actual and suspected security breaches will be identified and reported in accordance with VA regulations and Network 2 Information Systems Incident Reporting policy, 10N2-147-01.  Violators are subject to administrative action and possible criminal prosecution for misuse.


c.  In accordance with VHA health information management and health record policy, the following categories should hold a Security Level of Sensitive:  1) employees; 2) volunteers upon request 3) individuals who are engaged in the presentation of claims before VA; this includes employees or representatives of veteran service organizations or of cooperating public or public agencies.  Such records will remain sensitized for the life of the record, including after termination of employment, retirement, or transfer.   


d.  Sensitizing records that fall under the protection of 38USC, Section 7332 that covers such information as drug abuse, alcoholism or alcohol abuse, infection with the human immunodeficiency virus (HIV), or sickle cell anemia is not mandatory under law.  The facility Health Information Management (HIM) Manager is the approving authority for determining if such records, as well as other records that would have a high curiosity factor, or requests from patients will be sensitized.

e.  Access assignments allowing the Security Level of the electronic medical record to be modified will be limited to the facility HIMS Manager and the facility Information Security Officer (ISO).  This access includes the DG Security Enter/Edit menu option and the DG SENSITIVITY security keys.  The DG SECURITY OFFICER menu and the DG SECURITY OFFICER security key will be limited to the Facility ISO.

f.  Access to a patient’s paper or electronic medical record by an employee that is also a family member of the patient is strictly prohibited.  In the event a legitimate need for a family member’s medical information is determined, a formal request should be submitted to the facility Release of Information office. 


g.  Employees are prohibited from accessing their own electronic medical record in accordance with the Privacy Act.  Installation of VistA software patch DG*5.3*214 is mandatory and will prevent users from accessing their own electronic medical record. Veteran employees that need to have a copy of information from his/her medical record must present the request, in writing, to the Release of Information office. Employees that are not veterans may obtain a copy of information from his/her medical record by submitting a written request to the Employee Health Office or Medical Records section as determined by the facility.  An employee should not ask another employee to access his/her medical record for the purpose of providing information contained therein.  Such communication between co-workers does not constitute authorized access. The established release of information process in accordance with the Network 2 Release of Information Privacy Act and Freedom of Information Act, 10N2-103-01, must be adhered to.    

h. The DG Security Log file tracks every access event involving a sensitized electronic medical record.  Reports of Sensitive Record Access activity will be compiled daily and reviewed by facility Information Security Officers. Each time the security level category defined as Sensitive is removed from a record, a bulletin will be sent to members of the SENSREM mail group.   Members of this mail group will be limited to Information Security Officers and HIMS Managers.

i.  Access to records tracked in the DG Security Log file will be kept for one year.  Patient records with a security level of non-sensitive will be purged on an annual basis.  Purging of this file will be coordinated by the VISN ISO, the VISN HIMS Officer and designated Information Systems staff.

j.  Sensitive information either printed or copied from the VistA system will be protected from disclosure.  Handling of sensitive information includes, but is not limited to: 1) shredding or similar method of disposing of printed material containing sensitive information; 2) securing electronic mail messages and attachments for the purpose of transmitting sensitive information to an authorized recipient; 3) storing reports that contain sensitive information on secured Network drives; storage of sensitive data on the Public drive is strictly prohibited.

k. The electronic medical record shall not be accessed by an employee, or any other user category, for the purpose of obtaining demographic information of a co-worker.  This includes such information as home telephone number, home address or any other personal demographic information.

3. RESPONSIBILITY:  

a. Facility Information Security Officers are responsible for: 1) monitoring access to sensitized medical records in accordance with Network 2 information security standard operating procedures; 2) providing appropriate training to users on applicable policies and procedures; 3) sensitize electronic medical records resulting from administrative requests, such as investigations, to ensure compliance with existing security requirements, and 4) investigating suspected violations of the Privacy Act and reporting incidents in accordance with national and Network 2 Incident Reporting policy, 10N2-147-01.

b. HIMS Managers are responsible for sensitizing, and de-sensitizing when appropriate, both electronic and paper records.  HIMS Managers are also responsible for maintaining written requests for DG Security Log information, along with other data, in accordance with reporting requirements for the Annual FOIA Report.

c. The Information Systems (IS) Software Manager is responsible for: 1) ensuring that all mandated Privacy Act enforcing software is installed and activated; 2) ensuring menu options and security keys associated with such software are limited to appropriate ISO and/or HIMS staff; and 3) ensuring that high level access, such as programmer options and security keys, are limited to authorized staff. 

d. Human Resources is responsible for ensuring consistency in actions taken in response to violations of the privacy act. 

e.  All users of VISN 2 information systems are responsible for: 1) ensuring the confidentiality of sensitive information; 2) accessing electronic medical records on a need to know basis only for the purpose of assigned duties; and 3) reporting known and suspected security violations to the facility ISO.

4. PROCEDURES:  

a.  Electronic medical records contained in VistA can be set as Sensitive or Non-Sensitive as determined by the facility HIMS Manager.  Guidelines for sensitizing records include: 1) All employees and Compensated Work Therapy staff shall be sensitized indefinitely; 2) All records of high profile persons shall be sensitized indefinitely, unless otherwise deemed necessary by the HIMS Manager; 3) Records may be sensitized at the request of the patient upon concurrence by the HIMS Manager for as long as deemed necessary based on the surrounding circumstances; cases will be managed on an individual basis. 

     1. Patient Records:  Requests to sensitize or de-sensitize an electronic medical record will be submitted in writing to the facility HIMS Manager for review and action.  Upon approval, the request will be processed and notification sent to the facility ISO when circumstances require monitoring.  Such requests apply to non-employee patients, as the electronic medical record of patients with a primary or secondary eligibility of “Employee” is automatically sensitized the first time the patient is entered into the Patient File (#200).  

     2. Volunteer Records:  It is the responsibility of the facility Voluntary Manager or designee to ensure that all Volunteers are aware that their electronic medical record may be sensitized upon request.  Volunteers that are entered in VistA and wish to have their electronic medical record sensitized will submit a request to the HIMS Manager.   Once sensitized, a volunteer’s electronic medical record will remain sensitized indefinitely.    

b.  Monitoring Sensitive Record Access:  Each access, or attempted access, to a sensitized electronic medical record generates a ‘Restricted Record’ warning to the user and records information regarding the access event.  This includes, but is not limited to, date/time of access, user name, menu option used to access the record and patient name. Facility ISO’s are required to monitor sensitive record access and will review the DG Security Log file in accordance with Network 2 information security standard operating procedures.  Accessing of electronic medical records defined as Sensitive will be challenged by an ISO.  Users identified as accessing a sensitized electronic medical record may be asked to provide justification from any ISO in Network 2 and will be required to respond to the ISO and the HIMS Manager.   Each inquiry will be handled on an individual basis.  If the user does not respond within five working days or does not provide appropriate justification, the user's Care Line Manager or Supervisor will be notified and asked to verify the appropriateness of the access.

c.  Sensitive Record Access Violations:  Violations that occur as a result of inappropriate justification for access to a sensitive record will be reported to the user's Care Line Manager or Supervisor to determine appropriate disciplinary action.  Follow up on action taken will be provided to the ISO in a timely manner.  Network procedures for reporting security incidents will be followed if a violation occurs.  This includes notification to the facility HIMS Manager and to the VA Computer Incident Response Capability (CIRC).

d. Restrict Record Access:  The MAS Parameter Entry, Restrict Patient Record Access, should be set to YES at all times.  The DG RECORD ACCESS security key circumvents this parameter and therefore will not be assigned to any user unless for extraordinary circumstances and with approval from the Network ISO. 

e.  Requests for Security Log Tracking:  Information contained in the DG Security Log file is covered under VistA, 79VA19, System of Records, and both the Privacy Act and Freedom of Information Act (FOIA).    Title 38 CFR 1.526 requires requests for copies of any records in the custody of VA to be furnished in writing.  The written request should contain the name and social security number of the individual of whom the log pertains, reason or purpose for which the copy of the log is requested, dates of the log requested and signature of the requesting individual.  HIM Service must maintain a file of all written requests for information from the DG Security Log file for Privacy Act reporting purposes. 

     1.  Employees:  A request from an employee for copies from the log file that tracks access to their sensitized record will be processed in accordance with the Privacy Act and the Freedom of Information Act (FOIA).  Either a written request or VA Form 3288, Request For and Consent to Release of Information From Claimant’s Record, must be signed by the employee and kept on file with HIMS.  The HIMS Manager will obtain the requested information from the ISO and provide it to the employee.  The employee should not contact an employee(s) that is listed as accessing his/her record.  The ISO should be notified if the employee suspects that a violation has occurred.

     2. Veterans:  A request from a Veteran, that is not an employee, for copies from the log file that tracks access to the sensitized record should be handled through the facility Patient Advocate.   The Patient Advocate will handle all communications from and to the patient and will ensure request is coordinated with HIMS and the ISO as appropriate.  Either a written request or VA Form 3288, Request For and Consent to Release of Information From Claimant’s Record, must be signed by the Veteran and kept on file with HIMS.  The HIMS Manager or designee will obtain the requested information from the ISO and provide it to the Patient Advocate to submit to the Veteran.  The patient should be advised in writing that they may not contact any individual directly concerning the need for access to their record.  All concerns should be directed to the Patient Advocate for further action.

    3.  Management:  A request from a user’s Care Line Manager for copies from the log file that tracks access to the sensitized record will be directed to the ISO.  A Care Line Manager may obtain information concerning one of their employees in accordance with the Privacy Act, 5 USC 552a(b)(1).  When a request is made from a VA employee in performance of their official duties, such as the manager investigating inappropriate behavior, tracking for Privacy Act reporting purposes is not required.  However, a written request should be submitted to the ISO for incident reporting purposes.

    4.  Third Parties:  Requests from any individual other than the person to whom the log pertains, including non-VA investigative bodies such as the GAO, will be directed by medical center management to the facility ISO for review and coordination with HIMS.  A record of the release of information for FOIA reporting purposes is required for all non-VA third party requests.  If the individual requesting the information is a VA employee, such as the IG, and the information is required in the performance of their official duties, FOIA reporting is not required.

5.  REFERENCES:  Privacy Act of 1974, VA Directive 6210, Automated Information Systems (AIS) Security; Network 2 Computer System Access Policy; Network 2 Information Systems (IS) Security Policy; Network 2 Information Systems (IS) Incident Reporting Policy; Network 2 Release of Information Privacy Act and Freedom of Information Act.

6.  RESCISSIONS: Facility-level sensitive record access policies. 

7.  FOLLOW-UP RESPONSIBILITY: Information Systems and HIMS, author Chafica Angeli, Network Information Security Officer, 315-425-4373 and Denise Harrington-Nicita, Network HIMS Manager, 315-425-6595 

8.  AUTOMATIC RESCISION DATE: April 4, 2006.  








Signed 7/7/03//
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Network Director
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