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NETWORK 2 ELECTRONIC MAIL REVIEW POLICY

1.  PURPOSE:  To establish VISN-wide policy for conducting reviews of electronic mail accounts to ensure compliance with information security requirements and prevent abuse of government resources including, but not limited to the inappropriate use of e-mail for personal gain, harassment, the transmittal or receipt of inappropriate language, pictures, sounds, images or other communication not appropriate for the workplace and/or actions otherwise contrary to existing laws, regulations and/or policies.  The specific procedures set forth in this policy shall be followed when it is requested by a systems manager or management official to review an employee's electronic mail account.
2.  POLICY:  

a. Government-provided electronic mail is intended for official and authorized purposes. Electronic mail users must exercise common sense, good judgment and propriety in the use of this government resource.  Electronic mail is not inherently confidential and users should have no expectation of privacy when using government electronic mail systems.  Electronic mail shall contain only non-sensitive information unless the data is appropriately secured.

b. Technical or administrative problems may sometimes cause situations where a systems manager may need to review an employee's electronic mail messages.  In addition, management officials may express a need to review a subordinate's electronic mail messages as part of their supervisory responsibilities.  The need for such reviews include, but are not limited to: 1) follow up on suspected information security violations; 2) emergency access in the event of unexpected extended leave, termination or other emergency where the employee possesses VA information and is not available.  However, system managers and others with special system-level access privileges are expressly prohibited from reviewing the electronic mail of others, unless specifically authorized in writing or e-mail by appropriate senior management officials and the Information Security Officer (ISO).  This policy does not limit or prohibit the Information Security Officers from conducting routine monitoring of electronic mail.  For the purpose of this policy, management officials are defined as: the Facility Director or his/her designee, Care Line Manager, Service/Section Chief, and the supervisor of the individual.  The senior management official is defined as the Facility Director or his/her designee.

c. Audit logging for all activities related to e-mail reviews is required and must be protected and saved.  Under no circumstances will the user’s password account under review be compromised during the e-mail audit.  Upon completion of the review, all access will be returned to the original state.

3.  RESPONSIBILITY:  

a.  Care Line Managers are responsible for ensuring that users within their Care Line have an understanding that electronic mail has no expectation of privacy and that electronic mail is not inherently confidential.

b.  Information Security Officers have the inherent right and responsibility to monitor electronic mail and conduct audits of user electronic mail accounts to ensure compliance with existing security requirements and to otherwise fulfill the responsibilities of their positions.  Information Security Officers are also responsible for acting upon the requests to review electronic mail, and conduct audits of user electronic mail accounts and/or activities that may be requested by government and/or other agencies, including, but not limited to the VA Office of Inspector General, VA Office of Resolution Management, Equal Employment Opportunity investigators, civil and/or criminal law enforcement entities and VA administrative boards of investigation, and upon written request by Care Line Managers (either by memo or electronic mail) for the purpose of an administrative investigation.  Information Security Officers will record and track all requests and conclusion’s concerning audit and reviews of electronic mail. The ISO’s are responsible for reporting security violations to the VA-CIRC in accordance with the VISN 2 IS Incident Reporting policy.

c.  Systems managers are responsible for maintaining VA information systems and will not browse or copy users’ e-mail accounts unless specifically authorized by a management official and the Information Security Officer following the procedures set forth in this policy.

d.  Systems Managers are responsible for complying with this policy and are required to assist the Information Security Officers with investigations that may be authorized and directed following the procedures set forth in this policy.

e.  All individuals who use or gain access to VA information systems or sensitive information must adhere to VA and Network policies to include, but not be limited to, the protection of individual user accounts, patient confidentiality, access to sensitive data and appropriate use of the Internet and electronic mail.

4.  PROCEDURES:  

a.  All requests to audit a user’s electronic mail account(s) shall be sent by authorized personnel to the ISO and must include the following information: 

1.  First and Last Name of User

2.  Username (Account Name)

3.  Justification for audit

4.  Date range of audit

5.  Specify electronic mail system to be audited 

6.  A brief description of what information is being sought (i.e., if the audit is to determine if a user is using government provided mail to sell a product, the description should state so.

7.  Recipients of the message (if known or important to the request)

8.  Include Care Line Manager for concurrence

    b.  Upon receipt of the written request, the ISO will review and make appropriate recommendations to the Facility Director (or designee) for concurrence prior to the audit and review of a user’s electronic mail account.   The ISO will conduct the review and make available his/her findings to the Care Line Manager and supervisor.  
   c. Depending on the nature of a reported incident, the ISO may evoke privilege and conduct a review/audit with concurrence of the Facility Director.  These reviews/audits may take place by the ISO without the knowledge or concurrence of the Care Line Manager or supervisor.

   d. Additional violations of existing laws, regulations and/or policies discovered during the course of a review and/or audit of electronic mail accounts and/or activities, even if not within the original scope of the original audit/review request will be reported and treated as any other policy violation by the ISO conducting the review/audit.

1.  VistA Electronic Mail Audits:  Information Security Officers are assigned the Super Search Message File option and the XM SUPER SEARCH security key.  The XM SUPER SEARCH key allows the holder access to search the Message file based on multiple criteria. Access to the Super Search option and XM Super Search key will be limited to Information Security Officer staff.  The Information Security Officers will review and make recommendations on requests for the search option and the XM SUPER SEARCH Key.  All XM Super Search activities are reported via postmaster message to the VistA Mail Group named XM SUPER SEARCH.  The XM SUPER SEARCH mail group membership will include: VISN 2 Manager for Software, Information Security Officers and Alternate Information Security Officers. All super search activities must be documented by the ISO.

     a.  The ISO will conduct the audit of VistA e-mail using the menu option Super Search Message File.  Further action may be taken by the ISO depending on the content and/or information discovered in the audited e-mail accounts and/or activities. 


        b.  All related messages to the search will be reviewed for content and those messages meeting the search criteria will be made available to the requester. Additional auditing of electronic mail for content may be required where the option “Super Search Message File” has not performed to expectations.  In these instances the Network Manager for Software that supports electronic mail will be contacted by the ISO to designate Software or Systems staff to assist the ISO. When the “Super Search Message File” option has not performed to expectations the systems manager with the ISO present may review a user’s electronic mail account following the procedures set forth in this policy, a log will be kept of all such activities.

1. Microsoft Outlook (Exchange) Electronic Mail Audits


        a.  Audit methods available to the ISO for the purpose of reviewing MS Outlook electronic mail may vary as described below.  Depending on the circumstances, it may be necessary to restrict the user’s e-mail access until the audit has been completed.  On such occasions, it is the responsibility of the user’s Supervisor to notify the employee that Network access will be temporarily disabled.  Such notification to the user will be factual only, so as to not potentially compromise the scope or nature of the review/audit of the user’s electronic mail.


        b.  The MS Exchange Administrator may access the user's mailbox with the ISO present to view the content of the same, per the ISO's direction, provided such request follows the specific procedures set forth in this policy.  Further action may be taken by the ISO depending on the content and/or information discovered in the audited e-mail accounts and/or activities.  


        c.  Per the direction of the ISO, the exchange administrator may assign the ISO permission to read the user’s e-mail account.  This will allow the ISO to view the users mail in a private office with low risk to the user knowing about the audit/review. The ISO may also choose to save and/or print e-mail specific to the complaint or incident.  In general the message will be saved as a “message format” file type.


        d.  After completion of the review and/or audit of electronic mail accounts and/or activities, the ISO will report his or her findings to the appropriate Care Line Manager for potential disciplinary or other action as may be warranted.  If it is determined that the content of the user's electronic mail account and/or activities are inappropriate or contrary to VA laws, regulations and/or policies, the user's e-mail account will be saved as potential evidence in the manner indicated above.  Depending on the findings of the review and/or audit, the ISO may be required to report his or her findings to the VA Police, VA-CIRC, Facility Director, Office of Inspector General or other appropriate law enforcement authorities, as warranted.

5.  REFERENCES:  VA Directive 6301, Electronic Mail Records; VA Directive 6001, Limited Personal Use of Government Office Equipment; VA Directive 6210, Automated Information Systems Security; Standards Of Ethical Conduct For Employees Of The Executive Branch, 5 CFR Part 2635; 10N2-87-00, Network 2 Information Systems (IS) Security Policy, http://vaww.visn2.med.va.gov/network/policies/10N2-87-03.doc;

10N2-30-02, Network 2 Computer System Access Policy, http://vaww.visn2.med.va.gov/network/policies/10N2-30-02.doc

6.  RESCISSIONS: None. 

7.  FOLLOW-UP RESPONSIBILITY: VISN 2 Information Security Officers, VISN ISO mail group, v02visniso@med.va.gov

8.  AUTOMATIC RESCISION DATE: July 30, 2006.








Signed 9/2/03//








WILLIAM F. FEELEY








Network Director
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