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NETWORK 2 VIRTUAL HELP DESK

1.  PURPOSE:  This VA Healthcare Network Memorandum establishes Network policy pertaining to the operational policies and procedures for the Network 2 Virtual Help Desk. The Network 2 Virtual Help Desk harnesses the power and effectiveness of electronic communication to provide responsive customer service.  Electronic communication provides new opportunities for enhanced interaction and information delivery and facilitates intra- and interagency communication towards a common goal in the mission-critical arena of customer service.

2. POLICY: 

a. Background: The Virtual Help Desk is one component of the Network 2 website at http://www.va.gov/visns/visn02/.  From its inception, the website received a high volume of diverse requests for information and assistance from veterans and stakeholders via electronic mail. The Virtual Help Desk was created in order to provide a user-friendly mechanism to meet this demand for information and direct communication.  Users can submit requests twenty-four hours a day, seven days a week from the convenience of their computer desktop. Submissions are acknowledged with an automated receipt, and the information is provided, or the request is triaged and delegated to an appropriate contact by the Virtual Help Desk Manager. Requests are answered quickly via e-mail, providing a responsive customer service program.  Email interaction is satisfying to both customers and VA administrators since it provides a high degree of accountability, threaded documentation of all contacts, and a rapid response time.     
The Virtual Help Desk provides an interactive communication link between VA health professionals and veterans, their families, caregivers, and others. The Virtual Help Desk provides information about health programs, facilities, eligibility and benefits. Veterans are linked with VA staff, enrolled for service and given a forum for immediate feedback about complaints or satisfaction. A significant number of Help Desk requests require intra-facility and/or interagency teamwork for successful resolution.  In addition to establishment of a Virtual Help Desk Team a network of contacts has been established which includes State and County Veteran Service Officers, other VHA Networks, Vet Centers, the Veterans Benefits Association, and Veteran Service Organizations. These interactions constitute dynamic delivery of innovative customer service in a new setting for consumers with ever-increasing expectations.

b. The following components comprise the program infrastructure:

1. The Network 2 Virtual Help Desk Manager coordinates the Virtual Help Desk program, responding to general requests for information and assistance and acting as a gateway for triaging help desk requests for further follow up.  The Virtual Help Desk Manager arranges delegate coverage while on leave to ensure timely response to all requests.  An email distribution group is utilized to ensure complete coverage.

2. The Network 2 Virtual Help Desk Team includes designated Patient Advocates and Veteran Service Center Staff at each VA Medical Center, utilizing their skills, training, experience, and expertise in successfully resolving requests for assistance.   The Virtual Help Desk Team also includes two representatives from each Care Line, as well as identified subject matter experts in appropriate categories (enrollment, eligibility, benefits, etc.) in order to ensure that all specialties are represented, authorized, and able to respond as needed to a diverse range of requests with optimal outcomes.  Team members participate as requested by the Virtual Help Desk Manager or designee, and are responsible for developing/coordinating an appropriate and timely response to Virtual Help Desk requests for information and assistance. 

3. Relationships with VBA, VA Regional Office representatives, and Veteran Service Organizations further enable interagency collaboration for request resolution.

4. In order to prepare and empower Virtual Help Desk Team Members to provide optimal assistance via email, members receive training which includes basic Internet skills, email etiquette, scope of advisement, medical liability, use of PKI technology, and maintaining patient/employee confidentiality.

3.  RESPONSIBILITY:

a. The Virtual Help Desk Manager or designee is responsible for coordination of the Virtual Help Desk program, responding to general requests for information and assistance and acting as a gateway for triaging help desk requests by category.  

b. The Virtual Help Desk Manager or designee is also responsible for outcome tracking, documentation and reporting of Virtual Help Desk request summaries on a quarterly basis.

c.  Members of the Virtual Help Desk Team are responsible for developing/coordinating an appropriate response to Virtual Help Desk requests for information and assistance at the request of the Virtual Help Desk Manager or designee.   Team members are responsible for responding to the request via email with additional distribution to the Virtual Help Desk Manager for tracking and documentation purposes.
d. Members of the Virtual Help Desk Team are responsible for protecting sensitive data or information transmitted electronically between VA staff by utilizing encryption.  Digital certificates (VA PKI) will be utilized for this purpose.  Sensitive data includes identifying information, such as name, address, Social Security Number or other specific identifying information.  Diagnostic information about an individual, financial information, education, employment history and familial relationships are also considered sensitive.  Messages that contain sensitive data as defined above will be encrypted when email is utilized as a communication tool between VA staff for resolution of Virtual Help Desk requests. Virtual Help Desk responses will not contain sensitive data either in the body of the message or as an attachment.
e. Virtual Help Desk Team members are responsible for referring any request for information from the patient medical record to HIMS to ensure appropriate release of information procedures are followed.

f. The VISN 2 Web Team is responsible for monitoring and trending Help Desk requests as opportunities for website content development such as Frequently Asked Questions. 

4.  PROCEDURES:

a. Virtual Help Desk requests are submitted through a secure (SSL) online form available at the Network 2 Website at https://www.va.gov/sec/vha/VISN2/virtualhelpdesk.html. Virtual Help Desk submissions are immediately responded to with an email message acknowledging receipt of the request, utilizing a programmed auto responder.
b. VHD requests will be handled in accordance with VA Directive 6210.  This includes forwarding requests to only individuals or groups on a need to know basis and encrypting electronic mail messages and attachments that include sensitive information.  In the event the ability to encrypt is not available, alternate methods of communication, such as telephone or secure facsimile (FAX) will be used. 

c. Virtual Help Desk requests from patients and employees will be handled in accordance with the Network 2 Release of Information policy.  This includes forwarding requests and replies to the Release of Information Unit.  Electronic responses to the requestor from the Virtual Help Desk team members must not contain sensitive information unless encrypted. If encryption/decryption is not available, the response should instruct the requestor to contact the appropriate person by telephone.

d. Every effort will be made to provide a direct response via email within one business day.  All requests will be responded to within three business days, or an explanatory message sent to the requestor acknowledging that the efforts are underway to provide the requested assistance or information.   Issues that are not able to be resolved within three business days will be brought to the attention of the Virtual Help Desk Manager via email in order to streamline communication.  

e. Virtual Help Desk requests will be documented in an Access database, which will record the following parameters: Name, Email Address (as available), Type of Request, Description of Request, Descriptive Category, Customer Service Standard, Start Date, Action, Outcome, and End Date.  These parameters represent minimal information needed to document, track, and follow up Virtual Help Desk Requests.  Access to this Database will be limited to only those with a need to know and any reports generated from the database will not include other identifying information. 
f. Virtual Help Desk summaries will be compiled and distributed on a quarterly basis and provide information related to Types of Requests, Turnaround Time, and Significant Issues raised by Virtual Help Desk requestors.  Reports will be analyzed and opportunities for program improvement and enhancement explored, including Website content development.

4. REFERENCES:  

VA Directive 6210

Network 2 Information Systems Security Policy, 10N2-87-00

Network 2 Release of Information Policy, 10N2-103-01

Network 2 Medical Record Documentation Guidelines
6.  RESCISSIONS:  None

7. FOLLOW-UP RESPONSIBILITY: Network 2 Webmaster; Virtual Help Desk Manager

Author: Kim Nazi, (518) 626-6216 [kim.nazi@med.va.gov].

8.  AUTOMATIC RESCISSION DATE: February 6, 2005.

for F.L. MALPHURS
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