Department of Veterans Affairs                               Network Memorandum 10N2-103-02

VA Healthcare Network
                                                                         January 02, 2002 Upstate New York                           


NETWORK 2 RELEASE OF INFORMATION

PRIVACY ACT AND FREEDOM OF INFORMATION ACT

1.
PURPOSE:  To establish policy and procedure for the release of medical and other information by any means; verbal, written, electronic or facsimile.

2.
POLICY:


a.  The Health Information Manager (HIM) is the Records Custodian and is responsible
for all Consolidated Health Records in the medical center and associated outpatient clinics. All requests for information from outside of the VA facility should be directed to the Health Information Manager, or designee for coordination and release.

b. The Health Information Manager is designated as the Freedom of Information 

Officer/Privacy Act Officer and is responsible for ensuring the security and confidentiality of the information and records.  The Officer shall provide final determination for denial on requests to gain access or to amend a record.  Problem cases will be referred to Regional Counsel for assistance with final or for final disposition.

      c.  Records containing sensitive information, including, but not limited to information protected under 38CFR & 1.577, will be referred to the treating physician for determination of whether or not releasing the medical information will adversely affect the individual’s physical or mental health.


d.
The Freedom of Information Act applies to all Department of Veteran Affairs (DVA) records including medical records and other information (i.e. Personnel, contracts, etc.) in any form or media.  It does not apply to objects.  Agency records are records either created by the agency, obtained by the agency or under the control of the agency. It should be noted that records obtained from other agencies that have not been incorporated into our records must be sent back to the originating agency for a decision on release.

3.
RESPONSIBILITY:

a. Network 2 practitioners are responsible for reviewing records referred to them that contain sensitive information so that they may determine whether or not releasing the medical information will adversely affect the patients physical or mental health.  The practitioner will document in CPRS or directly into the record his/her response, and it will be filed in the patient’s administrative folder.  In all cases where information is withheld for any reason the patient will be given appeal rights.

b.
All Network 2 employees are responsible for forwarding requests and replies to 

the Release of Information Unit of HIM.

c.
All Network 2 employees are responsible for complying with Network 2 policy governing the release of medical information and are subject to all penalties or fines imposed for non-compliance with the regulations.

4.
PROCEDURES:

a.
General Guidance:

1.
VHA healthcare practitioners may provide statements/opinions concerning a patients medical condition to support their claim for VA compensation or pension in accordance with VHA Directive 2000-029, but the veteran must be informed that decisions concerning VA compensation and/or pension benefits are:

a.
Decided by VA Regional Office rating specialists based upon the law, regulations and the totality of medical evidence pertaining to the disability claimed, and;

b.
Are not controlled by the physician providing their care or the medical facility furnishing treatment.

2.
VA physicians may assist in completing forms that require a medical professional’s opinion.  Examples of these forms include, but are not limited to:

· Family Medical Leave Act forms

· Life insurance application forms

· Social Security Disability forms

· Department of Education forms for loan repayment exemptions based on 

                       disability

· Non-VA disability retirement program forms

3.
All instances involving VA determinations must reflect the new VHA Directive 2000-029 entitled, Provision of Medical Opinions by VA Health Care Practitioners.  The disclaimer contained VHA Directive 2000-029 must be incorporated into the Consolidated Medical Record.

“I understand that the VA healthcare practitioner’s opinions and statements are not official VA decisions regarding whether I will receive other VA benefits or, if I receive VA benefits, their amount.  They may, however, be considered with other evidence when these decisions are made at a VA Regional Office that specializes in benefit decisions.”

4.  Disclosure of any information from Armed Forces medical records in VA 

custody will be made under the guidelines provided in M1, Part1, Chapter 9 and MP1, P11, Chapter 12.

5. The FOIA/PA officers located at the Regional Offices normally handle any 

Claims folder requests for medical information.  Compensation and Pension exams that are maintained in the patient’s medical record may be released by the treating facility.

6. VA Police may have access to patient images stored in the VIC system 

under these conditions:

                  a.  For use only when needed to perform duties, such as searching for a missing patient.

                   b. Only a single image may be printed and provided to security, access to the entire system will not be given.

 c.  The printed image will be destroyed when it is no longer needed.

7.
All signed authorizations for release of medical information must be filed in

the patient’s administrative folder and entered (completed) in the computerized tracking software package.

            a.  Service of Legal Documents:

       1.  Any person seeking to personally serve legal documents on VA property will be directed to the office designated by the facility Director for receipt of legal documents.

                        2.  The documents will be examined by the designee to determine if they relate to a patient, a personal legal matter of an employee, or to the person’s employment with the VA.   If the person to be served  is a patient, the designee will contact the patient’s primary care provider to determine if the patient is medically capable of accepting service of process.  If service of process would not adversely affect the care or health of the patient arrangements will be made for the patient to meet with the process server.  If the documents relate to a personal legal matter of an employee, the designee will coordinate with Human Resources Management (HRM) to arrange for the employee to go to HRM for completion of service of process.  If the documents relate to an employee’s work at the VA or any legal proceeding involving the VA.  The designee will contact the Office of Regional Counsel.  

                 b.  Subpoenas and Court Orders:

                      1.  Any employee receiving a subpoena, court order or any other legal document or request for information pertaining to their work at the VA will refer the document to the HIMS Manager.  The HIMS Manager is responsible for processing all requests for information from outside the VA.

           c.    Consents:

                       1.  As a general rule, the consent of the patient will always be sought prior to the release of medical records.  Some medical information may be appropriate to be released to a patient by their practitioner during the course of a visit if it is deemed as necessary to facilitate patient education.  In this case a consent would not be needed.  In all such cases, prior approval for the release of patient education materials from CPRS should be sought from the VISN 2 Health Information Committee.

                      2.  Consents for release of medical information may be given on VA Form 3288, Request For and Consent To Release of Information From Claimant Records.  If information regarding alcohol, drug abuse, sickle cell anemia or HIV treatment is requested, VA From 10-5345, Request For and Consent to Release of Drug Abuse, Alcoholism or Alcohol Abuse, Sickle Cell Anemia Information or HIV (Human Immune Deficiency Virus) from medical records will be used.  Consents are valid for six months. 

           3.
Consents must contain the following: patient’s full name and social security number, name and address to whom information is to be released, specific information to be released, specific purpose of disclosure, signature of patient and date signed, and specific time frame of the signed release according to the patient’s instructions.

                       4.  Consents not on VA forms are considered valid if all the information above is documented.

           5.
Quality Assurance Records and documents created as part of the Quality Assurance program are confidential and privileged and may not be disclosed to any person or entity except as provided in Title 38, United States Code, Section 5705 and 38 CFR sections 17.500-17.540.

d.  Release of Autopsy Results:


                     1.  Procedures for release of autopsy findings will follow guidelines outlined in M1, Part 1, Chapter 9, Section 9.46.

    2.  When request for autopsy findings is received, the Release of Information personnel will forward the request to the appropriate provider for response The provider will prepare a “next of kin” letter, containing pathological diagnosis in lay terminology.

    3.  If the next of kin subsequently request a copy of the autopsy protocol, it may be released provided the physician has determined that the report does not contain information which could be injurious to the physical or mental health on whose behalf the information is sought or cause repugnance or resentment toward the decedent.

    4.  If the autopsy contains drug abuse, alcohol abuse, sickle cell anemia or HIV information, the information will be disclosed only if it has been determined that the information is needed for survivorship benefits.

 e.  Department of Health:  M-1, Manual, Part 1, Chapter 9 prohibits the disclosure of a patients name to the NY State Department of Health on the NYS HIV-Antibody Test Requisition Form without the patients prior written consent, unless exceptional circumstances exist.

f.  Access Logs:  All requests by employee veterans for copies of the VISTA access log to their medical records should be forwarded to the ROI clerk for processing.  The employee veteran will be required to sign a consent form which will be kept on file.  A VISTA access log will record any person who has accessed a particular medical record in the Computerized Patient Record System (CPRS).

         g.   Fees:  When requests are made for release of information under the Privacy Act for other than treatment purposes, the guidelines set forth in M-1, Part I, Chapter 9 will apply. 

          1.  A fee will not be charged for any search or review of a record.

          2.  One free copy will be provided to the requesting patient.

 


          3.  When charges are made for additional copies of records, the fee as stated in 38 CFR 1.577(f) will be charged.  Attorneys and Insurance Companies are 100 pages free then $.25 a page.  Patients receive free the first copy of their record, then for a second copy $.15 after the first 100 pages.

         h.  Faxing:   When a request is received for medical information to be faxed, the release of information clerk will request the following information from the requestor:

               - Requestor’s Name

          - The name of facility requesting the information

          -  Patient’s name and social security number

          - Information required

          -  An authorization from the patient

          - Requestor’s fax number

          - Verification/call back number

             1. The following statement will be placed on the cover sheet:

                  “This information is being provided to you in response to your request.  Please be advised that under the provisions of Title 38, U.S.C. Section 3301 (f), If you willfully use this information for any purpose other than what is specified in your request, you will be libel for prosecution.”

                          “ If you are in receipt of this information in error, please destroy, and notify the above number.”

              i.  Penalties:

             1.
 Any person who knowingly and willfully requests or obtains any record concerning an individual under false pretenses shall be guilty of a misdemeanor and fined not more than $5,000.

             2. Any person who by virtue of his/her employment or official position has possession of or access to Veteran Health Administration records and willfully discloses information in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

            3.  Persons who violate the policies and laws regarding confidentiality of records may be subject to disciplinary action, and civil or criminal penalties.

             j.   Freedom of Information Act:

                       1.  All requests for information from outside the VA must be processed in accordance with the Freedom of Information Act and the Privacy Act, and should be referred to the FOIA/PA Officer (Health Information Manager).

5.   REFERENCES:  
38 CFR sections 1.500-1.584 and 17.500-17.540; M-1, Part I, Chapter 9; MP-1, Part II, Chapter 21; Privacy Act, 5 USC section 552a; Freedom of Information Act, 5 USC section 552; Claimant Records, 38 USC section 5701; Alcohol, Drugs, HIV, Sickle Cell Anemia, 38 USC section 7332; VHA Directive 2000-029, Provision of Medical Opinions by VA Health Care Practitioners; Freedom of Information Act Guide and Privacy Act Overview, May 2000 Edition
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