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NETWORK INFORMATION SYSTEMS (IS) EQUIPMENT/SOFTWARE REQUESTS AND POLICY

1.    PURPOSE:   To establish network policies, procedures, and responsibilities related to request and use of Information Systems (IS) equipment and software.

2.   POLICY:  All users of either government or privately owned IS equipment will adhere to the procedure and responsibilities outlined below.  Equipment and software will be standardized as much as possible to assure continued data access.  Failure to comply with this policy may result in removal of government purchased items.

3.   RESPONSIBILITY:
a.  IS will acquire and maintain IS hardware and software compatible with multi-platform network configurations; maintain a registry of all IS equipment; recommend new computer technologies; and establish and maintain communication pathways with remote sites.

b.  Service/Care Line Managers will assure that IS equipment under their control is physically secure and that data is backed-up and secured in accordance with the provisions of this policy.  This applies to critical data that is not routinely backed-up by IS, i.e., data stored on individual workstation drives.

c.  Operations Manager for Information Systems at each site will follow-up on requests to assure appropriate and timely communications and actions occur. 

4.   PROCEDURES:
a.  Hardware, Software, And Supplies:

1.  Requests for additional or upgraded IS equipment (including workstations, printers, scanners, bar code readers, etc.), equipment to be interfaced with existing systems, and networking components will be submitted to the Operations Manager for Information Systems by the involved Service/Care Line Manager  (see Attachment A). 

2.   Care/Service Line Managers, both at the network and local levels, will obtain the approval of the VISN 2 CIO for purchases of ANY IS-related equipment and/or equipment to be interfaced with existing systems PRIOR to purchase from their available funds.  Complete description of the proposed equipment, cost and justification are to be submitted to the VISN 2 CIO who will indicate concurrence or initiate action to review any questionable aspects.  Care/Service Line Managers are strongly encouraged to involve IS in any decision-making processes involving IS-related equipment and software.

3.  Privately owned IS equipment used for government business must be registered with IS and Acquisition and Materiel Management.  The request to use privately owned IS equipment for business purposes should be submitted utilizing VAF 2235 routed through IRM to A&MMS.  The request should include a detailed description of the hardware, software, and uses for the equipment.

4.  Network Memorandum 10N2-40-00 describes the means by which individuals may remove government owned property for official use off site.

5.  All software installed on IS equipment, whether government or privately owned, must be properly licensed.  There must be an individual or site license for every installed copy of software.  Individual (single copy license) software may not be networked or otherwise installed on more than one computer at the same time.  United States copyright laws and international treaty provisions protect software.  Written materials accompanying software may not be copied if copyrighted.  Other software regulations are license specific.  ONLY software approved and authorized by IS will be installed on government equipment.

6. Requests for Software will fall in one of the two following categories:

a. Requests for Software Purchases:

           1.  Software for VISN-wide or potential VISN-wide applications and/or that interface with VISTA will be submitted by Service/Care Line Manager(s) to the VISN 2 IS Software Manager.    Requests should consider VHA and VISN 2 business requirements and drivers and use or limitations of existing information systems.  Implications for Network-wide implementation and endorsement by Network 2 Care/Service Line Managers should be addressed.  Software description should include software specifications, system, hardware and connectivity requirements, costs, security and number of users.  Software must be shown to be cost-effective throughout the life of the application.  All requests will be evaluated against the VISN 2 Business Plan and the VHA information technology standards as described in the VHA Information Technology Architecture Plan.

                2.  Software for individual users or small groups may be submitted to the local Operations Manager for IS along with commensurate justification.  Such requests should only be submitted when they are for use by experienced users who are capable of setting up and troubleshooting the package since the IS staff will not be familiar with other than the standard software made available to all users.  IS Operations Managers will obtain necessary concurrence for inclusion on VISN 2’s approved Commercial-Off-The-Shelf (COTS) listing before any installation.

           b.  Requests for Software Development:  Software development requests will be submitted to the VISN 2 IS Software Manager using the VISN 2 IT Request Form located at http://vaww.visn2.med.va.gov/is/software/index.html.  

7.  Upgrades, additions, and modifications to equipment will be requested in writing and submitted to the Operations Manager for Information Systems by the Service/Care Line Manager (see Attachment A).  Unauthorized modifications of PC configurations may result in removal of the equipment.

8.  Repairs, upgrades and modifications to equipment will be performed by the Technical staff in IS.  Under no circumstance will any other person open any IS workstation equipment case.


b.   Physical Security:

1.  IS equipment should be located in areas where physical access is controlled, such as an office that can be locked during non-duty hours.  If this is not possible, then anchoring devices should be utilized.  The devices shall be approved by IS and installed by IS staff or Engineering personnel depending on the specific location and type of anchoring hardware to be installed.

2.  IS equipment will be inventoried, with the records indicating where the system is located, what the major components are, what modifications have been made to the system, and who is responsible for the equipment.  The record will be maintained in IS.

3.  Relocation of IS equipment will be coordinated by the involved Service/Care Line prior to movement of the equipment by IS.  Related furniture moves/installations will be coordinated with Engineering.  Service/Care Lines will initiate request to Engineering for relocation of furniture and/or additional electrical power outlets needed to support IS equipment. 

c.
Data Security:
1.  Critical data on IS equipment should be backed-up no less than every seven days.  A minimum of three generations of back-ups should be maintained.  The individual user is responsible for performing the back up of his/her data files that are not stored on drives routinely maintained and backed up by IS.  Storage of electronic data on local workstation drives is strongly discouraged.  Users are to use personal NETWORK drives that are secured and maintained by IS.

2.  Back-up media (whether tape or floppy disk) will be stored in a secure area, located apart from the system and primary data storage media.

3.  Data pertaining to individual patients and identifiable as such (e.g., by Social Security number, name, etc.) is confidential and privileged, and subject to all relevant Federal Law and VA regulations.  This applies to data originating on IS workstations.   Provisions of the Privacy Act of 1974 do not apply to aggregated data that is not identifiable by the individual patients from whom it is gathered, however, provisions of the Freedom of Information Act may apply to the release of aggregated data.

5.  REFERENCES:  None.
6.  RESCISSIONS:  Network Memorandum 10N2-124-00 dated October 23,2000.
7.  FOLLOW-UP RESPONSIBILITY: Information Systems, Author, Rory White, IS Operations Manager, Bath: 607-664-4788.
8.  AUTOMATIC RESCISSION DATE:   July 25, 2006.






Signed 9/2/03//

WILLIAM FEELEY







Network Director

ATTACHMENT:  A

DISTRIBUTION:  Network 2 Medical Centers



       Network 2 Care Line Managers



       VISN 2 Web Site
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	Equipment Request Form
	IS Log #


	Care Line:
	Date:

	Requester:
	Phone Ext.

	
REQUEST FORM FOR EQUIPMENT

	Action:

(
	New
	( Computer
Quantity


( Terminal 
Quantity

( Printer (Local) 
Quantity

( Printer (Network) 
Quantity

( Miscellaneous Device 
 Quantity


	(
	Upgrade
	( Computer (PC)
Type & Quantity


( Terminal  (CRT)
Type & Quantity

( Printer  
Type & Quantity

( Miscellaneous Device 
Type & Quantity


	(
	Relocate
	( Computer
SN 
Move from Location


( Terminal (CRT)
SN 
Move from Location 


( Printer
SN 
Move from Location


( Miscellaneous Device 
SN 
Move from Location


	Are there Power Outlets in Close Proximity?
( Yes
( No

	Location to Install Device (Room No.):

Network connection
( Yes
( No

	Printer Type

( Dot Matrix
( Laser

	  If you have need of special hardware or capabilities, list each special requirement below and include it in the justification.

Special Requirements of Descriptions:


Concurrence Process and Justification
Requests will be reviewed and prioritized based on the information provided in this request. Equipment funds are finite and available depending upon budgetary restrictions.  All requests are reviewed and prioritized and decisions made based on the information provided in the written justification and prioritization by the appropriate Care Line Manager.  The justification should include specific man-hour savings, quality improvements, and explanations of special requirements and reference associated business plan initiatives and/or direct impact on patient care.

No request will be accepted without Care Line Manager's signature.
Name of Point of Contact
Date

Care Line Manager Signature
Date

Do not write in shaded areas.  Submit request to Information Systems.

	
IS PROCESS LOG
	Activity Date

	· Reviewed:


	  Reviewer:
	Reviewed:

	( Approved
 ( Disapproved
	Initials/Date:
	Notified:

	· Installed
	Installer:


	Completed:

	

	Requesting Care Line Information


	Care Line Priority:

( Urgent ( High ( Routine ( Low

	Justification: (should reference the business plan and/or direct impact on patient care.)

	

	

	

	

	Benefits:

	

	

	

	Do not write in area below.  Space reserved for IS.



	IS Information



	Model:
PM Number:
Serial No:

CommServer No:
Line Card No:
Port No:



	Equipment Cost: $
Network Costs: $
 Subtotal: $


Total Man-hours:
Hourly Cost: $
Subtotal: $

	Comments: 



	Total Project Cost:

$
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