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NETWORK 2 TELECOMMUNICATIONS POLICY

1.  PURPOSE: The purpose of this policy is to define process and rules of 

behavior related to telephone service, FTS, paging system(s), and cellular phones.  The provisions of this memorandum apply to all employees of Network 2 in regard to use of government owned telecommunications equipment.

2.  POLICY: This policy defines procedures for employees of Network 2 in order 

to ensure continuity of telephone services.

3. RESPONSIBILITY:  Management of the activities of the Telecommunications System(s) within VISN 2 is the responsibility of the Network Manager, Networking and Telecommunications.  The Facility Telecommunications Managers are responsible for implementing and monitoring the facility level Telecommunications program insuring that policies and procedures related to Network 2 Telecommunications are in place.
     Use of telephone service:

a.  Use of government telephones will be confined to official government 

business. Personal calls are discouraged unless they do not adversely affect the

performance of official duties by the employee or the employee’s organization.  Telephone calls are of reasonable duration and frequency, reasonably could not have been made at another time, are provided for in a collective bargaining agreement that is consistent with these regulations or executed before the effective date of these regulations, but continuing only until the term of the agreement expires.

b.  Personal calls that must be made during work hours may be made over

the commercial network if the call is consistent with the above criteria and 

conforms to the examples below.

          1.  Calls to notify family doctor, family, etc., if employee is injured on the job.

          2.  Employee on travel status is delayed due to official business

transportation delay, and calls to notify family of a schedule change.

     3.  An employee traveling on government business for more than one

night in the continental United States may make one call per day to family.

4.  An employee is required to work overtime without advanced notice and 

calls within the local commuting area (the area from which the employee

normally commutes) to notify family of schedule change or to make alternate 

transportation or child care arrangements.

      5.  An employee makes a brief call within the local commuting area to 

speak with spouse or minor children (or those responsible for their care) to check

on their well being.

           6.  An employee makes brief calls within the local commuting area that can be reached only during working hours, such as a local government agency or physician.

           7.  An employee makes brief calls to locations within the local commuting area to arrange for repairs to automobile or home.

           8.  Third party and collect calls are not permitted.

c.  Employees should be particularly sensitive to the use of government telephone systems under the outlined conditions above. If possible, all calls should be made during lunch breaks or other off duty periods. Abuse of government telephone systems may result in disciplinary action; and when shown to be cost effective, billing of the affected employee for the unauthorized call(s).

d.  Local Care Line Managers and Supervisors will review reports provided by Telecommunications (IS) for reasonableness of calling activity for users within their areas of responsibility. When necessary, notify Telecommunications (IS) and the Facility Information Security Officer of any inaccuracies regarding user data, investigate suspect activity and take the appropriate degree of corrective action in the event instances of misuse occur. Employees will be billed for inappropriate calls made on FTS. A bill of collection will be prepared by the Local Care Line Manager or Supervisor and forwarded to Fiscal section for collective action. Fiscal section will place all recovered funds in the Telecommunications Fund Control Point.

e.  Facility Telecommunications Managers will:

         1.  Generate calling reports from the call accounting system for review as required.

         2.  Analyze FTS calling activity and provide reports to upper management, Local Care Line Managers or designee as required.

         3.  Coordinate generation of bills with Fiscal section for users unofficial use of FTS.

f. Facility Information Security Officer:

1. The Information Security Officer (ISO) is responsible for providing Telecommunication Managers with criteria to conduct periodic risk assessments and to develop contingency plans.  The ISO will assist in the development of security criteria and guidelines on which Telecommunications systems will be measured and certified; the development and implementation of an ongoing user awareness program that deals specifically with Telecommunications issues, user rights and responsibilities and individual accountability. The designated Information Security Officer will assist when requested in administrative investigations concerning the misuse, unauthorized access of or misappropriation of telecommunications services or devices. Reportable Incidents of abuse, misuse, unauthorized access or misappropriation will be made on the VISN 2 ISO Incident Log and the designated ISO will file a report to the VA-Computer Incident Response Capability (VA-CIRC) in accordance with the VA-CIRC Operating Guidelines and Procedures handout.
   2.  The Facility Information Security Officer will during Employee Orientation and yearly follow-up of AIS Security Training include Telecommunications as a topic of interest.
3.  Facility ISOs will conduct Risk Assessments as indicated in the Network Telecommunications Security Plan.
4.  POLICY

     a.  Telephone Use and Privacy:
        1.  Although there is no intention of monitoring of telephone calls out of idle curiosity, employees should be aware that there is no expectation of privacy in the use of Network 2 telephone services.  Telephone communications systems are not inherently confidential. System Administrators and others with special system-level access privileges are expressly prohibited from monitoring telephone calls unless authorized by appropriate senior management officials. However, users should understand there is no guarantee that technical or administrative problems may not create a situation in which it is necessary for a systems administrator or system manager to intercept a telephone call.  In view of this, employees should exercise the same discretion in using telephone communications as they would when using any other government resource.

       2.  Telephone monitoring for the purpose of Quality Control will be coordinated by the Local Care/Service Line Manger and the Facility Telecommunications Manager.  Appropriate notification to callers will be made indicating that their call may be monitored for Quality Control for improved customer services.

b.  Requests for Telephone Service: (moves/adds/changes) 

          1.  No person other than IS Telecommunications staff or designee will unplug or move any telephone. 

2. Requests for moves/adds/changes of telephone service must be

submitted by the Local Care Line Manager or designee by submitting a VISN 2

Communications Request Form to the local Telecommunications Manager. 

Telecommunications staff will contact parties involved to coordinate completion 

of the telephone work order.

a. The VISN 2 Telecommunications MAC Form is available on the VISN 2

Intranet Home Page.

b.  Alternate Request Process.  In the event that the web based form is not accessible, the request form template in MS Word format will be made available as a contingency on the Public Drive.  The completed request form should be forwarded by the requester in accordance with VISN 2 Policy.

3.  Local Care Line Managers or designee are responsible for the proper use of telephones within their areas of responsibility.  When a telephone extension is no longer required it must be reported immediately to Telecommunications Staff (IS).

c.  FTS Service:

         1.  The Federal Telecommunications System (FTS) is a government system of leased long distance lines and is available for making official long distance calls to any telephone within the continental United States.   FTS will be used for all such official calls and in accordance with VA Directive 6001.  The telephone switch is equipped with a call management system, which will print reports of all FTS calls made from the medical center. Telecommunications Staff will generate these reports monthly or as needed for review by Local Care Line Managers, Supervisors, or the Facility Information Security Officer.

        2.  FTS Calling cards will be used when a call is necessary and government phones are not available in accordance with the Network 2 Calling Card policy.

        3.  Users of FTS service will:

             a.  Use the FTS service only for the purpose of conducting business that is within the scope of their official duties.

             b.  Assist in minimizing FTS costs by minimizing the number and length of FTS calls placed.

d.  Public Address System:  The Local Public Address system  will be used to announce messages directly involving safety and patient care. It is not intended as a primary communication system, but for urgent/emergency situations. The system will be used to page physicians, medical students, and emergency medical or disaster teams. The operator will make special scheduled announcements with prior approval from the office of the Local Management Systems Care Line Manager (Director) or designee.  Class of service restrictions will be placed on telephones of all users whose official duties do not require overhead paging capability.
      e.  Radio Paging:  Radio paging shall be considered the primary form of mobile communications when alerting employees of their immediate attention. There are 4 main coverage schemes used by VISN 2 employees;  

             1.  Internal – this coverage scheme primarily is used within the grounds of the parent facility. The maximum range is 15 miles from the antenna location which is normally stationed at the highest location of the medical center. The Local Telecommunications manager is responsible for the management of this system.

            2.  External (Local)- This coverage scheme is normally used for  “On-Call” employees. The maximum theoretical range is 50 miles from the city limits of the parent facility. The Networking and Telecommunications Manager has overall responsibility for all External paging and the Local Telecommunications manager is responsible for the day to day operations at there respective facility.

           3.  External (Statewide)- This coverage scheme is used for the employee whose duties dictate that they travel throughout the VISN.

            4.  External (National) – This coverage scheme is used by Key individuals whose duties routinely require their travel outside the VISN borders. The Local Telecommunications Managers have custody of a spare pager for emergency travel of this type.

f.  Cellular Telephones:  Cellular Telephone use within the VISN shall be justified for the sole purpose of conducting government business within the scope of official duties, when no other means of communications are available. Cellular Telephones will be distributed in accordance with the Network 2 Cell Phone Management and Network 2 Cell Phone Usage policies.

g.  Voice Mail Services:  To reduce exposure to risks associated with Telecommunication Systems, the following actions should be taken

            1.  Local Care/Service Line Managers or designee will determine the need for individual employees to have voice mail services.

            2.  Voice mail messages will be retrieved by the use of a password chosen by the employee.  Voice mail passwords will be treated as any other password, they will not be shared with anyone, posted to or around the telephone device, and will be changed every 90 days or as instructed by local Telecommunication Manager, the use of trivial passwords such as "1111 or 222 is prohibited.

h.  Personal Identification Numbers (PINS):

             1.  Personal Identification Numbers or PINS are used to access Long Distance Calling Services.  Local Care/Service Line Managers and Supervisors will determine the need for individual employees to have access to Long Distance Calling Services.

             2.  PIN numbers will be generated by the facility Telecommunications Manager, and issued to the employee.  PIN numbers will be treated as any other password or access code and therefore will not be shared with anyone or posted to or around telephone devices.

 i.  Lost or Stolen Telecommunications Equipment:

            1.  Security measures must be taken to protect against theft and unauthorized use of Network 2 telecommunications devices, including cell phones, digital pagers, calling cards, etc.  Lost or stolen telecommunications devices, calling cards, etc. are to be reported to the facility Telecommunications Manager and Facility Police/Security Office as soon as possible.

          2.  An employee may be held pecuniary liable for the loss, damage or destruction of Government property when the loss, damage or destruction is due to the employee’s negligence or misuse of such property, in manner that amounts almost to dereliction of duty, dishonesty, or willful destruction of the property. (extract from VA Handbook 7125, Part 4, Accountability)

5.  REFERENCES:  MP-6, Part VII, Chapters 2, 3, 6, 8; VA Directive 6001, Limited Personal Use Of Government Office Equipment; VHA Directive 6210, Automated Information Systems (AIS) Security Policy, VA Handbook 7125, Network 2 Information Systems (IS) Security Policy (10N2-87-00), Network 2 Cell Phone Management Policy, Network 2 Cell Phone Usage Policy.

6.  RESCISSION: All local Telecommunications Policies

7.  FOLLOW-UP RESPONSIBILITY:  Angelo Cretacci, ISO, Buffalo, (716) 862-3269.
8.  AUTOMATIC REVIEW DATE:  January 2, 2004









F. L. MALPHURS

Network Director
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